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ORACLE TECHNOLOGY NETWORK

DEVELOPMENT AND DISTRIBUTION LICENSE AGREEMENT

“We,” “us,” and “our” refers to Oracle USA, Inc., for and on behalf of itself and its subsidiaries and
affiliates under common control. “You” and “your” refers to the individual or entity that wishes to use the
specification from Oracle. “Specification” refers to the specification you wish to download and use.
“License” refers to your right to use the specification under the terms of this agreement. This agreement
is governed by the substantive and procedural laws of California. You and Oracle agree to submit to the
exclusive jurisdiction of, and venue in, the courts of San Francisco, San Mateo, or Santa Clara counties in
California in any dispute arising out of or relating to this agreement.

We are willing to license the specification to you only upon the condition that you accept all of the terms
contained in this agreement. Read the terms carefully and select the “Accept” button at the bottom of the
page to confirm your acceptance. If you are not willing to be bound by these terms, select the “Do Not
Accept” button and the registration process will not continue.

License Rights

We grant you a nonexclusive, nontransferable limited license to use the specification for purposes of
developing your applications. You may also distribute the specification with your applications to your
customers. If you want to use the specification for any purpose other than as expressly permitted under
this agreement you must contact us to obtain the appropriate license. We may audit your use of the
specification.

Ownership and Restrictions

We retain all ownership and intellectual property rights in the specification. You may make a sufficient
number of copies of the specification for the licensed use.

You may not:

use the specification for any purpose other than as provided above;

distribute the specification unless accompanied with your applications;

charge your end users for use of the specification;

remove or modify any program markings or any notice of our proprietary rights;

use the specification to provide third party training on the content and/or functionality of the

specification, except for training your licensed users;

e assign this agreement or give the specification, program access or an interest in the specification
to any individual or entity except as provided under this agreement;

o disclose results of any program benchmark tests without our prior consent; or,

e use any Oracle name, trademark or logo.

Specification Distribution

2 Copyright © 2010 Oracle Version 1.0
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We grant you a nonexclusive, nontransferable right to copy and distribute the specification to your end
users provided that you do not charge your end users for use of the specification and provided your end
users may only use the specification to run your applications for their business operations. Prior to
distributing the specification you shall require your end users to execute an agreement binding them to
terms consistent with those contained in this section and the sections of this agreement entitled “License
Rights,” “Ownership and Restrictions,” “Export,” “Disclaimer of Warranties and Exclusive Remedies,” “No
Technical Support,” “End of Agreement,” “Relationship Between the Parties,” and “Open Source.” You
must also include a provision stating that your end users shall have no right to distribute the specification,
and a provision specifying us as a third party beneficiary of the agreement. You are responsible for
obtaining these agreements with your end users.

You agree to: (a) defend and indemnify us against all claims and damages caused by your distribution of
the specification in breach of this agreements and/or failure to include the required contractual provisions
in your end user agreement as stated above; (b) keep executed end user agreements and records of end
user information including name, address, date of distribution and identity of specification distributed; (c)
allow us to inspect your end user agreements and records upon request; and, (d) enforce the terms of
your end user agreements so as to effect a timely cure of any end user breach, and to notify us of any
breach of the terms.

Feedback

You may provide us with comprehensive information and feedback regarding the specification, including,
but not limited to, information regarding any problems that you experience with the specification and/or
any improvements or suggested changes to the specification, and any such feedback or other information
shall be received and treated by us on a non-confidential and unrestricted basis (“Feedback”). Such
Feedback will be addressed at our discretion and according to our standard development practices. We
shall have a worldwide, royalty-free, non-exclusive, perpetual, and irrevocable right to use Feedback for
any purpose, including but not limited to, incorporation of such Feedback into the specification or other
software products.

Export

You agree that U.S. export control laws and other applicable export and import laws govern your use of
the specification, including technical data; additional information can be found on Oracle’s Global Trade
Compliance web site located at http://www.oracle.com/products/export/index.html?content.html. You
agree that neither the specification nor any direct product thereof will be exported, directly, or indirectly, in
violation of these laws, or will be used for any purpose prohibited by these laws including, without
limitation, nuclear, chemical, or biological weapons proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE SPECIFICATION IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. WE FURTHER
DISCLAIM ALL WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NONINFRINGEMENT.

Version 1.0 Copyright © 2010 Oracle 3



94

95
96
97
98
99
100

101

102

103
104

105

106

107
108
109

110

111
112
113
114
115
116
117

118

119

120
121
122

123

124

125
126
127
128
129
130

131

Oracle Cloud Management API

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE OR
CONSEQUENTIAL DAMAGES, OR DAMAGES FOR LOSS OF PROFITS, REVENUE, DATA OR DATA
USE, INCURRED BY YOU OR ANY THIRD PARTY, WHETHER IN AN ACTION IN CONTRACT OR
TORT, EVEN IF WE HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. OUR
ENTIRE LIABILITY FOR DAMAGES HEREUNDER SHALL IN NO EVENT EXCEED ONE THOUSAND
DOLLARS (U.S. $1,000).

No Technical Support

Our technical support organization will not provide technical support, phone support, or updates to you for
the specification licensed under this agreement.

Restricted Rights

If you distribute a license to the United States government, the specification, including documentation,
shall be considered commercial computer software and you will place a legend, in addition to applicable
copyright notices, on the documentation, and on the media label, substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

“Programs delivered subject to the DOD FAR Supplement are ‘commercial computer software’ and use,
duplication, and disclosure of the specification, including documentation, shall be subject to the licensing
restrictions set forth in the applicable Oracle license agreement. Otherwise, specification delivered
subject to the Federal Acquisition Regulations are ‘restricted computer software’ and use, duplication, and
disclosure of the specification, including documentation, shall be subject to the restrictions in FAR 52.227-
19, Commercial Computer Software-Restricted Rights (June 1987). Oracle USA, Inc., 500 Oracle
Parkway, Redwood City, CA 94065.”

End of Agreement

You may terminate this agreement by destroying all copies of the specification. We have the right to
terminate your right to use the specification if you fail to comply with any of the terms of this agreement, in
which case you shall destroy all copies of the specification.

Relationship Between the Parties

The relationship between you and us is that of licensee/licensor. Neither party will represent that it has
any authority to assume or create any obligation, express or implied, on behalf of the other party, nor to
represent the other party as agent, employee, franchisee, or in any other capacity. Nothing in this
agreement shall be construed to limit either party’s right to independently develop or distribute software
that is functionally similar to the other party’s products, so long as proprietary information of the other
party is not included in such software.

4 Copyright © 2010 Oracle Version 1.0
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Open Source

“Open Source” software — software available without charge for use, modification and distribution — is
often licensed under terms that require the user to make the user’s modifications to the Open Source
software or any software that the user ‘combines’ with the Open Source software freely available in
source code form. If you use Open Source software in conjunction with the specification, you must
ensure that your use does not: (i) create, or purport to create, obligations of us with respect to the Oracle
specification; or (ii) grant, or purport to grant, to any third party any rights to or immunities under our
intellectual property or proprietary rights in the Oracle specification. For example, you may not develop a
software program using an Oracle program and an Open Source program where such use results in a
program file(s) that contains code from both the Oracle program and the Open Source program (including
without limitation libraries) if the Open Source program is licensed under a license that requires any
“modifications” be made freely available. You also may not combine the Oracle program with
specification licensed under the GNU General Public License (“GPL") in any manner that could cause, or
could be interpreted or asserted to cause, the Oracle program or any modifications thereto to become
subject to the terms of the GPL.

Entire Agreement

You agree that this agreement is the complete agreement for the specification and licenses, and this
agreement supersedes all prior or contemporaneous agreements or representations. If any term of this
agreement is found to be invalid or unenforceable, the remaining provisions will remain effective.

Version 1.0 Copyright © 2010 Oracle 5
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262 Foreword

263  This document introduces the specification of the Cloud Resource Model in the laaS space and includes
264  some examples using the protocol as described.
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Oracle Cloud Management Model

1 Scope

This clause describes the scope of this specification, including some items that are specifically out of
scope.

1.1 In-Scope
Resource Models
Examples of Resource Models usages in the REST protocol

Extensions to HTTP status code and overloading of existing status code in the context of the use cases

1.2 Out of Scope
Detailed Security Mechanisms
Privilege and Identity Management Model

User Models

1.3 Conformance

2 Normative References

The following reference documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

Hypertext Transfer Protocol HTTP/1.1 - REC 2616

HTTP Authentication - REC 2617

Key words for use in RFCs to Indicate Requirement Levels - REC 2119

The application/json Media Type for JavaScript Object Notation (JSON) - REC4627

Media Type Specifications and Registration Procedures - REC4288

3 Terms and Definitions

3.1
can
used for statements of possibility and capability, whether material, physical, or causal

Version 1.0 Copyright © 2010 Oracle 11
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3.2
cannot
used for statements of possibility and capability, whether material, physical or causal

3.3
conditional

indicates requirements to be followed strictly in order to conform to the document when the specified
conditions are met

3.4
mandatory

indicates requirements to be followed strictly in order to conform to the document and from which no
deviation is permitted

35
may
indicates a course of action permissible within the limits of the document

3.6
need not
indicates a course of action permissible within the limits of the document

3.7
optional
indicates a course of action permissible within the limits of the document

3.8
shall

indicates requirements to be followed strictly in order to conform to the document and from which no
deviation is permitted

3.9
shall not

indicates requirements to be followed strictly in order to conform to the document and from which no
deviation is permitted

3.10
should

indicates that among several possibilities, one is recommended as particularly suitable, without mentioning
or excluding others, or that a certain course of action is preferred but not necessarily required

3.11
should not
indicates that a certain possibility or course of action is deprecated but not prohibited

3.12
unspecified
indicates that this profile does not define any constraints for the referenced CIM element or operation

12 Copyright © 2010 Oracle Version 1.0
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4 Symbols and Abbreviated Terms

5 Executive Summary

The Oracle Cloud API defines an Application Programming Interface (API) to consumers of laaS
clouds based on Oracle’s solution stack.

Cloud computing is a style of computing in which dynamically scalable and deployed resources are
provided as a service over the network. Users need not have knowledge of, expertise in, or control
over the underlying infrastructure in the “cloud” that supports the services rendered to the users. As
enterprises (companies, governments, and other organizations) integrate their existing IT
infrastructures and IT resources with the sharable cloud paradigm, it is imperative for cloud enablers
to provide a uniform API that these enterprises can use to tailor the cloud to their business processes
and economic models.

As IT deployments becoming more complex, an abstraction of the infrastructure resources become
more relevant to address concerns of compliance and configuration. Furthermore, such abstractions
enable consumers to both self serve, “ala carte” the exact service they need, and to operationally
control these services without any significant administrator involvement.

This API enables an infrastructure provider to service their customers by allowing them to
» Browse templates that contain definitions and metadata of a logical unit of service
» Deploy a template into the cloud and form an IT topology on demand
 Perform operations (such as ONLINE, OFFLINE) on the resources
 Take backups of the resources

The RESTful (Representational State Transfer) API presented here focuses on the resource models
and their attributes.

6 Introduction

Usage of the API is via the HTTP protocol. The GET, POST, PUT, and DELETE requests are all used.
Resource representations documented here are in JSON.

The API presupposes no particular structure in the URI space. The starting point is a URI, supplied by the
cloud service provider, which identifies the cloud itself. The cloud's representation contains URIs for the
other resources in the cloud. Operations on the cloud resources are performed by making an HTTP
request against the URI of the resource.

The specification of this Cloud API includes:

o Common behaviors that apply across all requests and responses, error messages,
common resource attributes

¢ Resource models, which describe the JSON data structures used in requests and
responses

e The requests that may be sent to cloud resources, and the responses expected.
Common behaviors would not be described for each resource

Version 1.0
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7

Specification

The key words “MUST”", “MUST NOT”, “REQUIRED”, “SHALL", “SHALL NOT", “SHOULD", “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document, and all other documents that
comprise the specification of The Platform RESTful API, are to be interpreted as described in “Key

words for use in RFCs to Indicate Requirement Levels” (REC 2119).
The version of this specification and the document version are indicated at the title page.

The following are the sections in this specification

= Common Behaviors

= Resource Models

= Requests and Responses to

(0]

OO0 O0OO0OO0OO0OO0O0OO0OO

Cloud
VDC
Zone

Volume

Archive

VNet
NetworklInterface
ServiceTemplate
Assemblylnstance

ScalabilityGroup
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8 Common Behaviors

This document specifies constraints that apply to all the requests and responses that occur in the RESTful
APIs supported by the Oracle Cloud Computing Platform, hereinafter referred to as “The Platform”.

8.1 Transport Protocol

All of The Platform APIs are based on the Hypertext Transfer Protocol, version 1.1 (REC 2616). Each
request will be authenticated using HTTP Basic Authentication (REC 2617) unless otherwise noted.
Therefore, requests sent from clients on the public Internet (and not on a secure channel such as a VPN)
MUST use the https protocol. TLS 1.1 shall be implemented by the provider and TLS 1.2 is strongly
encouraged. When TLS is implemented, the following cipher suites shall be supported to ensure a
minimum level of security and interoperability between implementations:

= TLS_RSA WITH_AES_128 CBC_SHA (mandatory for TLS 1.1/1.2)

= TLS_RSA WITH_AES 256 CBC_SHAZ256 (addresses 112-bit security strength

requirements)
= TLS_RSA_WITH_NULL_SHA (for TLS without encryption)

8.2 URI Space

The resources in the system are identified by URIs. To begin operations, a client must know the URI for a
resource. Dereferencing the URI will yield a representation of the resource containing resource attributes
and links to associated resources.

Clients MUST NOT make assumptions about the layout of the URIs or the structures of the URIs of the
resources.

8.3 Media Types

In this specification, resource representations and request bodies are encoded in JSON, as specified in
RFEC4627

Each type of resource has its own media-type, which matches the pattern
application/vnd.com.oracle.cloud.Xxxxx+json, where “Xxxxx" represents the portion of the identifier unique
to a particular representation format for each resource. The identifier MUST be globally unique in the
space of vnd.com.oracle.cloud, and the meida type should be registered in accordance to REC4288.

The Platform MUST provide representations of all resources available in JSON.

The Platform MUST accept requests from clients encoded in JSON.

Version 1.0 Copyright © 2010 Oracle 15
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8.4 Request Headers

In requests made to services implementing Oracle Cloud Platform APIs, several specific HTTP headers are

used as described in the following table:

8.5 Request Parameters

The client can use request parameters in requests to formulate the following

Table: Request Headers

Header Supported Description Required
Values
Accept Comma-delimited | Indicates to the Recommended, on
list of media server what media | requests that will
types or media type(s) this clientis | produce a response
type patterns prepared to accept | message body
Authorization | “Basic “ plus Identifies the user Yes on most of the
username and making this request | requests
password (per
RFEC 2617)
Content- Length (in bytes) | Describes the size | Yes, on requests
Length of the request of the message that contain a
message body body message body
Content- Media type Describes the Yes, on requests
Type describing the representation and | that contain a
request message | syntax of the message body
body request message
body
Host Identifies the host | Required to allow All requests
receiving the support of multiple
message origin hosts at a
single IP address
X-YYYYY- String containing | Declares the No
Client- a specification specification
Specification- | version number version of the
Version YYYYY API that
this client was
programmed
against

Table: Request Parameters

Format

Description

Example

16

Copyright © 2010 Oracle

Version 1.0




468

469

470
471

472

TBD

Oracle Cloud Management API

?attrl,attr2,...

Comma separated
attribute names to
return the specified
attributes of a resource.

If an attribute is not part
of the resource, then it
would be ignored.

If none of the attributes
is part of the resource,
then the resource would
be returned in its
complete form

Serverl32?name,description
,Status

Would return only “name”,

“description”, “status”
attributes of the Server132.

?[attr_regex]

Attribute regular
expression.

If none of the resource
attributes match the
pattern, then the
resource would be
returned in its complete
form.

<resource_uri> is
equivalence to
<resource_uri>?[.*]

Serverl32?[.*contain.*]

Would return contained_in
and container_type
attributes of the Server132

?[collapse]

This would collapse all
the Collection attributes
by not returning the
individual elements

Only the Collection’s uri,
name, and total would be
returned for all the attributes
that are of Collection type

?<attril>:[collapse]

This would return only
attril, and if attril is a
Collection, it would be
collapsed. If attril is not
a Collection, it would be
ignored

?servers:[collapse]

Would return Collection’s uri,
name, and total only

?[verbose]

This would show all the
fields of all the
attributes, recursively,
including the collections

For example,
/serverl123?[verbose] would
return the expanded list of all
the volumes, VNet
interfaces, and snapshots,
including all the attributes

The client must URL encode the request parameters.

8.6 Response Headers

I