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Oracle Maximum Availability Architecture
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. Oracle MAA @ Data Protection

Oracle Database 11g Release 2

Primary Database Standby Database
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. Type of Block Corruption

Doc ID 1088018.1 Master Note for Handling Oracle Database Corruption
KROWN#152523 [ ¥v.X #—./—H] Corruption(#£#5)

= Data Block Corruption(Doc ID 840978.1)
— Physical Block Corruption
— Logical Block Corruption

= Other Corruptions
— Control file Corruption

= Use control file mirror & Copy Oracle Support ~

— Redo Corruption .
PRIV EHLES/ZS0)
= ASM Mirroring / Use multiplexed log file RILVED

— Dictionary Corruption(Doc ID 136697.1)
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. Data Block Corruption

Physical Block Corruptions
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. Data Block Corruption

Logical Block Corruptions

* Block N D#EEMNFREMIZHEIEL TULVS (R IER) IKEEDBlock
— 31 (Block Header{>FooterM1E#R . ChecksumDEtHEFER) IZIXIELLY
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. Oracle Databasel“EiBi{b SN =B

Data Block Format

Database Block

}
f
= Oracle Database D BlockZEZHE VDT TILGEL, B comomovssnrs
BAEICERIERSNT-BE 2 vt
. - H RowData
> BlockD1& & 4 B2 TLV5AOracle Databasef=h b 2%,
Physical Corruptionf¥>Logical Corruption®F v h al gk

> &51Z, Oracle Databhase D &FTechnologyLf A7 &= T
BHLANNEFHEZLLTTRE

— OS. 77MI AT LRRN—U T, timBYIZBlockZxI/0F 511+ THY.
FND 5 (BlockM# &) A'Data BlockE L TIELLIC M E AT BT TN,

= Exadata Cell Storage Serveré&., H.A.R.D Initiative [XF v A[gE
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. Oracle Database@®Data Protection
PR LNILE S SBEEE

s FIvIDEFH, L)L, BB T HIHT 588/ A5 A—4
_ DB_BLOCK_CHECKSUM )
_ DB_BLOCK_CHECKING
_ DB_LOST WRITE PROTECT |

| DB_ULTRA_SAFE/S54—4T
"% —FEHI{E A Re

- EEARNGF Ty VB RE
— Oracle Recovery Manager(CHECK LOGICALA] / VALIDATE < k)
— SQL> ANALYZE TABLE3X (VALIDATE STRUCTURE CASCADE #7<3>)
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. DB BLOCK_ _CHECKSUM
MZ

= Data BlockI D Checksum# %] FH L #=Physical Corruptionfx %1 {1 #H A
— Disk~BlockxEE AL A

« DBWR, $&UDirect Load&E1T9 5P —/\—-JTOEX A, Checksum
(BlockID & T—3%TIZETE LT-#UE) #Block Header[Z#&#HL TH<,

_ Diskm5Blockiz A H L1
« BlockZiAHLI=70€XN, BETELT-Checksumé&Block HeaderRIZ
FREIL THELV=ChecksumZ LLERIREE T 5,

> &L.Checksum P~ —&H DL E L, Block AD T —E0WEESIH/-CF
(=748 74, Physical Block Corruption 234 L /=&-#) € 7] G
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. DB BLOCK_ _CHECKSUM

SRENEZDEIIE
Checksum:*._ﬁ,ﬁd) Checksumﬁ;IEd) Redo Block
DiskE 1A A Hi] DiskEtiA 1% SYSTEM
TYPICAL v DiskZE 1A & Hil Disk&tiA & 1% 2T gY
DiskZ A &Hi] Disk&EiA A&
FULL + + £T "Y
BufferE TE#71#% Buffer.t TEZTRI
FULLDIZ & &, UPDATEA°DELETEZ D Redo Block®Checksuml(Z
DML 3 TBuffer Cache_E MBlockxE#H 3 Archiving / Instance Recovery /
LHAIERTCHERMERIINEITINDS Roll forwardBIZf&SEEh 5
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. DB BLOCK_ _CHECKSUM

Buffer Cache_£ T&#r&#1/-Data Block/Zx/L T
Checksum VD AFEFNBEZ1ST

s S EEICKIBEDEWVNTER

- DB_BLOCK CHECKSUM=TYPICAL
1. H—N\—-JO+R([ZLBBlockE#HE#%. ChecksumlZ€nO
2. DBWRMDiSkANEZFIALFRIZ. ChecksumZ it E L THERAL
> FHDEI/Checksum Z5E LGS THEIE

- DB_BLOCK CHECKSUM=FULL
1. Y—/I—-TOERIZ&SBlockEFHEE. ChecksumZ it E L TEHIAL
2. DBWRADiISKANEE AL RIZ, ChecksumZ R EE

> XE1_ETDBlock Corruption TS LA AT EE
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. DB BLOCK CHECKSUM
Redo Block/Z#193Checksum D4 Bt £ #8 5F (KROWN#155653)

) —RBICEPNELGLIRICER
Dis | BHAH B DIREE

~10.2 LGWR FL
11.1~11.2.0.1 Foreground Process LGWR(FULLDIZEDH)
11.2.0.2~ Foreground Process 7iL

_ Release 11.1L1f&Tl&. Redo Block® Checksum® & B ALIE% .
ZFDRedoZ 4 FiLT-Foreground Processh‘#85 = LGWR D& A1 EE/R

« 1=72L. Release 11.1~11.2.0.1IZH WLV T, FULLZERELTL\SI5EE
LGWR#A'Redo BlockZDisk~Z3A ¢4 /i, Foreground Processb\_&._ﬁfil.,
t=ChecksumD B EMF v IEEITT DENEIZHED
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. DB BLOCK CHECKSUM
IR 1% 1 DEJE

Alertlogi= 54k ) ABEESNBAE,
Oracle ClientlZfA]$ T3 — (RS 7ELN

: Yes VASMDEH2FY « TIX T V5 IE EBlock ZERA?
ASMMIIIOLZ == 48 Block IE#Block TEBIMIC B ETE

No

Y_eg v'Data Guard DAutomatic Block Media Recovery
(Standby Databasem 5 1E #BlockZz32{EL THEIEE)

—

No

v ZMBlockxE K Lf-Oracle ClientlZx{L T, ORA-1578 HR %
v'ZMBlocklEMedia Corruption&EL TY—o&, LURE, ZDBlocklZEEFH AT
v FEBJI-EBBlock Media Recovery 22!
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. DB BLOCK CHECKSUM
Automatic Block Media Recovery(ABR) THEEES L /-BEnE&EZO0

= Primary Database’s Alert.log

Mon Aug 19 18:44:27 2013
Hex dump of (Ffile 3, block 35) in trace file /u0l1/app/oracle/diag/rdbms/orcl/ORCL1/trace/ORCL1 ora 16202.trc
Corrupt block relative dba: 0x00000023 (file 3, block 35)
Fractured block found during buffer read
Data in bad block:

type: 6 format: 2 rdba: 0x00000023 BB D IEH]

last change scn: 0x0000.0cff8994 seq: Ox1 flg: O0x04

sparel: Ox0O spare2: Ox0 spare3: 0x0

consistency value in tail: 0x76150601

check value in block header: Oxcf5

computed block checksum: Oxffe3
Reading datafile "+DATA/orcl/datafile/tbhs20.319.822054891" for corruption at rdba: OxOOOOOOZS:fEiﬁe 3, block 35)

Read datafile mirror "DATA_0002° (file 3, block 35) found same corrupt data (no logical check) .
Read datafile mirror "DATA_0000" (file 3, block 35) found same corrupt data (no logical check) ASM Mirror T
Automatic block media recovery requested for (file# 3, block# 35) HEMEEZE1T

Mon Aug 19 18:44:29 2013 P
Automatic block media recovery successful for (file# 3, block# 35) ABR THEZEE XL

X EEMNOLHEFEH KL BIMEEICALI-EEIEORA-1578ILELHFRS NG
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. DB BLOCK CHECKING
HE

: Buffer Cache k- TBlockZZE#IZ.
HIEMNLGEESEETFIYITHIET. Logical CorruptionZ#&E19 5

— ChecksumMIELLMEE TH., SREM/ERBICAEGZIREEZ R EN 0T 88

- FEBERFEL-ERHE. DMLIZKST—2EHFLUNDEREL A
= {5l . DBWRDEZH LIZHS. Block Headerf§i D EFH

— Buffer CacheZ##H L%\ \Direct Load Operationld. XF v xt &5t

— INFGA—ADBREEIZHL T, FovIDRRPL AL ZEFIE AT EE
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DB BLOCK CHECKING
BEEEDIIE

s PR TEEITHDREEDFIVIZESD
- BIAIE. TLOWI=[OFF1DFxvF + £ TDBlock®Block Header Check

Value Default Fry7%ik
55t % Block
OFF (V4

SYSTEMZXR 1, Semantic Block Check

LOW €T Block Header Check
MEDIUM 2THOFRET AVEF  Semantic Block Check
FULL 2TNHES|EY A2+ Semantic Block Check

_ EAKRpIZIE. Buffer Cache L THOBIockNBENZE R ZIZFTvIMEITINBN,
Block Header Checkld. RACD A RE2 A TDHBlock#riX&ZIZEE{TINS

ORACLE
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. DB_BLOCK CHECKING
A58 1 5 DI IE (Disk £ DBlock 4V E 44— ) [ YT ]

ORA-607 & ORA-600
DIF—LES

SQL> update TAB1

set COL2="BBB": | _S_Q.L> update TABl set COL2="CCC"; =/ ooooooooe >
os® -—r—!-l-..
pdate +* Update '.v
Block#100 | | Block#100 Blo 00 ttor £ Block#100 | | Block#100
Database [« --------- (101, AAA | |-{(101, BBB | |------ 101, |- Buffer£ 1501, AAA | (101, BBB) ---mromeoeomemeceeees 5
Server b C C | | 0Dt — DoEE
BUffer ( ) ( ) ( ] ) | )
Blockﬁogead ll.ogifcav
. Q
ek 8 ...... oYYy ConuptionEeitn o 72 N
C— )
— e—

~
V=L /][5 4
— RIAZYFDRedotHLEH T, T5—HLEEH I DBlockDIKEEA

2 FA—tv3 I TrI o3 F R AT g

ORACLE
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DB BLOCK CHECKING
DS Z00 Disk £ DBlock HViE &7 —X)

= Oracle Client

ORA-00607: T—2-JOVIDEEREFRICABIS—MFEELEL,
ORA-00600: W&TLS—-a—F, 5% : [kdBIkCheckError],[18], [35], [6107]1, [1, [1. 1.0, 1. 1. 1. [

= Alert.log

Wed Aug 28 11:32:31 2013
Corrupt Block Found
TSN = 47, TSNAME = TT

RFN = 18, BLK = 35, RDBA = 75497507 E#EBlock DIF#K

OBJN = 118071, OBJD = 118071, OBJECT = TAB1l, SUBOBJECT 2 R

SEGMENT OWNER = TRY, SEGMENT TYPE = Table Segment (ZRBE. 4721714, Block Address &)
Wed Aug 28 11:32:35 2013
Errors in file /uOl/app/oracle/diag/rdbms/orcl/ORCL1/trace/ORCL1_ora_3341.trc (incident=4009905):

ORA-00600: W#T5—-a—F, 51#: [kdBIkCheckError], [18], [35], [6107]1, [1., 1. 0. 0. 1. 00. 1, [1
Incident details in: /uOl/app/oracle/diag/rdbms/orcl/ORCL1/incident/incdir_4009905/0RCL1_ora_3341_i4009905.trc

Block recovery from logseq 8, block 6189 to scn 224893931
Recovery of Online Redo Log: Thread 1 Group 10 Seq 8 Reading mem O

Mem# O: +FRA/orcl/onlinelog/group_10.1470.802603633 5__@59/://7_'7/ \//é:gé"ff[/ T3 (/;'é'l)}ﬂ#)
Block recovery completed at rba 8.6190.16, scn 0.224893932

ORACLE
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. DB BLOCK CHECKING

ORA-607 & ORA-600

Oracle Client/= ]
DIZ—2ES

SQL> update TAB1

. w .  mmmmmmmmmmmmmemeoeoeo SQL> update TAB1l set COL2="CCC"; >
set COL2="BBB"; Update,*" "%,
/m J \ R4
Block#100 | | Block#100 Block.#loo 'V tter £ Block#100 || Block#100 || Block#100
Database [ - (101, AAA | (101, BBB | |-{[ 101, *@ x ?ﬁ?‘;ﬁ S202, o JHL206, 4 H  seit  |->
Server = | == | = © ( ] [ ) | | ) | \Gorruniad

Buffer ———— . W,
A Read *. N”e 3V Recovery &N

W BodHI00| . Logical . [B'ﬁf{fﬁl@"" ______________ o ‘i) e
Disk —— | Corruption®#¥¢ [— EEEEY | conupicd
- BI}EEICEKRLTOTEH, BRUILEBERCIS—LARLHEVAISER
= CD#&. BEBlockANT7JtEXALT-15E ., ORA-1578 X[ ORA-600A F 4
- FB/-),B Block Media Recovery 2V ZE (ABR /X ZEL4L))
ORACLE
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DB BLOCK CHECKING
wHEFEDEZ00 Disk £DBlock E4E#HEL TLVE5—X)

= Oracle Client

ORA-00607: T—2-JOVIDEEREFRICABIS—MFEELEL,
ORA-00600: W&TLS—-a—F, 5% : [kdBIkCheckError],[18], [35], [6107]1, [1, [1. 1.0, 1. 1. 1. [

= Alert.log

Wed Aug 28 13:38:32 2013
Corrupt Block Found
TSN = 47, TSNAME = TT
--- (&)
ORA-00600: WEBTLZ—-a—F, 5|#: [kdBIkCheckError], [18], [35], [6107] 0. 0. . . . . .
Block recovery from logseq 9, block 29085 to scn 224911344
Block recovery completed at rba 9.29086.16, scn 0.224911345
Corrupt Block Found

TSN = 47, TSNAME = TT
RFN = 18, BLK = 35, RDBA = 75497507
Block recovery from logseq 9, block 29085 to scn 224911352 5@”/-’/2’7/\’/2:”5(' LT lé;j\
OBJN = 118071, OBJD = 118071, OBJECT = TT, SUBOBJECT = PSS 1 /‘—-l AN 2/7{‘
SEGMENT OWNER = TRY, SEGMENT TYPE = Table Segment DISli b AAATZY /\/{yg@5|ock
Recovery of Online Redo Log: Thread 1 Group 7 Seq 9 Reading mem 0 BEL TIBEEHL, UA/ UL TS
Block rocovery Stopped At EOF rba 6.20092.16 (U Y Z )
Block recovery completed at rba 9.29092.16, scn 0.224911351 J - Block/Z/%, Soft Corrupted& v—2o37#13

ORACLE
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. Soft Corrupt
Physical Corruption / Logical Corruption &/a7 5/ D& & Tl 740

= IRE A SN - (Oracle AV B8 5258 BlockI 2T Hond<—2

- ORI MFIFoNTFBlockA7 7t ALT=15E . ORA-1578H FKET S
SQL> select * from TAB1 where COL1=100 ;

TITIS—HFELFELS,
ORA-01578:0racleT—%-JOVVIEENREELEL-(T7MILEE18. T7OvYES35)
ORA-01110: T—AX774J)L18:"+DATA/orcl/datafile/tt.316.824637849"

SQL> select * from V$DATABASE_BLOCK CORRUPTION;

FILE# BLOCK# BLOCKS CORRUPTION_CHANGE# CORRUPTIO

18 35 1 1.0696E+14 CORRUPT
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. DB LOST WRITE PROTECT
Lost Write &/ ?

s ANL—DEEMNGBlockDEAATET ABIEN=IZEHEH5T .
FMR (2 (EDisklZZZAFNTLVALNESR

— Data BlockD#g&E &L TIXIE R A,
Lost Write WAL T=BlocklZ77tALTEHLIT—IFFEELALY

> PIERT—REI——BEIZI T BT
> PIELT— 5200 E XD
= Lost WritelZ & BE2Z 0 5
- EENAEVIZEEOLLT . EERAYELTEXZZITTLES
- FXEZHETEDIC, EXEZIT TGN EZHE->TLEDS
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. DB _LOST _WRITE_PROTECT
MZ

= Data Guard (Physical Standby Database) TLost WriteZ#& H 3 5t #i &
1. Primary Database TBlockZDiskh b5+ BRI, #REEFARedoZ A R
* Data File Number > Block & —BI=HET 64 DIH
= Data Block Address (DBA)
= System Change Number (SCN )} Block EEFA/Z1 M B/ V— 3 HIL 15
2. Data Guard®t#8# TPhysical Standby Database~RedoZ% &%
3. Standby Databasef8] M xf & Block&RedoN D SCN% LL &R S

> EL.SCNAOF—HDELS L., Lost Write HVFEEL TIVBEHE AJBE

ORACLE
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. DB LOST WRITE PROTECT
SRTNE 77 DEJIE

= Primary Database&Standby Database® i 5 THD R E DS S E

Default | Lost Wnte#ﬁtﬂ'ﬁ% Prlmary Database Standby Database

NONE
TYPICAL Read / Wnte%E fAE Diskh 5Buffer Cache~ Redo:@ﬁﬁkiﬂ@—iﬁ'&
UL Read / Write & 4815 BlockZ & iA A+ BF . MRPA %t & Blocké&

Read OnlyZ #8135} RELFARedoZ4 R  RedoNMDSCNZ LLES

— Primary X (% Standby Database® (T 715D FEANONE D15 & (L FEZ)
= Primaryh\tREEFARedoZ A kL7 L D T, Standby THEEE TE 740D
= Primary CH&EE FARedoZz A B L TH . Standby THREELZELY
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. DB LOST WRITE PROTECT
Lost Write DEELEEHDI1Z T (E—FL L)

» Lost WriteZ# &9 22427147

— Primary Databasef8| TLost Write hV 5 4 L TL V4 BlockZ Diskh 5 Buffer £~
HAIAATRICE B EN-Redo%. Standby Database D MRP A& EEL 1=k

= Lost Write BZ£#F (Disk A\DEAADKZEL/=BEE]) TIF74<,
Lost Write L TLVBBlock #FDisk DE#A 24320

— ¥EBlocklZH UL TLost Write AN FE AL TULNTEH. FDBlockZE{EALAULEY
s BREERCEHINSOTF I aAVLEE
« RIEET—ADMDBlock M AT LI EL

ORACLE
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. DB _LOST _WRITE_PROTECT
EEDHE

= ¥R EE FARedo M A& pk (£ Buffer Cache M BlockEs A &+ 2[R E
— Buffer Cache##Z2H L7 \Direct Path Read C/#, #ZF/ARedo [FLB LD

= JEData GuardiBiE T4 . TYPICALLL L DR FE CHEIFARedoF £ R
— AT T YHNY (A—)L T3 T—R)EF(ZLost Write Z#4E AT g

= Standby Database TEL£L /=Lost Write &484 aTFE
— Primaryffll CH#&SEFARedo4 X + Standby I CHREE. LLVS5EEIXRILC
~ O —RIZBESINBA . ASM Mirror PABR/ZLB B EEE 1 T fE (%R )
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. DB LOST WRITE PROTECT
Lost Write 284 D iz (Prlmarv/ ) TLost Write L /=5 —X)

Primary Database|ss Standby Database

BufferiCache | : i BufferiCache
File7 Block131J File7 Block131

SCN#3977658 SCN#3977658

SQL> update TAB1 Redo Record
set COL2="BBB" ' Redo Transfer File7 Block131 FI|67 BIOCk131
where COL1=101 ; File7 Block131 SCN#3982682 SCN#3977658
SCN#3982682 988 - COL2='BBB' MO
e e3¢, LostWrite -
RE Ll qFilc7 Block131
i . = 4 5 SCN#3982682
| (Buter Fiush] | — 101,685 )]
i ! | (\ ( ) )
SQL> select * File7 Block131 Read ‘ 3 ARedo Ne 'r - '
e WEB _Redo Transfer | File7 Block131 .| LOST Write &84 (ORA-?SQ}]
: | mﬁ, | SCN#3977658 |~ | SCN 3977658 < 3982682
i : i Block Read ;
\% V A\ V

ORACLE
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. DB LOST WRITE PROTECT
Lost Write 8/ # D Zf £ (Primary £ TLost Write L /=4 —X)

= Primary{8l TH 4 L1-Lost WriteZStandby{fI TR tH 95
— Standby Database®Alert.log[ZORA-752MD F A F L%
— Standby DatabaseD 7 —42%{##& 3 54I1Z. MRPTOERXZEHEE1E
« LUBEDORedoD#ERZEHIEL, RIET—RIZ&KDT—FFLEHFLHEELN

— PRxxZBtEARMDTrace File (xxx_xxx_prxx_xxx.trc) (ZBlock® ¥ #l% 50 £%
= Primaryfll Tx & BlocklZ7 V7t ALEFEIZE L=RedoL a—kF M Dump
= Standby {8 TR#FL TLVS xR Block®Dump
- CNLDIERA S, LD LUE(IZLost Write N A LT=-hEF SR AT e
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DB _LOST _WRITE_PROTECT

Lost Write £84/ /% DStandby Database DAlert.log 1 D —E5tk #4
(Primary £/ TLost Write L /=7 —X)

Wed Oct 23 19:18:08 2013

Hex dump of (Ffile 7, block 131) in trace file /u0l/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl_pr02_1401.trc
Reading datafile "+DATA/orcls/datafile/lw.281.829593935" for corruption at rdba: 0x01c00083 (file 7, block 131)
Read datafile mirror "DATA _0004" (file 7, block 131) found same corrupt data (logically corrupt)
Read datafile mirror "DATA_0006" (file 7, block 131) found same corrupt data (logically corrupt)
STANDBY REDO APPLICATION HAS DETECTED THAT THE PRIMARY DATABASE

LOST A DISK WRITE OF BLOCK 131, FILE 7

NO REDO AT OR AFTER SCN 3987667 CAN BE USED FOR RECOVERY.

Recovery of Online Redo Log: Thread 1 Group 7 Seq 103 Reading mem O

Slave exiting with ORA-752 exception

Errors in file /uOl/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl_pr02_1401.trc:

ORA-00752: YA/ VY[CEYT—5-TOvoDEAHDRKELREHSIHAFL /-

ORA-10567: Redo is inconsistent with data block (File# 7, block# 131, file offset is 1073152 bytes)
ORA-10564: tablespace LW

ORA-01110: F—#ZI71/L7: "+DATA/orcls/datafile/lw.281.829593935"

ORA-10561: block type "TRANSACTION MANAGED DATA BLOCK®", data object# 87637

Wed Oct 23 19:18:12 2013

Recovery Slave PR0O2 previously exited with exception 752

Wed Oct 23 19:18:12 2013

MRPO: Background Media Recovery terminated with error 448

Errors in file /uOl/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl_pr00_1395.trc:

ORA-00448: N\w945 5o R-TOEANEERTLEL .

MRPO: Background Media Recovery process shutdown (orclsl)

ORACLE
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. DB LOST WRITE PROTECT
#7) PRxx DTrace File £ 74 (Primary £/ TLost Write L /=4 —X)

Block / Hex dump of (file 7, block 131)<—— Lost Write #V4€4/&#1/-Block
Dump of memory from 0x00000000F03BO000 to 0x00000000F03B2000
OF03BO0O00 0000A206 01C0O0083 003CC55A 04010000 [-------- Z.<.o... ]

Dump

STANDBY REDO APPLICATION HAS DETECTED THAT THE PRIMARY DATABASE ,
LOST A DISK WRITE OF BLOCK 131, FILE 7 e O Primary #/DBlock A DSCN#
Main The block read on the primary had SCN 3977658<(6x0000-003qb1’6a) seq 1 (0x01)
Messagd While expected to have SCN 3982682 {0x0000.Q03cc55a) seq’1 (Ox01)
The block was read at SCN 3987667 (0x0000.003cd8d3), BRR: - @ Standby #/DBlock ADSCN#

CHANGE #1 TYP:2 CLS:6 AFN:7 DBAT®xQ1c00083 OBJ:87637 SCN:0x0000.003cblba SEQ:1 OP:23.2 ENC:0 RBL:1
. == (3 Primary #DBlock /2 7 O R L 7= (#RAEFARedo 4 L L 7=) B DS CN#
REDO RECORD - Thread:1-RBA:-"0X000067.00000128-0010 LEN: 0x0034 VLD: 0x10

SCN: 0x0000.003cd8d3 SUBSCN: 1 10/23/2013-19:18:16
Red (LWN RBA: 0x000067.00000126.0010 LEN: Q@03 NST: 0001 SCN: 0x0000.003cd8cf)

€00 /1 CHANGE #1 TYP:2 CLS:6 AFN:7 DBA:Ox01c00083 OBJ:87637 SCN:0x0000.003cblba SEQ:1 OP:23.2 ENC:0 RBL:1
Dump Block Read - afn: 7 rdba: 0x01c0p@83 BFT:(1024,29360259) non-BFT:(7,131)
scn: 0x0000.003chlba seq: 0x01

flags: 0x00000006 ( dlog ckval )

3977658 (@) < 3982682 (@) &Y., Primary Bl TLost Write 65 BEL /-LHE B
3982682 (@) D E# % TLost Write 5B 4£L , 3987667 (B) DEALS2 I TBlock AP I (HH)
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. DB _LOST _WRITE_PROTECT

Lost Write 284 Dz #1 (Standby £/ ALost Write L /=45 —X)

Primary Database

Standby Database

BufferiCache BufferCache File7 Bock131
| Redo Record e e N S C\#3977658
i Buffer Flush) File7 Block131 C 101, AAA J[) 101, AAA [ |
| SCN#3982682 — : — —
SQL> select * File7 Block131 COL2='BBB' = . ' g
o R E S CN#3982682 Y e/ Blockisl 5
where COL1=101 ; (101, BBB | SCN#3982682 |79 :
] .....e i .
i l | — ] 101, BBB Q x> Lost Write
i & EEFARedo ( 71 ) ﬁf
File7 Block131 : Buffer Flushi |
| SCN#3982682 File7 Block131 Read -
| Block Read SCN#3977658 |
i Verit, 101 AAA [ | |
| Lost Write #8.44 |
e Automatic Block Media Recovery _SCN 3982682 > 3977658
Y Vv I v
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. DB LOST WRITE PROTECT
Lost Write #8144 # D Ef /£ (Standby 4/ TLost Write L /=% —X)

= Lost Writefg Hi (&, Standby Databasefl
« Primaryfl CHR4AELI-Lost Write& I ERLY ., BEEEIND
— Primary Databasefil Tl&. &F D IEEBlockZREFL TS =6

> Data Guard @DAutomatic Block Media Recovery CH Sits&

### Standby’s Alert Log

Fri Oct 25 11:33:11 2013

Automatic block media recovery requested for (file# 7, block# 132)
Automatic block media recovery successful for (file# 7, block# 132)

- BEEEINNIL, ORA-7T52(X R ELZ L (Alert.loglZH A%L)

« MRPZOLXIZERICIFELEITS

41 ] Copyright © 2012, Oracle and/or its affiliates. All rights reserved.




DB LOST WRITE PROTECT
Lost Write £8/5 # DEJIED FE L0

: X1
Lostinritessss Data Guard Broker®##£&E (Release 11.2.0.4~) &L T,
Lost Write#& i B¥(ZPrimary Databasex H&{E1L 35

AT B EHE - (1h
Standby CH& H! EMA TV BREABIMENELT: (i)

Standby, | vData Guard@Automatic Block Media Recovery
(Primary Databasem 5 IE #BlockZz2{EL THEIEE)

Primary

v'Standby Database®Alert.loglZORA-752 HHE hdh . MRPASBEifF LE
v'Primary DatabasefllIZI& a7 02 a2 BFEAE LG (K1)
v Data Guard @Fail-Over, &L T—5/ Vo F DEFH B E (BA)

ORACLE
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. DB _ULTRA_ SAFE Parameter
BEHILNILEB WD B3 DDINGA—ZF—IFRTE

* DB_ULTRA_SAFENTGA—SDEZZERE T H_ET.3IDD/INGA—REE
—ECEET HED AR
— RNFGA—=EDTIAILMEIXFALSE
- BNTGA—AZFHRTIZERNHZELTLSIGEES., BRIREDEEZEE
I 7 e
CHECKSUM CHECKING PROTECT

TYPICAL NONE

#5/PLogical DATA_ONLY FULL MEDIUM TYPICAL
Corruption Z#8 4 {
casyazyar- /AN DATA AND INDEX QNEE/EE FULL TYPICAL

ORACLE
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. Oracle Database@®Data Protection
TG Fr v oF et 7 51455

= Oracle Recovery Manager (RMAN)
— VALIDATEa< >k
= Data File. Backup File(Image Copy / Backup Piece)D g8 F v
— CHECK LOGICALA]
= Physical Corruption®Fxv%IZiENL T, Logical CorruptionZzF ¥
= BACKUP / VALIDATE / RECOVER av &M BRI EE

= ANALYZE TABLE <TableName> VALIDATE STRUCTURE CASCADE ;

— REFGIBlockDEID A EEF & H AT EE
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RMAN> Validate Check Logical
SZH 00

RMAN> validate check logical datafile 18 ;

Starting validate at 28-AUG-13
using target database control file instead of recovery catalog

channel ORA DISK 1: starting validation of datafile

channel ORA _DISK_ 1: specifying datafile(s) for validation

input datafile file number=00018 name=+DATA/orcl/datafile/tt.316.824637849
channel ORA_DISK 1: validation complete, elapsed time: 00:00:01

List of Datafiles

Fille Status Marked Corrupt Empty Blocks Blocks Examined High SCN
18 OK 1 277 320 224873829
File Name: +DATA/orcl/datafile/tt.316.824637849
Block Type Blocks Failing Blocks Processed

Data 0 4
Index 0 1
Other 0 38

Finished validate at 28-AUG-13

ORACLE
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. SQL> ANALYZE TABLE vALIDATE STRUCTURE CASCADE ;
KROWN#68739 &4 100

SQL> ANALYZE TABLE TAB1 VALIDATE STRUCTURE CASCADE;
x*

1T TIS—MFEELEL -,
ORA-01499: RFFFHSIDHEESHEIS—TY . hL—R-T7AILERARTIESLY,
— Physical Block Corruption® 4L TLIN (X, ORA-1578MF4E

— EROHDESIZORA-1499MRELI-EEIL. REZESIDBTHAEEINH
H£LTULVDIREE

« EH5MBIockTEENFLELTLWASONEFYY R ITELERY
~ Hl:FULLE> b, £LLIENO_INDEXEV M ERL TE RBRREREIT

ORACLE
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Oracle Database @
Data Protection

QD I ~L—3>

ORACLE
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. Block Corruption D3R IXT B E
ESFRNERMES A~

VTR LB E L

v REFEIIET ST —5EIH
VIBIRTEEDAFISR, —XEZF
v IRIETF B D = HE

> BRGEF DiZi EIE G IERD WA

ORACLE




. Oracle MAADT—3REME—E

Oracle Database 11g Release 2

Primary Database

H.A.R.D Initiative

/ Database Instance @
st (o |

Standby Database

LOST_WRITE_PROTECT

Database Instance

—

7777\\\7 ‘

§ i H \J
¢ExadataEnhanced HARD L_ - # _= J

| : |ASM(oracte 10 Layen) |
| oS J

DB_BLOCK_CHECKSUM

: Driver/Multipath SW |

DB_BLOCK_CHECKING

FC Switch |
|

Storage ControllerJ

a ASM Redundancy
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utomatic Block Media Recovery J
by Active Data Guard '\ .

| J

_ RMAN Restore/Recoverv J

@Data Guard Fail Ove>—,—TJ,

@ 3
Backup(

RMAN Valldate J

Flashback Technology

Flashback
Log

ORACLE




Primary Database | Standby Database

DBatabCase Instanie B LOST WRITE PROTECT Database InstanceJ
5, |QEErEE TS

s . H [ g

. Oracle MAA L e Ml l
Exadata Enhanced H.A.R.D o = s
i | ASM(Oracle 10 Layer) utomatic Block Media Recove I J
by Active Data Guard N J
|

J
J
)

~ 4T 4 LE
fg& //?kff%ﬁb DB _BLOCK_CHECKSUM L_| Driver/cl)\.'liltipath SW

J
J
| RMAN Restore/Recovery
DB_BLOCK CHECKING || HBA J N
1 Ldid DHiaTl T c
FC Switch |
2 € . L
Storage Controller Backup(( RMAN Validatefg:] J
o acne

ﬁlashback S n“@o @
- Product / Function Auto or Manual ?

ASM Redundancy L__

BN Oracle ASM / Mirroring Auto

n Oracle Active DG / Auto Block Media Recovery Auto
Oracle RMAN / Media Recovery Manual
n Flashback Technology (Flashback Database) Manual
Oracle DG / Fail-Over Auto or Manual*

* Data Guard Brokerzt& L -DGIR1E TlX. Fast Start FailoverCF/OMD B E#{L A AT RE
=512, Release 11.2.0.4LLB& . Primary Lost Write Action 7B/ T4 AV EMS N,
Lost Writef& Hi BFIZPrimary{|Z& B E1f9IZABORTY 5 EAVABE

ORACLE
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. Oracle ASM / Mirroring
Oracle Client/ZZ 849, VD B Zj#9/Block #E&4%&

= Normal(ZZE1t) B U High Redundancy (= E1t) DB AHIE
« IR ENEFICMirrorT—42% S HBRLTEE#EE
— Oracle ClientIZxfL T#Ei1# ) (ORATS—ILRELELY)
— Primaryffl TH 4 9 SLost Writel ZEL TIE®t & 41+
= Standbyfil TLost WriteZR3E 9 SR I&. MirrorbERAL TRRERAZRG L

= Redo Block D 1ERFIZEMirrorT —42% S iR
— Normal/High Redundancy®ASM Diskgroup_t[ZRedo Log fileZE &

= Doc ID 1274318.1

51 ] Copyright © 2012, Oracle and/or its affiliates. All rights reserved.



. Automatic Block Media Recovery
Active Data Guard/Ct B & EH974Block 512

Requesting Auto BMR for (file# n, block# m)

SQL> SELECT max(cl) alert

FROM tab1; Primary Database Standby Database
A . A
4= - S, — 4
@E DSQLHT > X®Block6&£§0)#§ﬁl @x’su/vrk.;E.%Block%E*
ajf _ v Qe k 3
¢ ®IFAK | A GEBmMIzYHSY @E%Blockz B BjiR%
BRERERIRESD : *BlockZzix#Tit) . /

MAX(C1)
5000 N B

___ Oracle ClientlcxtL TEBMIC, BT OV EEIIEERE

ORACLE
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. Automatic Block Media Recovery
EEDENEH

= Standby{8| CBlockiFiEZ R HE L5 & (L. #RIEABRTEEEE
— YR DBlockikE
= Standby{Bl T?DPhysical Block Corruption
— DB_BLOCK CHECKSUM®M#EETHREL=1 D

— Soft Corrupt&e <Y —2FHDBlock~T7 It ALT=15E (XE{ELALY
(HET, ¥—IF BR1IZIEEZHADDHABR)

= Standby{8l TLost WriteL f=Block

— Primary/{8l GLost WriteL 7=Block|& Xt & 4+
(R IEBlockx B LI-[RICHE SN =FIE/ZRedoTY A/ FREI D &)

ORACLE
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. Automatic Block Media Recovery
Block G DR HEABR THEIEES A /-FDEZO00

= Primary Database’s Alert.log

Mon Aug 19 18:44:27 2013
Hex dump of (Ffile 3, block 35) in trace file /u0l1/app/oracle/diag/rdbms/orcl/ORCL1/trace/ORCL1 ora 16202.trc
Corrupt block relative dba: 0x00000023 (file 3, block 35)

Fractured block found during buffer read

Data in bad block:

type: 6 format: 2 rdba: 0x00000023 BIEDIEH

last change scn: 0x0000.0cff8994 seq: Ox1 flg: O0x04

sparel: Ox0O spare2: Ox0 spare3: 0x0

consistency value in tail: 0x76150601

check value in block header: Oxcf5

computed block checksum: Oxffe3

Reading datafile "+DATA/orcl/datafile/tbhs20.319.822054891" for corruption at rdba: 0x00000023 ile 3, block 35)
Read datafile mirror "DATA_0002° (file 3, block 35) found same corrupt data (no logical check) .

Read datafile mirror "DATA_0000" (file 3, block 35) found same corrupt data (no logical check)lASM Mirror ©
Automatic block media recovery requested for (file# 3, block# 35) HEMEEZE1T

Mon Aug 19 18:44:29 2013 P
Automatic block media recovery successful for (file# 3, block# 35) ABR THEZEE XL

X EEMNOLHEFEH KL BIMEEICALI-EEIEORA-1578ILELHFRS NG
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. Oracle Recovery Manager
RECOVER I Vv R/ZkEBlock & i TDEE

« (B1E X R Block M &SN TlLybData FileldA > 514 IKEETEIT [ EE
= Lost WritelZ & % BlockEg 18 (& xt & 41
RMAN> RECOVER DATAFILE n BLOCK m,... ;
— BHEDBlockZiEELTEET Havk
- EAMIZIL. VSDATABASE BLOCK _CORRUPTIONE 1 —T&KRah 3
Block (B84 & #A#Block) Z18E 9 % (RITHICELIEFIvIEIND)
RMAN> RECOVER CORRUPTION LIST ;

— V$DATABASE_BLOCK_CORRUPTIONE 1 —T &R RSN TL 52 Block%
—ETEEI STk
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. Oracle Recovery Manager
Block #{iz TDRecovery DN—I EZ B IE EBlock /£ 7

= Oy B DRecoveryE X E A ES. RestoreRIBEAL IE & Block hM A E
— IEEEBlockDERFESLDEFLIELLITRDEY
1. Active Data Guard ®DPhysical Standby Database
2. Flashback Log (Recovery ZE774 DDatabase A7)
3. RMAN Image Backup (RecoveryZ77#1DDatabase A7)

- FEEOWT N TEEBlockh Restoresh (X, BEIRIIZH/ N THREFL
— tL.Block B TEERTTDIZE . T—2-T7(/ILELLI THDRecoveryh hZ8

ORACLE
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. Oracle Enterprise Manager Cloud Control 12°¢
Data Recovery Advisor /[CEBEEIV N DEE /K o -

- DatabaseIBE DK RI<E L= R@7iRecovery2 B 5 £ |
— Block i TDRecoveryMalEEMEMNETEREINT-EEIT UL
— Oracle Enterprise Manager T 751 /E TRecovery2 1T THI &g
- 47450
— RMDatabaseIRiEIZ#H L T, Physical Block CorruptionZ
EM(Data Recovery Advisor) ZERALTIEE T HFIEZ 87
« Active Data GuardIRiE L
= Flashback Log&EY ({BL . RIFDHARTINIKEE

= RMAN Image Copy Backup#L
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Oracle Enterprise Manager Cloud Control 12°
Incident Manager /=t B3 EZE D EE/E#E

= +

ORACLE’ Enterprise Manager Cloud Control 120

®

>| R .

=i Tlewie 2 2013/10/31 9:52:54 IST o

T e o . FEERELED T WL g T
FAE [Hwl- |z7-52  |mwEER EXEl =T
@  FoETIS T OREGRT —He R o EL T, Eiips) 2013ADE 85313 BT VT LTIk L]

I @ fel®d: ORA 1576 FHA, 201310431 85313 BT feizé EETINEE
B  9FR/TEE Thu Oct 31 094638 201 3/6004 T Oracle@> — 4+ 70w HEEEL'/ U0 app/oraclediag/rdbrmsoral/c 3T 2013403 85313 BT AT L 2 bk 528 <

m

Eled: ORA 15
FENAT , FiE2 “
|k TPy Oracle Suport® Ly w3 rET R
| RIREOFFH * vibSwkss PR N [Atoen. BhER.  HE |« 5
Xz r==1 — — -~ * .y = 5 _
E%EE#‘ } ‘ J:é D 113102 I2AL—HE LX P&
\/ BE [ =] sl ~—= }b ~— JE fiz8+— ORA157E ‘0

ERE L WERE LA

=Tt ord (F— m“—’- LR @ F—
fﬂ%ﬁ'aﬁﬁfﬁﬁﬂﬁg w? /rwr 1 12 (=5 ﬁg.z.&.z)o 2AF-HA

m

2013410/31 85313 J6T 2, — = i
2013/10431 95313 BT '.... v HAFS R
LA LR N Fiiy . Fha, ) .
B2 USRS — =k T e F RO R b DT T — R
AL - il
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. Oracle Enterprise Manager Cloud Control 12°
Data Recovery Advisor DE7T

ORACLE Enterprise Manager Cloud Control 12¢ BEE - ALTH)

forc2 ® =TI ays ] [F v 1200 bemidomain £
Ok =57=2 « 173=72 » Hfifte 257+« WE -
 orcl2 @ R 2T
ide a [l R TS S OraieT—8~—2 » 17377 » Ot 257+ BE
BAMD 4 o LTy
AFopDg 17 e —
01/09/24 11247337 15T FR RO Iﬁ%d)iﬁ?&')‘i()”’é‘ﬂ
BTl

BERICS L IE N0 T b RO RS NAT —FET L AMIET B0, F O E 0 OEEEIRL . A7 a0 TIREOERIRSFEE A LTS,

sfLagy  w0yem O R AT IR wE B RF—BR  bpsed
ATFub =R 2 . =55
CRITICALZ/-I3HIGH | 7| | OPEN AT =
1-7-ER E E J
FaohEiT 1

FaoET 1

: S BEOE b | BaErsclks | ERErEGkE
ARk

T B | TaTrAsE
iR | B0 B B a5z ||

2 SQU"%TE_J_" Fras- ! T —

| htzps:/fevien jpa

> 7 =577 1)l'5: '+DATA/orc/datafile yey . aey " .
- r— _ s /t.259.825875913' ZI 3 TEHEL 75 Do 203101 fﬁg@?gﬁgg@jj/ﬂm EEUECICTeY OPEN
. " _— , -2 "
T‘—'}_::!"I__.Ij—_lgl".ld.l'Tf-J".-'f"j EsEnTLET
bk T TOCRITICALREIR, (71 RO SRR T 2.0 B &9, T TO CRITICALRES, [BAREEGET 3 NEREHEGETE
B
Frahl

-_—
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. Oracle Enterprise Manager Cloud Control 12°
Data Recovery Advisor DE7T#ZE

= DatabaseIRIEDKR (BR—IFN EEEL.
Block B fii TDRecovery " FRIHEE BT L TULS

RMANZ 41 Tk
o Enterprise(E) v @ S—FuMD ~ fp BRIZAYE ~ »
® orcl2 ® ROA—F—TOI 42 sys [ [ vl 1204 ocaldomain # restore and recover datafile
OracleT—4~—R » NT74—<oR -~ TAK . A¥X—7 . EHE -
: sql 'alter database datafile 5 offline':
YHRY-FRIAR non s restore datafile 5;
BEIZE. T2 AR LEVR AT T - UhUREERET ) recover dataﬁle 5;
RM:Nr:s:::ija:d recover datafile Sql Ialt&r data bas’e dataﬁ |E 5 0““”91;
sql 'alter database datafile 5 offline’;
restore datafile 5;
recover datafile 5;
sql 'alter database datafile 5 online';
|~ ' - |

ORACLE
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. Oracle Enterprise Manager Cloud Control 12°
Recovery Job D &7 (Advisor D#ZEX 1) T+ FFE7T)

el .3

e 7Lk
FEMGH O F
FETEEDTEL

vates.  All righis reserved,

CrmbeF - TR HTA-TUR

204 lo caidomain

Lol 3 T« T4

HWI=T03 «

LS

Orack¥ =57=1 -

anng

FRecovery Manager: Feles

R

Copyright (c) 1982, 2011, Drag

b
conrected to target database: ORCL (DBID=1393634468)

using target databaze control file instead of recovery catalog
R
echo set on

HICIE, F SISO RENAF 7 U iU I EN T

(2 ]

FMAN> REPAIR FAILURE USING FEPAIRID 4234 NOPRIMPT:
Stratesy: The revair includes comolete media recovery with no data loss
Ferair script: Adl/ace/oracle/dias’ rdme/orel forel A/ rece 4256918111 hm

“+DATA/orcl/datafile/t. 259.8258759131:

1 DH DL EEENTLET EMETTFO =80

RMANC D1
# restore and recover datafile

sqi ‘alter database datafile 5 offine’;
restore datafile 5;

recover datafile 5;

sql “alter database datafile 5 online’;

contents of repair script:
it restore and recover datafile
sal “alter database datafile § offlire';
restore datafile 9;
recover datafile S;
sal "alter databasze datafile 5 onlire’;
executing repair scriet

ST oa 2013/10/31 10:01:10 ST o

BET SEFAE

zal statement: alter database datafile 5 offline

Starting restore at 31-0CT-13
allocated charrel: ORA DISK 1
charre! (RA_DISH 10 510234 device typesDISK

creating datafile file rumbersS name=+DATAorclAdataf | le/tt 259, 830104063
restore not dore; all files read only, offlire, or already restored
Finished restore at 31-0CT-13

RECOVERY_ORCL2_001507 £
AEFAD RS TSR Y, BT L L EET 300, THRRR E0

& vt

HROET | R/ | SAETE
iR B
« RECOVERY_ORCLZ_001507

Starting recover at 31-0CT-13
using chareel ORA_DISK_1

|z2rsa—Lmw

2013/10/31 10:00:18 GMT+09:00

starting media recovery
media recovery coeolete, elaosed time: 00:00:07

Finished recover at 31-0CT-13
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. Flashback Technology
Flashback Database (Flashback Log) ?;Z/FH

= Flashback Databasea<> K
- AR (T—HHIBRPREYLEHRUEDERTE) oD LuRAGEIR

— Primary{8l CLost WriteF 4 L1-4IZ. Data Guard CFail-Over®1T&.
|[BPrimaryZ#StandbyIRiE &L THRIZEIBSEHSHIEE

= Flashback Log
— Lt EEMDFlashback Databasea~v > RE{TH
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. Oracle Data Guard
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. Oracle Data Guard
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. Oracle Data Guard
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. Data Protection
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. Data Protection
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