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Purpose statement 

This document provides high level information regarding Oracle’s response to 

the publication of the Secure Software Development Attestation Form by the 

Department of Homeland Security (DHS) Cybersecurity and Infrastructure 

Security Agency (CISA). 

Disclaimer 

This document in any form, software or printed matter, contains proprietary 

information that is the exclusive property of Oracle. Your access to and use of 

this confidential material is subject to the terms and conditions of your Oracle 

software license and service agreement, which has been executed and with 

which you agree to comply. This document and information contained herein 

may not be disclosed, copied, reproduced or distributed to anyone outside 

Oracle without prior written consent of Oracle. This document is not part of your 

license agreement nor can it be incorporated into any contractual agreement 

with Oracle or its subsidiaries or affiliates. 

This document is for informational purposes only and is intended solely to assist 

you in planning for the implementation and upgrade of the product features 

described. It is not a commitment to deliver any material, code, or functionality, 

and should not be relied upon in making purchasing decisions. The 

development, release, and timing of any features or functionality described in 

this document remains at the sole discretion of Oracle. Due to the nature of the 

product architecture, it may not be possible to safely include all features 

described in this document without risking significant destabilization of the code. 
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Introduction 

The U.S. Department of Homeland Security Cybersecurity and Infrastructure Security Agency  (“CISA”) has issued a 

Secure Software Development Attestation Form (“CISA Attestation Form”) for software producers of affected 

products, and created an online Repository to store the CISA Attestations and Artifacts. 

For more information, see https://www.cisa.gov/secure-software-attestation-form  

 

 

Oracle’s Statement of Direction  

Encompassing every phase of the product development lifecycle, Oracle Software Security Assurance (OSSA) is 

Oracle's methodology for building security into the design, build, testing, and maintenance of its products.  Oracle’s  

goal is to help ensure that Oracle's products, as well as the customer systems that leverage those products, remain 

secure.  

Oracle’s security practices are multidimensional, encompassing how the company develops and manages enterprise 

systems, and cloud and on-premises products and services.  You can find more information about Oracle’s corporate 

security practices on Oracle’s web site at https://www.oracle.com/corporate/security-practices/  

Oracle is actively engaged in determining the scope of the products for which a CISA attestation(s) will apply and 

developing the process by which the attestation(s) can be produced and maintained over time to provide consistent, 

accurate, and useful information. Once this internal effort is complete, Oracle will produce the attestation(s) for a 

number of Oracle’s products in scope.  

The attestation(s) will be submitted in toto for Oracle to CISA’s Repository (as a single document describing products 

for which we are providing attestation(s)).  Federal agencies will be able to access the attestation(s) via CISA’s 

Repository.  

 

  

https://www.cisa.gov/secure-software-attestation-form
https://www.oracle.com/corporate/security-practices/
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Connect with us 

Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact. 

 blogs.oracle.com facebook.com/oracle twitter.com/oracle 
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without notice. This document is not warranted to be error-free, nor subject to any other 

warranties or conditions, whether expressed orally or implied in law, including implied 

warranties and conditions of merchantability or fitness for a particular purpose. We 
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