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1 SECURITY TARGET INTRODUCTION

This Security Target (ST) defines the scope of the evaluation in terms of the
assumptions made, the intended environment for the Target of Evaluation
(TOE), the Information Technology (IT) security functional and assurance
requirements to be met, and the level of confidence (evaluation assurance level)
to which it is asserted that the TOE satisfies its IT security requirements. This
document forms the baseline for the Common Criteria (CC) evaluation.

1.1 DOCUMENT ORGANIZATION

Section 1, ST Introduction, provides the Security Target reference, the Target
of Evaluation reference, the TOE overview and the TOE description.

Section 2, Conformance Claims, describes how the ST conforms to the
Common Criteria and Packages.

Section 3, Security Problem Definition, describes the expected environment
in which the TOE is to be used. This section defines the set of threats that are
relevant to the secure operation of the TOE, organizational security policies with
which the TOE must comply, and secure usage assumptions applicable to this
analysis.

Section 4, Security Objectives, defines the set of security objectives to be
satisfied by the TOE and by the TOE operating environment in response to the
problem defined by the security problem definition.

Section 5, Extended Components Definition, defines the extended
components which are then detailed in Section 6.

Section 6, Security Requirements, specifies the security functional and
assurance requirements that must be satisfied by the TOE and the IT
environment.

Section 7, TOE Summary Specification, describes the security functions that
are included in the TOE to enable it to meet the IT security functional
requirements.

Section 8 Terminology and Acronyms, defines the acronyms and
terminology used in this ST.

1.2 SECURITY TARGET REFERENCE

ST Title: Oracle Database 19c Enterprise Edition (with Database
Vault, Multitenant and Label Security) Security Target

ST Version: 1.3

ST Date: 3 June 2021
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1.3 TOE REFERENCE
TOE Identification: Oracle Database 19c (19.11) Enterprise Edition with

Critical Patch Update April 2021

TOE Developer: Oracle Corporation

TOE Type: Database Management System

1.4 TOE OVERVIEW

Oracle Database 19c is a relational database management system (RDBMS)
from the Oracle Corporation. The system is built around a relational database
framework in which data objects may be directly accessed by users, or an
application front end, through structured query language (SQL). Oracle is a fully
scalable relational database architecture typically used by global enterprises and
governments to manage and process data across wide and local area networks.

The security functionality in Oracle Database 19c includes:

Configurable audit capture.

Fine-grained access controls on database objects. Discretionary Access
Control (DAC) is based on object and system privileges, as well as roles.
Fine-grained access control may be implemented to allow access based on
the information itself. For example, a user may be granted access to their
own human resources details, but not the details of the other users
contained in the same tables.

Oracle Label Security (OLS). OLS controls the display of data within a
table using labels that are assigned to data objects and to application
users. When access is requested, OLS compares the data label with the
user's label authorizations. Access to specific data objects can be
restricted based on authorization level, compartments and groups.

User identification and authentication. Users are identified and
authenticated before access to database objects is allowed. On login, the
user identity is associated with role and privilege information that is used
to make access control decisions.

Security management functionality. The security functionality associated
with audit, access control, and user accounts are provided through the
SQL command line interface (CLI).

Consistent replication. The content of a database may be replicated to
another server, with assurances that the consistency of the data is
maintained.

Multitenant. Oracle Multitenant features maintain physical and logical
separation and isolation between databases hosted on the same server.

Database Vault. Database Vault functionality provides schemas and roles
supporting separation of duties, and enhanced audit functionality in
support of multitenant environments.
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The TOE is a software only TOE.

1.4.1 TOE Environment

The following operating system and hardware components are required for
operation of the TOE in the evaluated configuration.

Component

Operating System

Hardware

Oracle Database 19c
(TOE component)

Oracle Enterprise Linux 8.1

General Purpose
Computing Hardware

Oracle Database 19c,
second instance
(TOE component)

Oracle Enterprise Linux 8.1

General Purpose
Computing Hardware

Database client
(Non-TOE component)

Oracle Enterprise Linux 8.1

General Purpose
Computer Hardware

Table 1 - Operational Environment Operating System and Hardware Requirements

Note that the Database client refers to the presentation of the SQL commands at
the TOE interface. These are the same whether they are entered on the
database machine, from a client machine or from an application.

1.5 TOE DESCRIPTION

1.5.1 Physical Scope

The TOE consists of the Oracle Database 19c software in one of the four
configurations shown in Figure 1.

Doc No: 2166-001-D102
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DBMS Client Legend
[ ] ToE
Operational
DBMS Server Environment

Oracle Linux

General Purpose Computing
Hardware

Standalone Database Configuration

DBMS Client
DBMS Server Oracle Linux
General Purpose Computing
Oracle Linux Hardware
General Purpose Computing
Hardware
Client Server Database Configuration
DBMS Client
DBMS Server
DBMS Server Oracle Linux
General Purpose Computing
Oracle Linux IREVEETS
General Purpose Computing
Hardware
Distributed Database Configuration
Middle Tier Client . .
. L Thin Client
Application Application
DBMS Server Oracle Linux Oracle Linux
General Purpose Computing General Purpose Computing
Oracle Linux Hardware Hardware
General Purpose Computing
Hardware

Multi-tier Database Configuration

Figure 1 - Oracle Database 19c Diagram

The configurations are:

a. the DBMS server operated with a co-located client;

b. the DBMS server operated with a remote client;

c. a primary DBMS server and a secondary DBMS server with replicated
data; and
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d. a DBMS server accessed by a thin client through a middle tier application
proxy.

1.5.1.1 TOE Delivery

Oracle Database 19c Enterprise Edition may be downloaded by registered users
without charge from https://www.oracle.com/database/technologies/oracle19c-
linux-downloads.html. A SHA-256 digest of the downloadable file is provided on
the download page. The user may then use a third-party application to verify the
digest before proceeding to unzip and install the files.

The TOE is delivered as the following files:

e oracle-database-ee-19c¢-1.0-1.x86_64.rpm
e p32545013_190000_Linux-x86-64.zip

1.5.1.2 TOE Guidance
The TOE includes the following guidance documentation:

e Oracle® Database Database Installation Guide 19c for Linux E96432-15,
April 2021 (database-installation-guide-linux.pdf)

e Oracle® Database Database Administrator's Guide 19c E96348-12, April
2021 (database-administrators-guide.pdf)

e Oracle® Multitenant Administrator's Guide 19c E96136-11, April 2021
(multitenant-administrators-guide.pdf)

e Oracle® Database SQL Language Reference 19c E96310-09, April 2021
(sgl-language-reference.pdf)

e Oracle® Database Database PL/SQL Language Reference 19c E96448-03,
August 2020 (database-pl-sql-language-reference.pdf)

e Oracle® Database Security Guide 19c E96299-11, May 2021 (database-
security-guide.pdf)

e Oracle® Data Guard Concepts and Administration 19c E96244-04,
February 2021 (data-guard-concepts-and-administration.pdf)

e Oracle® Database Vault Administrator’s Guide 19c E96302-15, March
2021 (database-vault-administrators-guide.pdf)

e Oracle® Label Security Administrator's Guide 19c E96303-05 March 2019
(label-security-administrators-guide. pdf)

These documents may be downloaded from the Oracle web site.
The following document is available from Oracle upon request:

e Oracle Database 19c Enterprise Edition (with Database Vault, Multitenant
and Label Security) Common Criteria Guidance Supplement, Version 0.6

1.5.2 Logical Scope

The logical boundary of the TOE includes all interfaces and functions within the
physical boundary. The logical boundary of the TOE may be broken down by the
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security function classes described in Section 6. Table 2 summarizes the logical

scope of the TOE.

Functional Classes

Description

Security Audit

Audit entries are generated for security related events.
Audit policies may be created to generate logs based on
details such as the user, the object being accessed, event
type or success or failure of the operation.

User Data Protection

The TOE provides a discretionary access control policy to
provide fine-grained access control between users and
database objects. The TOE implements OLS to restrict
access based on authorization level enforced by labels. The
TOE provides a Database Vault access control policy to
enforce additional access controls to user data. In a
multitenant environment, resources in pluggable databases
are logically separate and inaccessible by local users in any
other pluggable database or Container Database (CDB).
Once data is allocated to a resource, the previous
information content is no longer available.

Identification and
Authentication

Users must identify and authenticate prior to gaining TOE
access. Attributes are maintained to support the access
control policy.

Security Management

The TOE provides management capabilities via SQL
statements. Management functions allow the
administrators to:

e configure auditing and access control options (including
granting and revoking privileges)

e configure users (including the maximum number of
concurrent sessions) and roles

e configure replication options
e configure Database Vault functions
e configure Oracle Label Security

e configure separate domains for pluggable databases
within a container database

e assess roles and privileges in use at run-time

Database Vault and Label Security management capabilities
are provided through designated Procedural Language
Extension to Structured Query Language (PL/SQL)
procedures.

Protection of the TSF

Data may be consistently replicated to a secondary DBMS
server.

Doc No: 2166-001-D102
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Functional Classes | Description

The number of concurrent user sessions may be limited by

TOE Access
policy. User login may be restricted based on user identity.

Table 2 - Logical Scope of the TOE

1.5.3 Functionality Excluded from the Evaluated

Configuration
The following features are excluded from this evaluation:

e Authentication features

o Although Oracle Database 19c supports several authentication
mechanisms, including Kerberos and Public Key Infrastructure, only
Oracle password authentication was demonstrated for the purposes

of this evaluation.
e Real Application Clusters (RAC)

e External clients

e Autonomous Database
o The autonomous database, which is the Oracle Database Enterprise
Edition deployed in the cloud and offered as a service, was not

evaluated
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2 CONFORMANCE CLAIMS
2.1 COMMON CRITERIA CONFORMANCE CLAIM

This Security Target claims to be conformant to Version 3.1 of Common Criteria
for Information Technology Security Evaluation according to:

e Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB-2017-04-001, Version 3.1,
Revision 5, April 2017

e Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB-2017-04-002, Version 3.1,
Revision 5, April 2017

e Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components CCMB-2017-04-003, Version 3.1,
Revision 5, April 2017

As follows:
e CC Part 2 extended
e CC Part 3 conformant

The Common Methodology for Information Technology Security Evaluation,
Version 3.1, Revision 5, April 2017 has been taken into account.

2.2 PROTECTION PROFILE CONFORMANCE
CLAIM

The TOE for this ST claims demonstrable conformance with the Base Protection
Profile for Database Management Systems (DBMS PP) version 2.12, dated March
23, 2017 and with the DBMS PP Extended Package - Access History version
1.02, dated March 23, 2017.

This ST includes all of the mandatory Security Functional Requirements (SFRs)
from the claimed Protection Profile (PP) and Extended Package (EP) and
additional SFRs to address Database Vault, Label Security and Multitenant
functions in the TOE.

2.3 PACKAGE CLAIM

This Security Target claims conformance to Evaluation Assurance Level 2
augmented with ALC_FLR.2, Flaw Reporting Procedures.

2.4 CONFORMANCE RATIONALE

The TOE for this ST claims demonstrable conformance with the Base Protection
Profile for Database Management Systems (DBMS PP) version 2.12, dated March
23, 2017 and with the DBMS PP Extended Package - Access History version
1.02, dated March 23, 2017.
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All of the security objectives included in the DBMS PP are also included here. The
security functionality provided by Database Vault, Label Security and Multitenant
features has been mapped to the existing objectives.
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3 SECURITY PROBLEM DEFINITION

3.1 THREATS

Section 3 lists the threats addressed by the TOE. In accordance with the DBMS
PP, a threat agent is defined as an entity that can adversely act on assets.
Potential threat agents are authorized TOE users, unauthorized persons, and
unauthorized processes. The level of expertise associated with these threat
agents is assumed to be unsophisticated.

TOE users are assumed to have access to the TOE, extensive knowledge of TOE
operations and to possess a level of skill commensurate with their
responsibilities. They have moderate resources to alter TOE parameters, but are
assumed not to be wilfully hostile.

Unauthorized persons have little knowledge of TOE operations, a low level of
skill, limited resources to alter TOE parameters, and no physical access to the
TOE. Unauthorized processes are assumed to be equivalent in sophistication to
an attacker with a basic attack potential.

Mitigation to the threats is through the objectives identified in Section 4.1
Security Objectives.

Threat Description

T.ACCESS_TSFDATA A threat agent may read or modify TSF data using
functions of the TOE without the proper authorization.

T.ACCESS_TSFFUNC A threat agent may use or manage TSF, bypassing
protection mechanisms of the TSF.

T.IA_MASQUERADE A user or a process acting on behalf of a user may
masquerade as an authorized entity in order to gain
unauthorized access to user data, TSF data, or TOE
resources.

T.IA_USER A threat agent may gain access to user data, TSF data, or
TOE resources with the exception of public objects
without being identified and authenticated.

T.RESIDUAL_DATA A user or a process acting on behalf of a user may gain
unauthorized access to user or TSF data through
reallocation of TOE resources from one user or process to
another.

T.TSF_COMPROMISE A user or a process acting on behalf of a user may
cause configuration data to be inappropriately
accessed (viewed, modified or deleted), or may
compromise executable code within the TSF.
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Threat

Description

T.UNAUTHORIZED_ACCESS | A threat agent may gain unauthorized access to user

data for which they are not authorized according to the
TOE security policy.

Table 3 - Threats

3.2 ORGANIZATIONAL SECURITY POLICIES

Organizational Security Policies (OSPs) are security rules, procedures, or
guidelines imposed upon an organization in the operational environment. Table
4 lists the OSPs that are presumed to be imposed upon the TOE or its
operational environment by an organization that implements the TOE in the
Common Criteria evaluated configuration.

OSP Description

P.ACCOUNTABILITY | The authorized users of the TOE shall be held accountable for
their actions within the TOE.

P.ROLES Administrative authority to TSF functionality shall be given to
trusted personnel and be as restricted as possible supporting
only the administrative duties the person has. This role shall
be separate and distinct from other authorized users.

P.USER Authority shall only be given to users who are trusted to

perform the actions correctly.

Table 4 - Organizational Security Policies

3.3 ASSUMPTIONS

The assumptions required to ensure the security of the TOE are listed in Table 5.

Assumptions Description

Physical aspects

A.PHYSICAL It is assumed that the IT environment provides the TOE with

appropriate physical security, commensurate with the value of
the IT assets protected by the TOE.
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Assumptions

Description

Personnel aspects

A.AUTHUSER Authorized users possess the necessary authorization to access
at least some of the information managed by the TOE.
A.MANAGE The TOE security functionality is managed by one or more

competent administrators. The system administrative personnel
are not careless, willfully negligent, or hostile, and will follow and
abide by the instructions provided by the guidance
documentation.

A.TRAINEDUSER

Users are sufficiently trained and trusted to accomplish some
task or group of tasks within a secure IT environment by
exercising complete control over their user data.

Procedural aspects

A.NO_GENERAL
_PURPOSE

There are no general-purpose computing capabilities (e.g.,
compilers or user applications) available on DBMS servers, other
than those services necessary for the operation, administration,
and support of the DBMS.

A.PEER_FUNC
_& MGT

All remote trusted IT systems trusted by the TSF to provide TSF
data or services to the TOE, or to support the TSF in the
enforcement of security policy decisions are assumed to correctly
implement the functionality used by the TSF consistent with the
assumptions defined for this functionality and to be properly
managed and operate under security policy constraints
compatible with those of the TOE.

A.SUPPORT

Any information provided by a trusted entity in the IT
environment and used to support the provision of time and date,
information used in audit capture, user authentication, and
authorization that is used by the TOE is correct and up to date.

Connectivity aspects

A.CONNECT

All connections to and from remote trusted IT systems and
between separate parts of the TSF are physically or logically
protected within the TOE environment to ensure the integrity and
confidentiality of the data transmitted and to ensure the
authenticity of the communication end points.

Table 5 - Assumptions
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4 SECURITY OBJECTIVES

The purpose of the security objectives is to address the security concerns and to
show which security concerns are addressed by the TOE, and which are
addressed by the environment. Threats may be addressed by the TOE or the
security environment or both. Therefore, the CC identifies two categories of
security objectives:

e Security objectives for the TOE
e Security objectives for the environment

4.1 SECURITY OBJECTIVES FOR THE TOE

This section identifies and describes the security objectives that are to be
addressed by the TOE.

Security Objective | Description

O.ACCESS_HISTORY | The TOE will store information related to previous attempts to
establish a session and make that information available to the

user.
O.ADMIN_ROLE The TOE will provide a mechanism (e.g. a "role") by which the
actions using administrative privileges may be restricted.
O.AUDIT The TSF must be able to record defined security-relevant
_GENERATION events (which usually include security-critical actions of users

of the TOE). The information recorded for security-relevant
events must contain the time and date the event happened
and, if possible, the identification of the user that caused the
event, and must be in sufficient detail to help the authorized
user detect attempted security violations or potential
misconfiguration of the TOE security features that would leave
the IT assets open to compromise.

O.DISCRETIONARY The TSF must control access of subjects and/or users to
_ACCESS named resources based on identity of the object, subject, or
user. The TSF must allow authorized users to specify for each
access mode which users/subjects are allowed to access a
specific named object in that access mode.

O0.I&A The TOE ensures that users are authenticated before the TOE
processes any actions that require authentication.

O.MANAGE The TSF must provide all the functions and facilities necessary
to support the authorized users that are responsible for the
management of TOE security mechanisms, must allow
restricting such management actions to dedicated users, and
must ensure that only such authorized users are able to
access management functionality.
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Security Objective

Description

O.MEDIATE The TOE must protect user data in accordance with its
security policy, and must mediate all requests to access such
data.

O.RESIDUAL The TOE will ensure that any information contained in a

_INFORMATION protected resource within its Scope of Control is not

inappropriately disclosed when the resource is reallocated.

O.TOE_ACCESS

The TOE will provide functionality that controls a user's logical
access! to user data and to the TSF.

Table 6 - Security Objectives for the TOE

4.2 SECURITY OBJECTIVES FOR THE
OPERATIONAL ENVIRONMENT

This section identifies and describes the security objectives that are to be
addressed by non-technical or procedural means, and by the IT domain.

4.2.1 Operational Environment Security Objectives
The following table describes the operational environment security objectives.

Security Description
Objective
OE.ADMIN Those responsible for the TOE are competent and trustworthy

individuals, capable of managing the TOE and the security of
the information it contains.

OE.INFO_PROTECT

Those responsible for the TOE must establish and implement
procedures to ensure that information is protected in an
appropriate manner. In particular:

All network and peripheral cabling must be approved for
the transmittal of the most sensitive data transmitted
over the link. Such physical links are assumed to be
adequately protected against threats to the
confidentiality and integrity of the data transmitted using
appropriate physical and logical protection techniques.
DAC protections on security-relevant files (such as audit
trails and authorization databases) shall always be set
up correctly.

Users are authorized to access parts of the data
managed by the TOE and are trained to exercise control
over their own data.

1 As noted in the DBMS PP, "logical access" is specified, since the control of "physical
access" is outside the scope of the evaluation.
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Security
Objective

Description

OE.NO_GENERAL
_PURPOSE

There will be no general-purpose computing capabilities (e.g.,
compilers or user applications) available on DBMS servers,
other than those services necessary for the operation,
administration, and support of the DBMS.

OE.PHYSICAL

Those responsible for the TOE must ensure that those parts of
the TOE critical to enforcement of the security policy are
protected from physical attack that might compromise IT
security objectives. The protection must be commensurate with
the value of the IT assets protected by the TOE.

Table 7 - Operational Environment Security Objectives

4.2.2 Operational Environment IT Domain Security
Objectives
The following table describes the operational environment IT security objectives.

Security Description
Objective
OE.IT_I&A Any information provided by a trusted entity in the environment

and used to support user authentication and authorization used
by the TOE is correct and up to date.

OE.IT_REMOTE

If the TOE relies on remote trusted IT systems to support the
enforcement of its policy, those systems provide that the
functions and any data used by the TOE in making policy
decisions required by the TOE are sufficiently protected from any
attack that may cause those functions to provide false results.

OE.IT_TRUSTED
_SYSTEM

The remote trusted IT systems implement the protocols and
mechanisms required by the TSF to support the enforcement of
the security policy.

These remote trusted IT systems are managed according to
known, accepted, and trusted policies based on the same rules
and policies applicable to the TOE, and are physically and
logically protected equivalent to the TOE.

Table 8 - Operational Environment IT Security Objectives

4.3 SECURITY OBJECTIVES RATIONALE

The following table maps the security objectives to the assumptions, threats,
and organizational policies identified for the TOE.
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T.ACCESS_TSFFUNC

QUERADE

T.IA_USER

T.RESIDUAL_DATA

T.UNAUTHORIZED_ACCESS

P.ACCOUNTABILITY

P.ROLES
P.USER

A.AUTHUSER

A.CONNECT
A.MANAGE

A.PEER_FUNC_&_MGT

A.NO_GENERAL_PURPOSE

A.PHYSICAL
A.SUPPORT

A.TRAINEDUSER

O.ACCESS_HISTORY

X | T.ACCESS_TSFDATA

X | T.IA_MAS

X | T.TSF_COMPROMISE

O.ADMIN_ROLE

x

x

x

O.AUDIT
_GENERATION

O.DISCRETIONARY
_ACCESS

O.I&A

O0.MANAGE

O.MEDIATE

O.RESIDUAL
_INFORMATION

O.TOE_ACCESS

OE.ADMIN

OE.INFO_PROTECT

OE.NO_GENERAL
_PURPOSE

OE.PHYSICAL

OE.IT_I&A

OE.IT_REMOTE

X

X

X

X

OE.IT_TRUSTED
_SYSTEM

X

X

X

X

Table 9 - Mapping Between Objectives, Threats, OSPs, and Assumptions

4.3.1 Security Objectives Rationale Related to
Threats

The security objectives rationale related to threats traces the security objectives

for the TOE and the Operational Environment back to the threats addressed by
the TOE. The rationale tracing the threats to the security objectives for the TOE
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and to the Operational Environment have been separated to provide consistency
with the claimed PP.

4.3.1.1 Threats Mapped to Security Objectives for the TOE

Threat:

T.ACCESS
_TSFDATA

A threat agent may read or modify TSF data using functions of the
TOE without the proper authorization.

Objectives:

O.ACCESS The TOE will store information related to
_HISTORY previous attempts to establish a session and
make that information available to the user.

0.IRA The TOE ensures that users are authenticated
before the TOE processes any actions that
require authentication.

O.MANAGE The TSF must provide all the functions and
facilities necessary to support the authorized
users that are responsible for the
management of TOE security mechanisms,
must allow restricting such management
actions to dedicated users, and must ensure
that only such authorized users are able to
access management functionality.

O.RESIDUAL The TOE will ensure that any information
_INFORMATION contained in a protected resource within its
Scope of Control is not inappropriately
disclosed when the resource is reallocated.

O.TOE_ACCESS The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.

Rationale:

O.ACCESS_HISTORY diminishes this threat because it ensures the
TOE will store the information that is needed to advise the user of
previous authentication attempts and allows this information to be
retrieved.

O.I&A supports this policy by requiring that each entity interacting
with the TOE is properly identified and authenticated before
allowing any action the TOE is defined to provide to authenticated
users only.

O.MANAGE diminishes this threat since it ensures that functions
and facilities used to modify TSF data are not available to
unauthorized users.

O.RESIDUAL_INFORMATION diminishes this threat since
information contained in protected resources will not be easily
available to the threat agent through reallocation attacks.

O.TOE_ACCESS diminishes this threat since it makes it more
unlikely that a threat agent has access to the TOE.
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Threat: A threat agent may use or manage TSF, bypassing protection
T.ACCESS mechanisms of the TSF.

_TSFFUNC

Objectives: O.ADMIN_ROLE The TOE will provide a mechanism (e.g. a
"role") by which the actions using
administrative privileges may be restricted.

0.IRA The TOE ensures that users are authenticated
before the TOE processes any actions that
require authentication.

O.MANAGE The TSF must provide all the functions and
facilities necessary to support the authorized
users that are responsible for the
management of TOE security mechanisms,
must allow restricting such management
actions to dedicated users, and must ensure
that only such authorized users are able to
access management functionality.

O.RESIDUAL The TOE will ensure that any information
_INFORMATION contained in a protected resource within its
Scope of Control is not inappropriately
disclosed when the resource is reallocated.

O.TOE_ACCESS The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.

Rationale: O.ADMIN_ROLE diminishes this threat by providing isolation of
privileged actions.

0O.I&A diminishes this threat since the TOE requires successful
authentication to the TOE prior to gaining access to any controlled-
access content. By implementing strong authentication to gain
access to these services, an attacker's opportunity to masquerade
as another entity in order to gain unauthorized access to data or
TOE resources is reduced.

0.MANAGE diminishes this threat because an access control policy
is specified to control access to TSF data. This objective is used to
dictate who is able to view and modify TSF data, as well as the
behavior of TSF functions.

O.RESIDUAL_INFORMATION diminishes this threat by ensuring that
TSF data and user data is not persistent when resources are
released by one user/process and allocated to another
user/process.

O.TOE_ACCESS diminishes this threat since it makes it more
unlikely that a threat agent has access to the TOE.
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Threat:

T.IA
_MASQUERADE

A user or a process acting on behalf of a user may masquerade as
an authorized entity in order to gain unauthorized access to user
data, TSF data, or TOE resources.

Objectives:

O.ACCESS The TOE will store information related to
_HISTORY previous attempts to establish a session and
make that information available to the user.

O.IRA The TOE ensures that users are authenticated
before the TOE processes any actions that
require authentication.

O.MEDIATE The TOE must protect user data in accordance
with its security policy, and must mediate all
requests to access such data.

O.TOE_ACCESS The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.

Rationale:

O.ACCESS_HISTORY diminishes this threat because it ensures the
TOE will be able to store and retrieve the information that will
advise the user of the last successful login attempt and performed
actions without their knowledge.

0O.I&A diminishes this threat by requiring that each entity
interacting with the TOE is properly identified and authenticated
before allowing any action the TOE has defined to provide to
authenticated users only.

O.MEDIATE diminishes this threat by ensuring that all access to
user data are subject to mediation, unless said data has been
specifically identified as public data. The TOE requires successful
authentication to the TOE prior to gaining access to any controlled-
access content. By implementing strong authentication to gain
access to these services, an attacker's opportunity to masquerade
as another entity in order to gain unauthorized access to data or
TOE resources is reduced.

O.TOE_ACCESS diminishes this threat by controlling the logical
access to the TOE and its resources. By constraining how and when
authorized users can access the TOE, and by mandating the type
and strength of the authentication mechanism this objective helps
mitigate the possibility of a user attempting to login and
masquerade as an authorized user. In addition, this objective
provides the administrator the means to control the number of
failed login attempts a user can generate before an account is
locked out, further reducing the possibility of a user gaining
unauthorized access to the TOE.

Threat:

A threat agent may gain access to user data, TSF data, or TOE
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T.IA_USER

resources with the exception of public objects without being
identified and authenticated.

Objectives:

O.DISCRETIONARY | The TSF must control access of subjects
_ACCESS and/or users to named resources based on
identity of the object, subject, or user. The
TSF must allow authorized users to specify
for each access mode which users/subjects
are allowed to access a specific named object
in that access mode.

0.I&A The TOE ensures that users are
authenticated before the TOE processes any
actions that require authentication.

O.MEDIATE The TOE must protect user data in
accordance with its security policy, and must
mediate all requests to access such data.

O.TOE_ACCESS The TOE will provide mechanisms that
control a user's logical access to user data
and to the TSF.

Rationale:

O.DISCRETIONARY_ACCESS diminishes this threat by requiring
that data including user data stored with the TOE, have
discretionary access control protection.

0O.I&A diminishes this threat by requiring that each entity
interacting with the TOE is properly identified and authenticated
before allowing any action the TOE is defined to provide to
authenticated users only.

O.MEDIATE diminishes this threat by ensuring that all access to
user data are subject to mediation, unless said data has been
specifically identified as public data. The TOE requires successful
authentication to the TOE prior to gaining access to any controlled-
access content. By implementing strong authentication to gain
access to these services, an attacker's opportunity to masquerade
as another entity in order to gain unauthorized access to data or
TOE resources is reduced.

O.TOE_ACCESS diminishes this threat by controlling logical access
to user data, TSF data or TOE resources.

Threat:

T.RESIDUAL
_DATA

A user or a process acting on behalf of a user may gain
unauthorized access to user or TSF data through reallocation of
TOE resources from one user or process to another.

Objectives:

O.RESIDUAL The TOE will ensure that any information
_INFORMATION contained in a protected resource within its
Scope of Control is not inappropriately
disclosed when the resource is reallocated.
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Rationale:

O.RESIDUAL_INFORMATION diminishes this threat because even if
the security mechanisms do not allow a user to view TSF data, if
TSF data were to reside inappropriately in a resource that was
made available to a user, that user would be able to view the TSF
data without authorization.

Threat:

T.TSF
_COMPROMISE

A user or a process acting on behalf of a user may cause
configuration data to be inappropriately accessed (viewed, modified
or deleted), or may compromise executable code within the TSF.

Objectives:

O.ACCESS The TOE will store information related to
_HISTORY previous attempts to establish a session and
make that information available to the user.

O.AUDIT The TOE will provide the capability to detect
_GENERATION and create records of security relevant
events associated with users.

O.TOE_ACCESS The TOE will provide mechanisms that
control a user's logical access to user data
and to the TSF.

Rationale:

O.ACCESS_HISTORY diminishes this threat because it ensures the
TOE will be able to store and retrieve the information that will
advise the user of the last successful login attempt and performed
actions without their knowledge.

O.AUDIT_GENERATION diminishes this threat by providing the
authorized administrator with the appropriate audit records
supporting the detection of compromise of the TSF.

O.TOE_ACCESS diminishes this threat since controlled user's logical
access to the TOE will reduce the opportunities for an attacker’s
access to configuration data.

Threat:

T.UNAUTHOR-
IZED_ACCESS

A threat agent may gain unauthorized access to user data for
which they are not authorized according to the TOE security

policy.

Objectives:

O.DISCRETIONARY | The TSF must control access of subjects
_ACCESS and/or users to named resources based on
identity of the object, subject or user. The
TSF must allow authorized users to specify
for each access mode which users/subjects
are allowed to access a specific named
object in that access mode.

O.MANAGE The TSF must provide all the functions and
facilities necessary to support the
authorized users that are responsible for
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the management of TOE security
mechanisms, must allow restricting such
management actions to dedicated users,
and must ensure that only such authorized
users are able to access management
functionality.

O.MEDIATE The TOE must protect user data in
accordance with its security policy, and
must mediate all requests to access such
data.

Rationale:

O.DISCRETIONARY_ACCESS diminishes this threat by requiring
that data including TSF data stored with the TOE, have
discretionary access control protection.

0.MANAGE diminishes this threat by ensuring that the functions
and facilities supporting that authorized users can be held
accountable for their actions by authorized administrators are in
place.

O.MEDIATE diminishes this threat because it ensures that all
access to user data are subject to mediation, unless said data has
been specifically identified as public data. The TOE requires
successful authentication to the TOE prior to gaining access to any
controlled-access content. By implementing strong authentication
to gain access to these services, an attacker's opportunity to
conduct a man-in-the-middle and/or password guessing attack
successfully is greatly reduced. Lastly, the TSF will ensure that all
configured enforcement functions (authentication, access control
rules, etc.) must be invoked prior to allowing a user to gain
access to TOE or TOE mediated services. The TOE restricts the
ability to modify the security attributes associated with access
control rules, access to authenticated and unauthenticated
services, etc. to the administrator. This feature ensures that no
other user can modify the information flow policy to bypass the
intended TOE security policy.

4.3.1.2 Threats Mapped to Security Objectives for the
Operational Environment

Threat: A user or process may masquerade as an authorized entity in order

T.IA to gain unauthorized access to user data, TSF data, or TOE

_ MASQUERADE resources.

Objectives: OE.NO_GENERAL | There will be no general-purpose computing

_PURPOSE capabilities (e.g., compilers or user

applications) available on DMBS servers, other
than those services necessary for the
operation, administration, and support of the
DBMS.

Rationale: OE.NO_GENERAL_PURPOSE
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The DBMS server must not include any general-purpose computing
or storage capabilities.

This diminishes the threat of masquerade since only users with
DBMS or related functions will be defined in the TOE environment.

Threat: A user or process acting on behalf of a user may cause

T.TSF configuration data to be inappropriately accessed (viewed, modified
_ COMPROMISE or deleted), or may compromise executable code within the TSF.
Objectives: OE.INFO Those responsible for the TOE must establish

_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling
must be approved for the transmittal
of the most sensitive data transmitted
over the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

e Users are authorized to access parts
of the data managed by the TOE and
are trained to exercise control over
their own data.

OE.IT_REMOTE If the TOE relies on remote trusted IT
systems to support the enforcement of its
policy, those systems provide that the
functions and any data used by the TOE in
making policy decisions, required by the TOE
are sufficiently protected from any attack
that may cause those functions to provide
false results.

OE.IT_TRUSTED The remote trusted IT systems implement
_SYSTEM the protocols and mechanisms required by
the TSF to support the enforcement of the
security policy.

These remote trusted IT systems are
managed according to known, accepted, and
trusted policies based on the same rules and
policies applicable to the TOE, and are
physically and logically protected equivalent
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to the TOE.

OE.NO_GENERAL There will be no general-purpose computing

_PURPOSE capabilities (e.g., compilers or user

applications) available on DMBS servers,
other than those services necessary for the
operation, administration, and support of the
DBMS.

OE.PHYSICAL Those responsible for the TOE must ensure
that those parts of the TOE critical to
enforcement of the security policy are
protected from physical attack that might
compromise IT security objectives. The
protection must be commensurate with the
value of the IT assets protected by the TOE.

Rationale:

OE.INFO_PROTECT diminishes the threat by ensuring that all
network and peripheral cabling must be approved for the
transmittal of the most sensitive data transmitted over the link.
Such physical links are assumed to be adequately protected against
threats to the confidentiality and integrity of the data transmitted
using appropriate physical and logical protection techniques.

OE.IT_REMOTE diminishes the threat by ensuring that remote
trusted IT systems are sufficiently protected.

OE.IT_TRUSTED_SYSTEM diminishes the threat by ensuring that
remote trusted IT systems are managed according to known,
accepted and trusted policies based on the same rules and policies
applicable to the TOE, and are physically and logically protected
equivalent to the TOE.

OE.NO_GENERAL_PURPOSE diminishes this threat by reducing the
opportunities to subvert non TOE related capabilities in the TOE
environment.

OE.PHYSICAL diminishes the threat of a TSF compromise due to
exploitation of physical weaknesses or vulnerabilities as a vector in
an attack.

Threat:

T.UNAUTHOR-
IZED_ACCESS

A threat agent may gain unauthorized access to user data for
which they are not authorized according to the TOE security

policy.

Objectives:

OE.INFO Those responsible for the TOE must
_PROTECT establish and implement procedures to
ensure that information is protected in an
appropriate manner. In particular:

e All network and peripheral cabling
must be approved for the transmittal
of the most sensitive data
transmitted over the link. Such
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physical links are assumed to be
adequately protected against threats
to the confidentiality and integrity of
the data transmitted using
appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall
always be set up correctly.

e Users are authorized to access parts
of the data managed by the TOE and
are trained to exercise control over
their own data.

Rationale: OE.INFO_PROTECT diminishes the threat by ensuring that the
logical and physical threats to network and peripheral cabling are
appropriately protected.

DAC protections if implemented correctly may support the
identification of unauthorized accesses.

4.3.2 Security Objectives Rationale Related to OSPs

The security objectives rationale related to OSPs traces the security objectives
for the TOE and the Operational Environment back to the OSPs applicable to the
TOE. The rationale tracing the OSPs to the security objectives for the TOE and to
the Operational Environment have been separated to provide consistency with
the claimed PP.

4.3.2.1 OSPs Mapped to Security Objectives for the TOE

Policy: The authorized users of the TOE shall be held accountable for their
P.ACCOUNT- actions within the TOE.

ABILITY

Objectives: O.ADMIN_ROLE The TOE will provide a mechanism (e.g. a
"role") by which the actions using
administrative privileges may be restricted.

O.AUDIT The TOE will provide the capability to detect
_GENERATION and create records of security relevant events
associated with users.

0.IRA The TOE ensures that users are authenticated
before the TOE processes any actions that
require authentication.

O.TOE_ACCESS The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.
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Rationale:

O.ADMIN_ROLE supports this policy by ensuring that the TOE has
an objective to provide authorized administrators with the
privileges needed for secure administration.

O.AUDIT_GENERATION supports this policy by ensuring that audit
records are generated. Having these records available enables
accountability.

0O.I&A supports this policy by requiring that each entity interacting
with the TOE is properly identified and authenticated before
allowing any action the TOE is defined to provide to authenticated
users only.

O.TOE_ACCESS supports this policy by providing a mechanism for
controlling access to authorized users.

Policy:
P.ROLES

Administrative authority to TSF functionality shall be given to
trusted personnel and be as restricted as possible supporting only
the administrative duties the person has. This role shall be separate
and distinct from other authorized users.

Objectives:

O.ADMIN_ROLE The TOE will provide a mechanism (e.g. a
"role") by which the actions using
administrative privileges may be restricted.

O.TOE_ACCESS The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.

Rationale:

O.ADMIN_ROLE

The TOE has the objective of providing an authorized administrator
role for secure administration. The TOE may provide other roles as
well, but only the role of authorized administrator is required.

O.TOE_ACCESS supports this policy by ensuring that an authorized
administrator role can be distinguished from other authorized
users.

Policy:
P.USER

Authority shall only be given to users who are trusted to perform
the actions correctly.

Objectives:

0.MANAGE The TSF must provide all the functions and
facilities necessary to support the authorized
users that are responsible for the
management of TOE security mechanisms,
must allow restricting such management
actions to dedicated users, and must ensure
that only such authorized users are able to
access management functionality.
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O.TOE_ACCESS

The TOE will provide mechanisms that control
a user's logical access to user data and to the
TSF.

OE.ADMIN

Those responsible for the TOE are competent
and trustworthy individuals, capable of
managing the TOE and the security of
information it contains.

Rationale:

0O.MANAGE supports this policy by ensuring that the functions and
facilities supporting the authorized administrator role are in place.

O.TOE_ACCESS supports this policy by providing a mechanism for
controlling access to authorized users.

OE.ADMIN supports this policy by ensuring that the authorized
administrator role is understood and used by competent

administrators.

4.3.2.2 OSPs Mapped to Security Objectives for the Operational

Environment
Policy: The authorized users of the TOE shall be held accountable for their
P.ACCOUNT- actions within the TOE.
ABILITY
Objectives: OE.ADMIN Those responsible for the TOE are competent
and trustworthy individuals, capable of
managing the TOE and the security of
information it contains.
OE.INFO Those responsible for the TOE must establish
_PROTECT and implement procedures to ensure that

information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

Users are authorized to access parts of the
data managed by the TOE and are trained to
exercise control over their own data.
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Rationale:

OE.ADMIN supports the policy that the authorized administrators
are assumed competent in order to help ensure that all the tasks
and responsibilities are performed effectively.

OE.INFO_PROTECT supports the policy by ensuring that the
authorized users are trained and have procedures available to
support them and that the DAC protections function and are able to
provide sufficient information to inform those pursuing
accountability.

Policy:
P.ROLES

Administrative authority to TSF functionality shall be given to
trusted personnel and be as restricted as possible supporting only
the administrative duties the person has. This role shall be separate
and distinct from other authorized users.

Objectives:

OE.ADMIN Those responsible for the TOE are competent
and trustworthy individuals, capable of
managing the TOE and the security of
information it contains.

Rationale:

OE.ADMIN supports the policy by ensuring that an authorized
administrator role for secure administration of the TOE is
established.

Policy:
P.USER

Authority shall only be given to users who are trusted to perform
the actions correctly.

Objectives:

OE.ADMIN Those responsible for the TOE are competent
and trustworthy individuals, capable of
managing the TOE and the security of
information it contains.

OE.INFO Those responsible for the TOE must establish
_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.
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e Users are authorized to access parts of
the data managed by the TOE and are
trained to exercise control over their
own data.

Rationale: OE.ADMIN supports the policy by ensuring that the authorized

administrators, responsible for giving appropriate authorities to
users, are trustworthy.

OE.INFO_PROTECT supports the policy by ensuring that users are
authorized to access parts of the data managed by the TOE and are
trained to exercise control over their own data and that DAC
protections on security-relevant files (such as audit trails and
authorization databases) shall always be set up correctly.

4.3.3 Security Objectives Rationale Related to

Assumptions

The security objectives rationale related to assumptions traces the security
objectives for the operational environment back to the assumptions for the

TOE's operational environment.

Assumption: Authorized users possess the necessary authorization to access at

A.AUTHUSER

least some of the information managed by the TOE.

Objectives: OE.INFO
_PROTECT

Those responsible for the TOE must establish
and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

e Users are authorized to access parts of
the data managed by the TOE and are
trained to exercise control over their
own data.

OE.IT_REMOTE

If the TOE relies on remote trusted IT systems
to support the enforcement of its policy, those
systems provide that the functions and any
data used by the TOE in making policy
decisions, required by the TOE are sufficiently
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protected from any attack that may cause
those functions to provide false results.

OE.IT_TRUSTED The remote trusted IT systems implement the
_SYSTEM protocols and mechanisms required by the TSF
to support the enforcement of the security
policy.

These remote trusted IT systems are managed
according to known, accepted, and trusted
policies based on the same rules and policies
applicable to the TOE, and are physically and
logically protected equivalent to the TOE.

Rationale: OE.INFO_PROTECT supports the assumption by ensuring that users
are authorized to access parts of the data managed by the TOE and
is trained to exercise control over their own data.

Having trained, authorized users, who are provided with relevant
procedures for information protection supports the assumption of
co-operation.

OE.IT_REMOTE supports this assumption by ensuring that remote
systems that form part of the IT environment are protected. This
gives confidence that the environment is benign.

OE.IT_TRUSTED_SYSTEM supports this assumption by providing
confidence that systems in the TOE IT environment contribute to a
benign environment.

Assumption: All connections to and from remote trusted IT systems and between
separate parts of the TSF are physically or logically protected within

A.CONNECT the TOE environment to ensure the integrity and confidentiality of
the data transmitted and to ensure the authenticity of the
communication end points.

Objectives: OE.IT_REMOTE If the TOE relies on remote trusted IT systems

to support the enforcement of its policy, those
systems provide that the functions and any
data used by the TOE in making policy
decisions, required by the TOE are sufficiently
protected from any attack that may cause
those functions to provide false results.

OE.INFO Those responsible for the TOE must establish
_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
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against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

e Users are authorized to access parts of
the data managed by the TOE and are
trained to exercise control over their
own data.

OE.IT_TRUSTED The remote trusted IT systems implement the
_SYSTEM protocols and mechanisms required by the TSF
to support the enforcement of the security
policy.

These remote trusted IT systems are managed
according to known, accepted, and trusted
policies based on the same rules and policies
applicable to the TOE, and are physically and
logically protected equivalent to the TOE.

OE.PHYSICAL Those responsible for the TOE must ensure
that those parts of the TOE critical to
enforcement of the security policy are
protected from physical attack that might
compromise IT security objectives. The
protection must be commensurate with the
value of the IT assets protected by the TOE.

Rationale: OE.IT_REMOTE supports the assumption by levying a requirement
in the environment that connections between trusted systems or
physically separated parts of the TOE are sufficiently protected
from any attack that may cause those functions to provide false
results.

OE.INFO_PROTECT supports the assumption by requiring that All
network and peripheral cabling must be approved for the
transmittal of the most sensitive data transmitted over the link.
Such physical links are assumed to be adequately protected against
threats to the confidentiality and integrity of the data transmitted
using appropriate physical and logical protection techniques.

OE.IT_TRUSTED_SYSTEM supports the assumption by ensuring that
remote trusted IT systems implement the protocols and
mechanisms required by the TSF to support the enforcement of the
security policy.

OE.PHYSICAL supports the assumption by ensuring that
appropriate physical security is provided within the domain.
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Assumption: The TOE security functionality is managed by one or more
competent administrators. The system administrative personnel are

A-MANAGE not careless, willfully negligent, or hostile, and will follow and abide
by the instructions provided by the guidance documentation.

Objectives: OE.ADMIN Those responsible for the TOE are competent

and trustworthy individuals, capable of
managing the TOE and the security of
information it contains.
OE.INFO Those responsible for the TOE must establish
_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

e Users are authorized to access parts of
the data managed by the TOE and are
trained to exercise control over their
own data.

Rationale: OE.ADMIN supports the assumption since the authorized
administrators are assumed competent in order to help ensure that
all the tasks and responsibilities are performed effectively.
OE.INFO_PROTECT supports the assumption by ensuring that the
information protection aspects of the TOE and the system(s) and
relevant connectivity that form the platform for the TOE is vital to
addressing the security problem, described in this ST and the PP.
Managing these effectively using defined procedures is reliant on
having competent administrators.

Assumption: There are no general-purpose computing capabilities (e.g.,
compilers or user applications) available on DBMS servers, other

A.NO_GENERAL than those services necessary for the operation, administration,

—PURPOSE and support of the DBMS.

Objectives: OE.NO_GENERAL [ There will be no general-purpose computing

_PURPOSE capabilities (e.g., compilers or user
applications) available on DMBS servers, other
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than those services necessary for the
operation, administration, and support of the

DBMS.
Rationale: OE.NO_GENERAL_PURPOSE
The DBMS server must not include any general-purpose computing
or storage capabilities. This will protect the TSF data from malicious
processes. The environmental objective is tightly related to the
assumption, which when fulfilled will address the assumption.

Assumption: All remote trusted IT systems trusted by the TSF to provide TSF

data or services to the TOE, or to support the TSF in the

A';EI\EE?FUNC enforcement of security policy decisions are assumed to correctly

== implement the functionality used by the TSF consistent with the

assumptions defined for this functionality and to be properly
managed and operate under security policy constraints compatible
with those of the TOE.

Objectives: OE.IT_REMOTE If the TOE relies on remote trusted IT systems
to support the enforcement of its policy, those
systems provide that the functions and any
data used by the TOE in making policy
decisions, required by the TOE are sufficiently
protected from any attack that may cause
those functions to provide false results.

OE.IT_TRUSTED The remote trusted IT systems implement the

_SYSTEM protocols and mechanisms required by the TSF
to support the enforcement of the security
policy.
These remote trusted IT systems are managed
according to known, accepted, and trusted
policies based on the same rules and policies
applicable to the TOE, and are physically and
logically protected equivalent to the TOE.

Rationale: OE.IT_REMOTE

The assumption that connections between trusted systems or
physically separated parts of the TOE is addressed by the objective
specifying that such systems are sufficiently protected from any
attack that may cause those functions to provide false results.

OE.IT_TRUSTED_SYSTEM

The assumption on all remote trusted IT systems to implement
correctly the functionality used by the TSF consistent with the
assumptions defined for this functionality is supported by physical
and logical protections and the application of trusted policies
commensurate with those applied to the TOE.
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Assumption: It is assumed that the IT environment provides the TOE with

appropriate physical security, commensurate with the value of the

A.PHYSICAL IT assets protected by the TOE.

Objectives: OE.PHYSICAL Those responsible for the TOE must ensure
that those parts of the TOE critical to
enforcement of the security policy are
protected from physical attack that might
compromise IT security objectives. The
protection must be commensurate with the
value of the IT assets protected by the TOE.

OE.INFO Those responsible for the TOE must establish

_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

e Users are authorized to access parts of
the data managed by the TOE and are
trained to exercise control over their
own data.

Rationale: OE.PHYSICAL

The TOE, the TSF data, and protected user data is assumed to be
protected from physical attack (e.g., theft, modification,
destruction, or eavesdropping). Physical attack could include
unauthorized intruders into the TOE environment, but it does not
include physical destructive actions that might be taken by an
individual that is authorized to access the TOE environment.
OE.INFO_PROTECT supports the assumption by requiring that all
network and peripheral cabling must be approved for the
transmittal of the most sensitive data transmitted over the link.
Such physical links are assumed to be adequately protected against
threats to the confidentiality and integrity of the data transmitted
using appropriate physical and logical protection techniques.
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Assumption:

A.SUPPORT

Any information provided by a trusted entity in the IT environment
and used to support the provision of time and date, information
used in audit capture, user authentication, and authorization that is
used by the TOE is correct and up to date.

Objectives:

OE.IT_I&A Any information provided by a trusted entity in
the environment and used to support user
authentication and authorization used by the
TOE is correct and up to date.

Rationale:

OE.IT_IR&A supports the assumption implicitly.

Assumption:

A.TRAINED-
USER

Users are sufficiently trained and trusted to accomplish some task
or group of tasks within a secure IT environment by exercising
complete control over their user data.

Objectives:

OE.INFO Those responsible for the TOE must establish
_PROTECT and implement procedures to ensure that
information is protected in an appropriate
manner. In particular:

e All network and peripheral cabling must
be approved for the transmittal of the
most sensitive data transmitted over
the link. Such physical links are
assumed to be adequately protected
against threats to the confidentiality
and integrity of the data transmitted
using appropriate physical and logical
protection techniques.

e DAC protections on security-relevant
files (such as audit trails and
authorization databases) shall always
be set up correctly.

Users are authorized to access parts of the
data managed by the TOE and are trained to
exercise control over their own data.

Rationale:

OE.INFO_PROTECT supports the assumption by ensuring that users
are authorized to access parts of the data managed by the TOE and
is trained to exercise control over their own data.
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5 EXTENDED COMPONENTS DEFINITION

This section specifies the extended Security Functional Requirements (SFRs)
used in this ST. One extended SFR is included from the DBMS PP
(FIA_USB_(EXT).2) and one extended SFR is included from the DBMS PP EP -
Access History (FTA_TAH_(EXT).1). Four additional extended SFRs have been
created to address additional security features of the TOE (FDP_ISO_(EXT).1,
FDP_LDP_(EXT).1, FDP_SER_(EXT).1, and FMT_PRA_(EXT).1). The SFRs and
the rationale for their inclusion are as follows:

a. Isolation of resources (FDP_ISO_(EXT).1)
Database resources protected in one database instance are logically
separate and inaccessible by users in another database instance when
both databases are hosted on the same root database;

b. Lockdown Profiles for pluggable databases (FDP_LDP_(EXT).1)
Privileges of database users may be restricted through the use of
Lockdown Profiles;

c. Dedicated services for pluggable databases (FDP_SER_(EXT).1)
Pluggable databases may only be accessed through dedicated services.

d. Enhanced user-subject binding (FIA_USB_(EXT).2)
A DBMS may derive subject security attributes from other TSF data that
are not directly user security attributes. An example is the point-of-entry
the user has used to establish the connection. An access control policy
may also use this subject security attribute within its access control
policy, allowing access to critical objects only when the user has
connected through specific ports-of-entry; and

e. Privilege Analysis (FMT_PRA_(EXT).1)
Authorized administrators are able to identify the privileges and roles in
use, thereby allowing unused privileges to be removed or reduced, and
unused roles to be removed in order to mitigate the risk of potential
attacks on the associated accounts.

f. TOE access information (FTA_TAH_(EXT).1)
This PP [the DBMS PP] does not require the TOE to contain a client.
Therefore, the PP cannot require the client to display a message. This
requirement has been modified to require the TOE to store and retrieve
the access history instead of displaying it.

5.1 FDP_ISO ISOLATION OF RESOURCES

Family Behaviour

FDP_ISO_(EXT) is a new family that defines requirements to maintain separate
domains for user data. As it addresses separation requirements primarily for
user data, it is included in the User data protection class.

FDP_ISO_(EXT).1 is an extended SFR modelled after FPT_SEP.1.2 (from CC 2.3)
and is added to this new family.
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Component Levelling
FDP_ISO_(EXT).1 is not hierarchical to any other components.

FDP_ISO: Isolation of Resources EXT.1

Figure 2 — FDP_ISO_(EXT): Isolation of Resources Component Levelling

Management: FDP_ISO_(EXT).1
The following actions could be considered for the management functions in FMT:

a. an authorized administrator can define separate domains for tenant
databases.

Audit: FDP_ISO_(EXT).1
There are no auditable events foreseen.
FDP_ISO_EXT.1 Isolation of Resources

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_ISO_(EXT).1.1 The TSF shall enforce separation between the security domains of
subjects.

5.2 FDP_LDP LOCKDOWN PROFILES

Family Behaviour

FDP_LDP_(EXT) is a new family that defines requirements for restricting the
privileges of PDB common users.

FDP_LDP_(EXT).1 is an extended SFR modelled after FDP_IFF.1.5 and is added
to this new family.

Component Levelling
FDP_LDP_(EXT).1 is not hierarchical to any other components.

FDP_LDP: Lockdown Profiles EXT.1

Figure 3 - FDP_LDP_(EXT): Lockdown Profiles Component Levelling
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Management: FDP_LDP_(EXT).1

The following actions could be considered for the management functions in FMT:
a. an authorized administrator can define lockdown profiles.
b. an authorized administrator can assign lockdown profiles to PDBs.

Audit: FDP_LDP_(EXT).1

There are no auditable events foreseen.

FDP_LDP_(EXT).1 Lockdown Profiles for pluggable databases
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_LDP_(EXT).1.1 Lockdown profiles may be implemented to enable or disable the
statements [assignment: list of statements].

FDP_LDP_(EXT).1.2 Lockdown profiles may be implemented to enable or disable the
features [assignment: list of features].

5.3 FDP_SER DEDICATED SERVICES

Family Behaviour

FDP_SER_(EXT) is a new family that defines requirements to ensure that
connections to a pluggable database may only be through one or more
dedicated services.

FDP_SER_(EXT).1 is an extended SFR modelled after FPT_SEP.1.2 (from CC 2.3)
and is added to this new family.

Component Levelling
FDP_SER_(EXT).1 is not hierarchical to any other components.

FDP_SER: Dedicated Services EXT.1

Figure 4 — FDP_SER_(EXT): Dedicated Services Component Levelling

Management: FDP_SER_(EXT).1
The following actions could be considered for the management functions in FMT:
a. an authorized administrator can create dedicated services for a PDB.
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Audit: FDP_SER_(EXT).1
There are no auditable events foreseen.

FDP_SER_(EXT).1 Dedicated services for pluggable databases
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_SER_(EXT).1.1 Each pluggable database has one or more dedicated services and a
connection to a pluggable database can only be made through one of
these services.

5.4 FIA_USB USER-SUBJECT BINDING

Family Behaviour

An authenticated user, in order to use the TOE, typically activates a subject. The
user's security attributes are associated (totally or partially) with this subject.
This family defines requirements to create and maintain the association of the
user's security attributes to a subject acting on the user's behalf.

FIA_USB_(EXT).2 is an extended SFR modelled after FIA_USB.1 and added to
this existing family. FIA_USB_(EXT).2 is analogous to FIA_USB.1 except that it
adds the possibility to specify rules whereby subject security attributes are also
derived from TSF data other than user security attributes.

Component Levelling
FIA_USB_(EXT).2 is hierarchical to FIA_USB.1.

FIA_USB: User-subject binding 1 EXT.2

Figure 5 — FIA_USB_ (EXT): User-subject binding Component Levelling

Management: FIA_USB_(EXT).2

The following actions could be considered for the management functions in FMT:
a. an authorized administrator can define default subject security attributes.
b. an authorized administrator can change subject security attributes.

Audit: FIA_USB_(EXT).2

The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a. Minimal: Unsuccessful binding of user security attributes to a subject (e.g.
creation of a subject).
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b. Basic: Success and failure of binding of user security attributes to a
subject (e.g. success or failure to create a subject).

FIA_USB_(EXT).2 Enhanced user-subject binding

Hierarchical to: FIA_USB.1
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB_(EXT).2.1 The TSF shall associate the following user security attributes with
subjects acting on the behalf of that user: [assignment: list of user
security attributes].

FIA_USB_(EXT).2.2 The TSF shall enforce the following rules on the initial association
of user security attributes with subjects acting on the behalf of
users: [assignment: rules for the initial association of attributes].

FIA_USB_(EXT).2.3 The TSF shall enforce the following rules governing changes to the
user security attributes associated with subjects acting on the
behalf of users: [assignment: rules for the changing of attri