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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with Avaya Aura System Manager GUI and
Avaya Aura Session Manager.

2. Document Overview

This Oracle technical application note outlines the configuration needed to set up the interworking
between on premises Avaya Aura Session Manager using Oracle SBC. The solution contained within this
document has been tested using Oracle Communication OS 840p3 version.

Our scope of this document is only limited to registering Avaya Workplace soft client for
windows as remote worker (In Manual mode alone) to Avaya Session Manager using Oracle SBC
and testing call features which are available using TLS/SRTP protocol. Testing Avaya Workspace
soft client in automatic mode is out of scope of this document. The pre-requisite is also that the
user should have downloaded the Avaya workspace client for windows 3.13 version (or above)
from Avaya website and have installed that in the windows machine.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Avaya Server associated parameters. Many SBC applications may have additional configuration
requirements that are specific to individual customer requirements. These configuration items are not
covered in this guide. Please contact your Oracle representative with any questions pertaining to this
topic.

For more information about Avaya Workplace client configuration and other things, please refer to the
below link:

https://downloads.avaya.com/css/P8/documents/101071816

Please note that the IP address, FQDN and config hame and its details given in this document
is used as reference purpose only. The same details cannot be used in customer config and
the end users can use the configuration details according to their network requirements.
There are some public facing IPs (externally routable IPs) that we use for our testing are
masked in this document for security reasons. The customers can configure any publicly
routable IPs for these sections as per their network architecture needs.
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https://downloads.avaya.com/css/P8/documents/101071816

3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Avaya Aura System Manager GUI and Avaya Aura Session manager server in 8.1 version using Oracle
Enterprise SBC. There will be steps that require navigating to Oracle SBC GUI interface, understanding
the basic concepts of TCP/UDP, IP/Routing, SIP/TLS/SRTP and SIP/RTP are also necessary to complete
the configuration and for troubleshooting, if necessary. It is also understood that the end user has already
configured Avaya Aura Session Manager Configuration before referring this document.

3.2. Requirements

¢ Avaya Workplace soft client for windows 3.13 version and above.
e Fully functioning Avaya Aura Session Manager 8.1 version.
e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used Avaya Aura Session Manager SBC Version Avaya Workplace soft
using Avaya Aura System client
Manager GUI
Revision 1 8.1 8.4.0 3.13
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3.3. Architecture

[ \ Avaya Workplace Soft client
uses Internet connection to

000 000 connect with SBC using public
IP

SIP SIGNALLING iy
Avaya Workplace soft

\ client forwindows j

[ )

Soft clientzregisterad to
Avaya SMdiretly

Enterprise
Network

The configuration, validation and troubleshooting is the focus of this document and will be described in two
phases:

e Phase 1 — Configuring the Avaya Aura Session Manager for Oracle SBC
e Phase 2 — Configuring the Avaya Workplace soft client for windows 3.13 version
¢ Phase 3 — Configuring the Oracle SBC.
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4. Configuring the Avaya Aura Session Manager 8.1

Please login to Avaya Aura System Manager Web GUI with proper login credentials (Username and
password). After that, perform the steps below in the given order.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: ladmin
If IP address access is your only option, then note that authentication will fail
in the following cases: Password: |eeeeeseses|
o First time login with "admin" account
s Expired/Reset passwords Log On Cancel
Use the "Change Password" hyperlink on this page to change the password Change Password

manually, and then login.

Also note that single sign-on between servers in the same security domain is

not supported when accessing via IP address. OSuppnrted Browsers: Internet Explorer 11.x or Firefox 65.0, 66.0 and 67.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other licable domestic

4.1. Adding SIP Domain

Click on Routing under the Elements section
On the Routing tab, select Domains and Click New

e Set domain name as aura.com (Example in this config)
e Set Type as SIP
e click “Commit” to save the configuration

& Users v S Elements v & Services v | Widgets v  Shortcuts v ‘ = | adm

Aura® System Manager 8.1

Home Session Manager Routing
Hel
Routing . P|
Domain Management Commit [Cancel
Domains
Locations
1Item Filter: Enablq
Conditions Name Type Notes
* laura.com sip

Adaptations

SIP Entities

Commit Cancel
Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

<
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4.2. Adding Location

Click on Routing under the Elements section
On the Routing tab, select Locations and Click New

¢ Set Name as Phonerlite
e Leave all other fields as default values and click “Commit” to save the configuration.

AVAyA & Users v & Elements v & Services v | Widgets v  Shortcuts v ‘ E | admi

Aura® System Manager 8.1

Home Session Manager Routing

Help ?
Routing P

Location Details Commit [cancel
Domains
General

Locations * Name: |Phonerlite

Conditions Notes:

Adaptations Dial Plan Transparency in Survivable Mode

SIP Entities Enabled: []

Listed Directory Number:

Entity Links

Associated CM SIP Entity:
Time Ranges

Overall Managed Bandwidth

Routing Policies
Managed Bandwidth Units: Kbit/sec ¥
Dial Patterns

Total Bandwidth:

Regular Expressions Multimedia Bandwidth:

< Audio Calls Can Take Multimedia Bandwidth:

4.3. Adding the SBC as a SIP Entity and Configuring an Entity Link

Click on Routing under the Elements section
On the Routing tab, select SIP Entities from the menu on the left side of the screen.
Click New to add the SBC as a SIP entity as shown below.

e Set Name: SBC3900 (example in this configuration)

o Set FQDN or IP Address: This is the “inside” IP address of Oracle E-SBC, 10.50.232.75 in this
example.

e Set Type: Other

e Set Location: Select Phonerlite from drop down (example in this configuration)

e Set Time Zone: America/New_York (example in this configuration)

e Under Entity Links, Click Add

e Set SIP Entity 1: Select acme-sm which was previously configured

e Set SIP Entity 2: leave the default value SBC3900

e Set Protocol: UDP/TCP/TLS based on our testing

e Set Ports: Set both Ports to 5060/5061 for testing

e Set Connection Policy: trusted

Leave all other fields as default values and click “Commit” to save the configuration.
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AVAYA

Aura® System Manager 8.1

Home Routing

Routing
Domains
Locations

Conditions

SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

Regular Expressions

<

Domains

Locations

Conditions

SIP Entities

Entity Links

Time Ranges

Routing Pol

Regular Expres:

<

& Users v /# Elements v  # Services v

Widgets v Shortcuts v ‘ = | admii|

Session Manager
Help ?
SIP Entity Details Commit| | Cancel
General
* Name: SBC3900
* FQDN or IP Address: 10.232.50.75
Type: | Other
Notes:
Adaptation: | v
Location: | Phonerlite | v
Time Zone: | America/New_York »
* SIP Timer B/F (in seconds): 4
Minimum TLS Version: Use Global Setting v
Credential name:
Securable: []
Call Detail Recording: none v
CommProfile Type Preference: b
Entity Links
Override Port & Transport with DNS SRV: |_|
Add| |Remove
21tems Filter: Enable
D Name A Protocol  Port SIP Entity 2 Port Connection Policy Deny New Service
[1 * acme-sm SBC3900. UDP ¥ | * 5060 \SBC3900 * 5060 trusted v [
[1 * acme-sm SBC3900. TS ¥ * 5061 \SBC3900 * 5061 trusted v [
Select : All, None
SIP Responses to an OPTIONS Request
Add| | Remove
0ltems Filter: Enable
Mark
Response Code & Reason Phrase Entity Notes
Up/Down
Commit Cancel
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Please configure Avaya Session Manager as another SIP entity in the same way as we added SBC:

e Set Name: acme-sm (example in this configuration)
e Set FQDN or IP Address: This is the SIP IP address of Avaya SM, 10.50.232.127 in this example.
e Set Type: Session Manager
e Leave all other fields as default values and click “Commit” to save the configuration.

FAV/\V/N

Aura® System Manager 8.1

Home User Management

Routing

Domains

Locations

Conditions

Adaptations

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

<

& Users v £ Elements v  # Services v

Widgets v  Shortcuts v

Routing

SIP Entity Details
General
* Name: acme-sm
* IP Address: 10.232.50.127
SIP FQDN:
Type: | Session Manager

Notes:

Location: |Phonerlite v
Outbound Proxy: |SBC3900 -~
Time Zone: |America/New_York
Minimum TLS Version:  Use Global Setting v

Credential name:

Monitoring

SIP Link Monitoring: |Use Session Manager Configuration | v

CRLF Keep Alive Monitoring: | Use Session Manager Configuration | v

Entitv Links

Commit Cancel

CIN A = [

Please configure listen ports for the Avaya Session Manager as given below:

Routing

Domains

Locations

Conditions

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

<

Failover Ports
TCP Failover port:
TLS Failover port:

Listen Ports

Add| Remove
2 Items o Filter: Enable
[ |Listen Ports Protocol | Default Domain Endpoint Notes
D 5060 UDP | ¥ aura.com |
D 5061 TLS | ¥ aura.com |~
Select : All, None
SIP Responses to an OPTIONS Request
Add| |Remove
0ltems Filter: Enable
Mark
Response Code & Reason Phrase Entity Notes
Up/Down

Commit Cancel
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4.4. Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting

Navigate to: Elements->Session Manager->Global Settings

Set Allow Unsecured PPM Traffic: checked.
Note that this is only required if you're using HTTP for the PPM downloads.
If you're using HTTPS as shown in the E-SBC configuration, leave this unchecked.

& Users v /# Elements v % Services v | Widgets v  Shortcuts v = admi
Aura® System Manager 8.1
Home Routing Session Manager
Help ?
Session Manager P

Global Settings Commit Cancel View Defaults
Dashboard Administer settings that apply to all Session Managers

Failback Policy Auto “ Enable IPv6 ™
Session Manager Ad..

Allow Unauthenticated Emergency Calls [l Allow Unsecured PPM Traffid]
Global Settings ELIN SIP Entity None |~ Minimum SIP Entity TLS Version 1.2|v

T Minimum Endpoint TLS Version 1.2|¥

ConmiEtem Fral, Ignore SDP for Call Admission Control O

Disable Call Admission Control Threshold Alarms [ ] TLS Endpoint Certificate Validation None h
Network Configur... v Disable Loop Detection Alarms O Enable End to End Secure Call Indication ™
Device and Locati... ¥ *Loop Detection Alarms Threshold (hours) 24 Enable Military Support |

Enable Dial Plan Ranges O Enable Application Sequence for Emergency Calls O

Enable Regular Expression Adaptations [ Emergency Call Resource-Priority Headers

Enable Flexible Routing O Enable Implicit Users Applications for SIP users [ ]
~ Better Matching Dial Pattern or Range in Enable SIP Resiliency O
System Tools - Location ALL Overrides Match in Originator's

Location

Performance

<

O

Enable Load Balancer

Navigate to: Elements->Session Manager->Global Settings Session Manager Administration.
Select the proper Session Manager instance and click Edit

e Scroll down to PPM — Connection Settings

e Set Limited PPM Client Connection: unchecked

e Set PPM Packet Rate Limiting: unchecked

e Leave all other fields as default and Click Commit to save Session Manager Administration page.
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"'\v"\y"\ & Users v # Elements v £ Services v Widgets v Shortcuts v ‘ = | admil

Aura em Manager 8.1
Home Routing Session Manager

Help
Session Manager Administration

hboard This page allows you to administer Session Manager instances and configure their
global settings.
Ranaosilds Session Manager Instances LBranch.Session.ManagenInstances.
Global Settings Session Manager Instances

New| |view| [Edit|| Delete
U

1Item Filter: Enable

Name License Mode Primary Comm i i Profiles y C i i Profiles i Active C i i Profiles Description

) acme-sm  Normal 4 0 4

Select : None

AVAyA & Users v £ Elements v & Services v Widgets v Shortcuts v ‘ = | admi
Aura® System Manager 8.1

Home Routing Session Manager

Data File Format | Standard Flat File

Include User to User Calls
Dashboard

Include Incomplete Calls

Session Manager Ad...

Personal Profile Manager (PPM) - Connection Settings «

Slepal Siiinge Limited PPM Client Connection [ ]

~ I *Maximum Connection per PPM Client |0
Communication Prof.
PPM Packet Rate Limiting []

*PPM Packet Rate Limiting Threshold |200

Event Server -

Clear Subscription on Notification Failure |No v

tem Status v Syslog Servers «

Enable Syslog Server 1 [ ]

m Tools

Enable Syslog Server 2 []
Performance

<
*Required Commit | Cancel
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4.5. Enabling Remote Office

Navigate to: Elements->Session Manager->Network Configuration->Remote Access, Click New

e Set Name: Remote_worker for this setup.

e Click New under SIP Proxy Mapping Table. Add the Oracle SBC outside interface IP address for

SIP Proxy Public Address.

e Click New under SIP Proxy Private IP Address. Add the Oracle SBC inside interface IP address for

SIP Private Address, 10.232.50.75 is given in this example.

e Click Commit to save the configuration.

& Users + F Elements ~ Shortcuts ~

—w F\’ ~—n

@ Services v | Widgets v

Aura® Sy er &,

Remote Access Configuration

*Mame: |Remote_worker

Note:

Communication Prof

Click to open Remote Access Reference Map *
SIP Proxy Mapping

Failoy

SIP Proxy Mapping Table

Local Host Nam.
o New

| | SIP Proxy Public Address (Reference A)

Select : All, None

Session Manager (Reference C)

acme-sm

EXE. 8 = | o

Help ?

Commit Cancel

IP Address Family (Reference C)
IPva

& Users v F Elements v & Services v | Widgets v Shortcuts v

SIP Proxy Mapping Table

o New

n Manager Ad. [ SIP Proxy Public Address (Reference A) Session Manager (Reference C) IP Address Family (Reference C)
O [—— 1P
tings Select : All, None
Communication Prof
SIP Proxy Private IP Addresses
Failow 9 New
Local Host Nam [ | SIP Private Address (Reference B) SBC Type Securable Note
10,232.50.75 Avaya SBC O

Salect : All, None

SIP Firewall

*Required

Commit Cancel
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4.6. Adding Routing Policies

Navigate to: Routing tab, select Routing Policies and Click New

o Set Name: 3900SBCroute (example in this configuration)

e Set Retries : Default value is 0, can be used as same value

e Select SIP Entity as Destination: Select SBC3900 which was previously configured.
e Click Commit to save the configuration

AVAyA & Users v F# Elements v % Services v | Widgets v  Shortcuts v ‘ = | admi
Aura® System Manager 8.1
Home Session Manager Routing
Locations Help ?
Routing Policy Details Commit| Cancel

Conditions

General

Adaptations
Adaptation * Name: 3900SBCroute

SIP Entities Disabled: []
* Retries: 0
Entity Links
Notes:
Time Ranges
SIP Entity as Destination
Routing Policies |Select |
Name FQDN or IP Address Type Notes
Dial Patterns
SBC3900 10.232.50.75 Other
Dial Patterns Time of Day
Origination Dial... |AE\ \Remove\ \View Gaps/OverIaps\
1Item Filter: Enable
Regular Ex| i
egular xpressions [] | rRanking a ‘ Name ‘ Mon Tue Wed ‘ Thu Fri |Sat ‘ Sun Start Time End Time Notes
< o 24/7 00:00 23:59 Time Range 24/7
Salact : All. None

4.7. Adding Dial Patterns:
Navigate to: Routing tab, select Dial Patterns, again Dial Patterns and Click New

e Set Pattern: Ixxxxxxxxxx (example in this configuration)

e SetMin: 11 (example in this configuration)

e Set Max: 11 (example in this configuration)

e Select SIP Domain: aura.com which was previously configured.
e Click Commit to save the configuration.
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AVAyA &Users v K#Elements v & Services v | Widgets v Shortcuts v ‘ = | admi

Aura® System Manager 8.1

Home Session Manager Routing
Locations Help 2
Dial Pattern Details Commit Cancel
Conditions
General
* Pattern: | 1XXXXXXXXXX
SIP Entities * Min: 11
* Max: 11
Entity Links
Emergency Call: []
Time Ranges SIP Domain: aura.com ¥
Notes:
Routing Policies
Originating Locations and Routing Policies
Add Remove
Dial Patterns 1Item 7 Filter: Enable
. P R Originating Location Routing Policy Routing Policy | Routing Policy Routing Policy
ation Dial... L] | originating Location Name ~ Notes Name Kank Disabled Destination Notes
D Phonerlite 3900SBCroute 0 SBC3900
Regular Expressions
Select : All, None
<
Denied Originating Locations
After configuring the dial patterns, Please add the dial patterns to the routing policies created above.
&Users v fElements v % Services v | Widgets v  Shortcuts v ‘ = | admir
Home Session Manager Routing
el Add Remove View Gaps/Overlaps
1Item Filter: Enable
Conditions q i i i
[] | Ranking + |Name Mon Tue Wed Thu Fri Sat Sun Start Time End Time Notes
Adaptations D 0 24/7 00:00 23:59 Time Range 24/7
Select : All, None
SIP Entities .
Dial Patterns
Entity Links Add Remove
1Item Filter: Enable
Time Ranges
[] | pattern A Min Max Emergency Call SIP Domain Originating Location Notes
Routing Palicies [ o 11 11 aura.com Phonerlite
Select : All, None
Dial Pattern:
Regular Expressions
Dial Patterns
Add Remove
ination Dial 0ltems Filter; Enable
Pattern Rank Order Deny Notes
Regular Expressions
<
Commit Cancel
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4.8. Adding Users to Avaya Session Manager.

Navigate to: Users tab, select User Management, select Manage Users and Click New

Under Identity Tab, please enter the following

e Set Last Name: Userl(example in this configuration)
e Set First Name: Avaya (example in this configuration)

e Set Login Name: 17814437246@aura.com (example in this configuration)

Under Communication Profile tab, click Communication Profile Password

o Set Comm-Profile Password: any password (Numbers or alphabets or alphanumeric)
o Re-enter Comm-Profile Password: Type the password again for confirmation.

Navigate to Communication address tab, click New

e Set Type: Avaya SIP

e Set Fully Qualified Address: Type the Directory number @domain.com

17814437246@aura.com

Under Profile tab, enable Session Manager Profile and click it to open it.

e Set Primary Session Manager under SIP Registration: acme-sm (example in this configuration)
e Set Home Location Manager under Call Routing: Phonerlite (example in this configuration)

e Click Commit to save the configuration.

AVAYA

Aura® System Manager 8.1

& Users v F Elements v £ Services v | Widgets v Shortcuts v

Home Session Manager Routing User Management User Management

User Management

Identity Communication Profile Membership Contacts

Manage Users

Basic Info
Public Contacts User Provisioning Rule: ‘
Address
Shared Addresses

LocalizedName
* Last Name:
System Presence ACLs ‘ User1

Communication Profile

* First Name : ‘A\/aya

* Login Name:: ‘ 17814437246@aura.com
Description: ‘
Password: ‘

Confirm Password: ‘

CINE A =

Last Name (Latin ‘Usem

First Name (Latin

‘ Avaya

Middle Name:

Email Address:

User Type:

Localized Display Name

: ‘ User, Avaya
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Aura® System Manager 8.1

Home User Management

Manage Users

Public Contacts )
Comm-Profile Password

Shared Addresses

Comm-Profile Password: | .. 04000

System Presence ACLs

Communication Profile ...

Re-enter Comm-Profile F

Generate Comm-Profile Password

Cancel

Aura® System Manager 8.1

Home  User Management

Manage Users

Public Contacts

Communication Address Add/Edit

Shared Addresses

* H
System Presence ACLs Type ‘ Avaya SIP

Communication Profile ... *Fully Qualified Address : ‘ 17814437246 ‘ @ ‘ aura.com

Cancel
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AVAYA & Users v F#Elements v & Services v | Widgets v Shortcuts v ‘ = | admi

Aura® System Manager 8.1

Home Session Manager Routing User Management User Management

R R i
User Profile | Edit | 17814437246@aura.com & Conmi & Cotnue ® cance
Manage Users

Identity Communication Profile Membership Contacts
Public Contacts

Communication Profile Password

Shared Addresses . .
. SIP Registration
PROFILE SET:P
System Presence ACLs # Primary Session Manager: ..o < al @
Communication Address —
Communication Profile
PROFILES Secondary Session Qe
Manager:
Session Manager Profile (@D
Survivability Server: ol @
Max. Simultaneous Devices : ;._
Block New Registration When —
Maximum Registrations
"\VI'\YI‘\ & Users v £ Elements v & Services v | Widgets v Shortcuts v ‘ = | admi
Aura® System Manager 8.1
Home Session Manager Routing User Management User Management
User Management Emergency Calling
Originati | :
Manage Users
Emergency Callin:
Public Contacts gency d
Termination Seq
Shared Addresses
Call Routing Settings
System Presence ACLs
* Home Location: Phoneriite

Communication Profile ...

Conference Factory Set:

Call History Settings

Enable Centralized Call
History?:

You can repeat the above steps to add more users to the Session Manager.
With this, Avaya Session Manager Configuration is complete.
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5. Configuring the Avaya Workplace soft client for Windows

This section provides step-by-step guidance on how to configure Avaya Workplace soft client to work with
Oracle SBC. As we are configuring the client to work in Manual mode, we have to perform the following

steps.

5.1. Turn ON the Manual mode
As a first step, please turn on the manual mode of the client by doing following steps.

1) Please select the Sign in option when the client opens for the first time.
2) The client then gives the screen for automatic login and please select settings icon on top of the

screen.
3) Select manually configure (Expert Mode) to enter the Manual mode option.

Avaya Workplace Signn &5 — X

Join Workplace Meeﬁg

Let's get into the meeting!

Your name

Meeting Address

Meeting ID

Use Workplace for Audio + Video ( °}
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AVAYA
workplace

Enter your email address @

Email

Cancel

Using email address is the easiest
way to setup Workplace. Choose
another configuration method only if

instructed by support team.

Use web address

Email

Cancel
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5.2. Configure Manual mode for the client

Once we select Manual Mode, the client opens the screen to enter the configuration.
Phone services --- ON.

1) Please select Services -----

2) Please enter SBC public interface IP, Domain given in Avaya SM and the Server port and then
enable TLS as transport protocol. Click Done to save the changes made.

Settings >
User Preferences Services
Accounts
il
] Auto configure >
Desktop Integration Hide Details
Advanced e :
Phone Service OFF >}
Support [~ D S DS e DS SO E eSS e e E e e =
Check for Services My Meeting Room OFF >
Enterprise Directory OFF >
Multimedia Messaging OFF >
Avaya Cloud Services OFF >
.
Settings >

User Preferences

Back Phone Service

Accounts
Desktop Integration
Advanced

Support

Check for Services

Phone Service

Server Address

I

Server Port 5061

Domain aura.com

Use TLS

Adhoc Conference
Address

DONE |
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5.3. Configure the Directory Number for the Workspace client

Once we enable the phone services, please assign the directory number to the client (we can use one of
the directory numbers that we created under users in Avaya Session Manager)

1) Please select Accounts ----- Extension --- Give the directory number created
2) Under Password ---- Enter the password for the directory number.

3) Enable Remember password if you want client to save the password

4) Click Done to save the changes.

Settings =<
User Preferences Accounts
i Phone Service
Services
i 1781443724
Desktop Integration Extension 8|
Password coseseee

Advanced

Support Remember Password ( °]

Check for Services

DONE

With this, Avaya workplace client configuration is complete for the Manual Mode.
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6. Configuring the SBC

This section provides step-by-step guidance on how to configure Oracle SBC for interworking with Avaya
Session Manager for registering Avaya Workspace client and for making calls from Avaya Workspace
client soft phones to other phones registered to the Avaya Session Manager 8.1

6.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software — this software with the configuration listed below
can run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6350
e AP 6300
e VME

7. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

7.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None
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Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.

Both passwords have to be changed according to the rules shown below.
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Now set the management IP of the SBC by setting the IP address in bootparam to access
bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.

Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

h entitlement
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s

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

The SBC comes up after reboot and is now ready for configuration.
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Go to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.

7.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGuUI.

The Web GUI can be accessed through the url http://<SBC _MGMT _IP>.

Signinto E-SBC

Enter your details below

ORACLE U‘semame

Enterprise Session Border Controller

Password

The username and password is the same as that of CLI.
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Dashboard Q D

Highest task CPU usage
100

80

Alarms

Severity Description

Current memory usage

W Alocated
W Free

Historical memory usage

Go to Configuration as shown below, to configure the SBC

£ Wizards v £} Commands v
ThegeTupnoent Configuration Objects
security >
session-router > Name
access-control
system >
account-config
authentication-profile
certificate-record
class-policy
codec-policy
filter-config
fraud-protection
host-route
http-client
httn-server
Displaying 1- 11 of 42
Show All

Configuration

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting
Configure authentication profile

Create, generate, and import a certificate
Configure classification profile policies

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an HTTP client

Configure an HTTP server

Verify

Search

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/webgui/esbc _scz840 webqui.pdf

The expert mode is used for configuration.
Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.
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7.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller

Dashboard
L3 wizards « £+ Commands v
~

http-client Modify System Config
http-server

Hostname OracleSBC|
network-interface

Description
ntp-config
phy-interface
redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config

Acp TLS Profile =
trap-receiver

v OK Delete
Show All

admil

Configuration Monitor and Trace Wwidgets Sy

Verify

Show Configurd

Please enter the default gateway value in the system config page.

OoORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

Dashboard
£+ Wizards + £+ Commands +
A
http-client Modify System Config
hitp-server Lisplaying u - uoru
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart | enable
redundancy-config

Telnet Timeout ° ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0..65535)
spl-config HTTP Timeout 5 (Range: 0..20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
& OK Delete
Show All

Verify I

Show Configul

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/releasenotes/esbc scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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7.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

You will first configure the slot 0, port 1 interface designated with the name M10.
This will be the port plugged into your (connection to the Avaya Workspace client) public interface.
Avaya Core side side is configured on the slot 1 port 1.

Parameter Name Avaya Workspace client side | Avaya Core Side
(M10) (M11)

Slot 0 1

Port 1 1

Operation Mode Media Media

Please configure M10 interface as below.

ORACLE Enterprise Session Border Controller

Dashboard JM&LLETIEWM  Monitor and Trace
£ Wizards £ Commands ¥ Verify
nost-roue
~

Add Phy Interface
hitp-client y
http-server

p Name M0

network-interface S .

Operation Type Media 5
ntp-config Port 0 (Range:0.5)
phy-interface Slot 1 (Range:0.2)

irtual M

redundancy-config VirtualMac

Admin State
snmp-community v enable

Auto Negotiation
spl-config 8 v enable

Duplex Mode
system-config P FULL v

Speed
tdm-config P 100 v
trap-receiver v 0K Back

Show All
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Similarly, configure M11 interface as below.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

1 wizards v £} Commands + Save Verify Discard
nost-ioute
~
hitp-clent Add Phy Interface
http-server Name M1
network-interface - 5
Operation Type Media -
ntp-config Port 1 (Range: 0.5)
phy-interface Slot 1 (Range: 0..2)
redundancy-config Virtual Mac
Admin Statt
snmp-community min tate v enable
Auto Negotiation
spl-config 8 + enable
Duplex Mode
system-config P FULL v
Speed
tdm-config P 100 b
trap-receiver b 0K Back
Show All

7.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure two interfaces,
one for Avaya Workspace client side and one for Avaya Core side.

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name Avaya Workspace client side Avaya Core side Network
Network Interface (Avaya Public interface (Avaya Core
Interface) Interface)

Name M10 M11

Host Name

IP address L— 10.232.50.75

Netmask 255.255.255.192 255.255.255.0

Gateway _ 10.232.50.1
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Please configure network interface M10 as below

ACLE Enterprise Session Border Controller

Dashboard QEEGUURTEIGUNE  Monitor and Trace  Widgels

{3 Wizards v {3} Commands v Verify

fraud-protection A

Add Network Interface

haost-route

hitp-client Name M0 —
hitp-server Sub Port 1d 0 (Range: 0.4095)
network-interface Description

nip-config

phiy-interface

redundancy-config Hostname =

SMP-COMTLIN Ity IP Addiiess

spl-config Pri Untility Addr

system-config Sec Utility Addr

trimn.rnnfio - 0K Back
Show All

Please configure network interface M11as below

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace ~ Widgets

£} Wizards v £} Commands v Save Verify
fraud-protection ~
Add Network Interface
host-route
http-client Name M1 =
http-server Sub Port Id 0 ( Range: 0.4095)
network-interface Description |
ntp-config
phy-interface
redundancy-config Hostname 10.232.5075
Shmp-community IP Address 10.232.5075
spl-config Pri Utility Addr
system-config Sec Utility Addr
trim-ronfio he OK Back

Show All
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7.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 1.
Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace ~ Widgets

£} Wizards v £} Commands v Verify
media-manager v . .
Modify Media Manager
codec-policy
State
media-manager v enable
Flow Time Limit 2
media-policy 86400 ( Range: 04294967295 )
Initial Gescicl Yamer 300 (Range: 04294967295 )
realm-config )
Subsq Guard Timer 300 (Range: 04294967295 )
steering-pool e
&l TCP Flow Time Limit 86400 (Range: 0.4294967295 )
security » TCP Initial Guard Timer 300 (Range: 0..4294967295 )
session-router > TCP Subssq Guard Timer 300 (Range: 04294967295 )
Hnt Ritcp
system » enable
Algd Log Level NOTICE =
Mbcd Log Level NOTICE =
Delete
Show All

ORACLE Enterprise Session Border Controller

Dashboard JEEIEVEIIEE Monitor and Trace  Widgets

ﬁ Wizards v -ﬁ Commands v Save Verify
g IS
media-manager v . .
Modify Media Manager
codec-policy wow e ey
Media Policing
media-manager ] enable
7 Max Arp Rate 10 (Range:0.100)
media-policy
Max Signaling Packets 0 ( Range: 04294967295
realm-config N
Max Untrusted Signaling 1 (Range: 0.100) ===
steering-pool Min Untrusted Signaling 1 (Range:0.100) ===
security > Tolerance Window 30 (Range: 0..4294967295 )
sescion.router N Untrusted Drop Threshold 0 (Range: 0.100)
Trusted Drop Threshold 0 (Range: 0.100)
system v
Ad Monitor Window 30 (Range:5.3600)

fraud-protection Tran On Demote To De
Trap On Demote To Deny enable

host-route

Show All
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7.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

In the below case, Realm name is given as AvayapublicRealm (Avaya Workplace client to SBC side).
Please set the Access Control Trust Level to medium for this realm

N/ X /AN L.\ CNTETPriSe DessIon soraer Lontroler >

Dashboard JEEciM Monitor and Trace ~ Widgets

£} Wizards v £} Commands v ave Verify
A
codec-policy Add Realm Conﬁg
media-manager
Identifier AvayapublicRealm
media-policy
Description
realm-config
steering-pool
security >
Addr Prefix 0.0.00
session-router >
Network Interfaces
M10:04 X
system v
Media Realm List
fraud-protection
host-route Mm In Realm ' enable
http-client
a4 OK Back
Show All

ORACLE Enterprise Session Border Controller

Dashboard EEINETCGUEE Monitor and Trace  Widgets

£} Wizards v £ Commands v ave Verify
media-manager 5 <
Modify Realm Config
codec-policy B B
In Manipulationid =
media-manager : -
Out Manipulationid =
media-policy ;
Average Rate Limit 0 ( Range: 04294967295 )
realm-config [Access Control Trust Level B——
v
steering-pool Invalid Signal Threshold 0 ( Range: 04294967295 )
security > Maximum Signal Threshold 0 (Range: 0.4294967295)
. 9 Untrusted Signal Threshold 0 ( Range: 04294967295 )
Nat Trust Threshold 0 ( Range: 0.65535)
system >
Max Endpoints Per Nat 0 ( Range: 0.65535)
Nat Invalid Message Threshold 0 (Range: 0.65535)
OK Back
Show All
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Similarly, Realm name is given as AvayaCoreRealm (SBC to Avaya Session Manager)
Please set the Access Control Trust Level to high for this realm

ORACLE Enterprise Session Border Controller

[ iTcli  Monitor and Trace  Widgets

£ Wizards v £} Commands v Save Verify
L)
codec-policy Add Realm Conﬁg
media-manager
Identifier AvayaCoreRealm
media-policy
Description
realm-config
steering-pool
security »
Addr Prefix 0.000
session-router »
Network Interfaces
MI1:0.4 X
system v
fraud protection Media Realm List
host-route Mm In Realm  enable
hitp-client
v OK Back
Show All

ORACLE Enterprise Session Border Controller

Dashboard JEeJNidiciy B8 Monitor and Trace  Widgets

£+ Wizards v {3 Commands v Save Verify
media-manager v . .
Modify Realm Config
codec-policy B ———— =
media-manager In Manipulationid .
media-policy Out Manipulationid .
realm-config Average Rate Limit 0 ( Range: 04294967295 )
.
steering-pool high v
Invalid Signal Threshold -
security N BN 0 ( Range: 04294967295 )
Maximum Signal Threshold 0 ( Range: 04294967295 )
session-router »
Untrusted Signal Threshold 0 (Range: 04294967295
system 3
Nat Trust Threshold 0 (Range: 065535 )
Max Endpoints Per Nat 0 ( Range: 0.65535)
Nat Invalid Message Threshold n FPenmnen 2EEZEL
0K Back
Show All

No ne

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-
controller/8.4.0/security/sbc _scz840 security.pdf
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7.8. Enable sip-config

SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config and in options, add the below

e add max-udp-length =0 & global-contact
¢ inmanip-before-validate & reg-cache-mode=from

For more info, please refer to SBC security guide given in the above section.

ORACLE Enterprise Session Border Controller 1
PECLLETG Configuration Monitor and Trace Widgets
£} Wizards v £} Commands v Verify
-~
Vocal-policy Modify SIP Config
local-routing-config
e v enable
media-profile
B Dialog Transparency | enable
session-agent
Home Realm ID AvayaCoreRealm -
session-group
Egress Realm ID .
‘)[‘SMOV\'fC(D’(J"]g'glOHp
Nat Mode None —
S[‘SS!OV\'(C(O’C“HQ'S(‘VVL‘Y
Registrar Domain *
session-translation
Registrar Host *
sip-config
Registrar Port 5060 ( Range: 0,1025..65535 )
sip-feature
Init Timer 500 ( Range: 0..4294967295 )
sip-interface
4 Delete
Show All
ORACLE Enterprise Session Border Controller N
Dashboard Configuration Monitor and Trace Widgets
13 Wizards v £} Commands Save Verify
A
local-polic B o
peley Modify SIP Config
local-routing-confi
& € Enforcement Profile -
media-profile
Red Max Trans 10000 ( Range: 0..50000 )
session-agent Options
P global-contact
session-group inmanip-before-validate
session-recording-group max-udp-length=0 X
reg-cache-mode=from X
session-recording-server
SPL Options
session-translation
SIP Message Len 4096 ( Range: 0..65535)
sip-config
Enum Sag Match enable
sip-feature
Extra Method Stats  enable
sip-interface
S 0 Delete
Show All
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7.9. Configuring a certificate for SBC

As we need to test Avaya Workspace client configuration with TLS connections (Avaya Workspace client

to SBC side which is access side), we need to have certificates for the same.

The step below describes how to request a certificate for SBC External interface and configure it based on

the example of DigiCert. The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

e SBC -1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

Step 1 — Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below.

ORACLE Enterprise Session Border Controller

media-manager

security

certificate-record

tls-global

tls-profile

session-router

system

authentication-profile

{f Wizards w {4 Commands

»

Add Certificate Record

Name

Country

State

Locality
Organization
Unit

Common Name
Key Size
Alternate Name

0K

AvayaCert

us

MA

Burlington

Engineering

2048

Back

0v

Monitor and Trace ~ Widgets

Verify
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ORACLE Enterprise Session Border Controller |

Configuration Monitor and Trace ~ Widgets

£} Wizards v £} Commands v E Verify
media-manager » . s
Modify Certificate Record
security v Alternate Name
thentication-profil
authentication-profile Trusted 7 enable
certificate-record Key Usage List
digitalSignature X
tis-global keyEncipherment X
g Extended Key Usage List
s ol yisag serverAuth X clientAuth X
session-router >
Key Algor — -
system » :
Digest Algor sha256 —
Ecdsa Key Size p256 .
Cert Status Profile List
OK Back

Show All

Repeat the above steps again to create DigiCert root certificate.
We need to import this root certificate to Windows machine where the Avaya Workplace client is
installed. Once this certificate is imported, the soft client will work in TLS mode.

The table below specifies the parameters required for certificate configuration.
Modify the configuration according to the certificates in your environment.

Parameter DigiCertRoot

Common-name DigiCert Global Root
CA

Key-size 2048

Key-usage-list digitalSignature

keyEncipherment

Extended-key- serverAuth
usage-list

key-algor rsa
digest-algor sha256
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Step 2 — Generating a certificate signing request

(Only required for the SBC’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

Select the certificate and generate certificate on clicking the “Generate” command.

Please copy/paste the text that gets printed on the screen as shown below and upload to

your CA server for signature.

Generate certificate response

Copy the following information and send to a CA authority

-----BEGIN CERTIFICATE REQUEST-----
MIICVTCCAaUCAQAWRTELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAK1BMR
MwEQYDVQQH
EwpCdXJsaW5ndGOuMRQWEQYDVQQKEwtFbmdpbmViecmluZzCCASIwDQY

JKoZlhveN
AQEBBQADggEPADCCAQ0CQgEBALzZMGSrclE8r+f2nK1zIMcTJaLVdh+1WR

+vWmKnn
Invifp7sKsUVFKX0bAjZUSSASEpdHfYLC9G7jMz7dKJIOSUCO0q6GKcFBKtvhBIf

huU
JsOvaSc3UMIc+jqy9G+2Fsd44mY/KMxPFQNMXECgT7RAyhKLj0zoxqi6dQ5zb
yHg
HGJ2dAPKkXgmwBwc2zx101bawk9W/sk202gKWISB6rOw2IChlVyekn7SUEPB

C3IPM
43NP43mvNQWbFffc3oCAzdqgWxvDzhQbvhu76nGJPNCGgxJoHR7dTD6GX

WTVRLE1
gNFOWdLWEhOORCKtAItTNeV4KdcGeYrYZIkvJZIHHpT/7TmkCAWEAAaAzZMD

EGCSqG

Close

S 4

i

Also, note that a save/activate is required
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Step 3 — Deploy SBC & root certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the
SBC. Once done, issue save/activate from the WebGUI

Import certificate x
Format: |try—a|17 77777 ) |v ©
Import method: (@ Fjle Paste rt

J Certificate file: | Browse...

Repeat the steps for the following certificates:
- DigiCertRoot.

At this stage all the required certificates have been imported to the SBC.
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7.10. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.

Go to security-> TLS-profile config element and configure the tls-profile as shown below

Please disable mutual authenticate option and also add options “ignore-root-ca=yes”

ORACLE Enterprise Session Border Controller

£} Wizards £} Commands v
media-manager » .
Add TLS Profile
security v
Name
authentication-profile
End Entity Certificate
certificate-record
Trusted Ca Certificates
tis-global
tis-profile
Cipher List
session-router »
system » Verify Depth
Mutual Authenticate
TLS Version
Options
oK

Dashboard

TLSTeams

Enterprise v

AvayaCert X
|

DigiCertRoot X

DEFAULT X

10 (Range:0.10)

enable

tlsvi2 v

Back

Configuration

Monitor and Trace

Verify

ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace

ﬁ} Wizards v Q Commands w
media-manager » .
¢ Add TLS Profile
security v

authentication-profile Verify Depth

certificate-record Mutual Authenticate

tls-global TLS Version

tls-profile Options
session-roufer 4 Cert Status Check
system » Cert Status Profile List

Ignore Dead Responder

Allow Self Signed Cert

oK

DEFAULI X

10 (Range: 0.10)

enable

tisviz v

ignore-root-ca=yes X

enable

enable

enable

Verify
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7.11. Configure SIP Interfaces.

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface which is configured for Avaya Workspace

client.

- Tis-profile needs to match the name of the tls-profile previously created

- Set allow-anonymous to registered to ensure traffic to this sip-interface only comes
from Workplace client which is registered to Avaya Session Manager via SBC.

- Set NAT traversal to always for the Avaya Workspace client to register.

ORACLE Enterprise Session Border Controller v ]
[€TTEILT  Monitor and Trace  Widgels
£ wizards w {3} Commands v Save Verify Discard
~
session-agent .
¢ Modify SIP Interface S
SESSIN-Zroup
Slate
SessI0n-red IJI’dII’\H group ¢ enable
Reaim ID AvayapublicRealm -
Session-red IJI'dII'\H -Server
Description
session-translation
sip-config
sip-feature
sip-interface SIP Ports
sip-manipulation Add
sip-monitoring Address Port Transport Protocol TLS Prafile Allow Anonymous Multi Home Addrs
= 5061 LS TLSTeams registered
sti-server
v Back
Dashboard QEEUHEICIGYMN Monitorand Trace  Widgets  Syste
ﬁ-v\ﬁzards v ﬁ)(ﬂmmaﬂds v Verify Disca Se,
R N
Show Configuratiol

session-recording-group
session-recording-server
session-franslation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring
sti-server

translation-rules

Show All

Modify SIP Interface

)

| Nat Traversal alviays
30

TCP Nat Interval 90
Registration Caching ' enable
Min Reg Expire 300
Registration Interval 3600
Route To Registrar  enable
Secured Network enable
Uri Fgdn Domain

Back

( Range: 04294967295 )

( Range: 04294967295 )

( Range: 0.999999999 )

( Range: 04294967295 )
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Similarly, Configure Internal IP under sip-port of sip-interface for Avaya Session Manager side.

(Avaya Core Side). Set allow-anonymous to agents-only.

ORACLE Enterprise Session Border Controller

Monitor and Trace

£} Wizards v £} Commands v
o - ~
local-routing-config
media-profile
State
session-agent
Realm ID
session-group
Description
session-recording-group
session-recording-server
session-translation
sip-config SIP Ports
sip-feature add
sip-interface Address
sip-manipulation 102325075
v
Show All

Modify SIP Interface

+| enable

AvayaCoreRealm

Port Transport Protocol
5060 uppP
Back

TLS Profile

Allow Anonymous

agents-only

Save Verify

Multi Home Addrs

Discard

Show Config

Enterprise Session Border Controller

£ Wizards v £} Commands v

A
local-routing-config

media-profile
Realm ID
session-agent
Description
session-group
session-recording-group
session-recording-server
session-translation S Ports
sip-config Add
sip-feature Address
10.232.50.75
sip-interface
10.232.5075

sip-manipulation

Show All

Modify SIP Interface

AvayaCoreRealm

Port Transport Protocol
5060 ubP
5060 cp

Back

TLS Profile

Dashboard

Allow Anonymous
agents-only

agents-only

Configuration Monitor and Trace

Save Verify

Multi Home Addrs

v

Widgets

Discard

Show Confi

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.
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7.12. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path. Session-agents are config elements which are trusted agents who
can send/receive traffic from the SBC with direct access to trusted data.

Configure the session-agent for Avaya Session Manager where SBC should route the calls.

Go to session-router->Session-Agent.

- Host name and IP address to 10.232.50.127 which is the Avaya SM IP.

- Port set to 5060

- Realm ID — Needs to match the realm created for Avaya SM.
Transport set to “UDP+TCP

ORACLE Enterprise Session Border Controller

Configuration ENTATEN T AT VTP

£} Wizards v £ Commands ¥ Save Verify Discard
S
L)
ap-confg Add Session Agent
local-palicy
Hostname 023250127

local-routing-config

P Address 10.23250127
media-profile Port 5060 ( Range: 0,1025.65535 )
session-agent State 7 enable
session-group App Protocol Sp
session-recording-group App Type
session-recording-server Transport Method UDP+TCP
session-translation Realm D

sip-config

sip-feature

Show All

Egress Realm ID

OK

AvayaCoreRealm

Back
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7.13. Configure local-policy

To register and make calls from Avaya Workspace client to Other Phones via sbc,
The next hop here should be the Avaya SM IP which is 10.232.50.127

ORACLE Enterprise Session Border Controller

£ Wizards v

g
Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

Show All

£} Commands v

A

Dashboard

Add Local Policy

From Address * 5
To Address *x
Source Realm i
AvayapublicRealm X
Description
State +| enable
Policy Priority none Y
OK Back

Discard

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

Ov a

Widgets

ORACLE Enterprise Session Border Controller

1‘5} Wizards v

N
Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

Show All

ﬁ Commands v

A

Dashboard

Modify Local Policy

State + enable
Policy Priority I .
Policy Attributes
Add
Next Hop Realm Action Terminate Recursion Cost State App Protocol
10.232.50127 AvayaCoreRealm none disabled 0 enabled SIP
Back

Discard

v 3

Widgets
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7.14. Configure http-alg

The http-alg config is done for PPM support from SBC to Avaya SM.
Navigate to http-alg under session-router and configure that as shown below

ORACLE Enterprise Session Border Controller YA
Dashboard EEWRTEIVIEM Monitorand Trace ~ Widgets
£} Wizards v £ Commands v Save Verify Discard
enforcement-profile
Add HTTP Alg
enum-config
filter-config Name Avaya-SM
h323 > State v enable
Description
http-alg
iwf-config
Idap-config
local-palicy 4 Private
local-response-map Realm ID CoreRealm v
local-routing-config Address 10.232.5075
Destination Address 10.232.50127
media-profile R
v OK Back
-~
hitp-alg Destination Address 02525007
inf-config Destinaiion Port a3 ( Range: 1.6553%5)
Idap-config TS TLSTeams v
local-policy 4 Public
local-response-map Realm D Avayap ... v
Address
local-routing-config
Nat Address
media-profile
Port 4 ( Range:1.655%)
net-management-cont... -
a TLS Profile E——
qB50-sip-map ) )
Session Manager Mapping
qos-constraints v A Back
Show All r
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7.15. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

LIIN/AL L Enterprise Session Border Controller

(KO UEIGAN  Monitor and Trace  Widgets

£ Wizards v £ Commands v
media-manager v 5
Add Steering Pool
codec-policy
IP Address
media-manager
Start Port
media-policy
End Port
realm-config
Realm 1D
steering-pool
Network Interface
securty >
session-router »
system »
Show All

—

30000
35000

AvayapublicRealm

Save

Range: 165535
B

( Range: 1.65535)

Verify Discard

ORACLE Enterprise Session Border Controller

[LIRIIEII  Monitor and Trace  Widgets

a Wizards v Q Commands v
media-manager v .
Add Steering Pool
codec-policy
IP Address
media-manager
Start Port
media-policy
End Port
realm-config
Realm ID

steering-pool

Network Interface

security »

session-router »

system »
Show All

OK

10.2325075

35001

40000

AvayaCoreRealm

Save

( Range: 1..65535)

( Range: 1..65535)

Verify Discard
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7.16. Configure sdes profile

Please go to - Security - Media Security ->sdes profile and create the policy as below.

ORACLE Enterprise Session Border Controller

ﬁ} Wizards -E} Commands v

certificate-record 8
factory-accounts

ke »
psec »
Iocal-accounts

media-security v

dtls-srip-profile

media-sec-policy

sdes-profile

sipura-profile

password-policy

. . v
Show All c

Add Sdes Profile

Name

Crypto List

Srip Auth

Srtp Encrypt

SITCP Encrypt

Mki

Egress Offer Format

Use Ingress Session Params

0K

SDES

AES_(M_128 HMAC_SHA1 80 X

AES_(M_128 HMAC_SHA1 32 X

' enable

' enable

y enable

enable

same-as-ingress

Back

Monitor and Trace

Verify

Widgets
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7.17. Configure Media Security Profile

Please go to > Security - Media Security >media Sec policy and create the policy as below:
Create Media Sec policy with name SDES for the Avaya Public Side which will have the sdes profile

created above.

Please set Mode to “any” for Inbound Media sec policy and Avaya Workplace client works in
SRTP mode both ways after making this change and Assign this media policy to the AvayapublicRealm.

ORACLE Enterprise Session Border Controller v B
Dashboard Configuration Monitor and Trace Widgets
£ Wizards v £} Commands v Save Verify Discard
Leruncdie-recora
”~
foctony-accounts Modify Media Sec Policy
ke , Name sdesPolicy
jpsec N Pass Through enable
Options

local-accounts
media-security v 4 Inbound

dtls-srtp-profile Profile SDES =

media-sec-policy Mode any v

Protocol
sdes-profile == M
Hide Egress Media Update enable

sipura-profile
password-policy 4 Outbound
security-config v ] Back

cocuon M

ORACLE Enterprise Session Border Controller

Monitor and Trace

Configuration
£} Wizards v £} Commands v
~

authentication Add Media Sec Policy
authentication-profile
cert-status-profile 4 Inbound
certificate-record profile SDES v

Mode
factory-accounts any M

Protocol sdes -
ike >

Hide Egress Media Update enable
ipsec >
local-accounts 4 Outbound

Profile SDES .
media-security v

Mode srtp v

dtls-srtp-profile
Protocol sdes .
media-sec-policy
7 OK Back
F 4

Verify
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Similarly, Create Media Sec policy with name RTP to convert srtp to rtp for the Avaya SM side which will
use only TCP/UDP as transport protocol. Assign this media policy to the AvayaCoreRealm.

ORACLE Enterprise Session Border Controller

Monitor and Trace ~ Widgets

certificate-record

factory-accounts

ike >
ipsec »
local-accounts

media-security v

dtis-srtp-profile
media-sec-policy
sdes-profile
sipura-profile

password-policy

Show All (:‘

£} Wizards v {3} Commands v

A

Add Media Sec Policy

Name RTP

Pass Through enable

Options

4 Inbound

Profile

Mode tp

Protocol riGna

Hide Egress Media Update ariabia

4 Outbound

oK Back

Verify

7.18. Configure Header Manipulation Rules (HMR)

As Avaya workspace client sends the requests in sips format, we need to add HMR in SBC to convert the
incoming sips mode from access side to normal sip mode and send it to the core side. To achieve the
same, we use the sip- manipulations as below as we need to convert URI, to, from, Contact Headers and
mime rule to change rfc5939_to_rfc3711 from the incoming requests. The following sip-manipulation

called sips2sip is configured with header rules and element rules for this purpose.
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£ wizards {3} Commands +

~

session-agent

session-group

session-recording-group

session—recordmg—server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

sti-server

Show All

Modify SIP Manipulation

Name

Description

Split Headers

Join Headers

CfgRules

Add + Move Up

OK

sips2sip

Back

Move Down

itor and Trace Widgets

Show Confi

ORACLE Enterprise Session Border Controller

Dashboard QEEETENGVIEE Monitor and Trace  Widgets

L4 Wizards v £} Commands v

~

session-agent

session-group

session-recording-group

session-recordin, g-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

sti-server v

Modify SIP Manipulation
Join Headers
CfgRules
Add « Move Up
Name

modSIPStoSIP_ruri
modSIPStoSIP_Contact
modSIPStoSIP_To
modSIPStoSIP_From
convert_rfc5939_to_rfc371

Displaying1- 5 of 5

OK

Back

Move Down

Show Confi

Element Type
header-rule
header-rule
header-rule
header-rule

mime-sdp-rule
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Each Header rule and its element-rule config are given below:

Header Rule and Element Rule of Request URI header.

ORACLE Enterprise Session Border Controller

Configuration

Ow admin v

Monitor and Trace Widgets System

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

sti-server

translation-rules

system >

Show All

A

£ Wizards v £} Commands

Modify Sip manipulation / header rule

Name modSIPStoSIP_ruri
Header Name Request-URI
Action manipulate v
Comparison Type case-sensitive Y
Msg Type any v
Methods

ACK X BYE X INVITE X

PRACK X  REFER X

REGISTER X
Match Value

Back

Verify D Search|

ORACLE Enterprise Session Border Controller

Dashboard

Configuration Monitor and Trace

session-recording-group

sessmn—recording—server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

sti-server

translation-rules

system >

Show All

~

£ Wizards v £} Commands v

Modify Sip manipulation / header rule / element rule

Name modSIPStoSIP_ruri

Parameter Name

Type header-value v
Action find-replace-all 4
Match Val Type any ¥
Comparison Type case-insensitive b4
Match Value sips:
New Value sip:

OK Back

Verify
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Header Rule and Element Rule of Contact header.

ORACLE Enterprise Session Border Controller

DESGEIGI  Configuration

Monitor and Trace

£} Wizards v {3} Commands v

A

session-recording-group Modify Sip manipulation / header rule
session-recording-server

Name modSIPStoSIP_Contact
session-translation

Header Name Contact
sip-config

Action manipulate v
sip-feature

Comparison Type case-sensitive v
sip-interface

Msg Type any v
sip-manipulation

Methods

ACK ¥ BYE X INVITE ¥
sip-monitoring
PRACK »  REFER %
sti-server REGISTER ¥
translation-rules Match Value
system »
v oK Back
Show All

Verify

ORACLE Enterprise Session Border Controller

EE LRI G Configuration

Monitor and Trace

a- Wizards -& Commands v Verify
A

session-recording-group Modify Sip manipulation / header rule / element rule
session-recording-server

Name modSIPStoSIP_contact
session-translation

Parameter Name
sip-config

Type header-value v
sip-feature

Action find-replace-all v
sip-interface

Match Val Type any v
sip-manipulation

Comparison Type case-insensitive v
sip-monitoring

Match Value sips:
sti-server

New Value sip:
translation-rules

system »
A o]'¢ Back
Show All
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Header Rule and Element Rule of To header.

ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace )

{3 Wizards £+ Commands v

A
session-recording-group

session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring
sti-server
translation-rules

system >

Show All

Modify Sip manipulation / header rule

Name modSIPStoSIP_To

Header Name To

Action manipulate v
Comparison Type case-sensitive v
Msg Type any v
Methods

ACK % | BYE X INVITE ¥
PRACK % REFER X

REGISTER ¥

Match Value

OK Back

ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace

¥ wizards v £} Commands v

A

session-recording-group Modify Sip manipulation / header rule / element rule
session-recording-server

Name modSIPStoSIP_to
session-translation

Parameter Name
sip-config

Type header-value v
sip-feature

Action find-replace-all v
sip-interface

Match Val Type any -
sip-manipulation

Comparison Type case-insensitive v
sip-monitoring

Match Value sips:
sti-server

New Value sip:
translation-rules

system >
v 0K Back
(™ All
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Header Rule and Element Rule of From header.

ORACLE Enterprise Session Border Controller

Dashboard [EENitliclo @l Monitor and Trace

¥ Wizards v £} Commands v Save Verify
~

session-recording-group Modify Sip manipulation / header rule
session-recording-server

Name modSIPStoSIP_From
session-translation

Header Name Eom
sip-config

Action manipulate v
sip-feature

Comparison Type case-sensitive v
sip-interface

Msg Type any o
sip-manipulation

Methods

ACK % BYE X INVITE X
sip-monitoring Sl

sti-server REGISTER X

translation-rules Match Value

system »
v 0K Back

Show All

ORACLE Enterprise Session Border Controller

Dashboard JEELUETEIGLEE  Monitor and Trace

L Wizards v £+ Commands v Save Verify

~

session-recording-group Modify Sip manipulation / header rule / element rule

sesswon—recordmg—server

Name modSIPStoSIP_from
session-translation

Parameter Name
sip-config

Type header-value v

sip-feature

Action find-replace-all v

sip-interface
Match Val Type

any v
sip-manipulation
Comparison Type case-insensitive \
sip-monitoring
Match Value sips:
sti-server
New Value sip:
translation-rules
system >
v oK Back
L ShowAll
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Header Rule and Element Rule of mime-sdp-rule

ORACLE Enterprise Session Border Controller

£} Wizards v £} Commands v
! ~

session-agent Modify Sip manipulation / mime SDP rule
session-group Name convert_rfc5939_to_rfc371
session-recording-group Msg Type request

. Methods
session-recording-server INVITE %
session-translation Action manipulate
sip-config Comparison Type case-sensitive
sip-feature Match Value
sip-interface New Value
sip-manipulation CfgRules
sip-monitoring

Add

sti-server w Toon

Show All

[E] Enterprise Session Border Co

# 25 10.138.194.139/?root=maincontent.nocache&content=config.nocache8.config=sip-manipul

ORACLE Enterprise Session Border Controller

£} Wizards v £ Commands
A
session-agent Meadify Sip manipulation / mime SDP rule / SDP media rule
session-group Match Value
session-recording-group New Value
session-recording-server
ClgRules
session-translation
Add v

sip-config

Name
sip-feature modcryptoline
sip-interface delattr

delattrl
sip-manipulation

modmline
sip-monitoring Displaying - 40f 4
sti-server ) —

Show All

Element Type
sdp-line-rule
sdp-line-rule
sdp-line-rule

sdp-line-rule

w & ¢ Q Search

admin

System

Search
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ORACLE Enterprise Session Border Controller

DE I LLEG Configuration Monitor and Trace

£+ Wizards v £} Commands v Save Verify
' ~
session-agent Modify Sip manipulation / mime SDP rule / SDP media rule / SDP line rule
session-group
Name modcryptoline
session-recording-group
Type g
session-recording-server .
Action replace v
session-translation -
Comparison Type pattern-rule v
sip-config
Match Value ~acap:[0-9]+ (crypto:.+)$
sip-feature New Value e
sip-interface
sip-manipulation
sip-monitoring
sti-server v oK Back
Show All

ORACLE Enterprise Session Border Controller

Dashboard QEEJNENEHGLEE  Monitor and Trace

£} Wizards « £} Commands + Save Verify
' ~
session-agent Modify Sip manipulation / mime SDP rule / SDP media rule / SDP line rule
session-group
Name delattr
session-recording-group
Type a
session-recording-server .
Action delete v
session-translation -
Comparison Type pattern-rule v
sip-config
Match Value tcap0-9]+ RTP/SAVP
sip-feature

New Value

sip-interface

sip-manipulation

sip-monitoring

sti-server
v OK Back

Show All
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ORACLE Enterprise Session Border Controller

Dashboard Configuration [EYITTGIELRIET

-ﬁ}\ﬂﬁzards v ﬁ Commands w Save Verify
' ~
session-agent Modify Sip manipulation / mime SDP rule / SDP media rule / SDP line rule
session-group
Name delattr1
session-recording-group
Type .
session-recording-server )
Action delete v
session-translation R
Comparison Type pattern-rule v
sip-config
Match Value ~pcfg[0-9]+t=[0-9]+ a=[0-9]+$
sip-feature

New Value

sip-interface

sip-manipulation

sip-monitoring

sti-server
7 oK Back

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

{} Wizards « ﬁ Commands v Save Verify
' ~
session-agent Modify Sip manipulation / mime SDP rule / SDP media rule / SDP line rule
session-group
Name modmline
session-recording-group
Type m
session-recording-server )
Action replace v
session-translation R
Comparison Type pattern-rule v
sip-config
Match Value (audio.)RTP/AVP(.+)
sip-feature
New value §1+"RTP/SAVP"+$2
sip-interface
sip-manipulation
sip-monitoring
sti-server © - I
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ORACLE Enterprise Session Border Controller

(@ Ticul  Monitorand Trace  Widgets

{F Wizards v £ Commands Save Verify

media-profile ~

Modify SIP Interface sho Confi
session-agent
session-group State 7 enable
session-recording-group Realm ID AvayapublicRealm .
session-recording-server Description
session-translation
sip-config
sip-feature

SIP Ports
sip-interface

Add
sip-manipulation
Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-monitoring
v K Back
Show All

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£ Wizards v £} Commands v Save Verify

A
session-agent Modify SIP Interface

session-group

Port Map Start 0 ( Range: 0]1025_65535 )
session-recording-group Port Map End 0 (Range: 002565535 )
session-recording-server In Manipulationid sips2sip - <:=
session-translation Out Manipulationid .
sip-config SIP Atcf Feature enable
sip-feature Ric2833 Payload 101 (Range: 96.127)
sip-interface Ric2833 Mode transparent v

Response Map -

sip-manipulation

- Local Response Map
sip-monitoring

sti-server
v OK Back

Show All

With this, the SBC configuration is complete.
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8. Existing SBC configuration

If the SBC being used with Avaya Session Manager is an existing SBC with functional configuration,
following configuration elements are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent
- HTTP-ALG

- New local-policy

- New steering-pools
- SDES Profile

- Media-sec-Policy

- SIP-Manipulations

Please follow the steps mentioned in the above sections to configure these elements.
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9. Registration and Verification of Avaya Workspace Client for
Windows Configuration

Once the SBC and Avaya Session Manager configuration is complete, we can try registering the Avaya
Workplace client (17814437248 as DN) along with other remote phones and local phones and can verify
whether they are successfully registered to the Avaya Session Manager.

Please Navigate to: Elements->Session Manager->System Status-> User registration.
Verify whether the users are registered successfully to the Session Manager.

AVAyA & Users v FElements v £ Services v ‘ Widgets v  Shortcuts v

Aura® System Manager 8.1

Home | Session Manager
dlld LOCAll... ™
Help 7|
User Registrations
Select rows to send notifications to devices. Click on Details column for complete
registration status.
Customize *
SIP Entity Monit.. View *  Default Export  Force Unregister :ﬂ.g;‘:ﬁs: Reboot.  Reload v| Failback Asof4:01AM Advanced Search »
Managed Band. 41tems o Show All v Filter: Enable
- - Registered
- [ ] |Details | Address ;Im h:.ast i:ctu:_l IP Address g:r[note iha'r:edl :Im!'llt' GST.
JECUN_\'MOdU‘.‘ ame ame ocation ice ONtrol evices evice Prim Sec Surv
[1 »Show 17814437246@aura.com Avaya User  Phonerlite 1023252 0O a 14 0 0 O
SIP Firewall Stat.. 0
[1 +Show 17814437245@aura.com Avaya User2  Phonerlite 172180133 O a 14 O O
Registration Su. ] »Show 17814437248@aura.com Avaya Userd  Phonerlite 10.232.50.75 a 14 0 U O
o [] Show 17814437247@aura.com  Avaya User3  Phonerlite 10.232.50.75 a 1/4 O U O
User Registratio...
Select : All, None

As we can see, there are couple of DNs registered as Remote office phones which has the IP address of
SBC inside IP (10.232.50.75) out of which Avaya Workplace client is one phone and these phones are

registered via Oracle SBC to Avaya Session Manager. There are also two phones registered to Avaya
Session Manager directly
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As we are specifically testing Avaya Workplace soft client in this document, we can confirm that client is
successfully registered to Avaya SM through Oracle SBC as shown below.

w
I
X

-

Qo

17814437248 -

Incoming Call Features

No Incoming Call Features available

SIGN OUT

[

History is not available

&9 Workplace Meetings

&?ﬁ Join Workplace Meeting >

New Conversation +

T
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We can also see the registration flow below. We can see that REGISTER is successful and also SBC
caches registration info. After that, register is directly answered by SBC instead of routing to Avaya SM till
next expires time.

ORACLE Enterprise Session Border Controller admin §

Dashboard ~ Configwation REMINENNATENWE Widgels  Sysie

SESSIONG
Registration List ~ b415d8c-895F-4579-05fe-80fbaB241870 %
Registrations
[+] Session Summary
Subscriptons 122.172.210.88 10.232.50.75 10.232.50.127
S 200-2090331:24516 > REGISTER (H| |
2020-12-0903:31:24.518 EGRESS ROUTE, TYPE=, NEXT HOP=sip:aura.com
2020-12-0903:31:24.518 Bd REGISTER (1) —
2020-12-09 03:31:24.524 [ Status:401 (1) 4+
2020-12-0903:31:24.525 — Statusz401 (1) —
2020-12-0903:31:24.833 Ba REGISTER (2) —
2020-12-0903:31:24.835 EGRESS ROUTE, TYPE=, NEXT HOP=sip:aura.com
2020-12-09 03:31:24.835 B REGISTER (2) —t
2020-12-0903:31:24.841 — Status:200 (2) +

2020-12-09 03:31:24.842 — Status:200 (2)

2020-12-09 03:32:01.802 o REGISTER (3)
2020-12-0903:32:01.803 — Status:200 (3)
o
—
_’

2020-12-09 03:32:40.264 REGISTER (4)
2020-12-09 03:32:40.264 Status:200 (4)
2020-12-09 03:33:20.581 REGISTER (5}

1,

Refrash Expart diagram Export session details

ORACLE Enterprise Session Border Controller Oy  admn vy

Dashboard  Configuration QENGUIVIEWINIGIE Widgets  System

Sessions
Registration List ~ bf415d8c-895f-4579-95fe-80fbaB8241870 %
Registrations 2020-12-0903:37:25.232 EGRESS ROUTE, TYPE=, NEXT HOP=sip:aura.com &
2020-12-09 03:37:25.232 REGISTER (3) —
Subscriptions
2020-12-09 03:37:25.239 — Status:200 (3)
Notable Events 2020-12-09 03:37:25.240 — Status:200 (3)

Details for REGISTER (1

2020-12-09 03:31:24.516

[REGISTER sips:aura.com SIP/2.0

[From: <sips:17814437248Raura.com>;tag=891330c5-alcl-4c3d-BedB8-34abl9068fec

To: <sips:17814437248Raura.com>

ICall-1ID: bf415d8c-895f-4579-95fe-80fbaB241870

ICSeq: 1 REGISTER

ax-Forwards: 70

ia: SIP/2.0/TLS 192.168.1.10:5263%;received=122.172.210.88sbranch=z%hG4bKd7465648-0d9%b-4745-27c8-110d4d9042c8; rport=52639
ISupported: eventlist,outbound, replaces,vnd.avaya.ipo

Allow: INVITE,ACK,OPTICNS,BYE, CANCEL, NOTIFY,MESSAGE, REFER, INFO, PUBLISH, UPDATE

[User-Agent: Avaya Communicator/3.0 (3.13.0.53.15; Avaya CSDK; Microsoft Windows NT 6.2.9200.0)

[Contact: <sips:17814437248@€192.168.1.10:52639>;g=1;expires=3600;+sip.instance="<urn:uuid: €54b8d3c-5dad-4dc3-a46a-9043a8d698e6> |,
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We can also make calls from Avaya Communicator Workplace soft client and we can verify the signaling
path. The above call is made from access side to core side.

ORACLE Enterprise Session Border Controller

Sessions

Registrations

Subscriptions

Notable Events

[EEILET R TR Monitor and Trace

SessionList  7b88b41f-c700-42b4-b435-91e83cf1fdBb X

v admin vy

Widgets ~ Syster

[+] Session Summary

122.172210.88 [I— 10.232.30.75 10.232.50.127
2020-12-09 04:0935.143 | INVITE (1) —
2020-1-0904:09:35.143  [¢—  Status:100(1) o—l |
2020-12-09 04:09:35.150 MEDIA FLOW ADD, ID=134218193, DIRECTION=CALLING
2020-12-09 04:09:35.151 MEDIA FLOW ADD, ID=134218194, DIRECTION=CALLED
2020-12-09 04:09:35.152 EGRESS ROUTE, TYPE=, NEXT HOP=sip:17814437246@aura.com
2020-12-09 04:09:35.152 L INVITE (1) o
2020-12-09 04:09:35.158 ——  Sttus100(1) “
2020-12-09 04:09:35.161 —  Stas407(1) “
2020-12-09 04:09:35.161 N ACK (1) —
2000-1-0904:09:35.163  [¢—  Status407(1) “
2020-1-09 040935778 | ACK (1) —
2020-12-09 04:09:35.793 | INVITE (2) )
2020-1-0904:09:35.794  [¢—  Status:100(2) H

ADAL IA OO AL A0 AS OO0

CONTOO DATITT TUINE  ATCOUTILAN C iemn ggamay

Here the INVITE from access side comes with TLS protocol and from SBC it is changed to TCP/UDP

Similarly, we can also make calls from core side to access side and check the SIP path.
Here the call is converted to TLS after reaching SBC.

OIRALCLE Enterprise Session Border Controller

=S =T T T TIETG I Monitor and Trace

- admin »

Widgets  Syster

Sessions

Regisirations

Subscriptions

Motable Events

Session List BOGF 2130-6£3B-EB11-888)

E-S0PC20F004286100.232502 %

[+] Session Summary

10.232.50.127

10.232.50.75

2020-12-09
04:22:26.859
2020-12-09
04:22:26.860
2020-12-09
04:22:26.866
2020-12-09
04:22:26.866
2020-12-09
04:22:26.867
2020-12-09
04:22:26.867
2020-12-09
04:22:27.221
2020-12-09

—

122.172.210.88

INVITE (1086) —

Status: 100 (1086)

MEDIA FLOW ADD, ID=50332123, DIRECTION=CALLING

MEDIA FLOW ADD, ID=50332124, DIRECTION=CALLED

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:17814437248(@122.172.210.88:51125;

acme_nat=17814437248+122.172.210.88@192.168.1.6:51125>

INVITE (1086)
— Status: 100 (1086)

PR Tharan 180V 1NREL
Refresh Export diagram Export session details
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Appendix A

Following are the test cases that are executed as part of Avaya workspace client config and Avaya
Session Manager with Oracle SBC in between. We get limited call options in manual mode and the
Test cases that has been executed are listed below.

Note: Please note that the workspace client side is configured to work in TLS/SRTP mode (Avaya
Workspace client to SBC) and Core side is configured to work in TCP/UDP mode (SBC to Avaya
Session Manager). Call Merge or Conference option is not working in Avaya Workplace client and
we cannot check this issue with Avaya as our SBC is not tested/certified by Avaya as supported
SBC as of today.

Serial Test Cases Executed Result
Number
1 Register Avaya Workspace client to Avaya Session manager via Oracle Pass
SBC
2 Outbound Call from Avaya Workspace client to other users, calling party Pass
hangs up after call
3 Outbound Call from Avaya Workspace client to other users, called party Pass
hangs up after call
4 Inbound Call to Avaya Workspace client from other user, calling party Pass
hangs up
5 Inbound Call to Avaya Workspace client from other user, called party Pass
hangs up
6 Outbound call from Avaya Workspace client and client CANCEL the Pass
call before call is established
7 Outbound Call from Avaya Workspace client to other user, answers Pass
the call, caller puts call on hold, then retrieves the call to ensure
speech path is returned
8 Inbound call to Avaya Workspace client, answers the call, caller puts Pass
call on hold, then retrieve the call to ensure speech path is returned
9 Outbound Call from Avaya Workspace client phone to other device; Pass
Keep the call active for more than 30 minutes
10 Inbound Call to Avaya Workspace client and keep the call active for Pass
more than 30 minutes
11 Avaya Workspace client makes outbound call User A, User A attends Pass
the call and then Avaya Workspace client transfers the call to User B
12 User A calls inbound call to Avaya Workspace client and Avaya Pass
Workspace client attends the call and transfers to User B
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10. Caveat

10.1. SRTP Call flow scenarios.

In some cases if we set Mode to “any” for Inbound Media sec policy as described in Section 7.17, the
SRTP is not flowing towards the other side. To solve this issue, Use the given HMR chg3711t05939 as
OutManipulationid to the access side SIP Interface and then set the Mode to “SRTP” for Inbound
Media sec policy. After making this change, the call works with TLS/SRTP both ways. The end user can
add this HMR from the SBC GUI or through CLI according to their convenience. We have also provided
the other HMR sips2sip config below for reference.

The configuration elements mentioned in this section maybe necessary to support SRTP exchanges
between the client and the Oracle SBC (OCSBC). A protocol mismatch between the client and the
OCSBC can result in unintelligible audio being experienced by both calling and called parties.

Calls from Client - SDP offers from the client may use RFC5939 to signal support for SRTP. One of the
roles of HMR "sips2sip" (in this section) is to convert these SDP offers to RFC 3711 (i.e. a SRTP format

currently supported by the OCSBC). HMR
per RFC5939 to the client.

"chg3711t05939" presents SDP answers (from the OCSBC) as

Calls to Client - SDP offers from the OCSBC are sent as RFC3711 to the client.

The client responds using RFC3711.

sip-manipulation

name chg3711t05939
mime-sdp-rule
name modsdp
msg-type reply
methods INVITE
action manipulate
comparison-type case-sensitive
match-value
new-value
sdp-media-rule
name modmline
media-type audio
action manipulate
comparison-type case-sensitive
match-value
new-value
sdp-line-rule
name getacapvalue
type a
action store
comparison-type pattern-rule
match-value crypto: ([0-9]+)\s[\w\s\:V]+
new-value
sdp-line-rule
name addcfg
type a
action add
comparison-type boolean
match-value $modsdp.$modmline.$getacapvalue
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new-value acfg:+$modsdp.$modmline.$getacapvalue.$1
+" t=1 a="+$modsdp.$modmline.$getacapvalue.$1
sip-manipulation
name sips2sip
description
split-headers
join-headers
header-rule
name modSIPStoSIP_ruri
header-name Request-URI
action manipulate
comparison-type case-sensitive
msg-type any
methods ACK,BYE,INVITE,PRACK,REFER,REGISTER
match-value
new-value
element-rule
name modSIPStoSIP_ruri
parameter-name
type header-value
action find-replace-all
match-val-type any
comparison-type case-insensitive
match-value sips:
new-value sip:
header-rule
name modSIPStoSIP_Contact
header-name Contact
action manipulate
comparison-type case-sensitive
msg-type any
methods ACK,BYE,INVITE,PRACK,REFER,REGISTER
match-value
new-value
element-rule
name modSIPStoSIP_contact
parameter-name
type header-value
action find-replace-all
match-val-type any
comparison-type case-insensitive
match-value sips:
new-value sip:
header-rule
name modSIPStoSIP_To
header-name To
action manipulate
comparison-type case-sensitive
msg-type any
methods ACK,BYE,INVITE,PRACK,REFER,REGISTER
match-value
new-value
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element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value
header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value
new-value
element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value
mime-sdp-rule
name
msg-type
methods
action
comparison-type
match-value
new-value
sdp-media-rule
name
media-type
action
comparison-type
match-value
new-value
sdp-line-rule
name
type
action

comparison-type

match-value

new-value
sdp-line-rule

name

type

modSIPStoSIP_to

header-value
find-replace-all

any
case-insensitive
sips:
sip:
modSIPStoSIP_From
From
manipulate
case-sensitive
any

ACK,BYE,INVITE,PRACK,REFER,REGISTER

modSIPStoSIP_from

header-value
find-replace-all
any
case-insensitive
sips:
sip:

convert_rfc5939 to rfc3711
request
INVITE
manipulate
case-sensitive

modmline
audio
manipulate
case-sensitive

modcryptoline
a
replace
pattern-rule
~acap:[0-9]+ (crypto:.+)$
$1

delattr
a
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action delete

comparison-type pattern-rule
match-value tcap:[0-9]+ RTP/SAVP
new-value

sdp-line-rule
name delattrl
type a
action delete
comparison-type pattern-rule
match-value "pcfg:[0-9]+ t=[0-9]+ a=[0-9]+$
new-value

sdp-line-rule

name modmline
type m
action replace
comparison-type pattern-rule
match-value (audio.+)RTP/AVP(.+)
new-value $1+"RTP/SAVP"+$2

The screenshot of the particular config is given below for reference.

ORACLE Enterprise Session Border Controller

Configuration EEVITIERIE VRN

ﬁ} Wizards w ¢ Commands v Save Verify

media-profile N

Modify SIP Interface SIm(el;
session-agent
session-group State 7| enable
session-recording-group Realm ID AvayapublicRealm .
session-recording-server Description
session-translation
sip-config
sip-feature

SIP Ports
sip-interface

Add
sip-manipulation
Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-monitoring
v Ok Back
Show All
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ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£ Wizards v £} Commands ¥ Save Verify

~
session-agent Modify SIP Interface

session-group

Port Map Start 0 ( Range: 0,1025..65535 )
session-recording-group Port Map End = (Range: 0107565535 )
session-recording-server In Manipulationid sips2sip v
session-translation Out Manipulationid chg3711t05939 = <=
sip-config SIP Atcf Feature enable
sip-feature Rfc2833 Payload 101 (Range: 96.127)
sip-interface Ric2835 Mode transparent v

sip-manipulation Response Map

) - Local Response Map
sip-monitoring

sti-server v oK Back
Show All
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