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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle Enterprise
Session Border Controller platform along with Cisco Webex Meetings with 3 Party Local Gateway.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
PSTN Trunk with Cisco Webex Meetings Solution. The solution contained within this document has been
tested using Oracle Communication SBC with software version 0S840p12 (SCZ8.4.0 Patch 12)

Please find the related documentation links below:

1. Webex for Cisco BroadWorks Solution Guide https://help.webex.com/en-
us/article/n0Oh4eh4/Webex-for-Cisco-BroadWorks-Solution-Guide

2. Configure Webex Meetings in Cisco Webex Site Administration https://help.webex.com/en-
us/article/6maub2/Configure-Webex-Meetings-in-Cisco-Webex-Site-Administration

2.1. Webex for Cisco BroadWorks Service Providers BYOPSTN

The BY0oPSTN solution helps customers bring their own phone numbers while using Cisco Webex
interconnected with Cisco Broadworks.

Configure the SBC FQDN on Webex Meetings

On the Webex Portal ,Go to Settings->BroadWorksCalling->Meeting Join Config.
Create a DNS SRV group with DNS SRV record as SBC FQDN.

For eg: cloudsbc.cgbusolutionslab.com

Configure test subscribers using the Subscriber API’s that map phone number to meeting access
codes.

A custom template that maps the Cisco Phone Number Group with the DNS SRV group.

A meeting UUID that is generated on Webex using a custom template on Webex Meetings .This
UUID is configured on Cisco BroadWorks.

For more information refer here. https://help.webex.com/en-us/article/n0h4eh4/Webex-for-Cisco-
BroadWorks-Solution-Guide

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements. There are some public facing IPs (externally routable
IPs) that we use for our testing are masked in this document for security reasons.
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3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
BYoPSTN for Cisco BroadWorks Service providers using Oracle Enterprise SBC. There will be steps that
require navigating the Oracle SBC GUI interface, understanding the basic concepts of TCP/UDP,
IP/Routing, DNS server, SIP/RTP and TLS/SRTP are also necessary to complete the configuration and for
troubleshooting, if necessary.

3.2. Requirements

e Fully functioning Cisco Webex Control Hub (Provisioned Webex Control Hub with necessary
Webex Meetings licenses/Subscription and also prepared Webex Meetings environment)

http://cs.co/Webex-Calling-Environment

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version
e Cisco BroadWorks version Rel23

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used SBC Version
Revision 1 8.4.0
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3.3. Architecture

Oracle SBC

afran] e
.’ broadworks y
@*—* PSTN

The configuration, validation and troubleshooting of this document will be configuring the Oracle SBC
only. For configuring Cisco Webex for Broadworks and Cisco Webex Meetings please refer the
documents listed here

Open
Internet

Ap—-

Webex Client
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4. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Cisco Webex Meetings
and Cisco Broadworks. In this SBC config, Cisco Webex Meeting (TLS/SRTP) and
Cisco Broadworks (UDP or TCP/RTP).

4.1. Validated Oracle SBC version

Oracle conducted tests with SBC 8.4 software — this software with the configuration listed below can run
on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6300
e AP 6350

e AP 3950 (Starting from SBC 9.0 version)
e AP 4900 (Starting from SBC 9.0 version)
¢ VME

e Oracle SBC on Public Cloud

5. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

5.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

¢ Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None
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Power on the SBC and confirm that you see the following output from the boot-up sequence

tarting tLemd...

tarting tServiceHealth...
tarting tCollect...
tarting tAtcpd...

tarting tAsctpd...
tarting tMbcd...

tarting tCommMonitord...
tarting tFped...

tarting tAlgd...

tarting tRadd...

tarting tEbmd...

tarting tSipd...

tarting tH323d...

tarting tbfdd...

tarting tIPTd...

tarting tSecured...
tarting tAuthd...

tarting tCertd...

tarting tIked...

tarting tTscfd...

tarting tFcgid...

tarting tauditd...
tarting tauditpusher...
tarting tSnmpd...

tarting tIFMIEd...

tart platform alarm...
tarting display manager...
nitializing /opt/ Cleaner
tarting tLogCleaner task
Bfringing up shell...

tarting acliMgr...

assword secure mode is enabled
hdmin Security is disabled
Password: [

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.

Both passwords have to be changed according to the rules shown below.




IR T

Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
To configure product type, type in setup product in the terminal

Set product type to Enterprise Session Border Controller as shown below.
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Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

The SBC comes up after reboot and is now ready for configuration.

Go to configure terminal->system->http-server-config. Enable the http-server-config to access the
SBC using Web GUI. Save and activate the config.
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5.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC_MGMT _IP>.

Sign in to E-SBC
Enter your details below
ORACLE psermame
Enterprise Session Border Controller ‘
Required
Password
Required

The username and password is the same as that of CLI.

Go to Configuration as shown below, to configure the SBC
Note: The screenshots are taken from Release 9.0 of SBC .

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  5CZ9.0.0 Patch 4 (Build 343) Pl E s e e
Dashboard (3  Reser
Highest task CPU usage (second) . Current memory usage Histarical memory usage (minute)
100
31260M
80 31255M
w fegid0l 31250M
¢ 60 - fgTimer £ 31245M
= sipd01 =
= I 31240M
= 40 = heap W Allocated - J—
= sipd M Free )
20 31230M
31225M
ARARRIIIRR
S§oOBNa298
§4888888¢8¢
Time
Alarms s

admin v

Wwidgets System

= Memory usage (...
= Trend (rate271 ...
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ORACLE Enterprise Session Border Controller admin v

Dashboard Configuration Monitor and Trace Widgets System

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  View Configuration Q Discard @ Verify

media menaget Configuration Objects

security »

session-router » Name Description
access-control Configure a static or dynamic access control list

system >
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import a certificate
class-policy Configure classification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
http-client Configure an HTTP client
httn corar Frnfimire n UTTO carvor

Show All Displaying 1- 11 of 40

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.0.0/webgui/web-qui-quide.pdf

The expert mode is used for configuration.
Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.

5.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller admin
SolutionsLab vSBC 2 SCZ9.0.0 Patch 4 (Build 343) L UL Monitor and Trace  Widgels  System
Configuration  viewConfiguration ~ Q, @ Veiify B
host_route Modify System Config Show Configuration
hitp-client
Hostname OracleSBC
hitp-server
Description

network-interface

ntp-config

Locati
phy-interface ocation

redundancy-config Mib System Contact

Mib System Name
snmp-community

Mib System Location
spl-config

) Acp TLS Profile
system-config

OK Delet
Show Al e
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Please enter the default gateway value in the system config page as below.

O cLe Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration

host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config
trap-receiver

Show All

Modify System Config

Options
Call Trace enable
Default Gateway 0000
Restart 7| enable
Telnet Timeout 0
Console Timeout 0

HTTP Timeout 5

Alarm Threshold

Delete

ELLLEG

( Range: 0..65535)
( Range: 0..65535)

( Range: 0.20)

Configuration

Monitor and Trace

2 Verify

ad

Widgets s

Show Configi

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/9.0.0/releasenotes/esbc-release-notes.pdf

The above step is needed only if any transcoding is used in the configuration.

If there is no transcoding involved, then the above step is not needed.

5.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

Please configure sOpO for Cisco Broadworks and s1p0 for Cisco Webex Meetings .

Parameter Name

Cisco Broadworks (sOp0)

Cisco Webex
Meetings (s1p0)

Slot 0 1
Port 0 0
Operation Mode Media Media
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Please configure sOp0 interface as below.

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Q

Configuration  View Configuration

host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config

system-config

Show All

Modify Phy Interface

Name
Operation Type

Port
Slot

Virtual Mac
Admin State
Auto Negotiation
Duplex Mode

Speed

Dashboard

s0p0

Media v

0 (Range: 0.5)

0 (Range: 0..2)

V| enable

+ enable

FULL v

100 v

Back

admin v

Monitor and Trace Widgets System

Please configure s1p0 interface as below

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  View Configuration

host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config

system-config

Show All

Q
Modify Phy Interface

Name
Operation Type

Port
Slot

Virtual Mac
Admin State
Auto Negotiation
Duplex Mode

Speed

Dashboard

sip0

Media v

0 (Range: 0.5)

1 (Range: 0..2)

V| enable
+ enable
FULL v

100 v

Back

admin w

Monitor and Trace Widgets System

@D veify [

5.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.
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Parameter Name Cisco Broadworks Network Cisco Webex Meetings
Interface(sOp0) Network Interface(s1p0)
Name sOp0 S1p0
Host Name
IP Address 155.212.214.90 10.1.34
Net Mask 255.255.255.0 255.255.255.0
Gateway 155.212.214.65 10.1.3.1

Please configure network interface sOp0 as below

Similarly, configure network interface s1p0 as below

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) DEiimEm) | Configuration | DETimNEMETET  LIEEED

Conﬁguration View Configuration Q Discard & Verify
host_route Modify Network Interface
http-client
Name <1p0 -
http-server
Sub Port Id 0 ( Range: 0..4095 )
network-interface Description
ntp-config

phy-interface

Hostname
redundancy-config

IP Address 101.3.4
snmp-community

Pri Utility Addr
spl-config

Sec Utility Addr
system-config

OK Back

Show All
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CRACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) Dashboard - SRRULELERS

Monitor and Trace

Widgets

Configuration  viewConfiguration Q)
session-router .
Modify Network Interface
e . "=
_ pload
DNS IP Primary 9999
fraud-protection
DNS IP Backup1 8888
host-route
DNS IP Backup2 8844
http-client
DNS Domain cgbusolutionslab.com
http-server
DNS Timeout n ( Range: 0..4294967295 )
network-interface
DNS Max Til 86400 ( Range: 30..2073600 )
ntp-config Signaling Mtu 0 (Range: 0,576.4096 )
phy-interface HIPIP List
redundancy-config ICMD Addrace
0 Back
Show All

@ Venty

5.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media

manager option as below.

Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) PEsitTeEl | Confignration

Configuration  viewConfiguration ~ Q

media-manager v . .
Modify Media Manager
codec-policy
State
media-manager /| enable
i Flow Time Limit 86400 ( Range: 04294967295 )
media-policy
Initial Guard Timer 300 ( Range: 0.4294967295)
realm-config 3
Subsq Guard Timer 300 ( Range: 0..4294967295 )
steering-pool < .

&P TCP Flow Time Limit 86400 ( Range: 0.4294967295)
security > TCP Initial Guard Timer 300 ( Range: 0.4204967295 )
session-router > TCP Subsq Guard Timer 300 ( Range: 0..4294967295 )

Hnt Rtcp
system - enable

Algd Log Level

fraud-protection NOTICE v
Mbed 1 oo | evel e

host-route

oK Delet
Show All et

Widgets

£ Verify
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) PEECETET | conbpuraton | RITHENEMETEE  CIEELS

Conﬁguration View Configuration Q & Verify
media-manager v . .

Modify Media Manager

codec-policy Max Signaling Packets o ( Range: 0..4294967295 )

media-manager Max Untrusted Signaling 1 (Range: 0.100)

media-policy Min Untrusted Signaling 1 (Range: 0100 )

i Dos Guard Window 5 (Range: 1.30)

realm-config

Untrusted Minor Threshold 0 ( Range: 0.100 )

steering-pool

Untrusted Major Threshold 0 ( Range: 0.100)
security 4 Untrusted Critical Threshold 0 ( Range: 0.100 )
session-router 3 Trusted Minor Threshold 0 ( Range: 0.100)
system Y Trusted Major Threshold o (Range: 0100 )

Trusted Critical Threshold o ( Range: 0.100 )

fraud-protection o
Arp Minor Threshold 0 ( Range: 0.100 )
host-route
OK Delet
Show All e

5.7. Enable sip-config

SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config.

In options add max-udp-length =0.

ORACLE Enterprise Session Border Controller

PEELGEIGEN  Configuration Monitor and Trace ~ Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard 3 Verify
local-routing-config MOd]fy SIP Conﬂg
media-profile
State + enable
session-agent Dialog Tr
ialog Transparency v enable
session-group
Home Realm ID CiscoWebexRealm v
. ding-
session-recording-group Egress Realm ID .
session-recording-server Nat Mode — .
session-translation Registrar Domain .
sip-config Registrar Host *
sip-feature Registrar Port
egistrar Por 5060 ( Range: 0,1025..65535 )
sip-interface Init Timer 500 ( Range: 0..4294967295 )
OK Delet
Show All cee
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ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewconfiguration ~ Q_ Discard €3 Verify
local-routing-config MOd]fy SIP COang
media-profile Invite Expire 180 ( Range: 0..2147473)
Session Max Life Limit
session-agent 0
Enforcement Profile
sesslon-group v
session-recording-group Red Max Trans 10000 ( Range: 0..50000)
Options -
session-recording-server max-udp-length=0 %
session-translation SPL Options
sip-config SIP Message Len 4096 ( Range: 0..65535)
Enum Sag Match
sip-feature enable
Extra Method Stats
sip-interface v/ enable
OK Delete

Show All

5.8. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the two realms used in this configuration:

Identifier SIPTrunk CiscoWebexRealm
Network Interface S0p0 s1p0
Mm in realm 94|
FQDN
Media Sec policy PSTNSide CiscoWebexSecurity
Access Control Trust High High
Level
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In the below case, Realm name is given as SIPTrunk for Cisco Broadworks

Please set the Access Control Trust Level as high for this realm

OR. (= Enterprise Session Border Controller

Dashboard [RESEE Monitor and Tr Widget
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) ashboar onfiguration onitor and frace b

Configuration  vViewConfiguration =~ Q Discard | @Y Verify
media-manager v . §
Modify Realm Config
codec-policy
Identifier
media-manager SIPTrunk
Description
media-policy
realm-config
steering-pool
Addr Prefix 0.000
security >
Network Interf:
etwork Interfaces 0p0:04 %
session-router »
Media Realm List
system »
Mm In Realm | enable
Mm In Network | enable
Mm Same Ip +/ enable
Show Al OK | | Back

O ACLE Enterprise Session Border Controller ad

Dashboard Configuration Monitor and Trace Widgets S

SolutionsLa 5 .0 Patch 4 (Build 343)
Configuration  ViewConfiguration ~ Q £ Verify
e manee ’ Modify Realm Config
codec-policy .
media-manager In Manipulationid .
media-policy Out Manipulationid .
realm-config Average Rate Limit 0 ( Range: 0..4294967295 )

Access Control Trust Level

steering-poal high i
Invalid Signal Threshold 0 ( Range: 04294967295 )
security > o
Maximum Signal Threshold o (Range: 04294967295 )
session-router >
Untrusted Signal Threshold 0 ( Range: 04294967295 )
system v
Nat Trust Threshold 0 (Range: 0.65535 )
fraud-protection Max Endpoints Per Nat 0 ( Range: 0..65535 )
host-route Nat Invalid Message Threshold 0 ( Range: 0..65535 )
Wait Time For Invalid Register .
http-client 0 ( Range: 0.4.300 )
Shaw All i

Similarly, Realm name is given as CiscoWebexRealm for Cisco Webex Meetings side.
Please set the Access Control Trust Level as high for this realm too.
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2 SCZ9.0.0 Patch 4 (Build 343) Dashboard Configuration Monitor and Trace Widgets

Configuration View Configuration Q Discarc {3 Verify

media-manager v

Modify Realm Config
codec-policy

Identifier y
media-manager CiscowebexRealm

Description
media-policy

realm-config

steering-pool -~
Addr Prefix 0.0.00

security ’ Network Interfaces

s1p0:0.4 X%

session-router 4
Media Realm List

system »

Mm In Realm | enable
Mm In Network

oK Back
Show Al - ac

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/security/security-
quide.pdf

5.9. Configuring a certificate for SBC

This section describes how to configure the SBC for TLS and SRTP communication for Cisco Webex
Meetings. Cisco Webex Meetings side allows TLS connections from SBC'’s for SIP traffic, and SRTP for
media traffic. It requires a certificate signed by the trusted Certificate Authorities like Go Daddy Root CA
and also IdenTrust Root CA certificate as Cisco Webex has moved to a new Certificate Authority,
IdenTrust Commercial Root CA from March 2021.

The links for Identrust certificate is given below:

https://help.Webex.com/en-us/article/WBX9000034330/New-Root-Certificate-Authority-for-Cisco-Webex-
Services-from-March-2021

https://help.Webex.com/en-us/article/WBX9000008850/What-Root-Certificate-Authorities-are-Supported-
for-Calls-to-Cisco-Webex-Audio-and-Video-Platforms?

Though the links talks about Identrust certificates used by Cisco VCS and Expressway, we can still
Download the Identrust root certificate and can upload it to the Oracle SBC with the steps given below.

The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate
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signing request and import the necessary certificates into the SBC’s configuration.

e SBC - 1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

Step 1 — Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below.

This value cloudsbc.cgbusolutionslab.com is configured as FQDN of SBC in the Cisco Webex
Admin portal, and this will be used by Cisco Webex Meetings side to reach SBC when making
calls.

Please note that the FQDN created on the Webex side must be the Common Name (CN) or
Subject Alternative Name (SAN) of the certificate. As Cisco does an exact match and do not
support wildcard certificates, each domain must be called out in CN or SAN of the certificate
for validation.

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2 ~ SCZ9.0.0 Patch 4 (Build 343) DERiTIET | Configuration | MrriRTanifiess WD

Configuration  viewConfiguration ~ Q, Discard €Y Verify
media-manager > . s
Modify Certificate Record
security v
Name
authentication-profile CloudsBCSolLab
Country
certificate-record UE
State
tls-global DA
Locality
tls-profile Burlington
. Organization Engineering
session-router 4
unit SolutionsLab
system >
Common Name cloudsbc.cgbusolutionslab.com
Key Size 2048 v
Alternate Name
OK Back
Show Al ' o
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) DEERETET) | Conliguration | DETETETITER  UHEES

Configuration View Configuration Q Discard £ Verify
media-manager > - p-
Modify Certificate Record
security v
Common Name cloudsbc.cgbusolutionslab.com
authentication-profile B
Key Size 2048 v
certificate-record
Alternate Name
tls-global
Trusted | enable
s-profile Key Usage List
Y & digitalSignature
session-router 4 keyEncipherment %
system » Extended Key Usage List
serverAuth % dlientAuth x
Key Algor - -
Digest Algor shaz56 v
C
Show All oK | |5k

Create a Certificate record for Identrust Root CA in SBC as below:

ORACLE Enterprise Session Border Controller

T Configurati Moniitor and Tr Widget:
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) ashboar onfiguration onitor and frace ldgets

Configuration  ViewConfiguration =~ Q Discard €@ Verify
media-manager » . .
Modify Certificate Record
security v
i Name WebexRootCA
authentication-profile
Country
certificate-record us
State
tls-global MA
Locality
tis-profile Burlington
Organization
session-router » Engineering
Unit
system » Cisco Webex Calling
Common Name IdenTrust Root CA certificate
Key Size 2048 .
Alternate Name
frusted + enable
Show All oK Back
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The table below specifies the parameters required for certificate configuration.
Modify the configuration according to the certificates in your environment.

Common Name Go Daddy class2 Root CA IdenTrusrt Root CA
Key Size 2048 2048
Key-Usage-List digitalSignature digitalSignature
keyEncipherment keyEncipherment
Extended Key Usage serverAuth serverAuth
List
Key algor rsa rsa
Digest-algor Sha256 Sha256

Step 2 — Generating a certificate signing request

(Only required for the SBC’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

o Select the certificate and generate certificate on clicking the “Generate” command.
o Please copy/paste the text that gets printed on the screen as shown below and upload to
your CA server for signature.

Generate certificate response X

Copy the following information and send to a CA authority

----- BEGIN CERTIFICATE REQUEST----- a
MIICvTCCAaUCAQAWRTELMAKGAT1UEBhMCVVMxCzAJBgNVBAgGTAK1BMR
MwEQYDVQQH
EwpCdXJsaW5ndGOuMRQWEQYDVQQKEwtFbmdpbmVicmluZzCCASIwDQY
JKoZlhveN
AQEBBQADggEPADCCAQOCggEBALzMGYrclE8r+f2nK1zIMcTJaLVdh+1WR
+VWmKnn
/nvifp7sKsUVFKXObAJZUSSASEpdHFYLCOG7jMz7dKJOSUCOq6GKeFBKtvhBIf

i il

230va8c3uMIc+qu9G+2Fsd44mY/KMxPFQnMXECgT7RAthLjOZoxqi6dQ5zb l]

Ki%%2dAPqumwacsz1 01bawk9W/sk202gKWI5B6rOw2ICbIVyekn7SUEPB

fgrl\l';h:vaNQWbFfchoCAzdngvathbvhu?GnGJPnCquJoHR?dTDGGX

éll\gl\:;az\'y\ELWEhOORCKtAItTNeV4chGeYrYZIkaZIHHpT/?kaAWEAAaAZMD
q

v

| Close

e Also, note that a save/activate is required
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Step 3 — Deploy SBC & root certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the
SBC. Once done, issue save/activate from the WebGUI

Import certificate X
Format: |try-all ) A ) ) ) ) |v (1)
Import method: @ File Paste rt
| certificate file: [Browse... tio

| Import | Cancel

ipRecRealmID] which does not exis! realm-config [Talari

Repeat these steps to import all the root and intermediate CA certificates into the SBC:
At this stage all the required certificates have been imported to the SBC for Cisco Webex
Meetings.

5.10. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
The below is the TLS profile configured for the Cisco Webex Meetings side:
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OR’ACLE Enterprise Session Border Controller

Confi ti Monits d T Widgets
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) SRl On'Or one race WidEe

Configuration  viewconfiguraton ~ Q @) Verify
media-manager » . ;
Modify TLS Profile
security -
Name
authentication-profile TLSWebex
End Entity Certificate
certificate-record v CloudSBCSolLab v
Trusted Ca Certificates
tis-global GoDaddyRootCA »
WebexRootCA X
tls-profile
GoDaddylintermediate
session-router >
Cipher List
DEFAULT
system » A
Verify Depth 10 (Range: 0.10)
Mutual Authenticate ' enable
TLS Version dsvi2 .
Options
Show All Back

5.11. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

Please Configure sip-interface for the Cisco Webex Meetings side as below:

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.

ORACLE Enterprise Session Border Controller admin v
SolutionsLa 2 SCZ9.00 Patch 4 (Build 343) Dashboard Configuration Monitor and Trace Widgets System
Configuration  viewConfiguration ~ Q @ Verty  [3) 5=
i Show Configuration
session-group Modify SIP Interface By
session-recording-group N
State v enable
session-recording-server
Realm ID CiscowebexRealm v
-translats
session-translation Description
sip-config
sip-feature
sip-interface SIP Ports
]
sip-manipulation
Action  Select Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-monitoring
101.3.4 5061 TLS TLSWebex agents-only
translation-rules
Back
Show All <
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) ezl | Configuration | (MEGRERiESs  CIEEED

Configuration = viewcConfiguration ~ Q_ Discard €3 Verify

session-group Modify SIP Interface Show Confi
session-recording-group

session-recording-server
Displaying 1-10f 1

session-translation Initial Inv Trans Expire 10 (Range:0.2147473)
Session Max Life Limit o

sip-config
Proxy Mode -

sip-feature

Redirect Action
sip-interface

Nat Traversal

sip-manipulation none v
: Nat Interval 30 ( Range: 0..4294967295 )
sip-monitoring
TCP Nat Interval on IDanaa- n 4720404708\
trandlation_rlec
OK Back

Show All

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard 143 Verify

session-group Modify SIP Interface Show Conf]

session-recording-group

session-recording-server S8hr Profile .
session-translation Ringback Trigger none .
sip-config Ringback File

sip-feature Fax Continue Session T .
sip-interface Npli Profile .
sip-manipulation Hist To Div For Cause 380 inherit .
sip-monitoring User Agent Oracle/VM/9.0.0p4

translation-rules Allow Diff2833 Clock Rate Mode disabled

custem N

oK Back
Show Al ‘ ac

We have some mandatory sip-manipulations that needs to be used with the Oracle SBC so that call flow
between Cisco Webex and PSTN will be successful. The User can add these sip manipulations to the
SBC using either GUI or CLI mode and is free to decide the way they want to add the sip manipulations.
Please assign the below sip-manipulation as the out-manipulation ID in the Cisco Webex sip
interface or Cisco Webex Session Agent as per customer need.

Please Configure sip-interface for the Cisco Webex Meetings as below

There are 2 sip manipulations to be configured

1. RPIHost : To change the SBC FQDN to Webex Meetings FQDN.
2. Route Del: To delete the Route header.
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ORACLE Enterprise Session Border Controller v admin v

Configuration Monitor and Trace Widgets System

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

IConfiguration  View Configuration ~~ Q Discard | £} Verify Save
[T R
i H 3 Show Configuration
session-agent Modify SIP Manipulation
e ToCiscoWebex ~
session-group
Description
session-recording-group
session-recording-server
session-translation Split Headers
sip-config Join Headers
sip-feature
CfgRules
sip-interface
Add v
sip-manipulation Action  Select Name Element Type
sip-monitoring : RPIHost header-rule
translation-rules
H RouteDel header-rule <
<
Fuctam .
Show All Back

ORACLE Enterprise Session Border Controller admin

Configuration Monitorand Trace ~ Widgets Syste|

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

Configuration View Configuration Q Discard 23 Verify B 4

P pr o

Modify Sip manipulation / header rule

session-agent

session-group

Name RUR
session-recording-group Header Name n LRI
equest-
session-recording-server ;
Action
manipulate v

session-translation Comparison Type

case-sensitive v

sip-config

Msg Type request v
sip-feature Methods

INVITE X

sip-interface

Match Value
sip-manipulation

New Value

sip-monitoring
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ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

Jnﬁguration View Configuration Q Discard < Ve

TrETeY

session-agent Modify Sip manipulation / header rule / element rule

session-group Name

RURIaa
session-recording-group Parameter Name Request-URI
session-recording-server T

ype uri-host v

session-translation Action

replace v
sip-config Match Val Type any v
sip-feature Comparison Type case-sensitive v
sip-interface

p Match Value cloudsbc.cgbusolutionslab.com

sip-manipulation New Value

usO1.sipconnect.bcld.Webex.com

sip-monitoring

translation-rules

ORACLE Enterprise Session Border Controller

Configuration

NN3950-101 10158194101  5CZ9.0.0 Patch 4 (Build 339)
Configuration  ViewConfiguration ~ Q, Discard ) Verify

Modify Sip manipulation / header rule

session-agent

session-group Name

RouteDel
session-recording-group Header Name
Route
session FE(UIdII‘Ig server Acti
ction
delete v
session-translation Comparison Type p———— .
sip-config Msg Type request v
sip-feature Methods INVITE
x
sip-interface
Match Value
sip-manipulation
New Value
sip-monitoring
CfgRules

translation-rules
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Similarly, Please Configure sip-interface for the Cisco Broadworks as below:

ORACLE Enterprise Session Border Controller 0w v

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) | MonitorandTrace  Widgets  System
Configuration  viewConfiguration ~ Q Discard 2t verity | [NEEE

session-agent Modify SIP Interface Show Configuration
sessian-group

State

v enatle

session-recording-group

Realm 10 SIPTrunk -
Session: r(‘(Dfdlﬂg Server

Description
session-translation
sip-config
sip-feature SIP Ports
sip-interface [
sip-manipulation Action Select Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs

135.212.21490 5060 upp agents-only
sip-monitoring
155.212.21490 5060 Tcp agents-only
translation-rules
system >
Show All L33

Please assign the below sip-manipulation as the out-manipulation ID in the PSTN sip interface.
It consists of 2 sip-manipulations

1. RPIModify: To replace the Remote-Party-ID user part to the Access code (for the meeting) that is
generated as a apart of using Broadworks Subscriber API's on the Webex for a particular phone
number and a SRV group.

2. RPIHost: To change the host part of uri from private fgdn to the Webex session-agent FQDN.

ORACLE Enterprise Session Border Controller admin v
20 - Configuration
NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)
Configuration View Configuration Discard 22 Verify B) save
B
Modify SIP Manipulation Show Configuration

session-agent

session-group

Name ToBroadworks
session-recording-group Description
session-recording-server
session-translation
Split Headers
sip-config
sip-feature Join Headers
sip-interface
CfgRules
sip-manipulation Add
sip-monitoring Action  Select Name Element Type
translation-rules : RPIModify header-rule
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ORACLE Enterprise Session Border Controller

Configuration

Ow admin v

Widgets  System

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

Configuration  viewConfiguration ~ Q

U U

Modify SIP Manipulation

session-agent
Session-group
session-recording-group

Split Headers
session-recording-server

session-translation Join Headers
sip-config

CfgRules
sip-feature Add v
sip-interface Action  Select Name
sip-manipulation : RPIModify
sip-monitoring . RPIHost

translation-rules

ORACLE Enterprise Session Border Controller

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

“onfiguration  View Configuration = Q

P s

session-agent

Name
session-group

Header Name
session-recording-group

Action
session-recording-server

Comparison Type
session-translation

Msg Type
sip-config

Methods
sip-feature

i Match Value

sip-interface

New Value
sip-manipulation
sip-monitoring CfgRules

Add +

translation-rules
Artinnm Calart  Nama

Element Type

header-rule

header-rule

Modify Sip manipulation / header rule

RPIModify

Remote-Party-ID

manipulate v
case-sensitive v
request v

Clamant Tuna

3 Verify

Show Configuration

admin w
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ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 359)

Configuration | View Configuration Q Discard 23 Verify

Cuumprome

session-agent Modify Sip manipulation / header rule / element rule

session-group Name RPIModify

session-recording-group Parameter Name P

session-recording-server

Type uri-user M
session-translation Action replace v
sip-config Match Val Type any v
sip-feature Comparison Type case-sensitive v
sip-interface Match Value
sip-manipulation New Value 99583983932217342401
sip-monitoring
translation-rules

-
) oK Back

ORACLE Enterprise Session Border Controller jal admin v

Configuration Monitor and Trace  Widgets  System

NN3950-101 8194101  SCZ9.0.0 Patch 4 (Build 339)
Configuration  viewConfiguration ~ Q, Discard | 2} Verify
i

Modify Sip manipulation / header rule

session-agent

session-group Name

RPIHost
session-recording-group Header Name S
session-recording-server Action
manipulate v
session-translation Comparison Type pp——— .
sip-config Msg Type request v
sip-feature Methods
sip-interface
Match Value
sip-manipulation
New Value
sip-monitoring
CfgRules
translation-rules Add .
Back

Show All
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ORACLE Enterprise Session Border Controller Jal 4 admin

Configuration Monitor and Trace ~ Widgets Syste

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

Configuration View Configuration Q Discard 23 Verify

o
P

session-agent Modify Sip manipulation / header rule / element rule

session-group Name RPIModif
odify

session-recording-group Parameter Name Remote.Party-ID

session-recording-server T
ype
uri-host v

session-translation .
Action replace v

sip-config Match Val Type any v

sip-feature Comparison Type case-sensitive v

sip-interface Match Value usO1.prv.bcld.Webex.com

sip-manipulation
P p New Value usO1sipconnect.bcld.Webex.com
sip-monitoring

translation-rules

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

5.12. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path.

Go to session-router->Session-Agent and Configure the session-agents for the Cisco Webex Meetings

- Host name to “us0l.sipconnect.bcld.Webex.com”, which is SRV based SA.

- When Using SRV as session agent, please make port as 0 so that SRV wiill
work properly.

- realm-id — needs to match the realm created for the Cisco Webex Meetings .

- transport set to “staticTLS”

- Please enable the parameters ping all addresses, ping-response,

- Please enable hidden option load-balance-dns-query and recurse-on-all-

failures and set out-service-response-codes parameter to 408,503
- Please set ping method to OPTIONS and ping-interval duration in secs.
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) weiimm) | Configuration | Krmimreniiies  LikEs

Configuration  viewConfiguration ~ Q, 1 Verify
local-policy . R -
Modify Session Agent Show Contfy
local-routing-config
media-profile Hostname usO1.sipconnect.bcld.webex.com
IP Address
session-agent
Port -
session-group 0 ( Range: 0102565535 )
State + enable
session-recording-group
App Protocol sip -
SESSIOHJE(OYdiﬂB*SEfVEI’
App Type .
session-translation
Transport Method StaticTLS -
sip-config
Realm ID CiscoWebexRealm v
sip-feature
Egress Realm ID -
sip-interface
OK Back
Show All o

UOIJIN7AC L Enterprise Session Border Controller 7 3

Dashboard Configuration Monitor and Trace Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  vViewConfiguraton =~ Q_ Discard €Y Verify
local-policy . i P—
Modify Session Agent
local-routing-config
Ping Interval 30 (Range: 0.4294967295 )
media-profile
Ping Send Mode keep-alive -
session-agent }
Ping All Addresses | enable

session-group
Ping In Service Response Codes

session-recording-group )
Options
recurse-on-all-failures x
SESS\OH*T&(OTdIHS*SGfVEI’
SPL Options
session-translation
Media Profiles
sip-config

In Translationid
sip-feature N/

[
Show Al oK | (B

Add the auth-attributes (username and password )as configured on Cisco Broadworks Authentication
config.This config is only on the Webex Meetings session-agent.
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Configuration  View Configuration

media-manager >
security »
session-router v

access-control

account-config

filter-config

Idap-config

local-policy

local-routing-config

media-profile

session-agent

Similarly, configure the session-agents for the Cisco Broadworks as below:

Q

Modify Session Agent

Precedence

Monitoring Filters

Auth Attribute
[}

Action  Select Auth Realm

: oraclesbc.com

Username

vmvoicexml

( Range: 0.4294967295 )

Password

T

Discard © verify  ERENG

Show Configuration

In Dialog Methods

INVITE

Configure the hostname as the FQDN and IP Address as IP of Cisco Broadworks as shown below.
Protocol should be UDP+TCP.

ORACLE Enterprise Session Border Controller

VMESBC1 10138194185 SCZ8.4.0 Patch 13 (WS Build 649)

Configuration

admin

Configuration  View Configuration

media-manager >
security >
session-router v
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

Show All

Q

Modify Session Agent

Hostname
IP Address

Port

State

App Protocol

App Type
Transport Method
Realm ID

Egress Realm ID

Description

oK

broadworks.bcld Webex.com

68.68.117.67

5060

| enable

SIp v
v

UDP+TCP v

PSTNRealm| v
v

Back

(Range: 0,1025..65535 )

Discard 2 Verify

Show Configuration
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) DESIGEEG) | Configuration | DIEMETECUER  CIEEES

Configuration View Configuration Q Discard 12 Verify

a
local-policy . . |
Modify Session Agent Show Confi
local-routing-config -

Redirect Action
media-profile N

Loose Routin,
session-agent & v enable

Response Map

session-group V/
Ping Method
session-recording-group € OPTIONS
Ping Interval -
session-recording-server =0 (Range: 0.4294967295 )
Ping Send Mode keep-alive .
session-translation
) ) Ping All Addresses | enable
sip-config
Ping In Service Response Codes
sip-feature
Options
sip-interface v
OK Back
Show All o

5.13. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Cisco Webex Meetings to Cisco Broadworks, Use the below local —policy

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ0.0.0 Patch 4 (Build 543) Dashboard Configuration Monitor and Trace Widgets

Conﬁguration View Configuration Q Discard @ Verify

local-palicy

Modify Local Policy
local-routing-config

From Address
media-profile *X

session-agent To Address

session-group Source Realm

CiscowebexRealm

session-recording-group

Description
session-recording-server
session-translation
sip-config state v| enable
sip-feature Policy Priority none v
sip-interface
OK Back

Show All
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ORACLE Enterprise Session Border Controller admin v

NN3050-101 10138194101 SCZ9.0.0 Patch 4 (Build 339) Conhiguration | [EUEEnziiesD WEEDD BEDn

Configuration View Configuration Q Discard 22 Verify
g -
media-manager > . .
Modify Local Policy
security > ~X .
session-router v Source Realm

CiscoWebexRealm

access-control

Description
account-config
filter-config
Idap-config State +| enable
local-policy Policy Priority none v
local-routing-config Policy Attributes
o
media-profile
Action  Select Next Hop Realm Action TerminateR...  Cost State App Protocol Lookup Next Key Auth
session-agent
: broadworks. SIPTrunk none disabled 0 enabled single

session-group

To route the calls from the Cisco Broadworks to Cisco Webex Meetings , Use the below local-policy

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard o Verify |

local-policy . -
Modify Local Policy
local-routing-config

From Address

media-profile *x
session-agent To Address * %
session-group Source Realm
SIPTrunk 3¢

session-recording-group

Description
session-recording-server
session-translation
sip-config State + enable
sip-feature Policy Priority B3 -
sip-interface

OK Back

Show Al
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ORACLE Enterprise Session Border Controller

Configuration

NN3950-101 10138194101 SCZ9.0.0 Patch 4 (Build 339)

Configuration View Configuration Q Discard 2 Verity
media-manager > - . .
Modify Local Policy
security > SIPIUNK X | -
session-router - Description

access-control

account-config

State | enable
filter-config
Policy Priority e -
Idap-config
Policy Attributes
local-policy
[
local-routing-config . . -
Action Select NextHop Realm Action TerminateR...  Cost State App Protocol Lookup Next Key Auth
media-profile .
! H usOlsipconn...  Ciscowebex...  none disabled 0 enabled single

session-agent

session-group

5.14. Configure steering-pool
Steering-pool config allows configuration to assign IP address(es), ports & a realm.

Cisco Webex Meetings steering pool.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  ViewConfiguation ~ Q_ Discard | £} Verify
media-manager - .
Modify Steering Pool
codec-policy
IP Address
media-manager 10154
Start Port -
media-policy 10000 ( Range: 0,1..65535 )
End Port 20000 ( Range: 0,1.65535 )
realm-config
Realm 1D CiscoWebexRealm v
steering-pool
Network Interface v
security >
session-router >
system >
Show All o) (B

Cisco Broadworks steering pool.
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) Dashboard SRl iigll Montor and Trace  Widgets

Configuration  view Configuration Q Discard Q2 Verify
media-manager . .
Modify Steering Pool
codec-policy
IP Address
media-manager 155.212.21490
Start Port -
media-policy 10000 ( Range: 0,1..65535)
End Port 20000 ( Range: 0,1.65535)
realm-config
Realm 1D SIPTrunk v
steering-pool
Network Interface
v
security >
session-router >
system >
oK Back
Show All o

5.15. Configure sdes profile

Please go to > Security > Media Security ->sdes profile and create the policy as below.

ORACLE Enterprise Session Border Controller admin v

NN4600-139 10138194130 SCZ9.0.0 Patch 5 (Build 385) Conhguraon | ELITETE=) VRS HET

onfiguration  View Configuration ~ Q Discard | € Verify | [B) Save
authentication

Modify Sdes Profile

authentication-profile

Name
cert-status-profile SDES

Crypto List
certificate-record AES_CM_128_HMAC_SHA1_32 X

AES_CM_128_HMAC_SHA1_80 X
factory-accounts

Srtp Auth

ike > W/ enable
ipsec > Srtp Encrypt + enable
local-accounts SFTCP Encrymt + enable
media-security v M enable
Egress Offer Format same-as-ingress .

dtis-srtp-profile
Use Ingress Session Params
media-sec-policy

sdes-profile Options
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5.16. Configure Media Security Profile

Please go to - Security - Media Security >media Sec policy and create the policy as below:
Create Media Sec policy with name CiscoWebexSecurity which will have the sdes profile created above.
Assign this media policy to the Cisco Webex Realm

C)RACLE Enterprise Session Border Controller

[CUUEISTUN  Monitor and Trace  Widgets
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) & e
Configuration  viewConfiguration Q) 2 Verify
certihicate-record
Modify Media Sec Policy
factory-accounts
ik
“ ’ Name CiscoWebexSecurity
local-accounts Pass Through enable
media-security v Options
dtis-srtp-profile
4 Inbound
media-sec-policy ,
Profile CiscoSRTP
sdes-profile Mode
srtp v
sipura-profile Protocol sdes —
Hide Egress Media Update
password-policy & pd enable
security-config
4 4 Outbound
ssh-config Profile CiscoSRTP v
coh_kau
Show All (: Lo

Similarly, Create Media Sec policy with name PSTNSide to convert srtp to rtp for the Cisco Broadworks
which

will use only TCP/UDP as transport protocol. Assign this media policy to the PSTN Realm.

ORACLE Enterprise Session Border Contraller

Dashboard Configuration Monitor and Trace Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  vViewConfiguration ~ Q ) Verify
certihcate-record
Modify Media Sec Policy
factory-accounts
ke " Name PSTNSide
local-accounts Pass Through enable
media-security v Options
diis-srtp-profile
4 Inbound
media-sec-policy
Profile .
sdes-profile Mode y
rip -
sipura-profile Protocol one .
password-policy Hide Egress Media Update enable
security-config
v 4 Outbound
ssh-config Profile .
cchbou
Show All r ) Back
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6. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements
are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent

- New steering-pools

- New local-policy

- SDES Profile

- Media-sec-Policy
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