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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
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upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.
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Intended Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Oracle
Communications Enterprise-SBC, Oracle Enterprise Operations Monitor, and Avaya Aura Session Manager. There will be steps
that require navigating the Acme Packet Command Line Interface (ACLI). Understanding the basic concepts of TCP/UDP,
IP/Routing, and SIP/TLS/SRTP are also necessary to complete the configuration and for troubleshooting, if necessary.

Document Overview

This technical application note documents the implementation of the Oracle Enterprise Session Border Controller (E-SBC) line-side
between Avaya endpoints (hard phones and soft clients) and the Avaya Aura Session Manager (SM).

It should be noted that the E-SBC configuration provided in this guide focuses strictly on the Avaya SM, phone, and client
associated parameters. Many E-SBC users may have additional configuration requirements that are specific to other applications.
These configuration items are not covered in this guide. Please contact your Oracle representative with any questions pertaining to
this topic.
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Introduction

Enterprise Session Border Controller Overview

The Oracle Enterprise Session Border Controller (E-SBC) is an enterprise-class signaling component designed to simplify
communications networks. It connects disparate IP communications networks while mitigating security threats, curing

interoperability problems and ensuring reliability.

Requirements

e  Oracle Enterprise Session Border Controllers ECZ7.3.0 MR-1 Patch 1
e  Oracle Enterprise Operations Monitor 3.3.90.0.0
e  Enterprise firewall to allow phone config file downloads

e AvayaAura6.3

Avaya Aura System Manger 6.3 SP14
Avaya Aura Session Manager 6.3 SP13
Avaya Aura Communication Manager 6.3
Avaya Modular Messaging 5.2.1

Avaya Aura Presence Services 6.3.6.8
Avaya Aura Utility Server 6.3 SP13
Avaya G430 release 34.5.1

One X Communicator 6.2 SP7

Avaya Deskphone SIP 6.5

O 0O 0O 0O 0 O 0O O O

e AvayaAura7.0

Avaya Aura System Manger 7.0.0.1.4212

Avaya Aura Session Manager 7.0.0.1.700102

Avaya Aura Communication Manager 7.0.0.2.0.441.22684

Avaya Aura Communication Manager Messaging 7.0.0.1.0.441.22477
Avaya Aura Presence Services 7.0.0.1.1462

Avaya Aura Utility Server 7.0.0.1.0.12

Avaya G430 release 36.14.0

Avaya Engagement Development Platform 3.1

One X Communicator 6.2 SP7/SP11

Avaya Deskphone SIP 7.0.0.39

O 0O O 0O O O 0O O O O
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Lab Configuration

The following diagram illustrates the lab environment created by tekVizion to facilitate certification testing. tekVizion is a systems
integrator specifically dedicated to the telecommunications industry. Their core services include consulting/solution design,
interoperability/verification testing, integration, custom software development and solution support services.

Avaya 9608 Avaya 9608  Avaya 9640
10.70.2.60 10.89.17.121 10.89.17.155
7001 7000 7004

Avaya SM 6.3 “A”
10.70.4.7 Data Center “A”

A
[l Avaya SM 7.0 “A”
| 10.89.17.7

one-X Communicator
10.64.201.125
7002

=

BR

Inside Enterprise
Network

192.168.79.230  10.70.4.253
outside-sm-a inside-sm-a
interface

one-X Communicator interface

7003
Oracle
—_ < Data Center “B”
L] .
Firewall/NAT
) [ —
iPhone Avaya SM 6.3 “B"
Avaya Communicator 192.168.79.231  10.70.4.254 Oracle 10.70.4.24
outside-sm-b inside-sm-b Enterprise
interface interface Operations
Monitor
Android

iPad

. Avaya Communicator
Avaya Communicator y

The architecture consists of an “A” site and a “B” site. These can be thought of as separate data centers. The E-SBC “A” can be
collocated with Avaya SM “A”, and E-SBC B with SM B, but it is not required. There just needs to be IP reachability from the E-
SBC A to SM A, and from E-SBC B to SM B. To achieve the highest level of redundancy and high-availability (HA), each SBC
should be deployed as an HA pair, so there would be an “A” HA pair, and a “B” HA pair. This can help preserve active calls and
establish new calls if one member of the SBC HA pair were to fail, or one of the other components in the call path were to fail, such
as a network cable, a router, an Ethernet switch, etc., assuming the other components are also deployed in a redundant fashion.
The failover from the “A” data center to the “B” data center would then only occur if the SM A fails or the entire data center goes

offline.
The Oracle Enterprise Operations Monitor (EOM) was used to monitor the SIP signaling during testing. The E-SBC was used as a

probe to send SIP signaling to EOM for analysis in real time or for historical reporting. Even though the SIP signaling was
encrypted using TLS, it can still be read by EOM. The communication between the E-SBC and EOM can be either plaintext or

encrypted with TLS.
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Each phone and soft client is configured to register simultaneously with the A and B Session Managers, as shown in the following

diagram.
Primary Avaya SM 6.3 “A”
Oraclf . Registration 10.70.4.7 Data Center “A”
E-SBC “A and Calls

. 192.168.79.230  10.70.4.253 i i
Outside Access outside-sm-a  inside-sm-a InSId'\? eItE:Vt()errl? rse /
Network interface interface >
N\ N
N Oracle o
E-SBC “B” Data Center “B
_————"T7T "k -
Avaya SM 6.3 “B”
192.168.79.231  10.70.4.254 Secondary 10.70.4.24
outside-sm-b inside-sm-b ; ; (N J
interface interface Registration

If the primary SM “A” were to fail, the SBC sends a TCP FIN to all phones/clients, and subsequent registrations to the SBC “A” go

unanswered. This causes the phone to failover to the “B” side.

Avaya SM 6.3 “A”

10.70.4.7 Data Center “A”

Oracle
E-SBC “A”

Inside Enterprise
Network

10.70.4.253
inside-sm-a
interface

192.168.79.230
outside-sm-a
interface

Outside Access
Network

Data Center “B”

Oracle
E-SBC “B”

e

Avaya SM 6.3 “B”
192.168.79.231  10.70.4.254 Secondary 10.70.4.24
outside-sm-b  inside-sm-b Registration \_
interface and Calls

interface
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The SIP signaling, Avaya PPM download, and config file downloads take the paths shown in the following diagram.

Oracle
E-SBC . .
— SIP Signaling Avaya SM
Avaya PPM
%‘q y
__
Outside Access ) T

Network

\ ) Config File

Config File Server
Firewall/NAT Download

Caveats

e SM redundancy was only tested with Avaya 6.3 due to lab resource availability, although the same functionality should
exist in Avaya 7.0.

® Chat was not tested as the XMPP protocol is not supported through the SBC, although clients may be configured to use
chat though the enterprise firewall.

e  The Android phone was not tested with Avaya 6.3 because it had an issue logging in even when it was directly connected
to the enterprise network, bypassing the SBC.

e  Shared Control only works if one user is remote and the other use is local, i.e. both users cannot be remote.

Configuration, validation and troubleshooting is the focus of this document and will be described in four phases:
e Phase 1 — Configuring the Oracle E-SBC
e Phase 2 — Configuring the Oracle EOM
e Phase 3 — Configuring the Avaya Aura Session Manager 6.3

Phase 4 — Configuring the Avaya Aura Session Manager 7.0
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Phase 1 — Configuring the Oracle Enterprise Session Border Controllers

In this section we describe the steps for configuring Oracle Enterprise SBCs (E-SBCs) for use with Avaya Aura Session Manager
(SM) 6.3 or 7.0. There is no difference in the E-SBC configuration between 6.3 and 7.0, with the exception of 2048-bit key
certificates being supported by Avaya 7.0.

In Scope

The following guide for configuring the Oracle SBC assumes that this is a newly deployed device dedicated to a single customer.
Please see the ACLI Configuration Guide on http://docs.oracle.com/cd/E61547 01/index.html for a better understanding of the
Command Line Interface (CLI).

Note that Oracle offers several models of the SBC. This document covers the setup for the VME, 1100, 3820, 4500, 4600, and
6300 platforms running OS ECZ7.3.0 MR-1 Patch 1 or later. Each of the products listed above run the same software, configuration
and method of implementation. If additional instructions are required, please contact your Oracle sales representative.

Out of Scope

e  Configuration of Network management including SNMP and RADIUS

e  Configuration of Distributed Denial of Service (DDoS) protection parameters as these are based on individual customer
requirements.

What will you need

e RJ45/DB9 serial adapter provided with the SBC, along with a straight-through Ethernet cable to go from the adapter to the
SBC'’s console port (on the rear of the 1100, 4600, and 6300, and the front of the 3820 and 4500).

e Terminal emulation application such as PUTTY or HyperTerm

e  Passwords for the User and Superuser modes on the Oracle SBC

e |P address to be assigned to the management interface (eth0, labeled MgmtO on the SBC chassis) of the SBC - the
eth0 management interface must be connected and configured to a management network separate from the service
interfaces. Otherwise the SBC is subject to ARP overlap issues, loss of system access when the network is down, and
compromising DDoS protection. Oracle does not support SBC configurations with management and media/service
interfaces on the same subnet.

e |P addresses of the Avaya SM and Oracle EOM

e |P addresses to be used for the SBC internal and external facing ports (Service Interfaces)

SBC - Getting Started

Once the Oracle SBC is racked and the power cable connected, you are ready to set up physical network connectivity. -

Plug the slot O port 0 (sOp0) interface into your outside network and the slot 1 port 0 (s1p0) interface into your inside network.
Once connected, you are ready to power on and perform the following steps.

All commands are in bold, such as configure terminal; parameters in bold red such as oraclesbcl are parameters which are
specific to an individual deployment. Note: The CLI is case sensitive.
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Establish the serial connection and logging in the SBC

Confirm the SBC is powered off and connect one end of a straight-through Ethernet cable to the console port on the SBC and the
other end to the console adapter that ships with the SBC, connect the console adapter (a DB9 adapter) to the DB9 port on a
workstation, running a terminal emulator application such as PuUTTY. Start the terminal emulation application using the following

settings:

Baud Rate=115200
Data Bits=8
Parity=None
Stop Bits=1

Flow Control=None

Power on the SBC and confirm that you see the following output from the bootup sequence.

EF COM3 - PuTTY

=}@ Currently Sharing EI@
-

Enter the following commands to login to the SBC and move to the configuration mode. Note that the default SBC password is
“acme” and the default super user password is “packet”.

Password: acme

oraclesbcl> enable

Password: packet

oraclesbcl# configure terminal
oraclesbcl (configure) #

You are now in the global configuration mode.

Initial Configuration — Assigning the Management Interface an IP Address

To assign an IP address, one has to configure the bootparams on the SBC by going to

oraclesbc1# configure terminal --> bootparam

Once you type “bootparam” you have to use the “carriage return” key to navigate down

A reboot is required if changes are made to the existing bootparams. Note these example boot parameters are
specific to the 4600 platform. Other platforms will have different boot parameters. Use nnECZ730m1pl.64.bz
software for the 1100, 4500, 4600, and the 6300. Use nnECZ730m1p1.32.bz for the 3820.

oraclesbcl (configure) # bootparam

'.'" = clear field; '-' = go to previous field; g = quit

Boot File
IP Address
VLAN

192.168.79.44

/boot/ nnECZ730mlpl.64.bz
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Netmask : 255.255.255.224
Gateway : 192.168.79.33
IPv6 Address 3

IPv6 Gateway 3

Host IP : 0.0.0.0

FTP username . vxftp

FTP password : vxftpl23
Flags 3

Target Name : oraclesbcl
Console Device : COM1
Console Baudrate : 115200
Other 3

NOTE: These changed parameters will not go into effect until reboot.
Also, be aware that some boot parameters may also be changed through
PHY and Network Interface Configurations.

Configuring the SBC in the “A” Site/Data Center

The following section walks you through configuring the Oracle Enterprise SBC in the “A” site or data center required to work with

Avaya Aura.

It is outside the scope of this document to include all the interoperability working information as it will differ in every deployment.

High Availability (Local to a Particular Site)

The Mgmtl and Mgmt2 (labeled wancom1 and wancom?2 in the configuration) ports which are on the rear panel of the SBC are
used for the purpose of High Availability on the E-SBC. Crossover cables must be connected between these ports on the SBCs, i.e.
Mgmt1 to Mgmt1 and Mgmt2 to Mgmt2. Please refer to the “High Availability Nodes” in the ACLI configuration guide for ECZ730 for

more details. Note that HA was not configured in this exercise.
Certificate-Records

Path: configure terminal > security > certificate-record

certificate-record

name AvayaRootCaCert
country us
state TX
locality Plano
organization AVAYA
unit MGMT
common-name default
key-algor rsa
digest-algor shal
key-size 1024
ecdsa-key-size p256

alternate—-name
trusted enabled

key-usage-list digitalSignature
keyEncipherment

extended-key-usage-list serverAuth

options

certificate-record

name AvayaSmCaCert

country us

state TX

locality Plano
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organization Avaya Inc.
unit SIP Product Certificate Authority
common-name SIP Product Certificate Authority
key-algor rsa
digest-algor shal
key-size 2048
ecdsa-key-size 256
alternate—-name
trusted enabled
key-usage-list digitalSignature
keyEncipherment
extended-key-usage-list serverAuth
options
certificate-record
name SbcCertA
country us
state TX
locality Plano
organization AVAYA
unit SDP
common-name tekapl.lab. tekvizion.com
key-algor rsa
digest-algor shal
key-size 1024

ecdsa-key-size p256
alternate-name
trusted enabled
key-usage-list digitalSignature
keyEncipherment
extended-key-usage-list serverAuth
clientAuth
NOTE: The command to enter is:
extended-key-usage-list (serverAuth clientAuth)
options

Importing Trusted Certificates

All trusted Certificate Authority (CA) certificates must be imported into the SBC’s configuration. This includes the following types of
certs:

e All CA(s) that signed the SBC'’s certificates. This will typically be one CA.
e All CA(s) that signed the SBC'’s peers’ (session-agents’) certs, e.g. the CA(s) that signed SM’s certificate.

Each trusted certificate must have a certificate-record configured (path: configure terminal > security > certificate-record), followed
by a save/activate. The certs can then be imported one at a time using the “import-certificate try-all <certficate-record-name>"
command, where the certificate is pasted into the Command Line Interface (CLI) after issuance of the command, followed by a

semi-colon (*;”) to indicate the end of the certificate, and then a save/activate. Here is an example of the certificate importation
process after the corresponding certificate-record has been configured and a save/activate has been performed.

oraclesbcl# import-certificate try-all ExampleCaCert
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IMPORTANT:
Please enter the certificate in the PEM format.

Terminate the certificate with ";" to exit.......

MIICojCCAgugAwIBAgIBADANBgkghkiGOWOBAQUFADBVMRUWEWYDVQQDEwWwxXOTIu
MjJAWL]EUMTEXEzARBgNVBASTCKNvbnRyYWNOb3IXDDAKBgNVBASTALBLSTEMMAOG
A1UECXMDRG9EMRgwFgYDVQQKEwW9VLIMulEdvdmVybm1lbnQxCzAJBgNVBAYTAIVT
MB4XDTASMDYWMTIXMzExMIoXDTEwWMDYwMTIxMzExMlowbzEVMBMGALUEAXMMMTky
LjlwMCA4XLJEXMRMwWEQYDVQQLEwpDb250cmFjdG9yMQwwCgYDVQQLEWNQSOkxDDAK
BgNVBASTAORVRDEYMBYGA1UEChMPVS5TLIBHb3ZIcm5tZW50MQswCQYDVQQGEwWJV
UzCBnzANBgkghkiGOWOBAQEFAAOBjQAwWgYkCgYEAygvCYGGWd+zXgo/2waPWBQbU
uLYFDODCuA+AhemNR/ueiBMnpaBfD6eJwYaV]9jfweTC/EdO3gLugWsnscgCRKgc
0QcWUBH/EaCFFKIEPnhU8znArlotr+514PvFUZMIeODJ51R4Um2Q3XIRIIrhGNOC
k42juxhYelAy2m6gTcECAWEAAaNOMEwWwWCQYDVROTBAIWADAgBgNVHSUBATSEFjAU
BggrBgEFBQCDAQYIKwYBBQUHAWkwHQYDVROOBBYEFHQy2karD38Xp/Qje2ROAY]
6SfsMAOGCSqGSIb3DQEBBQUAA4GBAFKNGCLXKI47vA+8p7vbpdmDhC8izK2dP1b4
5WpflOvQBF/qZg5bj/j8lydU4cXpl9midWt0gxc6 DtWZuRfvs5n8Kg8g4juPGjMZ
b/ppsD5++vDelllayxlrzQbCZSKkJI8CkixYY4NHk60AyHMz90qjVTO1GWS7MZdLp
Sy+Q9Ma3

----- END CERTIFICATE-----; < Note the semi-colon that was entered after the certificate

Certificate imported successfully....
WARNING: Configuration changed, run "save-config" command.

oraclesbcl# save

checking configuration

Save-Config received, processing.

waiting for request to finish

Request to 'SAVE-CONFIG' has Finished,

Save complete

Currently active and saved configurations do not match!
To sync & activate, run 'activate-config' or 'reboot activate'.
oraclesbcl# activate-config

Activate-Config received, processing.

waiting for request to finish

Request to 'ACTIVATE-CONFIG' has Finished,
Activate Complete

oraclesbc1#

Generating the SBC’s Certificate Signing Requests

The SBC only needs one certificate with the Common Name set to a Fully Qualified Domain Name (FQDN). To generate a
certificate signing request, the certificate must be configured as a certificate-record with the appropriate fields (as dictated by the
signing CA’s policies), followed by a save/activate. Each certificate signing request can then be generated using the “generate-
certificate-request <certificate-record-name>". The certificate signing request can then be given to the CA to be signed.

Here is an example generation of a certificate signing request:

generate-certificate-request ExampleSbcCertA

Generating Certificate Signing Request. This can take several minutes....
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MIIByTCCATICAQAWXELMAKGALIUEBhMCVVMxCzAJBgNVBAgTAKk1BMRMWEQYDVQQH
EwpCdXJsaW5ndGO9uMRQwWEgQYDVQQKEwtFbmdpbmVicmluZzEXMBUGALUEAXMOMTky
LjE20C4AXxMy4xMTMwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJAOGBANOAW Tk8tHzE
tbICL88CFwx9s9s0gbKrOu+ZSJQEKsVOOUMtPX60X5+Z94TORpl1waZMcSTSHktmR
OrUsF8j90V/5YVCIFWxvXxMXOpivdO9Thd7M44776P41welBRXNBv7aWv2qzc4gUx
IFXRcf4xBnyZIILXEwO68ezZxB3ySEUNAgMBAAGgKzApBgNVHQ8xIhMgZGInaXRh
bFNpz25hdHVyZSxrZXIFbmNpcGhlem1lbnQwDQYJKoZIhveNAQEFBQADgYEACSZH
6nig6A2GgANCTUTjraJH/bMHoFQkeXOWcmUf84u6VKyV/9EDNIE/hdjG5/32KIXP
d6zQ7J9GeanvrkSqa757r12ugbRR/cQIWPNGAGA4TocNwdkZznGYm9Du4qgPH4ceSh
stD/bBql63NjkSKrQXwpB6VZYfcATHEX++7VRco=

WARNING: Configuration changed, run "save-config" command.

Then save and activate the configuration; the private key will be stored.
Copy and paste the request, including “-----BEGIN CERTIFICATE REQUEST-----“ and

Importing the SBC’s Signed Certificates

When the signed certificates are received from the CA, they need to be imported into the SBC using the “import-certificate try-all
<certificate-record-name>" command as outlined in the "Importing Trusted Certificates” section, followed by a save/activate.

Managing Certificate Expirations to Avoid Service Disruptions

The certificates expire and hence must be properly managed/renewed to avoid service disruptions.

HTTP-ALG

The HTTP-ALG is used for the Avaya Personal Profile Manager (PPM) downloads to the phones/clients. In this example, 10.70.4.7

is the “A” side SM’s IP address.

Path: configure terminal > session-router > http-alg

http-alg

name avaya-sm-a

state enabled

description

http-alg-private
realm-id inside-sm-a
address 10.70.4.253
destination-address 10.70.4.7
destination-port 443
tls-profile TlsProfile

http-alg-public
realm-id outside-sm-a
address 192.65.79.230
port 443
tls-profile TlsProfile

dynamic-acl disabled

max-incoming-conns 0

per-src-ip-max-incoming-conns 0
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Local Policy

Path: configure terminal > session-router > local-policy

local-policy

from-address

to-address

source-realm

description

activate-time

deactivate-time

state

policy-priority

policy-attribute
next-hop
realm
action
terminate-recursion
carrier
start-time
end-time
days-of-week
cost
state
app-protocol
methods
media-profiles
lookup
next-key
eloc-str-lkup
eloc-str-match

outside-sm-a

enabled
none

10.70.4.7
inside-sm-a
none
disabled

0000
2400
=S

0
enabled

single

disabled

Media Manager

Path: configure terminal > media-manager > media-manager > select > done

media-manager
state
latching
flow-time-limit
initial-guard-timer
subsg-guard-timer
tcp-flow-time-limit
tcp-initial-guard-timer
tcp-subsg-guard-timer
tcp-number-of-ports-per-flow
hnt-rtcp
algd-log-level
mbcd-log-level
options
red-flow-port
red-mgcp-port
red-max-trans
red-sync-start-time

enabled
enabled
86400
300

300
86400
300

300

2
disabled
NOTICE
NOTICE

1985
1986
10000
5000
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red-sync-comp-time 1000
media-policing enabled
max-signaling-bandwidth 10000000
max-untrusted-signaling 100
min-untrusted-signaling 30
tolerance-window 30
trap-on-demote-to-deny disabled
trap-on-demote-to-untrusted disabled
syslog-on-demote-to-deny disabled
syslog-on-demote-to-untrusted disabled
rtcp-rate-limit 0
anonymous-sdp disabled
arp-msg-bandwidth 32000
rfc2833-timestamp disabled
default-2833-duration 100
rfc2833-end-pkts-only-for-non-sig enabled
translate-non-rfc2833-event disabled
media-supervision-traps disabled
dnsalg-server—-failover disabled
syslog-on-call-reject disabled
Network Interfaces
Path: configure terminal > system > network-interface
network-interface
name sOp0
sub-port-id 0
description
hostname
ip-address 192.168.79.230
pri-utility-addr
sec-utility-addr
netmask 255.255.255.128
gateway 192.168.79.129
sec-gateway
gw-heartbeat
state disabled
heartbeat 0
retry-count 0
retry-timeout 1
health-score 0
dns-ip-primary
dns-ip-backupl
dns-ip-backup?2
dns-domain
dns-timeout 11
signaling-mtu 0
hip-ip-list 192.168.79.230
ftp-address
icmp-address 192.168.79.230

network-

snmp-address
telnet-address
ssh-address
interface
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name
sub-port-id
description
hostname
ip-address
pri-utility-addr
sec-utility-addr
netmask
gateway
sec-gateway
gw-heartbeat
state
heartbeat
retry-count
retry-timeout
health-score
dns-ip-primary
dns-ip-backupl
dns-ip-backup2
dns—-domain
dns-timeout
signaling-mtu
hip-ip-list
ftp-address
icmp-address
snmp-address
telnet-address
ssh-address

slp0

10.70.4.253

255255825580,
10.70.4.1

disabled
0

0
1
0

11
0
10.70.4.253

10.70.4.253
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Physical Interfaces

Path: configure terminal > system > phy-interface

phy-interface
name
operation-type
port
slot
virtual-mac
admin-state
auto-negotiation
duplex-mode
speed
wancom-health-score
overload-protection
phy-interface
name
operation-type
port
slot
virtual-mac
admin-state
auto-negotiation
duplex-mode
speed
wancom-health-score
overload-protection

sO0p0
Media

enabled
enabled
FULL

100

50
disabled

s1lp0
Media
0

1

enabled
enabled
FULL

100

50
disabled

Realm Configs

Path: configure terminal > media-manager > realm-config

realm-config
identifier
description
addr-prefix
network-interfaces
mm-in-realm
mm-in-network
mm-same-ip
mm-in-system
bw-cac-non-mm
msm-release
gos-enable
max-bandwidth
fallback-bandwidth
max-priority-bandwidth
max—-latency
max-jitter
max-packet-loss
observ-window-size
parent-realm

dns-realm

inside-sm-a

0.0.0.0
slp0:0
disabled
enabled
enabled
enabled
disabled
disabled
disabled

o O O O O O O
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media-policy
media-sec-policy
srtp-msm-passthrough
class-profile
in-translationid
out-translationid
in-manipulationid
out-manipulationid
average-rate-limit
access—-control-trust-level
invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
max-endpoints-per-nat

nat-invalid-message-threshold
wait-time-for-invalid-register

deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
subscription-id-type
symmetric-latching
pai-strip

trunk-context

device-id
early-media-allow
enforcement-profile
additional-prefixes
restricted-latching
restriction-mask
user—-cac-mode
user-cac-bandwidth
user-cac-sessions
icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
monthly-minutes

options

spl-options
accounting-enable
net-management-control
delay-media-update
refer-call-transfer
hold-refer-reinvite
refer-notify-provisional
dyn-refer-term
codec-policy
codec-manip-in-realm
codec-manip-in-network
rtcp-policy
constraint-name
session-recording-server
session-recording-required
manipulation-string

disabled

3 O
O
=)
)

O O W O O O o o o O

END USER NONE
disabled
disabled

none
32

none

o O O

enabled
disabled
disabled
disabled
disabled
none
disabled

disabled
enabled

disabled
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manipulation-pattern
stun-enable
stun-server-ip
stun-server-port
stun-changed-ip
stun-changed-port
sip-profile
sip-isup-profile
match-media-profiles
gos—-constraint
block-rtcp
hide-egress-media-update
tcp-media-profile
monitoring-filters
node-functionality
default-location-string
alt-family-realm
pref-addr-type
realm-config
identifier
description
addr-prefix
network-interfaces
mm-in-realm
mm-in-network
mm-same-ip
mm-in-system
bw-cac-non-mm
msm-release
gos-enable
max-bandwidth
fallback-bandwidth
max-priority-bandwidth
max—-latency
max-jitter
max-packet-loss
observ-window-size
parent-realm
dns-realm
media-policy
media-sec-policy
srtp-msm-passthrough
class-profile
in-translationid
out-translationid
in-manipulationid
out-manipulationid
average-rate-limit
access—-control-trust-level
invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
max-endpoints-per-nat
nat-invalid-message-threshold
wait-time-for-invalid-register

disabled
0.0.0.0
3478
0.0.0.0
3479

disabled
disabled

none

outside-sm-a

0.0.0.0
s0p0:0
disabled
enabled
enabled
enabled
disabled
disabled
disabled

O O O O O O O

disabled

none

O O O O O O O
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deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
subscription-id-type
symmetric-latching
pai-strip

trunk-context

device-id
early-media-allow
enforcement-profile
additional-prefixes
restricted-latching
restriction-mask
user-cac-mode
user-cac-bandwidth
user-cac-sessions
icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
monthly-minutes

options

spl-options
accounting-enable
net-management-control
delay-media-update
refer-call-transfer
hold-refer-reinvite
refer-notify-provisional
dyn-refer-term
codec-policy
codec-manip-in-realm
codec-manip-in-network
rtcp-policy
constraint-name
session-recording-server
session-recording-required
manipulation-string
manipulation-pattern
stun-enable
stun-server-ip
stun-server-port
stun-changed-ip
stun-changed-port
sip-profile
sip-isup-profile
match-media-profiles
gos—-constraint
block-rtcp
hide-egress-media-update
tcp-media-profile
monitoring-filters
node-functionality
default-location-string
alt-family-realm

END USER NONE
disabled
disabled

none
32
none

o O O

enabled
disabled
disabled
disabled
disabled
none
disabled

disabled
enabled

disabled

disabled
0.0.0.0
3478
0.0.0.0
3479

disabled
disabled
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pref-addr-type none

Session Agent

Path: configure terminal > session-router > session-agent

session-agent

hostname 10.70.4.7
ip-address 10.70.4.7
port 5061

state enabled
app-protocol SIP
app-type

transport-method StaticTLS
realm-id inside-sm-a

egress-realm-id
description Avaya Aura SM A
carriers

allow-next-hop-1p enabled
constraints disabled
max-sessions
max-inbound-sessions
max-outbound-sessions
max-burst-rate
max-inbound-burst-rate
max-outbound-burst-rate
max-sustain-rate
max-inbound-sustain-rate
max-outbound-sustain-rate
min-seizures

min-asr

time-to-resume
ttr-no-response
in-service-period

burst-rate-window

O O O O O O Ul OO O O O O O o O

sustain-rate-window

2
(¢]
=)
(0]

reg-uri-carrier-mode
proxy-mode
redirect-action
loose-routing enabled
send-media-session enabled
response-map

ping-method OPTIONS; hops=0
ping-interval 30
ping-send-mode keep-alive
ping-all-addresses disabled
ping-in-service-response-codes
out-service-response-codes

load-balance-dns—-query hunt

options

spl-options

media-profiles

in-translationid

out-translationid
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trust-me
request-uri-headers
stop-recurse
local-response-map
ping-to-user-part
ping-from-user-part
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
p-asserted-id
trunk-group
max-register-sustain-rate
early-media-allow
invalidate-registrations
rfc2833-mode
rfc2833-payload
codec-policy
enforcement-profile
refer-call-transfer
refer-notify-provisional
reuse-connections
tcp-keepalive
tcp-reconn-interval
max-register-burst-rate
register-burst-window
sip-profile
sip-isup-profile
kpml-interworking
monitoring-filters
session-recording-server
session-recording-required
hold-refer-reinvite
send-tcp-£fin

disabled

disabled
none
0

disabled
none
NONE
none

0

0

0

inherit

disabled
disabled
enabled

SIP Config

Path: configure terminal > session-router > sip-config > select

sip-config

state
operation-mode
dialog-transparency
home-realm-id
egress-realm-id
auto-realm-id
nat-mode
registrar-domain
registrar-host
registrar-port
register-service-route
init-timer
max-timer
trans-expire

enabled
dialog
enabled
inside-sm-a

None

5060
always
500
4000
32
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initial-inv-trans-expire

invite-expire

inactive-dynamic-conn

enforcement-profile
pac-method
pac-interval
pac-strategy
pac-load-weight
pac-session-weight
pac-route-weight
pac-callid-lifetime
pac-user-lifetime
red-sip-port
red-max-trans
red-sync-start-time
red-sync-comp-time
options

add-reason-header
sip-message-len
enum-sag-match
extra-method-stats
extra-enum-stats

rph-feature

nsep-user-sessions-rate
nsep-sa-sessions-rate
registration-cache-limit
register-use-to-for-1lp

refer-src-routing
add-ucid-header
proxy-sub-events

allow-pani-for-trusted-only

atcf-stn-sr
atcf-psi-dn
atcf-route-to-sccas
eatf-stn-sr
pass—-gruu-contact

sag-lookup-on-redirect
set-disconnect-time-on-bye
msrp-delayed-bye-timer

transcoding-realm
transcoding-agents
create-dynamic-sa
node-functionality
match-sip-instance
sa-routes-stats
sa-routes-traps

rx-sip-reason-mapping
add-ue-location-in-pani
hold-emergency-calls-for-loc-info

180
32

10
PropDist
1

1

1

600

3600
1988
10000
5000
1000
global-contact
reg-cache-mode=from
disabled
8192
disabled
disabled
disabled
disabled
0

0

0
disabled
disabled
disabled

disabled

disabled

disabled
disabled
disabled
15

disabled
P-CSCF
disabled
disabled
disabled
disabled
disabled
0

SIP Feature

Path: configure terminal > session-router > sip-feature
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sip-feature
name
realm
support-mode-inbound
require-mode-inbound
proxy-require-mode-inbound
support-mode-outbound
require-mode-outbound
proxy-require-mode-outbound

eventlist

Pass
Pass
Pass
Pass
Pass
Pass

SIP Interfaces

Path: configure terminal > session-router > sip-interface

sip-interface
state
realm-id
description
sip-port
address
port
transport-protocol
tls-profile
allow-anonymous
multi-home-addrs
ims-aka-profile
carriers
trans-expire
initial-inv-trans-expire
invite-expire
max-redirect-contacts
proxy-mode
redirect-action
contact-mode
nat-traversal
nat-interval
tcp-nat-interval
registration-caching
min-reg-expire
registration-interval
route-to-registrar
secured-network
teluri-scheme
uri-fgdn-domain
options
spl-options
trust-mode
max-nat-interval
nat-int-increment
nat-test-increment

enabled
inside-sm-a

10.70.4.253
5061

TLS
TlsProfile
all

o O O O

none
none

30

90
disabled
300

3600
disabled
disabled
disabled

all
3600
10
30
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sip-dynamic-hnt
stop-recurse
port-map-start
port-map-end
in-manipulationid
out-manipulationid
sip-ims-feature
sip-atcf-feature
subscribe-reg-event
operator-identifier
anonymous-priority
max-incoming-conns
per-src-ip-max-incoming-conns
inactive-conn-timeout
untrusted-conn-timeout
network-id
ext-policy-server
ldap-policy-server
default-location-string
term-tgrp-mode
charging-vector-mode
charging-function-address-mode
ccf-address
ecf-address
implicit-service-route
rfc2833-payload
rfc2833-mode
constraint-name
response-map
local-response-map
sec-agree-feature
sec-agree-pref
enforcement-profile
route-unauthorized-calls
tcp-keepalive
add-sdp-invite
p-early-media-header
p-early-media-direction
add-sdp-profiles
manipulation-string
manipulation-pattern
sip-profile
sip-isup-profile
tcp-conn-dereg
tunnel-name
register-keep-alive
kpml-interworking
msrp-delay-egress-bye
send-380-response
pcscf-restoration
session-timer-profile
session-recording-server
session-recording-required
service-tag
reg-cache-route
sip-interface

disabled

401,407

0

0
inManipFromInside
outManipToInside
disabled
disabled
disabled

none

o O O

none
pass
pass

disabled
101
transparent

disabled
ipsec3gpp

none
disabled
disabled

none
disabled
disabled

disabled

disabled
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state
realm-id
description
sip-port
address
port
transport-protocol
tls-profile
allow-anonymous
multi-home-addrs
ims-aka-profile
carriers
trans-expire
initial-inv-trans-expire
invite-expire
max-redirect-contacts
proxy-mode
redirect-action
contact-mode
nat-traversal
nat-interval
tcp-nat-interval
registration-caching
min-reg-expire
registration-interval
route-to-registrar
secured-network
teluri-scheme
uri-fgdn-domain
options

spl-options
trust-mode
max-nat-interval
nat-int-increment
nat-test-increment
sip-dynamic-hnt
stop-recurse
port-map-start
port-map-end
in-manipulationid
out-manipulationid
sip-ims-feature
sip-atcf-feature
subscribe-reg-event
operator-identifier
anonymous-priority
max-incoming-conns

per-src-ip-max-incoming-conns

inactive-conn-timeout
untrusted-conn-timeout
network-id
ext-policy-server
ldap-policy-server
default-location-string

enabled
outside-sm-a

192.65.79.230
5061

TLS
TlsProfile
registered

o O O O

none
always
30

90
enabled
300

120
enabled
disabled
disabled

dropResponse=699
reg-via-key
reg-via-match

all

3600

10

30
disabled
401,407
0

0

outManipToOutside
disabled
disabled
disabled

none

o O O
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term-tgrp-mode
charging-vector-mode
charging-function-address-mode
ccf-address

ecf-address
implicit-service-route
rfc2833-payload
rfc2833-mode
constraint-name
response-map
local-response-map
sec-agree-feature
sec-agree-pref
enforcement-profile
route-unauthorized-calls
tcp-keepalive
add-sdp-invite
p-early-media-header
p-early-media-direction
add-sdp-profiles
manipulation-string
manipulation-pattern
sip-profile
sip-isup-profile
tcp-conn-dereg
tunnel-name
register-keep-alive
kpml-interworking
msrp-delay-egress-bye
send-380-response
pcscf-restoration
session-timer-profile
session-recording-server
session-recording-required
service-tag
reg-cache-route

none
pass
pass

disabled

101

transparent

disabled
ipsec3gpp

none

disabled
disabled

none

disabled
disabled

disabled

disabled

SIP Manipulations (Header Manipulation Rules — HMR)

Path: configure terminal > session-router > sip-manipulation

sip-manipulation

name

description

split-headers

join-headers

header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value

NAT IP

natFrom

From
manipulate
case-sensitive
request
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header-r

sip-manipulation
name
descript
split-he
join-hea
header-r

new-value

element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value

ule

name

header-name

action

comparison-type

msg-type

methods

match-value

new-value

element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value

ion

aders

ders

ule

name
header-name
action
comparison-type
msg-type
methods
match-value
new-value

last-modified-by
last-modified-date

sip-manipulation
name
descript
split-he
join-hea
header-r

ion

aders

ders

ule

name
header-name
action
comparison-type
msg-type
methods

natFromHost

uri-host
replace

ip
case-sensitive

$LOCAL_IP

natTo

To

manipulate
case-sensitive
request

natToHost

uri-host
replace

ip
case-sensitive

$REMOTE_IP

inManipFromInside

respond200toOptions
To

reject
case-sensitive
request

OPTIONS

200

admin@73.182.58.50
2016-03-09 10:12:30

natNotifyXml

modXml
Content-Type
manipulate
pattern-rule
request
NOTIFY
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match-value
new-value
element-rule

sip-manipulation

name
parameter-name
type

action
match-val-type
comparison-type
match-value

new-value

element-rule

name
parameter-name
type

action
match-val-type
comparison-type
match-value

new-value

name

description

split-headers

join-headers

header-rule

name
header-name
action
comparison-type
msg-type
methods
match-value
new-value

sip-manipulation

name

description

split-headers

join-headers

header-rule

name
header-name
action
comparison-type
msg-type
methods
match-value
new-value

header-rule

name

natRegInfoXml
application/reginfo+xml
mime

find-replace-all

ip

pattern-rule

(\b(?:\d{1,3}\.) {3}\d{1,3}\b) [[:1:]]

$LOCAL_IP

natDialogInfoXml
application/dialog-info+xml

mime

find-replace-all

ip

pattern-rule

(\b(?:\d{1,3}\.){3}\d{1,3}\b) [[:1:]1]

$LOCAL_IP

outManipToInside

natIP

To

sip-manip
case-sensitive
request

NAT IP

outManipToOutside

natIP

To

sip-manip
case-sensitive
request

NAT IP

natNotifyXml
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header-name
action
comparison-type
msg-type
methods
match-value
new-value
header-rule

name

header-name

action

comparison-type

msg-type

methods

match-value

new-value

element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value

To

sip-manip
case-sensitive
request
NOTIFY

natNotifyXml

change503to0699
@status-line
manipulate
case-sensitive
reply
REGISTER

changeStatusCode

status-code
replace

any
case-sensitive
503

699
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Steering Pools

Path: configure terminal > media-manager > steering-pool

steering-pool

ip-address 10.70.4.253
start-port 49152
end-port 65535
realm-id inside-sm-a

network-interface
steering-pool

ip-address 192.65.79.230
start-port 49152
end-port 65535
realm-id outside-sm-a

network-interface

System Config

Path: configure terminal > system > system-config > select

system-config
hostname
description Oracle 4600 SBC for Avaya Line-Side
Testing
location
mib-system-contact
mib-system-name
mib-system-location
snmp-enabled enabled
enable-snmp-auth-traps disabled
enable-snmp-syslog-notify disabled
enable-snmp-monitor-traps disabled
enable-env-monitor-traps disabled
enable-mblk tracking disabled
snmp-syslog-his-table-length 1
snmp-syslog-level WARNING
system-log-level WARNING
process-log-level DEBUG
NOTE: This should be changed to NOTICE after intial testing for performance reasons
process-log-ip-address 0.0.0.0
process-log-port 0
collect
sample-interval 5
push-interval 15
boot-state disabled
start-time now
end-time never
red-collect-state disabled
red-max-trans 1000
red-sync-start-time 5000
red-sync-comp-time 1000
push-success-trap-state disabled
comm-monitor
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state

sbc-grp-id

tls-profile

gos—-enable

interim-gos-update

monitor-collector
address

enabled
0

enabled
disabled

10.64.4.139

TLS Profile

port 4739
network-interface wancomO0: 0
call-trace disabled
internal-trace disabled
log-filter all
default-gateway 1R ALG@E, 79 . 38
restart enabled
exceptions
telnet-timeout 0
console-timeout 0
remote-control enabled
cli-audit-trail enabled
link-redundancy-state disabled
source-routing enabled
cli-more disabled
terminal-height 24
debug-timeout 0
trap-event-lifetime 0
ids-syslog-facility =1
options
default-v6-gateway HH
ipvé-signaling-mtu 1500
ipv4-signaling-mtu 1500
cleanup-time-of-day 00:00
snmp-engine-id-suffix
snmp-agent-mode viv2
Path: configure terminal > security > tls-profile
tls-profile
name TlsProfile
end-entity-certificate SbcCertA
trusted-ca-certificates AvayaRootCaCert
AvayaSmCaCert
cipher-list ALL
verify-depth 10
mutual-authenticate disabled
tls-version tlsvl
options
cert-status-check disabled
cert-status-profile-list
ignore-dead-responder disabled
allow-self-signed-cert disabled
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Web Server Config

Path: configure terminal > system > web-server-config > select

web-server-config
state
inactivity-timeout
http-state
http-port
https-state
https-port
tls-profile

enabled
5
enabled
80
disabled
443

Save, Activate, and Reboot

You will now save your configuration with the save-config command. This will make it persistent through reboots, but it will not
take effect until after you issue the activate-config command. Some config elements are not Real-Time Configuration (RTC)

supported, so a reboot is required after the initial configuration.

oraclesbcl# save-config
checking configuration

waiting for request to finish

Save complete

oraclesbcl# activate-config
waiting for request to finish
VMAC=00:08:25:03:FC:43
VMAC=00:08:25:03:FC:45
Request to 'ACTIVATE-CONFIG'

Activate Complete
oraclesbcl# reboot force

Save-Config received, processing.

Request to 'SAVE-CONFIG' has Finished,

To sync & activate, run 'activate-config'
Activate-Config received, processing.

Setting phy0 on Slot=0, Port=0, MAC=00:08:25
Setting phyl on Slot=1, Port=0, MAC=00:08:25

has Finished,

Currently active and saved configurations do not match!
'reboot activate'.

:03:FC:43,

:03:FC:45,

The E-SBC “A” site configuration is now complete.
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Configuring the SBC in the “B” Site/Data Center

The following section walks you through configuring the Oracle Enterprise SBC in the “B” site or data center required to work with
Avaya Aura. Most of the configuration is the same as the “A” site, with the exception of certificates, IP addresses, and naming
conventions, e.g. inside-sm-b instead of inside-sm-a.

It is outside the scope of this document to include all the interoperability working information as it will differ in every deployment.
High Availability (Local to a Particular Site)

The Mgmtl and Mgmt2 (labeled wancom1 and wancomz2 in the configuration) ports which are on the rear panel of the SBC are
used for the purpose of High Availability on the E-SBC. Crossover cables must be connected between these ports on the SBCs, i.e.
Mgmtl to Mgmtl and Mgmt2 to Mgmt2. Please refer to the “High Availability Nodes” in the ACLI configuration guide for ECZ730 for
more details. Note that HA was not configured in this exercise.

Certificate-Records

Path: configure terminal > security > certificate-record

certificate-record

name AvayaRootCaCert

country us

state TX

locality Plano

organization AVAYA

unit MGMT

common-name default

key-algor rsa

digest-algor shal

key-size 1024

ecdsa-key-size p256

alternate-name

trusted enabled

key-usage-list digitalSignature
keyEncipherment

extended-key-usage-list serverAuth

options

certificate-record
name AvayaSmCaCert

country us
state TX
locality Plano
organization Avaya Inc.
unit SIP Product Certificate Authority
common-name SIP Product Certificate Authority
key-algor rsa
digest-algor shal
key-size 2048
ecdsa-key-size 256
alternate-name
trusted enabled
key-usage-list digitalSignature
keyEncipherment
extended-key-usage-list serverAuth
options
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certificate-record

name SbcCertB

country us

state TX

locality Plano

organization AVAYA

unit SDP

common-name tekap2.lab. tekvizion.com
key-algor rsa

digest-algor shal

key-size 1024

ecdsa-key-size p256

alternate-name

trusted enabled

key-usage-list digitalSignature
keyEncipherment

extended-key-usage-list serverAuth
clientAuth

options

Importing Trusted Certificates
See the “A” site configuration for instructions on importing trusted certificates.

Generating the SBC’s Certificate Signing Requests

See the “A” site configuration for instructions on generating Certificate Signing Requests (CSRs).
Importing the SBC’s Signed Certificates

See the “A” site configuration for instructions on importing the SBC’s signed certificates.
Managing Certificate Expirations to Avoid Service Disruptions

The certificates expire and hence must be properly managed/renewed to avoid service disruptions.

HTTP-ALG

The HTTP-ALG is used for the Avaya Personal Profile Manager (PPM) downloads to the phones/clients. In this example,
10.70.4.24 is the “B” site SM’s IP address.

Path: configure terminal > session-router > http-alg

http-alg
name avaya-sm-b
state enabled
description
http-alg-private
realm-id inside-sm-b
address 10.70.4.254
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destination-address 10.70.4.24
destination-port 443
tls-profile TlsProfile
http-alg-public
realm-id outside-sm-b
address 192.65.79.231
port 443
tls-profile TlsProfile
dynamic-acl disabled
max-incoming-conns 0
per-src-ip-max-incoming-conns 0

Local Policy

Path: configure terminal > session-router > local-policy

local-policy
from-address
to-address
source-realm outside-sm-b
description
activate-time

deactivate-time

state enabled
policy-priority none
policy-attribute
next-hop 10.70.4.24
realm inside-sm-b
action none
terminate-recursion disabled
carrier
start-time 0000
end-time 2400
days-of-week U-S
cost 0
state enabled
app-protocol
methods
media-profiles
lookup single
next-key
eloc-str-lkup disabled

eloc-str-match

Media Manager

Path: configure terminal > media-manager > media-manager > select > done

media-manager

state enabled
latching enabled
flow-time-limit 86400
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initial-guard-timer 300
subsg-guard-timer 300
tcp-flow-time-limit 86400
tcp-initial-guard-timer 300
tcp-subsg-guard-timer 300
tcp-number-of-ports-per-flow 2
hnt-rtcp disabled
algd-log-level NOTICE
mbcd-log-level NOTICE
options
red-flow-port 1985
red-mgcp-port 1986
red-max-trans 10000
red-sync-start-time 5000
red-sync-comp-time 1000
media-policing enabled
max-signaling-bandwidth 10000000
max-untrusted-signaling 100
min-untrusted-signaling 30
tolerance-window 30
trap-on-demote-to-deny disabled
trap-on-demote-to-untrusted disabled
syslog-on-demote-to-deny disabled
syslog-on-demote-to-untrusted disabled
rtcp-rate-limit 0
anonymous-sdp disabled
arp—-msg-bandwidth 32000
rfc2833-timestamp disabled
default-2833-duration 100
rfc2833-end-pkts-only-for-non-sig enabled
translate-non-rfc2833-event disabled
media-supervision-traps disabled
dnsalg-server—-failover disabled
syslog-on-call-reject disabled

Network Interfaces

Path: configure terminal > system > network-interface

network-interface

name sOp0
sub-port-id 0

description
hostname
ip-address
pri-utility-addr
sec-utility-addr
netmask
gateway
sec-gateway
gw-heartbeat
state
heartbeat
retry-count
retry-timeout

192.168.79.231

255.255.255.128
192.168.79.129

disabled
0
0
1
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health-score
dns-ip-primary
dns-ip-backupl
dns-ip-backup2
dns-domain
dns-timeout
signaling-mtu
hip-ip-list
ftp-address
icmp-address
snmp-address
telnet-address
ssh-address
network-interface
name
sub-port-id
description
hostname
ip-address
pri-utility-addr
sec-utility-addr
netmask
gateway
sec-gateway
gw-heartbeat
state
heartbeat
retry-count
retry-timeout
health-score
dns-ip-primary
dns-ip-backupl
dns-ip-backup2
dns-domain
dns-timeout
signaling-mtu
hip-ip-list
ftp-address
icmp-address
snmp-address
telnet-address
ssh-address

11
0
192.168.79.231

17 L@, 79 28

slp0

10.70.4.254

25525 5M25 580,
10.70.4.1

disabled
0

0
1
0

11
0
10.70.4.254

10.70.4.254
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Physical Interfaces

Path: configure terminal > system > phy-interface

phy-interface
name
operation-type
port
slot
virtual-mac
admin-state
auto-negotiation
duplex-mode
speed
wancom-health-score
overload-protection
phy-interface
name
operation-type
port
slot
virtual-mac
admin-state
auto-negotiation
duplex-mode
speed
wancom-health-score
overload-protection

sO0p0
Media

enabled
enabled
FULL

100

50
disabled

s1lp0
Media
0

1

enabled
enabled
FULL

100

50
disabled

Realm Configs

Path: configure terminal > media-manager > realm-config

realm-config
identifier
description
addr-prefix
network-interfaces
mm-in-realm
mm-in-network
mm-same-ip
mm-in-system
bw-cac-non-mm
msm-release
gos-enable
max-bandwidth
fallback-bandwidth
max-priority-bandwidth
max—-latency
max-jitter
max-packet-loss
observ-window-size
parent-realm

dns-realm

inside-sm-b

0.0.0.0
slp0:0
disabled
enabled
enabled
enabled
disabled
disabled
disabled

o O O O O O O
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media-policy

media-sec-policy

srtp-msm-passthrough disabled
class-profile

in-translationid

out-translationid

in-manipulationid

out-manipulationid

o

average-rate-limit
access-control-trust-level

=
o
=)
[0

invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
max-endpoints-per-nat
nat-invalid-message-threshold
wait-time-for-invalid-register
deny-period
cac—-failure-threshold

O O W O O O o o o O

untrust-cac-failure-threshold
ext-policy-svr
diam-e2-address-realm
subscription-id-type END USER_NONE
symmetric-latching disabled
pai-strip disabled
trunk-context

device-id

early-media-allow

enforcement-profile

additional-prefixes

restricted-latching none
restriction-mask 32
user-cac-mode none
user-cac-bandwidth 0
user-cac-sessions
icmp-detect-multiplier

o O O

icmp-advertisement-interval
icmp-target-ip
monthly-minutes 0
options

spl-options

accounting-enable enabled
net-management-control disabled
delay-media-update disabled
refer-call-transfer disabled
hold-refer-reinvite disabled
refer-notify-provisional none
dyn-refer-term disabled
codec-policy

codec-manip-in-realm disabled
codec-manip-in-network enabled
rtcp-policy

constraint-name

session-recording-server
session-recording-required disabled
manipulation-string
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manipulation-pattern
stun-enable
stun-server-ip
stun-server-port
stun-changed-ip
stun-changed-port
sip-profile
sip-isup-profile
match-media-profiles
gos—-constraint
block-rtcp
hide-egress-media-update
tcp-media-profile
monitoring-filters
node-functionality
default-location-string
alt-family-realm
pref-addr-type
realm-config
identifier
description
addr-prefix
network-interfaces
mm-in-realm
mm-in-network
mm-same-ip
mm-in-system
bw-cac-non-mm
msm-release
gos-enable
max-bandwidth
fallback-bandwidth
max-priority-bandwidth
max—-latency
max-jitter
max-packet-loss
observ-window-size
parent-realm
dns-realm
media-policy
media-sec-policy
srtp-msm-passthrough
class-profile
in-translationid
out-translationid
in-manipulationid
out-manipulationid
average-rate-limit
access—-control-trust-level
invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
max-endpoints-per-nat
nat-invalid-message-threshold
wait-time-for-invalid-register

disabled
0.0.0.0
3478
0.0.0.0
3479

disabled
disabled

none

outside-sm-b

0.0.0.0
s0p0:0
disabled
enabled
enabled
enabled
disabled
disabled
disabled

O O O O O O O

disabled

none

O O O O O O O
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deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
subscription-id-type
symmetric-latching
pai-strip

trunk-context

device-id
early-media-allow
enforcement-profile
additional-prefixes
restricted-latching
restriction-mask
user-cac-mode
user-cac-bandwidth
user-cac-sessions
icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
monthly-minutes

options

spl-options
accounting-enable
net-management-control
delay-media-update
refer-call-transfer
hold-refer-reinvite
refer-notify-provisional
dyn-refer-term
codec-policy
codec-manip-in-realm
codec-manip-in-network
rtcp-policy
constraint-name
session-recording-server
session-recording-required
manipulation-string
manipulation-pattern
stun-enable
stun-server-ip
stun-server-port
stun-changed-ip
stun-changed-port
sip-profile
sip-isup-profile
match-media-profiles
gos—-constraint
block-rtcp
hide-egress-media-update
tcp-media-profile
monitoring-filters
node-functionality
default-location-string
alt-family-realm

END USER NONE
disabled
disabled

none
32
none

o O O

enabled
disabled
disabled
disabled
disabled
none
disabled

disabled
enabled

disabled

disabled
0.0.0.0
3478
0.0.0.0
3479

disabled
disabled
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pref-addr-type none

Session Agent

Path: configure terminal > session-router > session-agent

session-agent

hostname 10.70.4.24
ip-address 10.70.4.24
port 5061

state enabled
app-protocol SIP
app-type

transport-method StaticTLS
realm-id inside-sm-b

egress-realm-id
description Avaya Aura SM B
carriers

allow-next-hop-1p enabled
constraints disabled
max-sessions
max-inbound-sessions
max-outbound-sessions
max-burst-rate
max-inbound-burst-rate
max-outbound-burst-rate
max-sustain-rate
max-inbound-sustain-rate
max-outbound-sustain-rate
min-seizures

min-asr

time-to-resume
ttr-no-response
in-service-period

burst-rate-window

O O O O O O Ul OO O O O O O o O

sustain-rate-window
reg-uri-carrier-mode None
proxy-mode

redirect-action

loose-routing enabled
send-media-session enabled

response-map

ping-method OPTIONS; hops=0
ping-interval 30
ping-send-mode keep-alive
ping-all-addresses disabled

ping-in-service-response-codes
out-service-response-codes
load-balance-dns-query hunt
options

spl-options

media-profiles

in-translationid

out-translationid
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trust-me
request-uri-headers
stop-recurse
local-response-map
ping-to-user-part
ping-from-user-part
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
p-asserted-id
trunk-group

disabled

SIP Config

max-register-sustain-rate 0

early-media-allow

invalidate-registrations disabled

rfc2833-mode none

rfc2833-payload 0

codec-policy

enforcement-profile

refer-call-transfer disabled

refer-notify-provisional none

reuse-connections NONE

tcp-keepalive none

tcp-reconn-interval 0

max-register-burst-rate 0

register-burst-window 0

sip-profile

sip-isup-profile

kpml-interworking inherit

monitoring-filters

session-recording-server

session-recording-required disabled

hold-refer-reinvite disabled

send-tcp-fin enabled
Path: configure terminal > session-router > sip-config > select

sip-config

state enabled

operation-mode dialog

dialog-transparency enabled

home-realm-id
egress-realm-id
auto-realm-id

nat-mode
registrar-domain
registrar-host
registrar-port
register-service-route
init-timer

max-timer

trans-expire
initial-inv-trans-expire

inside-sm-b

None

5060
always
500
4000
32
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invite-expire
inactive-dynamic-conn
enforcement-profile
pac-method
pac-interval
pac-strategy
pac-load-weight
pac-session-weight
pac-route-weight
pac-callid-lifetime
pac-user-lifetime
red-sip-port
red-max-trans
red-sync-start-time
red-sync-comp-time
options

180
32

10

PropDist

1

1

1

600

3600

1988

10000

5000

1000
global-contact
reg-cache-mode=from

add-reason-header
sip-message-len
enum-sag-match
extra-method-stats
extra-enum-stats
rph-feature
nsep-user-sessions-rate
nsep-sa-sessions-rate
registration-cache-limit
register-use-to-for-1p
refer-src-routing
add-ucid-header
proxy-sub-events
allow-pani-for-trusted-only
atcf-stn-sr

atcf-psi-dn
atcf-route-to-sccas
eatf-stn-sr
pass—-gruu-contact
sag-lookup-on-redirect
set-disconnect-time-on-bye
msrp-delayed-bye-timer
transcoding-realm
transcoding-agents
create-dynamic-sa
node-functionality
match-sip-instance
sa-routes-stats
sa-routes-traps
rx-sip-reason-mapping
add-ue-location-in-pani
hold-emergency-calls-for-loc-info

disabled
8192
disabled
disabled
disabled
disabled
0

0

0
disabled
disabled
disabled

disabled

disabled

disabled
disabled
disabled
15

disabled
P-CSCF
disabled
disabled
disabled
disabled
disabled
0
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SIP Feature

Path: configure terminal > session-router > sip-feature

sip-feature

name eventlist
realm

support-mode-inbound Pass
require-mode-inbound Pass
proxy-require-mode-inbound Pass
support-mode-outbound Pass
require-mode-outbound Pass
proxy-require-mode-outbound Pass

SIP Interfaces

Path: configure terminal > session-router > sip-interface

sip-interface
state enabled
realm-id inside-sm-b
description
sip-port
address 10.70.4.254
port 5061
transport-protocol TLS
tls-profile TlsProfile
allow-anonymous all
multi-home-addrs
ims-aka-profile
carriers
trans-expire 0
initial-inv-trans-expire 0
invite-expire 0
max-redirect-contacts 0
proxy-mode
redirect-action
contact-mode none
nat-traversal none
nat-interval 30
tcp-nat-interval 90
registration-caching disabled
min-reg-expire 300
registration-interval 3600
route-to-registrar disabled
secured-network disabled
teluri-scheme disabled
uri-fgdn-domain
options
spl-options
trust-mode all
max-nat-interval 3600
nat-int-increment 10
nat-test-increment 30
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sip-dynamic-hnt
stop-recurse
port-map-start
port-map-end
in-manipulationid
out-manipulationid
sip-ims-feature
sip-atcf-feature
subscribe-reg-event
operator-identifier
anonymous-priority
max-incoming-conns
per-src-ip-max-incoming-conns
inactive-conn-timeout
untrusted-conn-timeout
network-id
ext-policy-server
ldap-policy-server
default-location-string
term-tgrp-mode
charging-vector-mode
charging-function-address-mode
ccf-address
ecf-address
implicit-service-route
rfc2833-payload
rfc2833-mode
constraint-name
response-map
local-response-map
sec-agree-feature
sec-agree-pref
enforcement-profile
route-unauthorized-calls
tcp-keepalive
add-sdp-invite
p-early-media-header
p-early-media-direction
add-sdp-profiles
manipulation-string
manipulation-pattern
sip-profile
sip-isup-profile
tcp-conn-dereg
tunnel-name
register-keep-alive
kpml-interworking
msrp-delay-egress-bye
send-380-response
pcscf-restoration
session-timer-profile
session-recording-server
session-recording-required
service-tag
reg-cache-route
sip-interface

disabled

401,407

0

0
inManipFromInside
outManipToInside
disabled
disabled
disabled

none

o O O

none
pass
pass

disabled
101
transparent

disabled
ipsec3gpp

none
disabled
disabled

none
disabled
disabled

disabled

disabled
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state
realm-id
description
sip-port
address
port
transport-protocol
tls-profile
allow-anonymous
multi-home-addrs
ims-aka-profile
carriers
trans-expire
initial-inv-trans-expire
invite-expire
max-redirect-contacts
proxy-mode
redirect-action
contact-mode
nat-traversal
nat-interval
tcp-nat-interval
registration-caching
min-reg-expire
registration-interval
route-to-registrar
secured-network
teluri-scheme
uri-fgdn-domain
options

enabled
outside-sm-b

12,65, 19, 23
5061

TLS
TlsProfile
registered

o O O O

none
always
30

90
enabled
300

120
enabled
disabled
disabled

dropResponse=699
reg-via-key
reg-via-match

spl-options
trust-mode
max-nat-interval
nat-int-increment
nat-test-increment
sip-dynamic-hnt
stop-recurse
port-map-start
port-map-end
in-manipulationid
out-manipulationid
sip-ims-feature
sip-atcf-feature
subscribe-reg-event
operator-identifier
anonymous-priority
max-incoming-conns

per-src-ip-max-incoming-conns

inactive-conn-timeout
untrusted-conn-timeout

all

3600

10

30
disabled
401,407
0

0

outManipToOutside
disabled
disabled
disabled

none

o O O
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network-id
ext-policy-server
ldap-policy-server
default-location-string
term-tgrp-mode
charging-vector-mode
charging-function-address-mode
ccf-address

ecf-address
implicit-service-route
rfc2833-payload
rfc2833-mode
constraint-name
response-map
local-response-map
sec-agree-feature
sec-agree-pref
enforcement-profile
route-unauthorized-calls
tcp-keepalive
add-sdp-invite
p-early-media-header
p-early-media-direction
add-sdp-profiles
manipulation-string
manipulation-pattern
sip-profile
sip-isup-profile
tcp-conn-dereg
tunnel-name
register-keep-alive
kpml-interworking
msrp-delay-egress-bye
send-380-response
pcscf-restoration
session-timer-profile
session-recording-server
session-recording-required
service-tag
reg-cache-route

none
pass
pass

disabled

101

transparent

disabled
ipsec3gpp

none

disabled
disabled

none

disabled
disabled

disabled

disabled

SIP Manipulations (Header Manipulation Rules — HMR)

Path: configure terminal > session-router > sip-manipulation

sip-manipulation
name
description
split-headers
join-headers
header-rule
name
header-name
action

NAT IP

natFrom
From
manipulate
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header-r

sip-manipulation
name
descript
split-he
join-hea
header-r

comparison-type

msg-type

methods

match-value

new-value

element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value

ule

name

header-name

action

comparison-type

msg-type

methods

match-value

new-value

element-rule
name
parameter-name
type
action
match-val-type
comparison-type
match-value
new-value

ion

aders

ders

ule

name
header-name
action
comparison-type
msg-type
methods
match-value
new-value

last-modified-by
last-modified-date

sip-manipulation
name
descript
split-he
join-hea
header-r

ion

aders

ders

ule

name
header-name

case-sensitive
request

natFromHost

uri-host
replace

ip
case-sensitive

$LOCAL_IP

natTo

To

manipulate
case-sensitive
request

natToHost

uri-host
replace

ip
case-sensitive

SREMOTE_IP

inManipFromInside

respond200toOptions
To

reject
case-sensitive
request

OPTIONS

200

admin@73.182.58.50
2016-03-09 10:12:30

natNotifyXml

modXml
Content-Type
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action

methods

sip-manipulation
name
description
split-headers
join-headers
header-rule
name

action

methods

sip-manipulation
name
description
split-headers
join-headers
header-rule
name

action

methods

element-

comparison-type
msg-type

match-value
new-value
element-rule

name
parameter-name
type

action
match-val-type
comparison-type
match-value

new-value

rule

name
parameter-name
type

action
match-val-type
comparison-type
match-value

new-value

header-name

comparison-type
msg-type

match-value
new-value

header-name

comparison-type
msg-type

manipulate
pattern-rule
request
NOTIFY

natRegInfoXml
application/reginfo+xml
mime

find-replace-all

ip

pattern-rule

(\b(?:\d{1,3}\.) {3}\d{1,3}\b) [[:1:]]

$LOCAL_IP

natDialogInfoXml
application/dialog-info+xml

mime

find-replace-all

ip

pattern-rule

(\b(?:\d{1,3}\.){3}\d{1,3}\b) [[:1:]1]

$LOCAL_IP

outManipToInside

natIP

To

sip-manip
case-sensitive
request

NAT IP

outManipToOutside

natIP

To

sip-manip
case-sensitive
request
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match-value
new-value
header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value
new-value
header-rule

NAT IP

natNotifyXml
To

sip-manip
case-sensitive
request
NOTIFY

natNotifyXml

Steering Pools

name change503to699
header-name @status-line
action manipulate
comparison-type case-sensitive
msg-type reply
methods REGISTER
match-value
new-value
element-rule
name changeStatusCode
parameter-name
type status-code
action replace
match-val-type any
comparison-type case-sensitive
match-value 503
new-value 699
Path: configure terminal > media-manager > steering-pool
steering-pool
ip-address 10.70.4.254
start-port 49152
end-port 65535
realm-id inside-sm-b

network-interface

steering-pool

ip-address
start-port
end-port
realm-id
network-interface

192.65.79.231
49152

65535
outside-sm-b
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System Config

Path: configure terminal > system > system-config > select

system-config
hostname
description

Testing
location
mib-system-contact
mib-system-name
mib-system-location
snmp-enabled
enable-snmp-auth-traps
enable-snmp-syslog-notify
enable-snmp-monitor-traps
enable-env-monitor-traps
enable-mblk tracking
snmp-syslog-his-table-length
snmp-syslog-level
system-log-level
process-log-level

Oracle 4600 SBC for Avaya Line-Side

enabled
disabled
disabled
disabled
disabled
disabled
1
WARNING
WARNING
DEBUG

process-log-ip-address

process-log-port

collect
sample-interval
push-interval
boot-state
start-time
end-time
red-collect-state
red-max-trans
red-sync-start-time
red-sync-comp-time

push-success-trap-state

comm-monitor
state
sbc-grp-id
tls-profile
gos-enable
interim-gos-update
monitor-collector

address

0.0.0.0
0

5

15
disabled
now
never
disabled
1000
5000
1000
disabled

enabled
0

enabled
disabled

10.64.4.139

port

network-interface

call-trace
internal-trace
log-filter
default-gateway
restart
exceptions
telnet-timeout
console-timeout
remote-control

4739
wancom0: 0
disabled
disabled
all
192.168.79.33
enabled

0
0
enabled
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cli-audit-trail enabled
link-redundancy-state disabled
source-routing enabled
cli-more disabled
terminal-height 24
debug-timeout 0
trap-event-lifetime 0
ids-syslog-facility =1
options

default-v6-gateway HH
ipv6-signaling-mtu 1500
ipv4-signaling-mtu 1500
cleanup-time-of-day 00:00

snmp-engine-id-suffix
snmp-agent-mode viv2

TLS Profile

Path: configure terminal > security > tls-profile

tls-profile
name TlsProfile
end-entity-certificate SbcCertB
trusted-ca-certificates AvayaRootCaCert

AvayaSmCaCert

cipher-1list ALL
verify-depth 10
mutual-authenticate disabled
tls-version tlsvl
options
cert-status-check disabled
cert-status-profile-list
ignore-dead-responder disabled
allow-self-signed-cert disabled

Web Server Config

Path: configure terminal > system > web-server-config > select

web-server-config
state enabled
inactivity-timeout 5
http-state enabled
http-port 80
https-state disabled
https-port 443
tls-profile

Save, Activate, and Reboot

You will now save your configuration with the save-config command. This will make it persistent through reboots, but it will not
take effect until after you issue the activate-config command. Some config elements are not Real-Time Configuration (RTC)
supported, so a reboot is required after the initial configuration.
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oraclesbc2# save-config

checking configuration

Save-Config received, processing.

waiting for request to finish

Request to 'SAVE-CONFIG' has Finished,

Save complete

Currently active and saved configurations do not match!
To sync & activate, run 'activate-config' or 'reboot activate'.
oraclesbc2# activate-config

Activate-Config received, processing.

waiting for request to finish

Setting phy0 on Slot=0, Port=0, MAC=00:08:25:03:FC:43,
VMAC=00:08:25:03:FC:43

Setting phyl on Slot=1, Port=0, MAC=00:08:25:03:FC:45,
VMAC=00:08:25:03:FC:45

Request to 'ACTIVATE-CONFIG' has Finished,

Activate Complete

oraclesbc2# reboot force

The E-SBC “B” site configuration is now complete.
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Phase 2 — Configuring the Oracle Enterprise Operations Monitor

In this section we describe the steps for configuring Oracle Enterprise Operations Monitor (EOM) for use with the Oracle Enterprise
SBCs to monitor SIP signaling traffic on the network.

In Scope

The following guide for configuring the Oracle EOM assumes that this is a newly deployed device dedicated to a single customer.
Please see the Oracle Communications Session Monitor Installation Guide on http://docs.oracle.com/cd/E60864 01/index.htm for a
better understanding of the basic installation.

Out of Scope

e Basic installation as this is covered in Chapters 2 and 3 of the Oracle Communications Session Monitor Installation Guide.

e  High availability.
What will you need

e Console access to the EOM server or virtual machine (VM).

e  Browser-based HTTPS access to the EOM server after the initial configuration is complete.
e  Administrator password for the EOM to be used.

e |P address to be assigned to EOM.

EOM - Getting Started

Ensure that the server or VM specifications meet those outlined in Chapter 1 of the Oracle Communications Session Monitor
Installation Guide. Install the EOM software and configure the network parameters as outlined in Chapter 2 of the same guide.
Chapter 3 details the subsequent browser-based installation. When prompted to select the “Machine Type”, select the
“Communications Operations Monitor” checkbox.
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Configuring EOM to Display All Legs of a Call in a Single Report

This allows all call legs on both sides of the E-SBC to be displayed in a single report, making analysis and troubleshooting easier.

1. Click on the user (admin in this example) in the top right corner, then click on Settings.

® O ® /15 oracte Communications Op... * | [B] Oracie Platform Setup Appl.. % |+
J L

€ | © @ | hitps:/172.18.255.101/me/#main&device=device-1&selected @  Q search "ED I A4 =
[ softront (@] Most Visited ~ ['] Key Shortcuts () Reqtrack " Sharepoint [=) CSFTP =] Beehive Workspac.. [=) Acme Docs () Acme Software () NewCQ o BUG [S] AP New Solutions  Employee MOS

ORACLE" communications Operations Monitor

* Dashboard Active calls ~|[X|  Registered users Settings
Alerts ;
160008 150038
1

Traces

10.
9. About the product
8
Apps 7 Help
6
5
3 Setup
3
Logout
KPI / Metrics A 2
1
g il A A 0
Calls 1700 1800 19:00 17:00 1800 19:00
Voice Quality = Active calls (minute average) = Registered users (minute average)
Registrations
User Devices . =
Trunks / Prefixes
Devices Recent calls ~|[X]  User Device Distribution %
Details | - W16-04-05 19.15:25
Caller Callee Calltime  Seg...
Yser Tracking 7322162709 7322162720 6"366ms 4 4
IP Tracking 7322162709 7322162720 8"551ms 2
Link Quality 7322162709 7322162720 8"544ms 2
7322162709 7322162720 5"568ms 4

Cisco-CPTE21/102.1 (833 %)

User devices (12 registrations on 2 devices)

httos:/1172.18.256.101/me/#

60|Page



2. Under System Management select System Settings and search for “merge”. Double click on “Merge globally by Call-ID".

ene [ Oracle Communications Op... * \\E Oracle Platform Setup Appl.. X =+

€ ) () @ | https://172.18.256.101/me/#main&device=device-1&selected= @  Q search B0 4+ AA4ADOO =
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7 Configuration Savepoints
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3. Click on the Enabled check box and click Update.
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4. Under Platform select Platform Devices. Click Add (or Edit if you've already added a device).
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5. Select the SBC/B2BUA radio button regardless of the type of device you're adding, then click Next.
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6. Click on the “Use generic Palladion algorithm (recommended)” radio button, then click Next.
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7. Enter the device’s IP address in both fields, then click Next.

eve [E oracle Communications Op...

+

€ ()@ https://172.18.255.101/me/#main ¢  Q search wE 9 A4 =
[ softront (@] Most Visited =[] Key Shortcuts (0| Reqtrack o Sharepoint @] CSFTP £ Beehive Workspac... [@) Acme Docs @ Acme Software |2 NewCQ = BUG [S] AP New Solutions ~ Employee MOS  # Lab Reservations

= General Settings

« Dashboal =] status Edit platform device S
=] Actions P Order| | Toggle external | | Realms

=] REST AP B S ) s
Tr = Device identification by address External
aees = = Network

Apps =7 Probes

Select the identification addresses for this device.
=] Mediation Engine Connecti “ —
=} -~ Number Determination Source IPs used by this device (space separated). If more devfses.___ 192.168.65.79 internal

=] Caller ID are sharing the same IP address, but are in different VLANs, internal
5cﬂ“ee D you can specify the VLAN IDs here. If left out, all VLAN IDs e
= are matched.

Calls = (3 Platform Example: "172.23.12.0/24 172.43.34.1

Voice Qua =] Platform Devices 172.43.23.3/24(vlan=60) 172.3.2.4(vlan=50) 74dc::2ba":

e =] Devices Monitoring Trusted IPs. Often internal IPs, used by Number 192.168.65.79
=] 1P Tags Determination Sources:
User Devi¢ =] Prefix Tags

Trunks / F =3 Realms
=] Realms
=] Realm Pattems
= ) System Management
=] System Settings
User Tracl =] Oracle SBC Config Upload
1P Trackin =7 Language Settings
=] External Devices
=7 RADIUS Authentication
=] SNMP Options
=] FTP Server
=] VQ Collector
=] Configuration Savepoints

= (3 User Management
=] User Management =

Alerts

KPI / Metr

Devices

319132029

Link Quali

Previous Next j Cancel

63|Page



8. Enter a name for the device and click Finish.
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Edit platform device

Device Name

Select a name for this device and press Finish to apply

Name:
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9. Repeat for all other devices in the call flow. Enter each side of the SBC (inside and outside) separately. You don’t
necessarily need to define the access client’s information.
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10. On the Dashboard, under Recent Calls, make sure the Auto Refresh is set to something other than Off.
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11. Make a call. After the call is finished, the call will show up under Recent Calls with 2 or more segments if the call only
traverses the SBC once, or with 4 or more segments if the call traverses the SBC twice. Double click on the call.
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Registered users

"BEBO I AR4AO0D
£ e

~i%

20160405 19:50:44

SmNWwALO NES

17:00 18:00

= Registered users (minute average)

User Device Distribution

<

User d

19:00

-x

20160405 19:1525

Cisco-CPTE21/10.2.1 (833 %)

vices (12 registrations on 2 devices)
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12. The call will show up with all segments. Click on the PDF button to generate a report.

13. Click on the Create button.

14. Choose to either save the file or open it.

15. View the Call Report in Acrobat Reader or another program. The report will show all segments of the call.

Sign In

@ [ ] *“? TC_3.12 Bridged Call Appearance call to Desktop and answered at OneX_2.pdf
Home Tools TC_3.12 Bridged... * @ B
® B8 HEQ ® © 1 [ O® s - 3 BEAT O L
Call Report
Call Information
| " Caller: 7002 Setup start time: 2016/04/08 07:00:29 Status: Finished
Callee: 7004 Ringing time: 135

10.64.201.125:63959 -> 192.65.79.230:5061

Call-ID: 6_152ea7d4-19ee22366¢367af8_|@10.64.201.125
Caller uri: sips:7002@Iab.tekvizion.com

Callee uri: sips:7004@lab.tekvizion.com

From tag: 233416b55707d3236¢367c00_F700210.64.201.125

Last response code: 200

Caller device: Avaya one-X Communicator/6.2.7.03 (Engine GA-2.1.0.30;
Windows NT 6.2, 64-bit)

Status: Finished

10.70.4.253:8192 -> 10.89.17.7:5061
Call-ID: 6_152ea7d4-19ee22366¢367af8_|@10.64.201.125
Caller uri: sips:7002@Iab.tekvizion.com

Callee uri: sips:7004@lab tekvizion.com

From tag: 233416b55707d3236¢367c00_F700210.64.201.125

Last response code: 200

Caller device: Avaya one-X Communicator/6.2.7.03 (Engine GA-2.1.0.30;
Windows NT 6.2, 64-bit)

Status: Finished

Link Quality

No Data Available

Voice Quality

No Data Available
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16. Atthe end of the report after all the SIP messages, there will be a call flow graph that shows each element in the call.

Home

Tools

"_ TC_3.12 Bridged Call Appearance call to Desktop and answered at OneX_2.pdf

TC_3.12 Bridged...

@ E Sign In

w T =2
B EQ 0 ® e s Q@ wx -l @ BE@AT O Z
SBC Outside SBC Inside Avaya 7.0 SM
10.64.201.125
192.65.79.230 10.70.4.253 10.89.17.7
111 INVITE .
[2016/04/08 07:00:29]
121 100 Tryin
[lms later]
131 INVITE
[12ms later]
a1 100 Trying
T [6ms later]
- 151 200 OK
T [101ms later]
- 181 200 OK
-
[13ms later]
171 ACK -
[6ms later] -
181 ACK —Z
[2ms later] o
191 INVITE
[134ms later]
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Phase 3 — Configuring the Avaya Session Manager 6.3

The enterprise has a fully functional Avaya Aura System Manager. Configuring the System Manager to operate with the Oracle E-
SBC consists of the following steps:

e Adding the E-SBC as a SIP Entity

e  Configuring an Entity link between the E-SBC and Session Manager

e  Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting
e Enabling Remote Office

e  Exporting the System Manager CA Certificate

e Downloading Session Manager’s Default Certificate

e  Signing the Oracle E-SBC’s Certificate on Avaya System Manager

« Installing the System Manager Root Certificate for Endpoints

Adding the E-SBC as a SIP Entity and Configuring an Entity Link

Log in to the Aura System Manager. Click on Routing under the Elements section.

Lzst Logged on at April 27, 201
Log off

Aura System Manager 6.3

O R TR

Administrators Collaboration Environment Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule IP Office Geographic Redundancy

Meeting Exchange Inventory

Messaging Licenses

Presence Replication

Reports
Session Manager Scheduler
Work Assignment Security
Shutdown

Software Management

Templates
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On the Routing tab, select SIP Entities from the menu on the left side of the screen. Click New to add the E-SBC as a SIP entity
as shown below.

1. Set Name: AP4600A (example in this configuration)
Set FQDN or IP Address: This is the “inside” IP address of Oracle E-SBC, 10.70.4.253 in this example.
Set Type: Other

2
3
4. Set Location: Select Plano from drop down (example in this configuration)
5. Set Time Zone: America/Chicago (example in this configuration)

6. Under Link Monitoring, select Use Session Manager Configuration from the dropdown list
7. Under Entity Links, Click Add

e  Set SIP Entity 1: Select AASM6 which was previously configured

e  Set SIP Entity 2: leave the default value AP4600A

e SetProtocol: TLS

e  Set Ports: set both Ports to 5061

e Set Connection Policy: trusted

8. Leave all other fields as default values

Click Commit

Home Routing ®

4+ Home f Elements / Routing / SIP Entities [+]

Locations SIP Entity Details Cancel

Adaptations General

SIP Entities * Name: [AP4500A I

Entity Links FQDN or IP Address: [10.070.4.253 |

Time Ranges

Type: | Other \

Routing Policies

Notes: |Pr\mary Oracle SBC |

Dial Patterns
Regular Expressions Adaptation:

Defaults Location:

Time Zone: | America/Chicago W

F T S SR R I Y ST Y W ¥ N o W

)

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration | v |

Override Port & Transport with DNS SRV: [ ]

Remove
1Item &Y Filter: Enable
_ _ Connection Deny New
|:| Name - SIP Entity 1 Protocol | Port SIP Entity 2 Port ‘ Policy Service
[ *|aasm_spasooa | [aasme  [v] [Tz [v] +#[sost | [apesooa [v]  *[sost | trusted [ 0
Select ; All, None

SIP Responses to an OPTIONS Request
G O o P i, e sl P 8 B GNP ookl it oot st
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9. Repeat steps 1-8 to configure the SIP Entity for secondary (“B” site) SBC

x

Home Routing

4« Home / Elements [ Routing / SIP Entities
- SIP Entity Details
Locations v

Adaptations General

SIP Entities * Name: |[AP4600B

Entity Links * FQDN or IP Address: [10.70.4.254

Time Ranges Type: |Other

Routing Policies
Notes: |Oracle AP4600 HA

Dial Patterns

Regular Expressions Adaptation: | [.]
Defaults Location:
Time Zone: |America}'Ch\cago ~)

* SIP Timer B/F (in seconds)

Help ?

Credential name:

CommProfile Type Preference

Call Detail Recording:
Loop Detection

)

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration |«

Supports Call Admission Control:

Shared Bandwidth Manager:

&

Primary
Association:

Backup Session Manager Bandwidthl:l
Association:

Override Port & Transport with DNS SRV: [

Add Remove
1Item Filter: Enable
- - Connection Deny New
|:| Name - SIP Entity 1 Protocol |Port SIP Entity 2 Port ‘ Palicy Service
[ *|aasmHa_apesoos | [aasmbas[w] [T [v] +[sosr | [apasoos [v]  +[sost | trusted [ t
Select : All, None
SIP Responses to an OPTIONS Request
Add Remove
0 Items o Filter: Enable
Mark
Response Code & Reason Phrase Entity Motes
Up/Down
Commit | Cancel

Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting

Navigate to: Elements->Session Manager->Session Manager Administration.

1. Set Allow Unsecured PPM Traffic: checked. Note that this is only required if you're using HTTP for the PPM

downloads. If you're using HTTPS as shown in the E-SBC configuration, leave this unchecked.

2. Select the proper Session Manager instance and click Edit
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Log off

Home Routing

Dashboard Help 2
P —— Session Manager Administration

Administration Thl? page allows you to administer Session Manager instances and configure
their global settings.

Communication
Profile Editor

b Network Save

Configuration
» Device and Location Allow Unauthenticated Emergency Calls [ ]

e s - I Allow Unsecured PPM Traffic I
¥ Application Failback Policy

Confii il

Tl e ELIN SIP Entity
F System Status
Better Matching Dial Pattern or Range in
b System Tools Location ALL Overrides Match in Originator’s
Location

Ignore SDP for Call Admission Control [

Global Settings

Disable Call Admission Control Threshold Alarms [ ]
Disable Loop Detection Alarms [ ]

*Loop Detection Alarms Threshold (hours)
Enable TLS Endpoint Certificate Validation [
Enable Dial Plan Ranges [ ]

Enable Implicit Users Applications for SIP users [ |

Session Manager Instances

New View Delete

2 Items &2 Filter: Enable
Name Prim_ary Communidation Seco_ndary Communication Maxi_mum Active Communication Tesaror VMware
Profiles Profiles Profiles
@ AASME 1 0 1 Primary SM 6.3 [
() AASMHAE 0 1 1 2nd SM 6.3 ]
Select : None

Branch Session Manager Instances

3. Scroll down to PPM — Connection Settings

e SetLimited PPM Client Connection: unchecked
e Set PPM Packet Rate Limiting: unchecked
Leave all other fields as default

Click Commit

Repeat steps 2-5 for secondary “B” site SBC

N oo g &

Click Save at the Session Manager Administration page
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Home Routing x Session Manager

Se:

Manager Edit Session Manager Cancel

General | Security Module | NIC Bonding | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Expand All | Collapse All

General «

SIP Entity Name AASMHAG

Description |2nd SM 6.3

*Management Access Point Host Name/IP |10.70.4.23

» Application
Configuration *Direct Routing to Endpoints

b System Status VMware Virtual Machine
} System Tools
Securey Moduie -

SIP Entity IP Address 10.70.4.24

*Network Mask |255.255.255.D

*Default Gateway [10.70.4.1

*Call Control PHB |46 |

*QOS Priority |6 |

VLAN ID | |

*#S1IP Firewall Configuration |SM 6.3.8.0 |v

NIC Bonding ~
M__’-—w\'rﬁdw\"’fafﬂ"_" J&fw’-hq

Include Incomplete Calls

IPersonaI Profile Manager (PPM) - Connection Settings Iv

IL\mited PPM Client Connection DI

*Maximum Connection per PPM Client ‘3 |

IPPM Packet Rate Limiting DI

*PPM Packet Rate Limiting Threshold ‘200 |

Event Server »

Clear Subscription on Notification Failure

*Required Commit | | Cancel

Enabling Remote Office

Navigate to: Elements->Session Manager->Network Configuration->Remote Access, Click New
1. Set Name: RW1 for this setup.

2. Click New under SIP Proxy Mapping Table. Add the Oracle SBC outside interface IP address for SIP Proxy Public
Address, 192.168.79.230 is given in this example.

3. Click New under SIP Proxy Private IP Address. Add the Oracle SBC inside interface IP address for SIP Private
Address, 10.70.4.253 is given in this example.

4. Click Add.
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Log off

Home Routing l|I Session Manager Ix|

‘ Home / Elements / Session Manager / Network Configuration / Remote Access o |
?
Dashboard Help ?

Sassion Manager Remote Access Configuration

Administration

Communication

Profile Editor *Name: ‘RWI

¥ Network

Note: ‘for primary SBC

Configuration

Failover Groups Click to open Remote Access Reference Map ®

Local Host Name
Resolution SIP Proxy Mapping

Remote Access
SIP P M ing Tabl
SIP Firewall S S s

@ n Delete
» Device and Location IMI -

Configuration

(| |SIP Proxy Public Address (Reference A) |Se_=.5iun Manager (Reference C)

T [ [192.168.79.230 | [ansms  [v]

Select : All, None
¥ System Status
} System Tools

» Application

SIP Proxy Private IP Addresses
|@ Newl > Delete

O |SIP Private Address (Reference B) |SBC Type ‘ Mote ‘

[ [10.70.4.253 | Avaya sBC [ |
Select : All, None

*Required Add | Cancel

5. Repeat steps 1-4 for the secondary “B” site SBC.
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Home Routing Session Manager x

< Home / Elements / Session Manager / Network Configuration / Remote Access Q
?
Dashboard Help ?

Remote Access Configuration Cancel
mmunication
Profile Ed *Name: |RW2 ‘
RNetveork Note: |for secondary SBC ‘
Configuration

Failover Groups Click to open Remote Access Referenca Map ¥

Local Host Name
Resolution : SIP Proxy Mapping

SIP Firewall

5 - 4 New' & Delete
» Device and Location |p
Configuration
o O | SIP Proxy Public Address (Reference A) | Session Manager (Reference C)
pplication
it al [J [192.168.79.231 | [ansmHAS [+

Select : All, None
} System Status

P System Tools

SIP Proxy Mapping Table

SIP Proxy Private IP Addresses

I@ New I @ Delete

.
I | SIP Private Address (Reference B) | SBC Type | Note
] |10.70.4.254 | Avaya SBC [

Select : all, None

*Required Add | Cancel

Exporting the System Manager CA Certificate

In this lab setup, the Avaya Aura System Manager acts as the Certificate Authority (CA). You must install the System Manager
trusted root certificates on endpoints that communicate with Session Manager over TLS.

On the home page of System Manager Web Console,
1. Navigate to: Services->Security->Certificate
2. Click Download PEM file
3. Select Save File
4. Click OK
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Aura System Manager 6.3

Home User Management x

CA Functions Certificate Authority

Basic Functions

CA Functions

Edit Certificate Profiles

Edit Publishers

Edit Certificate Authoritic  Basic Functions for CA : tmdefaultca View Certificate View Information
RA Functions

Root CA : O=AVAYA, OU=MGMT, CN=default
Edit User Data Sources

Edit End Entity Profiles Download to Internet Explorer Download to Netscape | Download pem filel Download jks file

Add End Entity Latest CRL: Created 4/26/16 8:33 PM, Expires 5/1/16 8:33 PM, number 1 Get CRL

- - - No Delta CRL have been generated.
List/Edit End Entities )
Opening default.cacert.pem “

STIEUETD FIiEiTTs Create a new updated CRL : | Create CRL
Approve Actions You have chosen to open:

View Log E. default.cacert.pem

which is: PEM file (843 bytes)
from: https://10.70.4.3

System Functions

System Configuration
. . ‘What should Firefox do with this file?
Edit Services

Public web () Openwith | Windows Wordpad Application (default) v

ave File |

Do this automatically for files like this from now on.

OK Cancel

Downloading Session Manager Default Certificate

1. Navigate to Services->Inventory->Manage Element

2. Select the proper Session Manager, AASM6 is selected for this setup
3. Click More Actions
4,

Select Configure Trusted Certificates
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Home User Management t Security t x

IHDII’IE [ Services [ Inventory / Manage Elementsl [+)

Manage Elements Help ?

Create Profiles and Manage Elements Discovery

Discover SRS/SCS

Manage Elements
» Manage
Elements
|J1View‘ | Edit | |@New| |@De\ete| Curre _W_‘
onfigure Trusted Certificates
13 Items ' Show Configure Identity Certi Filter: Enable
0 | S Configure Trusted Certificates Device Type
O son =
1d View Not sion Manager

D AASMHABG 10.70.4.23 Session Manager
|:| Corporate Directory 10.70.4.3 UCMApp
O IPSec 10.70.4.3 UCMApp
O Mumbering Groups 10.70.4.3 UCMapp
[ Patches 10.70.4.3 UCMAPp
D Secure FTP Token 10.70.4.3 UCMApp
IH SNMP Profiles 10.70.4.3 UCMApp
O Software Deployment 10.70.4.3 UCMapp
|:| System Manager 10.70.4.3 System Manager
|:| takaaps 10.70.4.9 Presence Services
O tekaasmgrlab.tekvizion.com (primary) 10.70.4.3 UCMapp

Select : All, None

5. Click Export

6. Save the file
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Home

ate Profiles and
Disco RS/SCS

Subnet Configuration

» Manage

Serviceability Agen

» Synchronization

User Management

4 Home [ Services [ Inventory / Manage Elements

Security i

Inventory

Trusted Certificates

Done
Trusted Certificates
View | Add Remove
20 Items &Y Filter: Enable
D | Store Description Store Type Subject Name
CN=3IP Product Certificate fAuthority, OU=5IP
[[]  Used for validating TLS client identity certificates WEBSPHERE Product Certificate Authority, D=Avaya Inc.,, C=US
[]  used for validating TLS client identity certificates SECURITY_MODULE_SIP gz:g‘f::a?:?#i ’?;:EISCA' Qu=~Avaya Product
[1  used for validating TLS client identity certificates SECURITY_MODULE_SIP gz:ﬁ:;:iii"s:&‘:” OU=Media Server,
[[]  used for validating TLS client identity certificates SECURITY_MODIULE_SIP O=AVAYA, OU=MGMT, CN=default
CN=5IF Product Certificate Authon =
w fe Adthority, OU=51P |
Used for validating TLS client identity certificates SECURITY_MODULE_SIP Product Certificate Authority, O=Avaya Tnc, C=US

Select : All, None

[4 4 Page

2 |of2 b bl

Certificate
Details

Subject
Details

Valid From

Key Size

Issuer
Name

Certificate
Fingerprint

CN=SIP Product Certificate Authority, QU=SIP H

Thu Jul 24 19:33:17 CDT 2003

2048

CN=SIP Product Certificate Authority, QU=SIP H

4e95552ef2ce93edd255d80f4cd1325c7 b 988

Opening trust-cert.pem
You have chosen to open:
5 trust-cert.pem

which is: PEM file
from: https://10.70.4.3

What should Firefox do with this file?

7. Repeat the steps for secondary Session Manager

) Openwith | Windows Wordpad Application (default) b
Save File I
Do this automatically for files like this from now on.
OK Cancel
Done

Signing the Oracle E-SBC'’s Certificate on Avaya System Manager

© N o g > w NPk

Click Add End Entity

Login to the System Manger web Console

Set Username: admin is used for this setup

Set Password: enter the password here

Leave all other fields as default

Navigate to: Services->Security->Certificate->Authority->Add End Entity
Set Entity Profile: Select INBOUND_OUTBOUND_TLS from drop down

Set CN, Common Name: The Oracle SBC FQDN tekapl.lab.tekvizion.com is used here
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Aura System Manager 6.3

Home User Management U Security x Inventory i

CA Functions Certificate Authority

Basic Functions

End Entity Profile INBOUND_OUTBOUND_TLS ~ Required
Edit Certificate Profiles
Username admin 4
Edit Publishers
Password seeesssss 7
Edit Certificate Authorities
Confirm Password seesseses|

RA Functions

Email @
Edit User Data Sources ubject DN Fields
Edit End Entity Profiles ICN, Common Name tekap1.lab.tekvizion.com I Cl
Add End Entity CN, Comman Name
List/Edit End Entities OU, Organization Unit SDP
Supervision Functions 0, Organization| AVAYA
Approve Actions L, Location
View Log ST, State or Province:
System Functions C, Country (ISQ 3166) US
System Configuration Subject Alternative Name Fields
Edit Services DNS Name
Public Web DNS Name
IP Address
System Functions
y N Certificate Profile ID_CLIENT_SERVER v Ll
System Configuration
CA | tmdefaultca v v
Edit Services
Token User Generated v v

Public web
ublic we Add End Entity Reset

9. Navigate to: Services->Security->Certificate->Authority->Public Web

10. Under Enroll, click Create Server Certificate.

11. Set Username: previously configured admin is input here.

12. Set Enrollment code: the password configured in previous step is given here.

13. Paste the Certificate Signing Request from the Oracle E-SBC and click OK.

14. Save the certificate.

15. Import the certificate into the E-SBC as described in the “Importing the SBC’s Signed Certificates” section above.
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€ | 0 @ | hittps//10.70.4.3/ejbea/ enrol/server.jsp c Q Search wBa 9 ¥ # (=]

+ Create Browser Certificate Enroll For Server Certificate

I- Create Server Certificate I

+ Create Keystore Please give your username and password, paste the PEM-formated PKCS10 certification request into the field

below and click OK to fetch your certificate.
Retrieve i i i
TTTTITTToroTeosseooeooooooooos A PEM-formatted request is a BASE64 encoded PKCS10 request starting with

» Fetch CA & OCSP Certificates =~ - BEGIN CERTIFICATE REQUEST-———-
« Fetch CA CRLs and ending with

. == END CERTIFICATE REQUEST--——-—
+ Fetch User's Latest Certificate

—Enroll

Miscellaneous
* List User's Certificates Username
o Check Certificate Status

+ Administration

admin

Password |teky1z10n

IICCcTCCRdquAwIBRgIIEXQE rMxAB4wDQYJKoZ I hveNAQE LEQAWMTEQMA4GA1UE
WWHZ GVYXVsdDENMAsGA 1 UECWWETUdNVDECHMAWGA I UECowFQVZBWUEWHRcHMT Yw
MzRSMTkwODEXWheHMT gwMz2 SMj AwCDEXW BHMRowGAYDVQQDDBFsYWIudGVrdml &
aW9uLnivibTEMMRoGA 1 UECWwwWDUO ROQMO4wDAY DVOOKDAVEVEF ZQTELMA KGR IUEBRhMC
(VWVMwgZ 8wDQY JEoZ ThveNAQEBEBQADgY 0AMIGJAoGEAMENPv3b2 JVChHsImQxJZdAW
we3JzgSZulaxbXgBXo6CowenKeoUSmo6/ 169VI6ZAgSgiHI1hkvXkpTlelwdXEBCT
nB+ubGSCrGYMO2OMIUIZ+Xf6pR+0MbrLR6JTwrgYgldUvvIjaX1R0OKrxzNknBiGh
Fo0hzz+n2hig3loKZSVIAgMBALG] IDEEMASGRAIUADWREAWI FoDAdEgNVHSUEF AT
EgogrBEgEFEQcDAQY IKWYBBQUHAWIWHQYDVROOBEYEFAWI++VnZIJavenTeYuzg+EG
M+3rMAwGR1UdEWER/ wQCMARWHWYDVRO]BBowF oRUpVIGK Qs 2Mc2 9gBDEYpsWpUX1
258wDQYTKoZ ThveNAQELEQADOYELP1bE 9v0vE] 6Hyg54Rp4oTHevLE 1rMIQZSWD1
WpSnb9NwSZayvt8Z/ ZbYQITRX4KY/maVBddSRRYIZYRixa61soMCGe00LSYKEWUD
x+THyEZ11lhoIpoTnwlggSajIrCeqgeXI/RrZ0ilkJrChuTbFyNdOFFxtbYjUZc9gb
ienC/bI=
————— END CERTIFICATE————%

Result type | pEM Certificate v

16. Repeat steps 2-15 for the secondary “B” site E-SBC.

Installing System Manager’s Root Certificate for Endpoints

Avaya desk phones will download the System Manager root certificate while they reboot. In order to make the One-X
Communicator and One-X Communicator for Mobile work, the System Manager’s root certificate needs to be installed as a trusted

root certificate on the PC and mobile phones (Android or 10S) that are running One-X Communicator for TLS to work with the
Oracle E-SBC.

The Avaya System Manager 6.3 is now configured to operate with the E-SBC at the A and B sites.
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Phase 4 — Configuring the Avaya Session Manager 7.0

The enterprise has a fully functional Avaya Aura System Manager. Configuring the System Manager to operate with the Oracle E-
SBC consists of the following steps:

e Adding the E-SBC as a SIP Entity

e  Configuring an Entity link between the E-SBC and Session Manager

e  Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting
e Enabling Remote Office

e  Exporting the System Manager CA Certificate

e Replacing Session Manager’s Identity Certificate

e  Signing the Oracle E-SBC’s Certificate on Avaya System Manager

e Downloading Session Manager’s Default Certificate

e Installing the System Manager Root Certificate for Endpoints

Adding the E-SBC as a SIP Entity and Configuring an Entity Link

Log in to the Aura System Manager. Click on Routing under the Elements section.

2 PM

Las at February 4, 2016 5:52
Aura” System Manager 7.0 — }'Lng off admin

v P e YO

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office Geographic Redundancy
Media Server Inventory
Meeting Exchange Licenses
Messaging Replication
Presence Reports
Routing h Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager
Templates
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On the Routing tab, select SIP Entities from the menu on the left side of the screen. Click New to add the E-SBC as a SIP entity
as shown below.

10. Set Name: AP4600A (example in this configuration)
11. Set FQDN or IP Address: This is the “inside” IP address of Oracle E-SBC, 10.70.4.253 in this example.
12. Set Type: Other
13. Set Location: Select Plano from drop down (example in this configuration)
14. Set Time Zone: America/Chicago (example in this configuration)
15. Under Link Monitoring, select Link Monitoring Enabled from the dropdown list
16. Under Entity Links, Click Add

e  Set SIP Entity 1: Select AA SM7.0 which was previously configured

e  Set SIP Entity 2: leave the default value AP4600A

e SetProtocol: TLS

e  Set Ports: set both Ports to 5061

e Set Connection Policy: trusted

17. Leave all other fields as default values

Click Commit

Mome | Routing
« Wome / tlements / Routing / SIP Entities [+]
Help ?
SIP Entity Details Cancel
General
S1P Entities * Name: AP4G00A
< Entity Links * FQDN or IP Address: 10.70.4.253
ﬂ"?” Type: Other

Routing Policies
Dial Patterns

Notes: Oracle AP4600 for Lineside test

Regular Expressions
Defaults

Adaptation: v

Location: Plano v

O wand W IR RGP0, st ik o B - e

S —— AMdWiaoe

Association:

Entity Links
Override Port & Transport with DNS SRV:

Add Remove

1ltem Fier: Enable
Connection Deny
Rame - SIP Entity 1 Protocol  Port SIP Entity 2 Port = Policy New
Service
* SM_AP4600A 5061 TLS| [Aasm7oly] s [v] isce: AP4500A w| 5061 trusted v/

Select : Al, None
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Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting

Navigate to: Elements->Session Manager->Session Manager Administration.

8. Set Allow Unsecured PPM Traffic: checked. Note that this is only required if you're using HTTP for the PPM
downloads. If you're using HTTPS as shown in the E-SBC configuration, leave this unchecked.

9. Select the proper Session Manager instance and click Edit

Session Manager

Commun n
file E
F Netwol
Config

Local Host Name
Resolution

Remote Access

and Location

Configuration
} Application
Confil g

b System Tools

Home Routing % | Session Manager

x

Session Manager Administration

This page allows you to administer Session Manager instances and configure
their global settings.

Global Settings

Save

Allow Unauthenticated Emergency Calls [ Disable Loop Detection Alarms [ ]
Allow Unsecured PPM Traffic | *Loop Detection Alarms Threshold (hours)

Failback Policy Enable TLS Endpoint Certificate vValidation []
ELIN SIP Entity Enable Dial Plan Ranges [ |

Enable Implicit Users Applications for SIP
users

Better Matching Dial Pattern or Range in
Location ALL Overrides Match in Originator's

Location Enable End to End Secure Call Indication []
Ignore SDP for Call Admission Control [ ]

Disable Call Admission Control Threshold Alarms [ ]

Session Manager Instances
| New ‘ |V\ew ‘ | | Delete|
1Item o Filter: Enable
[Fe=r=s Primary Secondary Maximum Active
Name Communication Communication Communication Description
Mode . = -
Profiles Profiles Profiles
® AASM7.0 Normal 3 0 8 Avaya Aura Session manager 7.0
Select : Mone

10. Scroll down to PPM — Connection Settings

e Set Limited PPM Client Connection: unchecked

e Set PPM Packet Rate Limiting: unchecked

11. Leave all other fields as default

12. Click Commit

13. Click Save at the Session Manager Administration page
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x »

Home Routing

?
Dashboard Help ?

Session Manager Edit Session Manager Cancel

Session Manager

General | Security Module | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Expand All | Collapse All

E
General
} Netwol v
Configuration SIP Entity Name AA SM7.0

Failover Groups Description |bvaya Aura Session manager 7.0 ‘

Local Host Name *Management Access Point Host Name/IP |10.99.17.6 ‘
Resolution

¥ Device and Location

Config

n
» Application SIP Entity IP Address 10.89.17.7
Configuration
*Network Mask [255.255.255.0 |

Security Module ~

} System Status
*Default Gateway [10.89.17.1 |
} System Tools

*
*SIP Firewall Configuration |SM 6.3.8.0 |+

Personal Profile Manager (PPM) - Connection Settings

| Limited PPM Client Connection [] |

*Maximum Connection per PPM Client |3 ‘

| PPM Packet Rate Limiting [ |

*PPM Packet Rate Limiting Threshold |200 ‘

Event Server -

Enabling Remote Office

Navigate to: Elements->Session Manager->Network Configuration->Remote Access, Click New
6. Set Name: remote_worker for this setup.

7. Click New under SIP Proxy Mapping Table. Add the Oracle SBC outside interface IP address for SIP Proxy Public
Address, 192.168.79.230 is given in this example.

8. Click New under SIP Proxy Private IP Address. Add the Oracle SBC inside interface IP address for SIP Private
Address, 10.70.4.253 is given in this example.

9. Click Add.
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Home Session Manager x

~ Session Manager 4+ Home [ Elements / Session Manager / Network Configuration / Remote Access

Dashboard Help ?
I Remote Access Configuration Add | | Cancel

*Name; |remote_worker |

Note: | |

Configuration

Failover Groups Click to open Remote Access Reference Map *

Local Host Name

Resolution _ SIP Proxy Mapping

Remote Access

SIP Proxy Mapping Table

} Device and i |@ NEW“ = Delete

O ‘ SIP Proxy Public Address (Reference A) ‘ Session Manager (Reference C)

} Application

[0 |[192.168.79.230 | [@ an sm7.0
Select : All, None

Configuration

} System Status

} System Tools

} Performance

SIP Proxy Private IP Addresses

O ||SIP Private Address (Reference B) ‘ SBC Type ‘ Securable ‘ MNote ‘

O |[r0.70.4.253 |Avayasec | [ | |

Select : All, None

*Required Cancel

Exporting the System Manager CA Certificate

In this lab setup, the Avaya Aura System Manager acts as the Certificate Authority (CA). You must install the System Manager
trusted root certificates on endpoints that communicate with Session Manager over TLS.

On the home page of System Manager Web Console,
5. Navigate to: Services->Security->Certificate->Authority->CA Structure & CRLs
6. Click Download PEM file
7. Select Save File
8. Click OK
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Aura” System Manager 7.0

Home Secu

I |
>

CA Functions CA Structure & CRLs

CA Activation

| CA Structure & CRLs |

Certificate Profiles

Certification Authorities Basic Functions for CA : tmdefaultca View Certificate View Information
Crypto Tokens

§ Root CA : CN=5System Manager CA,OU=MGMT,O=AVAYA
Publishers

RA Functions Download binary/to IE  Download to Firefox | Download PEM file| Download JKS file

Add End Entity

Latest CRL: Created 2015-12-30 11:06:03-06:00, Expired 2015-12-31 11:06:03-06:00, number 1 Get CRL
En e Latest Delta CRL: Created 2015-12-30 11:06:03-06:00, Expired 2015-12-30 21:06:03-06:00, number 2 Get Delta CRL

SECEMELEE Opening SystemManagerCA.cacert.pem

User Data Sources
Create a new updated CRL : | Create CRL  You have chosen to open:

Supervision Functions

OTTTE AR Create a new updated Delta CRL : | Cre: [Z] SystemManagerCA.cacert.pem

which is: PEM file (1.2 KB)
from: https://10.89.17.3

View Log

System Functions
TR T R Made b)’ Pri.meKey Solutions AB, 2002~ What should Firefox do with this file?

Internal Key Bindings ) Open with | Windows Wordpad Application (default) v

Do this automatically for files like this from now on.

Replacing Session Manager’s Identity Certificate

8. Navigate to Services->Inventory->Manage Element
9. Select the proper Session Manager, AA SM7.0 is selected for this setup
10. Click More Actions

11. Select Configure Identity Certificate
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¥ Inventory
Manage Elements
Create Profiles and
Discover SRS /SCS

Element Type Access
Subnet Configuration

» Manage

Serviceability Agents

» Synchronization

Inventory

Manage Elements

x

Home / Services / Inventory / Manage Elements

Discowvery

Manage Elements

Elements
| & view || # Edit | [© New | | @ Delete | | Get current Status {More Actions -}
Configure Trusted Certificates

14 Items ' Show All |~ Conhigure Identity Certificates) Filter: Enable

= | Mame | Mode [ configure Identity Certificates u

[0 as_cMm7 10.89.17.4

O An_EDP 10.89.17.10 — L

Platform

(| An_PST 10.89.17.254 Presence Services
10.89.17.6 Session Manager

1 CMM7 10.89.17.25 Messaging

1 Corporate Directory 10.89.17.3 UCMapp

[0 1PSec 10.89.17.3 UCMARR

O Lzeit;:;igngr7.|ab.takv.z.on.com 10.88.17.3 UCMARE

(| Mumbering Groups 10.89.17.3 UCMApp

(| Patches 10.89.17.3 UCMApp

1 Secure FTP Token 10.89.17.3 UCMApp

1 SNMP Profiles 10.89.17.3 UCMapp

[0 Software Deployment 10.89.17.3 UCMARR

(| Systemn Manager 10.89.17.3 System Manager
Select : All, None

12. Select Security Module SIP

13. Click Replace

Home ‘ Security "| Inventory

m< Home / Services / Inventory / Manage Elements

Manage Elements

Create Profiles and
Discover SRS/S5CS
Element Type Access

Subnet Configuration

» Manage

Serviceability Agents

» Synchronization

Manage Elements

=

Discovery

Identity Certificates

Identity Certificates

d on at A

Help ?

Done

Export Renew
5 Items o Filter: Enable
| Service Name | Common Name valid To Expired Service Description
Security Sat Mar 31 14:47:21 Security Medule SIP
| | dul N !
Module SIP securitymodule_sip - hr o018 ° Service
Internal TLS
communication
Wed Jan 03 10:22:31
WebSphere websphere =22 No between Security
CST 2018
Module and
WebSphere
- - . Wed Jan 03 10:22:28 .
) SPIRIT spiritalias i, No SPIRIT Service
Security Sat Mar 31 14:48:09 Security Module
dule_htt, N
Module HTTPs ~ SScuritymedule_http  —nr o008 ° HTTPS Service
R N Wed Jan 03 10:22:27 N Management
9 9 CsT 2018 Service
Select : None

14. Check Replace this Certificate with Internal CA signed Certificate

15. Set Common Name: Session Manager SIP IP address 10.89.17.7 is given here

16. Set Key Algorithm: RSA is selected from drop down

-~
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17. Set Key Size: 2048 is selected for the setup
18. Click Commit

19. Repeat same procedures for Security Module HTTPS

Home Security *| Inventory *
4 Home f Services [ Inventory / Manage Elements [+]
?
Manage Elements Help ?
Create Profiles and Manage Elements Discovery
Discover SRS/5CS Help ?
Element Type Access Replace Identity Certificate Cancel
Subnet Configuration
F Manage
Serviceability Agents
Certificate
¥ Synchronization Details
Subject _ P _
Details C=U5, O=Avava, CN=10.89.17.7
Valid 1 var 31 14:47:21 COT 2016 Valid (oo mar 31 14:47:21 CDT 2018
From To
Key Size 2048
ISSUSr |, VAYA, OU=MGMT, CN=System Manager CA
MName
Certificate o5, 04234d7d1cb6a600628F330012201202b5
Fingerprint
Subject
Alternative dnSName=lab.tekvizion.com
Name
- Replace this Certificate with Internal CA Signed Certificate
) Import third party certificate
Common
Name ]
(CN):  10.89.17.7
Key
Algorithm: |RSA ¥
Key Size: 2048 [w
Subject DNS ™
Alternative rizi -
e Name: [J|lab. tekvizion.com Address: | UR

Signing the Oracle E-SBC'’s Certificate on Avaya System Manager

17. Login to the System Manger web Console

18. Navigate to: Services->Security->Certificate->Authority->Add End Entity

19. Set Entity Profile: Select INBOUND_OUTBOUND_TLS from drop down

20. Set Username: admin is used for this setup

21. Set Password: enter the password here

22. Set CN, Common Name: The Oracle SBC FQDN tekapl.lab.tekvizion.com is used here
23. Leave all other fields as default

24. Click Add
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Aura” System Manager 7.0

Home

>

CA Activation Add End Entity

CA Structure & CRLs

TEnlTE e AR End Entity Profile| INBOUND_OUTBOUND_TLS v Required
Certification Authorities Username admin 7
Crypto Tokens Password (or Enrollment Code) esssssses ¥
Publishers Confirm Password
E-mail address @
Subject DN Attributes
End Entity Profiles FN, Common name tekapl.lab.tesziun.cum| | id
Search End Entities CN, Common name
User Data Sources 0, Organization AVAYA
C, Country (ISO 3166) US
Approve Actions 0OU, Organizational Unit|SDP
View Log L, Locality
ST, State or Province
Administrator Roles Other subject attributes
Subiject Alternative Name
User Data Sources DNS Name
Approve Actions IP Address
View Log Main certificate data

System Functions

| Certificate Profile| ID_CLIENT_SERVER |
CA| tmdefaultca v

Administrator Roles

Internal Key Bindings

Token| User Generated v

. services — " Made by PrimeKey Solutions AB, 2002-2014.
25. Click Public Web on the left Panel. A new web page appears.
26. Under Enroll, click Create Certificate from CSR.
27. Set Username: previously configured admin is input here.
28. Set Enrollment code: the password configured in previous step is given here.
29. Paste the Certificate Signing Request from the Oracle E-SBC and click OK.
30. Save the certificate.
31. Import the certificate into the E-SBC as described in the “Importing the SBC’s Signed Certificates” section above.
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EJBCA%

PKI BY PRIMEKEY

Enroll

Create Browser Certificate

Create Certificate from CSR]

Create Keystore

Create CV certificate

Register

Request Registration

Retrieve

Fetch CA Certificates
Fetch CA CRLs
List User's Certificates

Fetch User's Latest Certificate

Inspect

Inspect certificate/CSR
Check Certificate Status

Miscella

Administration

Documentation

Certificate enrollment from a CSR

Please give your usemame and enrollment code, select a PEM- or DER-formated certification
request file (CSR) for upload, or paste a PEM-formated request into the field below and click OK
to fetch your certificate.

A PEM-formatted request is a BASEG4 encoded certificate request starting with

—Enroll

Username |admin

Enrollment code |essssssss

Request file | Browse... | No file selected.

or pasted request

MITICITCCAlEgRAWIBAGI IEWMwN11iJE IMwDQY JRoZIhvcNAQELEQAWMTEQMA4GALUE
BwwHZGVmYXVsdDENMA s GA1UECWWETUANVDEOMAWGA LUECgwFQVZEWUEWHhcNMT Yw
MzZSMTgzNzQxWhcNMTgwMzASMT kzNzQxW] BEHMRowGAYDVQQDDEFsYWIudGVrdmlé
aW9uLmNvbTEMMA0GA 1 UECWwDUORQMQ4wDAY DVRQRDAVEVEFZQTEIMAKGA1UEBhMC
VVMwggEiMAOGCSgGSIb3DQEBAQUAR4 IBDwAWGgERRo IBAQDY SgHt 1IWRKE YnoawcE
zENfGGFACURITrJELLRe2sHIQl yWTrEAz4BPwVdAPEIjdT7v1RX2eBmrNARECHOEQ
nd45U2ZrNQFHglZERDFYuVHWRAYUIuRA] FE4ppUStnwz ] cPhiGT6RAXsGOUIpgkIXE
0o7+nDRT3pWOZpDYMIZ3wNE0JTSEXHUNmM4QgiivkiT10tgtiHv1IBENWEE31cS1ikV
+wEZETnOVoRIgBr5iW26B+HTEPuB/ vR9GalHTrJgqCDAchbTz1t8C6vEB+H+CIjvezSzds
WM IwwXQwE2o05SnUCT98usFNDEMEato4aZTaYPOVEvIKVSSNVxiuS8JR4W] 6UZ2FuT
J6/tAgMBEALAGT] £DBEMA=GALUdDWQEAwW I FoDAdEgNVESUEF] AUBggrBgEFEQeDAQY T
EwYBBQUHAwIwHQYDVRDOBBYEFDbquQec+bmyG55Ek?qﬁmmthyAMAwGAlUdEwEB
/

WQCMAAWHwWYDVRO ] BEgwFoRUpVIGKQs2Mc2 SgBEDBYpsWpUX1a58wDQYJRoZThveN
CELEQADgY EARqUOQGWLORGGEeLogXA+v+ghBFQr/ 4ubDg 9Tkual JoNkp3velo9
[4+n0LstApHXleUldffR2/l+9leLe IGZ36IkgFfUPOssZudRt 92t fcUCWFgyV4

Result type |PEM - certificate only v

Downloading Session Manager’s Default Certificate

From the System Manager Web Console

Navigate to: Services->Inventory->Manage Elements

Select the proper Session Manager, AA SM7.0 is for this setup

1.
2.
3. Click More Actions
4.

Select Configure Trusted Certificates
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®

Home Inventory

M< Home [ Services / Inventory / Manage Elements

Manage Elements

Create Profiles and Manage Elements Discovery

Discover SRS/SCS

Manage Elements

Subnet Configuration

} Manage

Elements

|J.l\.l’iew‘ | 'Edit| |@New| |@De|ete| Get Current 5 ;E

| Configure Trusted Certificates||

[0 as_cmz 10.89.17.4
[J aa_EDP 10.89.17.10
Platform
AR PST 10.89.17.254 Presence Services
AR SMT.0 10.89.17.6 Session Manager
|:| CMM7 10.89.17.25 Messaging
|:| Corporate Directory 10.89.17.3 UCMApPp
] IPSec 10.89.17.3 UCMApp
| I(T:}I:ill._;;;Tgr?.lab.tekvizion.com 10.89.17.3 UCMApR
O Numbering Groups 10.89.17.3 UCMApp
O Patches 10.89.17.3 UCMApp
[ secure FTP Token 10.89.17.3 UCMApp
[ snMP Profiles 10.89.17.3 UCMApp
O Software Deployment 10.89.17.3 UCMApp
[] sSystem Manager 10.89.17.3 System Manager

Select : All, None

14 Items 2 Show All | v Configure Identity Ce Filter: Enable |
1 |name | Node lanage Configure Trusted C,irtificatas

5. Select the Certificate with CN=SIP Product certificate Authority for SECURITY_MODULE_SIP
6. Click Export

7. Save the file

Installing System Manager’s Root Certificate for Endpoints

Avaya desk phones will download the System Manager root certificate while they reboot. In order to make the One-X

Communicator and One-X Communicator for Mobile work, the System Manager’s root certificate needs to be installed as a trusted
root certificate on the PC and mobile phones (Android or 10S) that are running One-X Communicator for TLS to work with the

Oracle E-SBC.

The Avaya System Manager 7.0 is now configured to operate with the E-SBC.
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Test Plans & Results
Test Plans

The testing was performed by tekVizion.

The test plans consisted of the following test cases.

Avaya 6.3 Test Plan

External | External Test Case Title Description Status (Pass
ID Type or Fail etc)
1.1 | General Register / Keep Alive Register Avaya SIP desktop phone to PASS

Avaya Session manager via Oracle SBC
1.2 | General Register / Keep Alive Register One-X communicator to PASS
Avaya Session manager via Oracle SBC
1.3 | General Register / Keep Alive Register One-X Mobile SIP (for I0OS or PASS
Android) to Avaya Session manager
via Oracle SBC
2.1 | Basic Calls Outbound call Call from Remote Worker to other PASS
users, caller hangs up after call
2.2 | Basic Calls Outbound call Call from Remote Worker to other PASS
users, called party hangs up after call
2.3 | Basic Calls Inbound call Call to Remote Worker from other PASS
user, calling party hangs up
2.4 | Basic Calls Inbound call Call to Remote Worker from other PASS
user, called party hangs up
2.5 | Basic Calls Outbound Call cancel Call from Remote Worker and hang up | PASS
before caller party answers
2.6 | Basic Calls Inbound Call cancel Call to Remote Worker and disconnect | PASS
the caller before call is established
2.7 | Basic Calls Outbound Call from Remote Worker to other PASS
Hold/retrieve user, answers the call, caller puts call
on hold, then retrieves the call
2.8 | Basic Calls Inbound hold/retrieve | Inbound call to Remote Worker, put PASS
the call at caller party after call is
established, retrieve the call to ensure
speech path is returned
2.9 | Basic Calls Outbound long Call from Remote Worker phone to PASS
duration other device; Keep the call active for
more than 30 minutes
2.10 | Basic Calls Inbound long duration | Call to Remote Worker and keep the PASS
call active for more than 30 minutes
3.1 | Features Unattended transfer Call to Remote Worker; Unattended PASS
transfer to another user
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3.2 | Features Unattended transfer Remote Worker call User A; PASS
Unattended transfer to User B
3.3 | Features Consultative transfer Remote Worker calls User A and PASS
transfers the call to User B
3.4 | Features Consultative transfer User A calls Remote Worker and PASS
transfers to User B
3.5 | Features Call Forward All Call Forward All is set on Remote PASS
Worker
3.6 | Features Call Forward Busy Call Forward Busy is set on Remote PASS
Worker
3.7 | Features Call Forward No Call Forward No Answer is set on PASS
answer Remote Worker
3.8 | Features Conference Conference is made on Remote PASS
Worker
3.9 | Features Conference Conference is made on Remote PASS
Worker
3.10 | Features Call Park/Retrieve Call to Remote Worker, Remote PASS
Worker parks the call, call is retrieved
by other user
3.11 | Features Call Pickup Configure Remote Worker and User A | PASS
in same Call Pickup group; Assign call
pickup button on each phone
3.12 | Features Bridged Call Configure Avaya system and phones PASS
Appearance with Bridged Call Appearance
3.13 | Features Voicemail Indicator on | Call to Remote Worker, forward to PASS
voicemail and leave message, MWI is
on
3.14 | Features Voicemail Indicator off | Retrieve the message for Remote PASS
Worker and make sure the MWI on
the phone turns off
3.15 | Features Voicemail Remote Worker calls Voicemail and PASS
retrieves the voicemail, navigates the
voicemail menu
3.16 | Features Share Control Set Remote Worker in shared control PASS
mode
3.17 | Features Video Video capable call from Remote PASS
Worker to another device
3.18 | Features Video Video capable call from other user to PASS
Remote Worker
3.19 | Features Session Manager HA Shutdown the primary Session PASS
Manager, check the phone registered
to secondary SM
4.1 | Presence/IM Presence Remote Worker phone displays PASS
presence status of other user
4.2 | Presence/IM Presence Remote Worker presence status PASS
updates on other user's phone
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5.1 | TCP Register / Keep Alive Setup TCP among Oracle SBC, Avaya PASS
SIP devices and Session Manager

5.2 | TCP Outbound call Call from Remote Worker to other PASS
users, caller hangs up after call is
established

5.3 | TCP Inbound call Call to Remote Worker from other PASS
user, calling party hangs up

6.1 | NAT Register / Keep Alive Register One-X communicator to PASS
Avaya Session manager via Oracle SBC

6.2 | NAT Outbound call Call from Remote Worker to other PASS
users, caller hangs up after call

6.3 | NAT Outbound Call from Remote Worker to other PASS

Hold/retrieve user, answers the call, caller puts call

on hold, then retrieves the call

6.4 | NAT Consultative transfer User A calls Remote Worker and PASS
transfers to User B

6.5 | NAT Conference Conference is made on Remote PASS
Worker

Avaya 7.0 Test Plan
External | External Test Case Title Description Status (Pass
ID Type or Fail etc)

1.1 | General Register / Keep Alive Register Avaya SIP desktop phone to PASS
Avaya Session manager via Oracle SBC

1.2 | General Register / Keep Alive Register One-X communicator to Avaya | PASS
Session manager via Oracle SBC

1.3 | General Register / Keep Alive Register One-X Mobile SIP (for I0S or PASS
Android) to Avaya Session manager via
Oracle SBC

2.1 | Basic Calls Outbound call Call from Remote Worker to other PASS
users, caller hangs up after call

2.2 | Basic Calls Outbound call Call from Remote Worker to other PASS
users, called party hangs up after call

2.3 | Basic Calls Inbound call Call to Remote Worker from other PASS
user, calling party hangs up

2.4 | Basic Calls Inbound call Call to Remote Worker from other PASS
user, called party hangs up

2.5 | Basic Calls Outbound Call cancel Call from Remote Worker and hang up | PASS
before caller party answers

2.6 | Basic Calls Inbound Call cancel Call to Remote Worker and disconnect | PASS
the caller before call is established
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2.7 | Basic Calls Outbound Call from Remote Worker to other PASS
Hold/retrieve user, answers the call, caller puts call
on hold, then retrieves the call
2.8 | Basic Calls Inbound hold/retrieve Inbound call to Remote Worker, put PASS
the call at caller party after call is
established, retrieve the call to ensure
speech path is returned
2.9 | Basic Calls Outbound long Call from Remote Worker phone to PASS
duration other device; Keep the call active for
more than 30 minutes
2.10 | Basic Calls Inbound long duration | Call to Remote Worker and keep the PASS
call active for more than 30 minutes
3.1 | Features Unattended transfer Call to Remote Worker; Unattended PASS
transfer to another user
3.2 | Features Unattended transfer Remote Worker call User A; PASS
Unattended transfer to User B
3.3 | Features Consultative transfer Remote Worker calls User A and PASS
transfers the call to User B
3.4 | Features Consultative transfer User A calls Remote Worker and PASS
transfers to User B
3.5 | Features Call Forward All Call Forward All is set on Remote PASS
Worker
3.6 | Features Call Forward Busy Call Forward Busy is set on Remote PASS
Worker
3.7 | Features Call Forward No Call Forward No Answer is set on PASS
answer Remote Worker
3.8 | Features Conference Conference is made on Remote PASS
Worker
3.9 | Features Conference Conference is made on Remote PASS
Worker
3.10 | Features Call Park/Retrieve Call to Remote Worker, Remote PASS
Worker parks the call, call is retrieved
by other user
3.11 | Features Call Pickup Configure Remote Worker and User A | PASS
in same Call Pickup group; Assign call
pickup button on each phone
3.12 | Features Bridged Call Configure Avaya system and phones PASS
Appearance with Bridged Call Appearance
3.13 | Features Voicemail Indicator on | Call to Remote Worker, forward to PASS
voicemail and leave message, MWI is
on
3.14 | Features Voicemail Indicator off | Retrieve the message for Remote PASS
Worker and make sure the MWI on the
phone turns off

94| Page



Worker

3.15 | Features Voicemail Remote Worker calls Voicemail and PASS
retrieves the voicemail, navigates the
voicemail menu

3.16 | Features Share Control Set Remote Worker in shared control PASS
mode

3.17 | Features Video Video capable call from Remote PASS
Worker to another device

3.18 | Features Video Video capable call from other user to PASS
Remote Worker

4.1 | Presence/IM Presence Remote Worker phone displays PASS
presence status of other user

4.2 | Presence/IM Presence Remote Worker presence status PASS
updates on other user's phone

5.1 | NAT Register / Keep Alive Register One-X communicator to Avaya | PASS
Session manager via Oracle SBC

5.2 | NAT Outbound call Call from Remote Worker to other PASS
users, caller hangs up after call

5.3 | NAT Outbound Call from Remote Worker to other PASS

Hold/retrieve user, answers the call, caller puts call

on hold, then retrieves the call

5.4 | NAT Consultative transfer User A calls Remote Worker and PASS
transfers to User B

5.5 | NAT Conference Conference is made on Remote PASS
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Troubleshooting Tools

If you find that you are not able to complete calls or have problems with the test cases, there are a few tools available for Windows,
Macs, Linux and the Oracle E-SBC and EOM like logging and tracing which may be of assistance. In this section we will provide a
list of tools which you can use to aid in troubleshooting any issues you may encounter.

Wireshark

Wireshark is a network protocol analyzer which is freely downloadable from www.wireshark.org. Note that Wireshark traces taken
directly from the network will show encrypted SIP/TLS, which can be useful for troubleshooting TLS issues but not necessarily SIP
signaling issues.

On the Oracle E-SBC

The Oracle SBC provides a rich set of statistical counters available from the CLI, as well as log file output with configurable detail.
The follow sections detail enabling, adjusting and accessing those interfaces.

Resetting the statistical counters, enabling logging and restarting the log files.

At the console:

oraclesbcl# reset sipd

oraclesbcl# notify sipd debug
oraclesbcl#

enabled SIP Debugging

oraclesbcl# notify all rotate-logs

Examining the log files

Note: You will FTP to the management interface of the SBC with the username user and user mode password (the default is
“‘acme”).

C:\Documents and Settings\user>ftp 192.168.5.24

Connected to 192.168.85.55.

220 oraclesbclFTP server (VxWorks 6.4) ready.

User (192.168.85.55: (none)): user

331 Password required for user.

Password: acme

230 User user logged in.

ftp> cd /ramdrv/logs

250 CWD command successful.

ftp> get sipmsg.log

200 PORT command successful.

150 Opening ASCII mode data connection for '/ramdrv/logs/sipmsg.log' (3353
bytes) .

226 Transfer complete.

ftp: 3447 bytes received in 0.00Seconds 3447000.00Kbytes/sec.
ftp> get log.sipd

200 PORT command successful.

150 Opening ASCII mode data connection for '/ramdrv/logs/log.sipd' (204681
bytes) .

226 Transfer complete.

ftp: 206823 bytes received in 0.11Seconds 1897.46Kbytes/sec.
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ftp> bye
221 Goodbye.

You may now examine the log files with the text editor of your choice.
Through the Web GUI

You can also check the display results of filtered SIP session data from the Oracle E-SBC, and it provides traces in a common log
format for local viewing or for exporting to your PC. Please check the “Monitor and Trace SIP Messages” section (page 140) of the
E-SBC Web GUI User Guide available at http:/docs.oracle.com/cd/E56581 01/index.htm.

Oracle Enterprise Operations Monitor (EOM)

The Oracle Enterprise Operations Monitor (EOM) can be used to analyze SIP signaling messages. See the example report at the
end of the “Configuring EOM to Display All Legs of a Call in a Single Report” section above.

97 |Page


http://docs.oracle.com/cd/E56581_01/index.htm

Appendix A
Accessing the ACLI

Access to the ACLI is provided by:
e The serial console connection;
e TELNET, which is enabled by default but may be disabled; and
e SSH.
Initial connectivity will be through the serial console port. At a minimum, this is how to configure the management (eth0) interface

on the SBC.

ACLI Basics

There are two password protected modes of operation within the ACLI, User mode and Superuser mode.
When you establish a connection to the SBC, the prompt for the User mode password appears. The default password is acme.

User mode consists of a restricted set of basic monitoring commands and is identified by the greater than sign (>) in the system
prompt after the target name. You cannot perform configuration and maintenance from this mode.

User
establishes
connection

User Mode Prompt _J

Password: acme MCS14- IOT—SD?-—::

The Superuser mode allows for access to all system commands for operation, maintenance, and administration. This mode is
identified by the pound sign (#) in the prompt after the target name. To enter the Superuser mode, issue the enable command in
the User mode.

User
establishes
connection

Superuser Mode Prompt —
Password: acme MCS514-I0T-SD> enable MCS514- IOT-—SD':J;
Password: packet

From the Superuser mode, you can perform monitoring and administrative tasks; however you cannot configure any elements. To
return to User mode, issue the exit command.

You must enter the Configuration mode to configure elements. For example, you can access the configuration branches and
configuration elements for signaling and media configurations. To enter the Configuration mode, issue the configure terminal
command in the Superuser mode.

Configuration mode is identified by the word configure in parenthesis followed by the pound sign (#) in the prompt after the target
name, for example, oraclesbcl(configure)#. To return to the Superuser mode, issue the exit command.
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Password:acme MCS14-IOT-SD> enable MCS14-IOT-SD# configureterminal MCS14-TOT-SDi cont

nfigure)#

Password: packet ]
Configuration Mode Prompt

In the configuration mode, there are six configuration branches:
e  bootparam;
e  ntp-sync;
e media-manager;
e  session-router;
e system; and

e  security.

NCS514-10T-5D> enable

|

Superuser mode

MC314-I0T-SDN configure terminal

Global Configuration mode oo ;
MC314-10T-3D (configure) # <branch name>
bootparam media-manager system |
HCS514~10T-SD (media-manager) # NCS14-I0T~3D (aystem) #
ntp-sync session-router security
NCS14-10T-SD (ntp-contig) ¥ NCS514-10T-5D (session~-router) # NCS14-I0T-SD (securicy) ¥

The ntp-sync and bootparams branches are flat branches (i.e., they do not have elements inside the branches). The rest of the
branches have several elements under each of the branches.

The bootparam branch provides access to SBC boot parameters.
The ntp-sync branch provides access to ntp server configuration commands for synchronizing the SBC time and date.

The security branch provides access to security configuration.
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The system branch provides access to basic configuration elements as system-config,
snmp-community, redundancy, physical interfaces, network interfaces, etc.

The session-router branch provides access to signaling and routing related elements, including
H323-config, sip-config, iwf-config, local-policy, sip-manipulation, session-agent, etc.

The media-manager branch provides access to media-related elements, including realms, steering pools, dns-config, media-
manager, and so forth.

You will use media-manager, session-router, and system branches for most of your working configuration.

Configuration Elements

The configuration branches contain the configuration elements. Each configurable object is referred to as an element. Each
element consists of a number of configurable parameters.

Some elements are single-instance elements, meaning that there is only one of that type of the element - for example, the global
system configuration and redundancy configuration.

Some elements are multiple-instance elements. There may be one or more of the elements of any given type. For example,
physical and network interfaces.

Some elements (both single and multiple instance) have sub-elements. For example:
e  SIP-ports - are children of the sip-interface element
e peers — are children of the redundancy element

e destinations — are children of the peer element

Creating an Element

1. To create a single-instance element, you go to the appropriate level in the ACLI path and enter its parameters. There is
no need to specify a unique identifier property because a single-instance element is a global element and there is only
one instance of this element.

2. When creating a multiple-instance element, you must specify a unique identifier for each instance of the element.

3. Itis important to check the parameters of the element you are configuring before committing the changes. You do this by
issuing the show command before issuing the done command. The parameters that you did not configure are filled with
either default values or left empty.

4.  On completion, you must issue the done command. The done command causes the configuration to be echoed to the
screen and commits the changes to the volatile memory. It is a good idea to review this output to ensure that your
configurations are correct.

5. Issue the exit command to exit the selected element.

Note that the configurations at this point are not permanently saved yet. If the SBC reboots, your configurations will be lost.

Editing an Element

The procedure of editing an element is similar to creating an element, except that you must select the element that you will edit
before editing it.

1. Enter the element that you will edit at the correct level of the ACLI path.

2. Select the element that you will edit, and view it before editing it.
The select command loads the element to the volatile memory for editing. The show command allows you to view the
element to ensure that it is the right one that you want to edit.

3. Once you are sure that the element you selected is the right one for editing, edit the parameter one by one. The new
value you provide will overwrite the old value.
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4. Itis important to check the properties of the element you are configuring before committing it to the volatile memory. You
do this by issuing the show command before issuing the done command.

5. On completion, you must issue the done command.
6. Issue the exit command to exit the selected element.

Note that the configurations at this point are not permanently saved yet. If the SBC reboots, your configurations will be lost.

Deleting an Element

The no command deletes an element from the configuration in editing.

To delete a single-instance element,
1. Enter the no command from within the path for that specific element
2. Issue the exit command.

To delete a multiple-instance element,

1. Enter the no command from within the path for that particular element.
The key field prompt, such as <name>:<sub-port-id>, appears.

2. Use the <Enter> key to display a list of the existing configured elements.
3. Enter the number corresponding to the element you wish to delete.
4. Issue the select command to view the list of elements to confirm that the element was removed.

Note that the configuration changes at this point are not permanently saved yet. If the SBC reboots, your configurations will be lost.

Configuration Versions

At any time, three versions of the configuration can exist on the SBC: the edited configuration, the saved configuration, and the
running configuration.

e The edited configuration — this is the version that you are making changes to. This version of the configuration is stored
in the SBC’s volatile memory and will be lost on a reboot.
To view the editing configuration, issue the show configuration command.

e The saved configuration — on issuing the save-config command, the edited configuration is copied into the non-
volatile memory on the SBC and becomes the saved configuration. Because the saved configuration has not been
activated yet, the changes in the configuration will not take effect. On reboot, the last activated configuration (i.e., the last
running configuration) will be loaded, not the saved configuration.

e Therunning configuration is the saved then activated configuration. On issuing the activate-config command, the
saved configuration is copied from the non-volatile memory to the volatile memory. The saved configuration is activated
and becomes the running configuration. Although most of the configurations can take effect once being activated without
reboot, some configurations require a reboot for the changes to take effect.

To view the running configuration, issue command show running-config.

Saving the Configuration

The save-config command stores the edited configuration persistently.

Because the saved configuration has not been activated yet, changes in configuration will not take effect. On reboot, the last
activated configuration (i.e., the last running configuration) will be loaded. At this stage, the saved configuration is different from the
running configuration.

Because the saved configuration is stored in non-volatile memory, it can be accessed and activated at later time.

Upon issuing the save-config command, the SBC displays a reminder on screen stating that you must use the activate-
config command if you want the configurations to be updated.
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oraclesbcl # save-config

Save-Config received, processing.

waiting 1200 for request to finish

Request to 'SAVE-CONFIG' has Finished,

Save complete

Currently active and saved configurations do not match!

To sync & activate, run 'activate-config' or 'reboot activate'
oraclesbcl #

Activating the Configuration

On issuing the activate-config command, the saved configuration is copied from the non-volatile memory to the volatile

memory. The saved configuration is activated and becomes the running configuration.

Some configuration changes are service affecting when activated. For these configurations, the SBC warns that the change could
have an impact on service with the configuration elements that will potentially be service affecting. You may decide whether or not

to continue with applying these changes immediately or to apply them at a later time.

oraclesbcl# activate-config
Activate-Config received, processing.
waiting 120000 for request to finish

Request to 'ACTIVATE-CONFIG' has Finished,
Activate Complete
oraclesbcl#
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