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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.

Revision History

Version Description of Changes Date Revision Completed

1.0 Oracle SBC integration with | 30" October 2022
Cisco Webex Calling as 3rd
party Local Gateway (LGW)

1.1 Added Appendix B section 05" January 2023
to the document for the new
feature which supports
Cisco DTMF with OPUS
codec

1.2 Added ACLI config of the 08" November 2024
SBC. Also added
screenshots to import certs
to the SBC.

Added section w.r.t sip
options ping in multitenancy
setup

ChangeContactHost sip
manipulation changed for
ACK method.

SBC version changed to 9.x
in the whole document to
keep it uniform.

Config added for Media
optimization feature (is
supported from 9.3,0 and
later)
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Added crypto attributes for
SRTP which includes GCM
ciphers.

Added support for Cisco
Webex Contact Center
along with Cisco Webex
Calling part.
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle Enterprise
Session Border Controller platform along with Cisco Webex Calling and Cisco Webex Contact Center
with 3™ Party Local Gateway.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
PSTN Trunk with Cisco Webex Calling Solution and Cisco Webex Contact Center. The solution contained
within this document has been tested using Oracle Communication SBC with software version OS 9.x
version.

Please find the related documentation links below:

2.1. Cisco Webex Calling:

Cisco Webex Calling is a cloud calling solution that delivers enterprise-grade calling, enabling you to
replace your on-premises PBX network with a globally trusted cloud calling solution. This Webex Calling
easily extends to a complete collaboration experience that includes market-leading calling, meetings,
messaging, contact center, and integrated devices for all situations

Webex Calling Cloud service or in short “Webex Calling” supports “Bring Your Own PSTN” and
Enterprise dialing using through what is termed as a Local Gateway that sits at the edge of the
Customer’s VoIP network. A local gateway is a SIP Session Border Controller that interworks
with Webex Calling cloud service in specific ways & This Local gateway MUST operate
specified conditions with Webex Calling. Local Gateway feature enables Webex Calling customers to
continue using their existing PSTN service provider. Oracle SBC works with Webex calling as 3 party
Local Gateway in Certificate based Trunking model.

For additional information on Cisco Webex Calling and certificate-based trunking, please check the below
links:

https://www.Webex.com/products/Webex-calling.html

https://help.Webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-
Webex-Calling#Cisco Reference.dita 20664899-b518-4f5d-bc92-88af4a5c6694

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements. There are some public facing IPs (externally routable
IPs) that we use for our testing are masked in this document for security reasons.

The customers can configure any publicly routable IPs for these sections as per their network
architecture needs.
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3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Cisco Webex Calling with 3 party LGW feature using Oracle Enterprise SBC. There will be steps that
require navigating the Oracle SBC GUI interface, understanding the basic concepts of TCP/UDP,
IP/Routing, DNS server, SIP/RTP and TLS/SRTP are also necessary to complete the configuration and for
troubleshooting, if necessary.

3.2. Requirements

e Fully functioning Cisco Webex Control Hub (Provisioned Webex Control Hub with necessary
Webex Calling licenses/Subscription and also prepared Webex Calling environment)

https://help.webex.com/en-us/article/n4cprps/Prepare-Your-Environment-for-Webex-Calling

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 9.x version.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used SBC Version
Revision 1 9.x
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3.3. Architecture

AIlIlI Open Internet Webex

—_—

) Cloud oy
Mobile / At Home Webex Client

SIP SIGNALLING —————
TLS/SRTP

TCP/RTP L
— o[
PSTN 2

POTS Caller

Enterprise
Network

The configuration, validation and troubleshooting are the focuses of this document and will be
described in three phases:

e Phase 1 — Configuring the Cisco Webex calling with 3" party Local Gateway (LGW) feature
for Oracle SBC.

e Phase 2 — Configuring the Oracle SBC.

e Phase 3 — Configuring the Cisco Webex Contact Center.

4. Cisco Webex Side Configuration

The configuration of Cisco Webex side is a mandatory prerequisite before starting the SBC configuration.
The Webex admin should Configure Trunks, Route Groups, and Dial Plans for Webex Calling to create
a trunk toward Oracle SBC. Once the configuration on Webex Control Hub is complete, the admin will be
provided with destination (Webex Edge proxy) Address that need to be configured on the Oracle SBC.

Please login to Webex Control Hub ----- Calling -------- Call routing and you can check the created
Trunk which actually connects to the SBC.
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O Devices

33 Apps
[ Account

i Organization Settings

SERVICES

(5 Updates & Migrations

() Messaging

] Meeting
{, Calling
§3 Connected UC

O Hybrid

=)
|

ﬂ Oracle

Calling
Numbers ~ Locations | CallRouting  Features  PSTNOrders  Service Settings  Client Settings
Trunk  Route Group  DialPlans  Verify CallRouting  Zone  Trusted Network Edge

Trunk

SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premises IP PBX deployment.
These were previously accessed via the Local Gateway configuration page.

Q
Name Location Trunk Type In Use
cloudsbc BurlingtonHQ Certificate based Yes

Add Trunk

Click on the trunk name to get more details about the configured trunk.

webex Control Hub

£ Devices

[ Account

oy iyt d
{%% Organization Settings

SERVICES

( Updates & Migrations
(1) Messaging

] Meeting

%, Calling

£3 Connected UC

¢ Hybrid

] Oracle

Calling cloudsbc 7

Trunk

Numbers  Locations | CallRouting  Features  PSTN Orde

Details

Truste
Trunk Info

Trunk

Trunk

SIP trunks provide connectivity to a customer-owned PSTN service and to an on-
These were previously accessed via the Local Gateway configuration page.

Route Group  DialPlans  Verify CallRouting ~ Zone

In Use

Calls to On-Premises Extensions

Q
Dial Plans
Name Location Trunk™ pSTN Connection
cloudshc BurlingtonHQ Certifici Route Group

Manage

0 Locations
0 Dial Plans
2 Locations

0 Route Groups
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Click on the Trunk Info to get the details which is the parameters used to connect to the Oracle SBC.
The trunk status shows Online which means the Webex is able to establish a connection with Oracle
SBC and the trunk type are defined as Certificate based and the FQDN is also defined.

webex Control Hub

{0 Settings = X
- Calling cloudsbc 7
— Numbers  Locations CallRouting  Features ~ PSTN Ord¢ Tunk > Details
- Status (7)
(3 Updates & Migrations
P g Trunk  Route Group  DialPlans  Verify Call Routing  Zone  Truste )
¢ Online
() Messaging
Trunk Trunk Type
] Meetin .
= ¢ SIP trunks provide connectivity to a customer-owned PSTN service and o an on-  Certificate based
%, Calling These were previously accessed via the Local Gateway configuration page.
Device
(> Videast Q Oracle ACME Session Border Controller
& Connected UC
FQDN
O Hybrid Name Location Trunk* cloudsbe.cgbusolutionslab.com:5061
cloudshc BurlingtonHQ Certifici Max concurrent calls
[ Oracle

2000

In the below screen, you can check the destination (Webex Edge proxy) Address which will be used as
Session Agent in the Oracle SBC to connect to Cisco Webex side. As Cisco recommends using
SRV based Webex Calling edge address, we will be using that as Session Agent in oracle

SBC (This requirement is for now and may be changed in future). You can also check the created
directory numbers and the locations in the same Calling page of Webex Control Hub.

Please note that Webex Calling Proxy Addresses given below is example addresses which are

used for testing and these values will vary from region to region. For more information about the
Webex Calling Proxy Addresses, please contact your Cisco team.
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webex Control Hub

o Seti c X
£ Setings Calling Max concurrent cals
2000
_— Numbers  Locations | CallRoutng  Features  PSTN Ord
Webex Calling edge proxy address (FQDN)
(¥ Undates & Miarations peering 1.us.sipconnect. beld webex.com:5062
e ’ Tk RouteGroup  DialPlans  VerifyCallRouting  Zone  Truste , ‘
— peering2.us.sipconnect.beld webex.com:5062
N :
L) Messagng peering3.us.sipconnect. beld webex.com:5062
Trunk o .
() Meeting . - . peeringd.us.sipconnect. beld webex.com:5062
SIP trunks provide connectivity to a customer-owned PSTN service and to an on-
Y, Caling These were previously accessed via the Local Gateway configuration page. Webex Calling edge proxy address (SRV)
> Vs us01.sipconnect beld webex.com
idcas
Q .
S Comected UC Dual ldentity Support
The Dual Identity Support sefting impacts the handling of the From
() Hybrid Name Location Trunk " header and P-Asserted-Identity (PA) header when sending an initial SIP
INVITE to the trunk for an outbound call. When enabled, the From and PAI
N cloudshc BurlingtonHQ Certifii - headers are treated indzpendently and may differ. When disabled, the
racle eader is set to the same value as the From header. Please refer to
jO\ PAl header i h lue as the From header. PI f
teo oo, Sla fop e daba]

With this, Cisco side configuration is complete.

5. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Cisco Webex Calling
and PSTN SIP Trunk. In this SBC config, Cisco Webex Calling side is secure (TLS/SRTP) and
PSTN Side is unsecure (UDP or TCP/RTP).

5.1. Validated Oracle SBC version

Oracle conducted tests with SBC 9.x software — this software with the configuration listed below can run
on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6300
e AP 6350
e AP 3950
e AP 4900
e VME

e Oracle SBC on Public Cloud
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6. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence
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e o TENT

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.

Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

q = quit

Note: There is no management IP configured by default.

To configure product type, type in setup product in the terminal
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WARNING:

Rlteration of product alone or in conjunction with entitlement
changes will not be complete until system reboot

Last Modified 2022-10-03 07:21:29

Product Enterprise Session Border Controller

Enter 1 to modify, d' to display, 's' to save, 'q' to exit. [s]

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.(The below screen is just an example and not actual config)

Entitlements
Last Modified:

Session Capacity 9999
Advanced
STIR/SHAKEN Client

Admin Security

Data Integrity (FIPS 140-2)

IPSec Trunking Sessions

MSRP BZBUA Sessions

SRTF Sessions

1
2
3
4

Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode

ol il el e B e = TR s AR & 3

Enter 1 - 22 to modify, 4d'

Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec
Codec

AMR

AMR Capacity
AMRWB

AMRWB Capacity

RC Capacity
EVRCEB
EVRCB Capacity
EVS
EV5 Capacity
OPUS
OPUS Capacity
SILK
SILK Capacity

to display,

0
enabled
2000
enabled
2000

save, 'q

500

Session Capacity (0-10000)
Enter 1 - 22 to modify, d'

Transcode Codec AMR Capacity
Enter 1 - 22 to modify, d' to

Transcode Codec EVRC Capacity

Enter 1 - 22 to modify, d'

The SBC comes up after reboot and is now ready for configuration.

display,

to display,

to display,

(0-10000)
(0-10000)

LIPS

save, 'q'

CO

To




Go to configure terminal->system->http-server-config. Enable the http-server-config to access the

SBC using Web GUI. Save and activate the config.

6.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC _MGMT _IP>.

Signiin to E-SBC

Enter your details below

ORACLE Ulsername

Enterprise Session Border Controller

Required
Password

Required

The username and password is the same as that of CLI.
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ORACLE Enterprise Session Border Controller

DESLLEIGEE  Configuration  Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build

X

Widgets

Dashboard (3  Reser + WiDGeTs
Highest task CPU usage (second) «oo  Current memory usage «eo  Historical memory usage (minute) e
100
31260M
20 31255M
= fegid01 31250M
60 = fgi "
2 fg‘;r;ﬂ g 31245M = Memory usage ...
% s g 31240M = Trend (rate271
Z 40 = heap B Mlocsted -
31235M
= sipd M Free
20 31230M
31225M
o 0 0QQCO00QQQ
a R N I B R B
g $ERBBRE588
8 8888882853232
Time
Alarms

dmin v

System

Go to Configuration as shown below, to configure the SBC

ORACLE Enterprise Session Border Controller

Dashboard [E€ITHIEILLM  Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard

edemanagt Configuration Objects

security »

session-router > Bame Descwption
access-control Configure a static or dynamic access control list

system »
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import a certificate
class-policy Configure dlassification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
hitp-client Configure an HTTP client
h#tn canar anfimwa an UTTD canmar

Show All Displaying 1- 1 of 40

Widgets

€2 Verify

admin v

System

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.3.0/webgui/web-gui-guide.pdf

The expert mode is used for configuration.
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Tip: To make this configuration simpler, one can directly search the element to be configured, from
the Objects tab available.

6.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller admin v
SolutionsLab-vSBC2  SCZ0.00 Paich 4 (Buid 343) Dashboard \WERUTCULN Monitorand Trace  Widgets ~ System
Configuration  viewConfiguation  Q Discard | §) Verify [ Sae
hast-route Modify System Config Show Configuation

hitp-client

Fostname OracleSBC
hitp-server .

Description

network-interface

nip-config
Locat
phy-interface ocation
redundancy-config Mib System Contact
i Mib System Name
snmp-community
Mib System Location
spl-config Vs
Acp TLS Profile
system-config p )
0K Delete

Show All

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.3.0/releasenotes/esbc-release-notes. pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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6.4. Configure Physical Interface values
To configure physical Interface values, go to System->phy-interface.

Please configure sOp0 for PSTN side and s1p0 for Cisco Webex side.

Parameter Name PSTN Trunk side (sOp0) Cisco Webex side
(s1p0)
Slot 0 1
Port 0 0
Operation Mode Media Media

Please configure sOp0 interface as below.

ORACLE Enterprise Session Border Controller admin v

SoluionsLab-1SBC-2 SCZ9.00 Patch 4 Buld 349 Dashboard EULECUlY Montorand Trace  Widgets  System
Configuration  viewConfguaton Q Decard @ Verly [ Sa
host e Modify Phy Interface
http-client
Name 0p0
hitp-server .
Operation Type Media .
network-nterface
port 0 (Range: 0.5)
nip-confg Slot 0 (Range:0.2)
phy-interface Virtual Mac
redundancy-config Admin State v enable
samp-commurity Auto Negotiation v enable
spl-config Duplex Mode FULL v
system-config Speed 100 v
Back

Show Al
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Please configure s1p0 interface as below

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2

Configuration

host-route
hitp-client
hitp-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config

system-config

Show All

SCZ9.0.0 Patch 4 (Build 343)

View Configuration Q

Modify Phy Interface

Name
Operation Type

Port
Slot

Virtual Mac
Admin State
Auto Negotiation
Duplex Mode

Speed

0 (Range: 0.5)

1 (Range:0.2)

v enable
v enable
FULL v

100 v

Back

admin v

(WLIi=TICI0M  Monitor and Trace  Widgets  System

@ Verity 3 Save

6.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name

PSTN Trunk Side Network

Cisco Webex side

Interface(sOp0) Network Interface(s1p0)
Name sOp0 S1p0
Host Name
IP Address 155.212.214.90 10.1.34
Net Mask 255.255.255.0 255.255.255.0
Gateway 155.212.214.65 10.1.3.1
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Please configure network interface sOp0 as below

ORACLE Enterprise Session Border Controller

DESIGEIGIM  Configuration EETGIENVRIEW

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard €3} Verify
host-route Modify Network Interface
http-client
Name 50p0 .
hitp-server
Sub Port d 0 (Range: 0.4095)
network-interface Description
ntp-config

phy-interface

Hostname
redundancy-config

IP Address 195.212.21490
snmp-community

Pri Utility Addr
spl-config

Sec Utility Addr
system-config

0K Back

Show All

Similarly, configure network interface s1p0 as below

ORACLE Enterprise Session Border Controller

Dashboard JEEVNETIET(ViM Monitor and Trace ~ Widgets ¢

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard 83 Verify
host-route Modify Network Interface
http-client
Name s1p0 .
http-server
Sub Port 1d 0 (Range: 0.4095 )
network-interface Description
ntp-config

phy-interface

Hostname
redundancy-config

IP Address 1013.4
snmp-community

Pri Utility Addr
spl-config

Sec Utility Addr
system-config

OK Back

Show All
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  ViewConfigraton ~ Q
session-router » .
Modify Network Interface
system v
Upload
DNS IP Primary 9999 “
fraud-protection
DNS IP Backupl 8888
host-route
DNS IP Backup2 8844
hitp-client
DNS Domain cgbusolutionslab.com
hitp-server
DNS Timeout 1 ( Range: 0.4294967295 )
network-interface
DNS Max Ttl 86400 ( Range: 302073600 )
ntp-config Signaling Mtu 0 ( Range: 0,576..4096 )
phy-interface HIPIP List
redundancy-config IFD Addroce
K Back
Show All

Configuration

Monitor and Trace

Widgets

3 Verify

6.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media

manager option as below.

Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) JEmT
Configuration  viewconfiguation Q)
media-manager v N )
Modify Media Manager
codec-policy
State
media-manager v enable
) Flow Time Limit 86400 ( Range: 0..4294967295 )
media-policy
Initial Guard Timer 300 ( Range: 04294967295 )
realm-config )
Subsq Guard Timer 300 ( Range: 04294967295 )
steering-pool R
e TCP Flow Time Limit 86400 ( Range: 04294967295 )
security » TCP Initial Guard Timer 300 ( Range: 04294967295 )
session-router » TCP subsq Guard Timer 300 ( Range: 0..4294967295 )
Hnt Rtcp
system . enable
Algd Log Level
fraud-protection NONICE M
Mbed 1 oo | evel e
host-route
0K Delet
Show Al ¢

Configuration

Monitor and Trace

Widgets

3 Verity
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SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  ViewConfigwation Q) Dicard €3 Verfy
media-manager v . .
Modify Media Manager
codec-policy Max Signaling Packets 0 ( Range: 0..4294967295 )
media-manager Max Untrusted Signaling 1 ( Range: 0.100)
medi-polcy Min Untrusted Signaling 1 ( Range: 0.100)
Dos Guard Window 5 (Range: 1.30)
realm-config -
Untrusted Minor Threshold 0 ( Range: 0.100 )
steering-pool .
Untrusted Major Threshold 0 ( Range: 0.100 )
security 4 Untrusted Critical Threshold 0 ( Range: 0.100)
session-router » Trusted Minor Threshold 0 (Range: 0.100)
e . Trusted Major Threshold 0 ( Range: 0.100)
Trusted Critical Threshold 0 ( Range: 0.100)
fraud-protection
Arp Minor Threshold 0 ( Range: 0.100)
host-route
0K Delete
Show All

6.7. Enable sip-config

SIP config enables SIP handling in the SBC.
To configure sip-config, Go to Session-Router->sip-config.

Also add the options to the sip-config as shown below.
In options add max-udp-length =0.
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Dashboard JEENIFIIEIIIM  Monitor and Trace  Widgeis

SolutionsLab-vSBC-2 - SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard £ Verify
local-routing-config MOd]fy SIP Conflg
media-profile Shat
ale v enable
session-agent Dialoz T
ialog Transparency V| enable
session-group
Home Realm ID CiscoWebexRealm v
on-recording.
session-recording-group Egress Realm ID .
session-recording-server Nat Mode None .
session-translation Registrar Domain .
sip-config Registrar Host *
sip-feature Reaistrar Port
egistrar For 5060 ( Range: 0,1025..65535)
sip-interface Init Timer 500 { Range: 0..4294967295 )
OK Delet
Show All e

ORACLE Enterprise Session Border Controller

Dashboard &My Monitor and Trace  Widgets
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Configuration  View Configuration Q Discard  £8) Verify
local-routing-config MOd]fy SIP COang
media-profile Invite Expire 180 ( Range: 0..2147473 )
Session Max Life Limit
session-agent 0
Enforcement Profile
session-group v
session-recording-group Red Max Trans 10000 ( Range: 0.50000)
Options
session-recording-server max-udp-length=0 X
session-translation SPL Options
sip-config SIP Message Len 4096 (Range: 0..65535)
Enum Sag Match
sip-feature enable
Extra Method Stats
sip-interface v/ enable
0K Delete

Show All
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6.8. Configure Realms

/(/;u\y/‘/ .

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the two realms used in this configuration:

Identifier SIPTrunk CiscoWebexRealm
Network Interface SOp0 s1p0
Mm in realm Y 19|
trunk-context cloudsbc.cgbusolutionslab.com
Media Sec policy CiscoWebexSecurity PSTNSide
Access Control Trust High High

Level

In the below case, Realm name is given as SIPTrunk for PSTN Side

Please set the Access Control Trust Level as high for this realm

ORACLE Enterprise Session Border Controller

Dashboard [MEITNcULMM Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewconfiguraton  Q
media-manager v . .
Modify Realm Config
codec-policy
Identifier
media-manager
Description
media-policy
realm-config
steering-pool Addr Prefix
it
seaurty ' Network Interfaces
session-router »
Media Realm List
system »
Mm In Realm
Mm In Network
Mm Same Ip
Show Al ok

SIPTrunk

0000

s0p0:04 %

 enable

 enable

+ enable

Back

B Verify
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Configuration  ViewConfiguration QU Disca 2 Verify
media-manager v . )
Modify Realm Config
codec-policy v

media-manager In Manipulationid

‘Out Manipulationid

media-policy v
realm-config Average Rate Limit 0 ( Range: 04294967295 )
Access Control Trust Level -
steering-pool high i
Invaiid Signal Threshold 0 (Range: 0..4294967295 )
security »
Maximum Signal Threshold 0 ( Range: 0..4294967295 )
session-router » .
Untrusted Signal Threshold 0 ( Range: 0..4294967295 )
system v
Nat Trust Threshold 0 (Range: 0..65535 )
fraud-protection Max Endpoints Per Nat 0 ( Range: 065535
host-route Nat Invalid Message Threshold 0 (Range: 0..65535 )
Wait Time For Invalid Register -
hitp-client 0 (Range: 0,4.300)
Show All Back

Similarly, Realm name is given as CiscoWebexRealm for Cisco Webex Calling side.
Please set the Access Control Trust Level as high for this realm too.

Please set the parameter trunk-context to cloudsbc.cgbusolutionslab.com (Please note that this
parameter value given here is an example used for our testing purposes and the user can
configure this value according to their environment). This value is configured as FQDN of SBC in
the Cisco Webex Admin portal, and this will be used by Cisco Webex calling side to reach SBC
when making calls.

ORACLE Enterprise Session Border Controller

SolutionsLab-ySBC-2  SCZ9.0.0 Patch 4 (Build 343) WS | configwraer | DELERTIER  UHEE

Configuration  viewconfiguaion ~ Q Discard ) Verly
media-manager . .
Modify Realm Config
codec-policy
Identifier 2
media-manager CiscoWebexRealm
Description
media-policy
realm-config
steering-pool .
Addr Prefix 0000
security ' Network Interfaces
sip0:04 %
session-router »
Media Realm List
system »
Mm In Realm | enable
Mm In Network
Back
Show Al §
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) tenigurercy | CIXTEINUER  TOERE

Conﬁguration View Configuration Q Disca £ Verify
media-manager v i '
Modify Realm Config
codec-polic :
policy Max Endpoints Per Nat 0 ( Range: 065535 )
media-manager Nat Invalid Message Threshold 0 ( Range: 0..65535 )
media-policy Wait Time For Invalid Register 0 ( Range: 0,4.300)
Deny Period 30 ( Range: 04294967295 )
realm-config
Session Max Life Limit 0
steering-pool
Untrust Cac Failure Threshold 0 ( Range: 0.4294967295 )
security »
Subscription Id Type END_USER NONE .
session-router »
Trunk Context cloudsbc.cgbusolutionslab.com
system »
Early Media Allow -
Enforcement Profile v
Back
Show Al a‘

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-controller/9.3.0/security/security-
quide.pdf

6.9. Configuring a certificate for SBC

This section describes how to configure the SBC for TLS and SRTP communication for Cisco Webex
Calling. Cisco Webex calling side allows TLS connections from SBC’s for SIP traffic, and SRTP for media
traffic. It requires a certificate signed by the trusted Certificate Authorities like Go Daddy Root CA and also
IdenTrust Root CA certificate as Cisco Webex has moved to a new Certificate Authority, IdenTrust
Commercial Root CA from March 2021.

The links for Identrust certificate is given below:
https://help.Webex.com/en-us/article/\WBX9000034330/New-Root-Certificate-Authority-for-Cisco-Webex-
Services-from-March-2021

https://help.Webex.com/en-us/article/M\WBX9000008850/W hat-Root-Certificate-Authorities-are-Supported-
for-Calls-to-Cisco-Webex-Audio-and-Video-Platforms?

Though the links talks about Identrust certificates used by Cisco VCS and Expressway, we can still
Download the Identrust root certificate and can upload it to the Oracle SBC with the steps given below.
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The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate

signing request and import the necessary certificates into the SBC’s configuration.

e SBC - 1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

Step 1 — Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below.

Please note that the FQDN created on the Webex side must be the Common Name (CN) or
Subject Alternative Name (SAN) of the certificate. As Cisco does an exact match and do not
support wildcard certificates, each domain must be called out in CN or SAN of the certificate
for validation.

ORACLE Enterprise Session Border Controller

(@IIE 0 Monitorand Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewConfiguation~ Q D ) Veify
media-manager : S
Modify Certificate Record
security v
Name
authentication-profile CloudSBCSolLab
Country
certificate-record L
State
tls-global L
Locality
tsprofe Burlington
_ Organization Engineering
session-router )
Unit SolutionsLab
system )
Common Name cloudsbe.cgbusolutionslab.com
Key Size 2048 .
Alternate Name
Back
Show All
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SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration ~ viewconfigraion Q)
media-manager » . "
Modify Certificate Record
security v
Common Name
authentication-profile )
Key Size
certificate-record
Alternate Name
fls-global
¢ Trusted
tis-profil
Sprone Key Usage List
session-router 4
system 4 Extended Key Usage List
Key Algor
Digest Algor
Show All

Dashboard

cloudsbc.cgbusolutionslab.com

2048 v

v enable

digitalSignature X

keyEncipherment X
serverAuth % clientAuth X
1sa v
shazs6 v
Back

Configuration

Monitor and Trace

Widgets

Create a Certificate record for Identrust Root CA in SBC as below:

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) Dashboard
Conﬁguration View Configuration Q
media-manager »
Modify Certificate Record
security v
authentication-profile Name WebexRootCA
certificate-record Country us
tls-global State MA
tls-profile Locality Burlington
session-router » Organization Engineering
system » Unt Cisco Webex Calling
Common Name IdenTrust Root CA certificate
Key Size 2048 .
Alternate Name
frusted  enable
Show All oK Back

Configuration

Monitor and Trace

Discard

Ov
Widgets

{2 Verify
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The table below specifies the parameters required for certificate configuration.
Modify the configuration according to the certificates in your environment.

Common Name

Go Daddy class2 Root CA

ldenTrusrt Root CA

Key Size

2048

2048

Key-Usage-List

digitalSignature
keyEncipherment

digitalSignature
keyEncipherment

Extended Key Usage serverAuth serverAuth
List
Key algor rsa rsa
Digest-algor Sha256 Sha256

Step 2 — Generating a certificate signing request

(Only required for the SBC’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

o Select the certificate and generate certificate on clicking the “Generate” command.
o Please copy/paste the text that gets printed on the screen as shown below and upload to
your CA server for signature.

Configuration View Configuration @ Q
media-manager ’ Certificate Record
security ~
authentication-profile
o & & PKCSI s b @ B @
certificate-record
Select Action Name & Country & State
tis-global
a CGBUSolutionsLab us MA
tis-profile
CloudSBCSolLab us MA
session-router >
O GoDaddyCrossCert us MA
system >
O GoDaddyintermediate  US MA
(] GoDaddyRootCA us MA
a WebexRootCA us MA

Locality &
Burlington
Burlington
Burlington
Burlington
Burlington

Burlington

Search

Organization 2 Unit &
Engineering SolutionsLab
Engineering SolutionsLab
Engineering www.godaddy.com
Engineering www.godaddy.com
Engineering www.godaddy.com
Engineering

@ vty [

\ Show Configuration |

Q|
Common Name ¢
cgbusolutionslab.com
cloudsbc.cgbusolutio...
GoDaddy G1to G2 Cr...
GoDaddy Secure Ser...
GoDaddy Class 2 Cer...

IdenTrust Root CA ce...
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Generate certificate response
Copy the following information and send to a CA authority
-----BEGIN CERTIFICATE REQUEST-----
MIICVTCCAaUCAQAWRTELMAKGA1TUEBhMCVVMxCzAJBgNVBAgTAK1BMR
MwEQYDVQQH
EwpCdXJsaW5ndGOuUMRQWEgYDVQQKEwtFbmdpbmVicmluZzCCASIwDQY
JKoZlhveN
AQEBBQADggEPADCCAQoCggEBALzZMGSOrclE8r+f2nK1zIMcTJaLVdh+1WR
+vWmKnn
/nvifp7sKsUVFKXO0bAjZUSSASEpdHfYLCO9G7jMz7dKJOSUC0q6GkcFBKtvhBIf
huU
JsOvaSc3UMIc+jqy9G+2Fsd44mY/KMXPFQNMXECgT7RAyhKLjOzoxqi6dQ5zb
yHg
HGJ2dAPkXgmwBwc2zx101bawk9W/sk202gKWI5B6rOw2ICbIVyekn7SUEPB
C3IPM
43NP43mvNQWDbFffc3o0CAzdqgWxvDzhQbvhu76nGJPNnCGaxJoHR7dTD6GX
WTVRLE1
gNFOWdLWEhOORCKtAItTTNeV4KdcGeYrYZIkvJZIHHpT/7TmkCAWEAAaAzMD
EGCSqG

| Close

Also, note that a save/activate is required

Step 3 — Deploy SBC & root certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be

imported to the SBC. Once done, issue save/activate from the WebGUI

media-manager

security
authentication-profile
certificate-record
tls-global
tIs-profile

session-router

system

Configuration View Configuration i) Q

Discard @ Verify B s
> Certificate Record | Show Configurati
v

n =+ & PKCS12 /s b© @ B © Search Q
/  Edit
Select Country State Locality ¢ Organization Unit Common Name
o Copy
O mnsLab us MA Burlington Engineering SolutionsLab cgbusolutionslab.com)|
ing Delete
[} ILab us MA Burlington Engineering SolutionsLab cloudsbc.cgbusolutio]
> [} Generate
O issCert us MA Burlington Engineering www.godaddy.com  GoDaddy G1to G2 Cr.
> M@ Import - .
O armediate US MA Burlington Engineering www.godaddy.com  GoDaddy Secure Ser.
: GoDaddyRootCA us MA Burlington Engineering www.godaddy.com GoDaddy Class 2 Cer |
[} H WebexRootCA us MA Burlington Engineering IdenTrust Root CA ce |
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Configuration View Configuration & Q Discard £y Verify 5
media-manager > Certificate Record | Show Configurat
security ~

authentication-profile 2 Edit
[ PKCS12 /Z b @ B © Search QJ
certificate-record
Copy
Select Country ¢ State ¢ Locality ¢ Organization Unit & Common Name
tls-global e Delete
m] insLab us MA Burlington Engineering SolutionsLab cgbusolutionslab.col
tis-profile
E Generate
O ILab us MA Burlington Engineering SolutionsLab cloudsbc.cgbusolutio
session-router >
[  Import <= .
] ssCert us MA Burlington Engineering www.godaddy.com  GoDaddy G1to G2 Cr]
system >
@ GoDaddyIntermediate ~ US MA Burlington Engineering www.godaddy.com  GoDaddy Secure Ser.|
O H GoDaddyRootCA us MA Burlington Engineering www.godaddy.com  GoDaddy Class 2 Cer
O : WebexRootCA us MA Burlington Engineering IdenTrust Root CA ce
Show ATl Displaying1- 6 of 6
20.69.252.200/#

| Import Certificate

Format
try-all

Import Method

@ File
Q Paste

Certificate File No file selected.

| 1, Upload

‘ Import H Cancel

Repeat these steps to import all the root and intermediate CA certificates into the SBC.:
At this stage all the required certificates have been imported to the SBC for Cisco Webex Calling.
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6.10. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
The below is the TLS profile configured for the Cisco Webex calling side:

ORACLE Enterprise Session Border Controller

Dashboard [RESTTECN Monitor and T Widgets
SolutionsLab-vSBC-2 SCZ9.0.0 Patch 4 (Build 343) 0ot I Voniorand frace Widge

Configuration  viewConfiguation ~ Q, £ Verify

media-manager »

Modify TLS Profile

security v

Name
authentication-profile TLSWebex
End Entity Certificate
certificate-record & eSOl o N
Trusted Ca Certificates
tls-global GoDaddyRootCA X
WebexRootCA %
tis-profile
GoDaddyintermediate X
session-router »
Cipher List DEFAULT X
system » Y
Verify Depth 10 {Range: 0.10)
Mutual Authenticate | enable
TLS Version flsv2 .

Options

Show All

6.11. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

Please Configure sip-interface for the Cisco Webex Calling side as below:

- Tls-profile needs to match the name of the tls-profile previously created

- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.

- Set user-agent parameter as Oracle/VM/9.0.0p4 (This can be the respective Oracle SBC
Platform and version and these values can be updated accordingly)

- Setinitial-inv-trans-expire parameter value to 10 so the SBC will recurse on no response to
SRV session agent
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Configuration  View Configuration

R
session-group
session-recording-group
session-recording-server
session-{ranslation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translation-rules

Show All

Q

Modify SIP Interface

Sate v enable
Realm D CiscoWebexRealm v
Description
SIP Ports
L
Action Select Address Port Transport Protocol
10134 5061 TS
Back

admin v

Dashboard [WNIVEIWGM Monitorand Trace  Widgets  System

@ Veify ) e

Show Configuration

TLSProfile  Allow Anonymous Multi Home Addrs

TLSWebex agents-only

ORACLE Enterprise Session Border Controller

Dashboard JEViEIIcIOWMM Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewConfiguaton ~ Q

o

session-group

session-recording-group

SESS\OI’\*I’E(OdenngEI'VEI’

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

tranclatinnrilec

Show All

Modify SIP Interface

Displaying 1-1of 1

Discard €23 Verify

Show Confif

Initial Inv Trans Expire 10 ( Range: 0..2147473 )

Session Max Life Limit 0

Proxy Mode .

Redirect Action v

Nat Traversal TR v

Nat Interval 30 ( Range: 0.4294967295 )

TCP Nat Interval nn Danna- N A70A0ATIOE |
OK Back
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Conﬁguration View Configuration

session-group

session-recording-group

sessmn—recordingfserver

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

translation-rules

qustem

Show All

Q

Modify SIP Interface

S8hr Profile

Ringback Trigger
Ringback File

Fax Continue Session
Npli Profile

Hist To Div For Cause 380
User Agent

Allow Diff2833 Clock Rate Mode

OK

none

none

inherit

Oracle/VM/9.0.0p4

disabled

Back
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We have some mandatory sip-manipulations that needs to be used with the Oracle SBC so that call flow
between Cisco Webex and PSTN will be successful. The User can add these sip manipulations to the
SBC using either GUI or CLI mode and is free to decide the way they want to add the sip manipulations.
As per the request of Cisco, the FQDN of the SBC needs to be added to all sip messages toward Cisco
Webex. Please assign the below sip-manipulation as the out-manipulation ID in the Cisco Webex
sip interface or Cisco Webex Session Agent as per customer need.

sip-manipulation

name ToCiscoWebex
header-rule
name addplus
header-name Contact
action manipulate
comparison-type pattern-rule
msg-type request
methods Invite
element-rule
name TenDigits
type uri-user
action replace
comparison-type pattern-rule
match-value A0-9){10}%
new-value \+1+$ORIGINAL
element-rule
name ElevenDigits
type uri-user
action replace
comparison-type pattern-rule
match-value AN0-9{11}%
new-value \++$ORIGINAL
header-rule
name ChangeContactHost
header-name Contact
action manipulate
methods ACK,INVITE
element-rule
name contacthost
type uri-host
action replace
new-value $TRUNK_GROUP_CONTEXT
header-rule
name AddContactOptions
header-name Contact
action add
msg-type request
methods OPTIONS
new-value <sip:ping@"+$TRUNK_GROUP_CONTEXT+":5061;transport=tls>"
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Similarly, Please Configure sip-interface for the PSTN side as below:

ORACLE Enterprise Session Border Controller v adminy

[l Monitor and Trace ~ Widgets  System
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) ¢ : ¥t
Conﬁguralion View Configuration Q Discard ) verty [EEEH
session-agent MOdlfy SIP Interface Show Configuration
Session-group
State

. .  enable
session-recording-group

) Realm ID SIPTIunk S
session-recording-server

Description
session-translation
sip-config
sip-feature SIP Ports
sip-interface [
sip-manipulation Action Select Address Port Transport Protocol TLS Profile Allow Anonymous Mults Home Addrs
155.212.21490 5060 upp agents-only
sip-monitoring
13521221490 5060 TP agents-only
franslation-Tules
system »
Show Al Back

We also have a sip-manipulation for PSTN side to remove DTG parameter which comes from Cisco side
which will not be accepted by some of the sip trunks. So, we use the below manipulation to remove it.
Please assign the below sip-manipulation as the out-manipulation ID in the PSTN sip interface.
Please note that this sip-manipulation can be used according to the needs of the user as some of
the sip trunks allow this parameter by default.

sip-manipulation
name RemoveDTG
description
split-headers
join-headers

header-rule
name StripDTG
header-name Request-URI
action manipulate
comparison-type case-sensitive
msg-type request
methods Invite
match-value
new-value
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element-rule
name stripdtg
parameter-name dtg
type header-param
action delete-element
match-val-type any
comparison-type case-sensitive
match-value
new-value

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

6.12. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path.

Go to session-router->Session-Agent and Configure the session-agents for the Cisco Webex side

- Host name to “us0l.sipconnect.bcld.Webex.com”, which is SRV based SA.

- When Using SRV as session agent, please make port as 0 so that SRV will
work properly.

- realm-id — needs to match the realm created for the Cisco Webex side.

- transport set to “staticTLS”

- Please enable the parameters ping all addresses, ping-response,

- Please enable hidden option load-balance-dns-query and recurse-on-all-

failures and set out-service-response-codes parameter to 408,503
- Please set ping method to OPTIONS and ping-interval duration in secs.
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Dashboard E€TXVe(vy M Monitor and Trace  Widgets
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Configuration  ViewConfiguaton ~ Q Discard ) Velty
local-policy . . ]
Modify Session Agent sho Confy
local-routing-config
media-profile Hosiname usO1sipconnectbcld.webex.com
IP Address
session-agent
Port .
ession-goup 0 ( Range: 0,1025..65535 )
State v enable
session-recording-group
App Protocol 5p v
session-recording-server
App Type =
session-translation
Transport Method SHHCTLS v
sip-config
Realm ID CiscoWebexRealm v
sip-feature
Egress Realm ID v
sip-interface
0 Back
Show Al ‘

UIR/ACLE Enterprise Session Bo oller T

Solutionslab-vSBC-2 SCZ0.0.0 Patch 4 (Buid 343) e e

Configuration  ViewConfiguation Q) Discard 3 Verify
local-policy |
Modify Session Agent ity
local-routing-config
Ping Interval 3 ( Range: 0.4294967295 )
media-profile
Ping Send Mode Keep-aive .

session-agent ]

Ping All Addresses 7 enable
session-group

Ping In Service Response Codes

session-recording-group

Options
? recurse-on-all-failures X
session-recording-server
SPL Options
session-translation
Media Profiles
sip-config
) In Translationid
sip-feature \/
Back
Show All
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Similarly, configure the session-agents for the PSTN Side as below:

ORACLE Enterprise Session Border Controller

DESIEN]

Configuration

Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  Viewconfiguation  Q

local-policy . i

Madify Session Agent
local-routing-config

Hostname
media-profile

IP Address
session-agent

Port
session-group

State
session-recording-group

App Protocol
session-recording-server

App Type
session-translation

Transport Method
sip-config

Realm ID
sip-feature

Egress Realm ID
sip-interface

0K
Show All

068.68117.67
068.68117.67
5060 ( Range: 0,1025..65535 )
v enable
SIP v
v
UDP v
SIPTrunk v
v
Back

3 Verify

Show Confi

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  ViewConfiguation ~ Q
s

local-policy . .

Modify Session Agent
local-routing-config

. . Redirect Action

media-profile

Loose Routing
session-agent

. Response Map

session-group

Ping Method
session-recording-group

Ping Interval
session-recording-server

Ping Send Mode
session-translation

Ping All Addresses
sip-config

Ping In Service Response Codes
sip-feature

Options
sip-interface v

Show Al -

Dashboard

v
v enable
v
OPTIONS
30 ( Range: 04294967295 )
keep-alive v
v enable
Back

Configuration

Monitor and Trace

Widgets
1 Verify

Show Confi
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Please assign the below mandatory sip-manipulation as the out-manipulation ID in PSTN sip
interface or PSTN Session Agent as per customer need.

sip-manipulation

name ToPSTN
description
split-headers
join-headers
header-rule
name StripDTG
header-name Request-URI
action manipulate
comparison-type case-sensitive
msg-type request
methods Invite
match-value
new-value
element-rule
name stripdtg
parameter-name dtg
type header-param
action delete-element
match-val-type any
comparison-type case-sensitive
match-value
new-value
header-rule
name DeleteXBroadworks
header-name X-BroadWorks-Correlation-Info
action delete
comparison-type case-sensitive
msg-type any
methods BYE,INVITE,OPTIONS
match-value
new-value
header-rule
name DeleteSessionID
header-name Session-1D
action delete
comparison-type case-sensitive
msg-type any
methods BYE,INVITE,OPTIONS
match-value
new-value
header-rule
name DeleteRecvinfo
header-name Recv-Info
action delete
comparison-type case-sensitive
msg-type any
methods BYE,INVITE,OPTIONS
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6.13. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Cisco Webex side to PSTN side, Use the below local —policy

ORACLE Enterprise Session Border Controller Qv
SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343) DEEEER | configuration | CETTRARTEE  UHGEE
Configuration  view Configuration Q Discard 83 Verify
local-policy

Modify Local Policy
local-routing-config

From Address
media-profile * x%
session-agent To Address >

session-group Source Realm

CiscoWebexRealm %

session-recording-group

Description
session-recording-server
session-translation
sip-config State « enable
sip-feature Policy Priority — .

sip-interface

[¢
Show Al OK || Back

ORACLEe Enterprise Session Border Controller

Dashboard JE@ENIGIGYM Monitorand Trace  Widgets

SolutionsLab-vSBC-2  5CZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard {5 Verify

local-policy

Modify Local Policy

local-routing-config Source Realm

CiscoWebexRealm %

media-profile

Description
session-agent
session-group
session-recording-group State | enable
session-recording-server Policy Priority none v
session-translation Policy Attributes
sip-config B

Action  Select Next Hop Realm Action Terminate ...  Cost State App Protocol  Lookup Next Key
sip-feature

: 68.68117.67 SIPTrunk replace-uri disabled 0 enabled single

sip-interface

oK Back
Show Al o
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To route the calls from the PSTN side to Cisco Webex side, Use the below local—policy

ORACLE Enterprise Session Border Controller

Dashboard [EENAIEMM Monitor and Trace ~ Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Paich 4 (Build 343)

Conﬁguration View Configuration Q Discard | Verify

local-policy . i

Modify Local Policy
local-routing-config

From Address N
media-profile X
session-agent To Address ty
session-group Source Realm

SIPTrunk %

session-recording-group

Description
session-recording-server
session-translation
sip-config State | enable
sip-feature Policy Priority . v
sip-interface

Chow ATl oK Back

ORACLE Enterprise Session Border Controller

Dashboard @MV Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  view configuration Q Discard 83 Verify
local-policy . .
Modify Local Palicy
local-routing-config SIPTrunk 3
media-profile Description

session-agent

Session-group

State

session-recording-group V] enable
. ) Policy Priority T .
session-recording-server
_ ) Policy Attributes
session-translation
ki
sip-config
Action Select Next Hop Realm Action Terminate ... Cost State App Protocol  Lookup Next Key
sip-feature : usOlsipconn...  CiscoWebex...  replace-uri disabled 0 enabled single
sip-interface
0K Back

Chow All
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6.14. Configure steering-pool

Steering-pool allows configuration to assign IP address(es), ports & a realm.
The port configuration for Webex Calling as the media ports on LGW side is
allowed/advertised from port 8000 to 48000 as per Cisco and the End user can define this port

range on the Oracle SBC.

Cisco Webex side steering pool.

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewConfiguraton ~ Q

media-manager v i .

Modify Steering Pool

codec-policy
IP Address

media-manager 10134
Start Port

media-policy 10000
End Port 20000

realm-config
Realm ID

CiscowebexRealm

steering-pool
Network Interface

security >
session-router »
system >
OK Back

Show All

Dashboard Configuration

( Range: 0,1.65535)

( Range: 0,1.65535)

Monitor and Trace

Widgets

3 verify

PSTN side steering pool.

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  ViewConfiguation ~ Q
media-manager v . .
Modify Steering Pool
codec-policy
IP Address
media-manager 155.212.21490
Start Port
media-policy o0
End Port 20000
realm-config
Realm ID SIPTrunk
steering-pool
Network Interface
security »
session-router »
system >
OK Back
Show Al e

DERILGEIGEE  Configuration

( Range: 0,1..65535)

( Range: 0,1..65535)

Monitor and Trace

Discard

Widgets

o] Verify
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6.15. Configure sdes profile
Oracle SBC and Cisco Webex Calling Support the following ciphers for SRTP:

Please go to > Security > Media Security ->sdes profile and create the policy as below.

AEAD_AES_256_GCM (This cipher is applicable only for Webex for Government as it is FIPS-
compliant GCM ciphers)

ORACLE Enterprise Session Border Controller s <
591 utionsLab- [ VTNGIGU I Monitorand Trace  Widgets  System
VSBI 10114 SCZ93.0 GA (Build 46)

Configuration  View Configuration B Q Disca €} Veify  [B) Sawe
authentication Add Sdes Profile show Advanced () Show Configuration
authentication-profile

- Name CiscoSRTP
cert-status-profile
certificate-record Crypto List AEAD_AES_256_GCM x
factory-accounts
tory Srip Auth enable
local-accounts
Sttp Encrypt enable
media-security v
SITCP Encrypt enable
dils-srtp-profile
i enable
media-sec-policy Mid o
sdes-profile Egress Offer Format same-as-ingress v
sipura-profile Use Ingress Session Params
password-policy
Options
security-config
Key
ssh-config
0K Back
showall D)

Add the below ciphers to the SDES profile as shown below.
AES_CM_256_HMAC_SHA1 80

AES_CM_128 HMAC_SHA1 80
AES_CM_128 HMAC_SHA1_32 (These 3 ciphers is applicable only for Cisco Webex Calling)
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ORACLE Enterprise Session Border Controller

10114

SCZ9.3.0 GA (Build 46)

Dashboard  [REINTTEILS]

admin -

System

authentication
authentication-profile
cert-status-profile
certificate-record
factory-accounts
local-accounts
media-security
dtls-srtp-profile
media-sec-policy
sdes-profile
sipura-profile
password-policy
security-config

ssh-config

showan @l

Configuration  View Configuration @ Q

Add Sdes Profile

Name

Crypto List

Srtp Auth

Srip Encrypt

SITCP Encrypt

Mki

Egress Offer Format

Use Ingress Session Params

Options

OK

CiscoSRTP

AES_CM_128_HMAC_SHA1_80 x
AES_256_CM_HMAC_SHA1_80 x

AES_CM_128_HMAC_SHA1.32 x

8 enable

enable

enable

[ enable

same-as-ingress -

Show Configuration

®

6.16. Configure Media Security Profile

Please go to > Security > Media Security »>media Sec policy and create the policy as below:

Create Media Sec policy with name CiscoWebexSecurity which will have the sdes profile created above.
Assign this media policy to the Cisco Webex Realm

ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

certimcate-record

factory-accounts

ike

local-accounts

media-security

dtis-srtp-profile

media-sec-policy

sdes-profile

sipura-profile

password-policy

security-config

ssh-canfig

Configuration  View Configuration

Q

Modify Media Sec Policy

Name

Pass Through

Options

4 Inbound

Profile
Mode

Protocol

Hide Egress Media Update

4 Outbound

Profile

Dashboard

(CiscoWebexSecurity

enable

CiscoSRTP v
sttp v
sdes v

enable

(CiscoSRTP v

Back

Widgets

£3 Verify
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Similarly, Create Media Sec policy with name PSTNSide to convert srtp to rtp for the PSTN side.
Assign this media policy to the PSTN Realm.

ORACLE Enterprise Session Border Controller

Dashboard E&INTIIGIVUM Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Paich 4 (Build 343)

Configuration  viewConfiguration ~ Q, Discard €} Verify
certificate-record
Modify Media Sec Policy
factory-accounts
e ' Name PSTNSIde
local-accounts Pass Through
enable
media-security v Options
dtls-srtp-profile
A Inbound
media-sec-polic
ey Profile
v
sdes-profile
P Mode i Y
sipura-profile Protocol D v
Hide Egress Media Update
password-policy g p enable
security-config
’ A Outbound
ssh-config Profile .
h_lov
Show Al D OK | Back

6.17. Configure Media Optimization (ICE-profile)

Please go to - media-manager - Select show all option 2> ICE-profile and create a new profile as below:
Please enable the parameter rtcp-stun which is disabled by default.

This is the new parameter introduced in 9.3.0 release to support media optimization feature and this is
supported from release 9.3 and later. Assign this profile to the Cisco Webex Realm.

Please note that this configuration is used only for media optimization feature.
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ORACLE Enterprise Session Border Controller

SolutionsLab-

VSBC-2 10114 SCZ9.3.0 GA (Build 46)
Configuration  View Configuration @ Q
codec-policy Modify Ice Profile

dns-alg-constraints

Dashboard

steering-pool
fcp-media-profile

showan (0 '

Name webexice
dns-config
ice-profile Stun Conn Timeout 0
media-manager Stun Keep Alive Interval 10
media-policy

Stun Rate Limit B
msrp-config

Mode NONE v
playback-config
realm-config RTCP Stun enable
realm-group
rtcp-policy
static-flow

admin  w

Configuration Monitor and Trace Widgets System
@ Verify B save
show Advanced () Show Configuration

(Range: 0.9999)

(Range: 0.300 )

(Range: 0.99999 )

ORACLE Enterprise Session Border Controller

SolutionsLab-

Configuration Monitor and Trace

admin

Widgets System

vSBC-2 10114 SCZ9.3.0 GA (Build 46)
Configuration View Configuration & Q 3 Verify B Save
media-manager ~ Modify Realm Config Show Advanced () Show Configuration
codec-policy
QoS Enable [0 enable
dns-alg-constraints
Max Bandwidth 0 ( Range: 0999999999 )
dns-config
ice-profile Max Priority Bandwidth a (Range: 0.999999999)
media-manager Parent Realm v
media-policy
DNS Realm -
msrp-config
Media Policy -
playback-config
Al Nsep Media Policy -
realm-group Media Sec Policy CiscoWebexSecurity -
rtcp-polic
prpotey RTCP Mux [ enable
static-flow
ice Profile webexice -

steering-pool

showal @D .

With this, SBC configuration is complete.
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7. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements
are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent

- New steering-pools

- New local-policy

- SDES Profile

- Media-sec-Policy

- Media-Optimization

Please follow the steps mentioned in the above chapters to configure these elements.

8. SBC Scaling

For SBC scaling, Oracle has released the below values recently and these values are
derived based on certain conditions and the table is given below with the values of each
platform. These values can be taken as reference and these values may differ when the users are
using specific conditions like integrating with Cisco Webex with single tenancy, multi-tenancy, etc.

Virtualized

Feature SBC* AP1100 AP3950 AP4900 AP&6350
Form factor Virtualized 1U System 1U System 1U System 3U System
Systern Lo Purpose Built Purpose Built Purpose Built Purpose Built
Architecture JCOTS p po P p
Max. Media
X Med 60,000 360 10,000 40,000 160,000

Sessions
ﬂzsmvmu 19,000 360 10,000 16,000 120,000
Ma x._ SIPREC 19,000 180 7,500 12,000 40,000
Sessions
Max.
Transcoded 3,200" 360 6,500 6,500 58,000
Sessions
(G711 == GT729)
pdief L B 2,000 30 100 600 1,700
Second

¥ VM configuration dependent

¥* Software transcoding
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9. Oracle SBC integration with Cisco Webex Contact Center

Cisco Webex Contact Center is a Software-as-a-Service (SaaS) offering that provides the significant
advantages of cloud delivery. Cisco Webex Contact Center is a cloud-based enterprise Contact Center
solution that can help any organization unlock higher levels of agility, flexibility, scalability, innovation, and
customer success.

Cisco Webex Contact Center gives you control over every incoming and outgoing interaction from a
central point, regardless of organization, technology, or location. The voice processing is performed in the
cloud, and we need to route calls in and out of the cloud. It knows which agents, teams, sites, and
partners are available at any given time and sends each interaction to the agent with the best identified
skills for handling an issue.

The Key advantages of Cisco Webex CC are listed below:

¢ Native cloud

¢ Omnichannel

e Skills-based routing

e Agent and expert collaboration etc

For additional information on Cisco Webex Contact Center, please check the below links:

https://help.webex.com/en-us/article/neelmb6/Get-started-with-Webex-Contact-Center

https://help.webex.com/en-us/article/utgcm7/Webex-Contact-Center-Architecture

https://help.webex.com/en-us/article/n5595zd/W ebex-Contact-Center-Setup-and-Administration-Guide

The Oracle SBC is fully certified to seamlessly integrate with Cisco Webex Contact Center. If your
Oracle SBC is already configured for Cisco Webex Calling LGW SIP trunking, no additional SBC
configuration is required. To leverage Cisco Webex Contact Center, customers simply need to obtain the
necessary licenses. Once activated, the Contact Centre feature set will be accessible through the existing
Cisco Webex admin portal.

While Cisco Webex Contact Center supports voice, email, and chat, this document will primarily focus on
the voice integration between the Oracle SBC and Cisco Webex Contact Center.

Once Webex CC license is enabled, we will have additional tab for Contact center in Cisco Webex admin
portal as shown below. After you click the tab, we will see options to configure Webex CC configuration in
the next page. This App note focusses on the basic configuration of Cisco Webex contact center which
can be configured on the Cisco Admin portal as shown below. More detailed configuration of Cisco
Webex CC may be required based on the customer needs for the proper working of Webex contact
center. For such configuration, please consult your Cisco representative which will be out of
scope of this document.
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https://help.webex.com/en-us/article/nee1mb6/Get-started-with-Webex-Contact-Center
https://help.webex.com/en-us/article/utqcm7/Webex-Contact-Center-Architecture
https://help.webex.com/en-us/article/n5595zd/Webex-Contact-Center-Setup-and-Administration-Guide

Webex admin page with Contact Center tab enabled:

= webex Control Hub

Overview

Here's how to get the most out of Webex!

Meetings experience  Strengthen security

SERVICES

Provide a powerful meeting experience ©

You'll see all engagement data here when your users start using Webex. After 60 days of
engagement, you'll also see data trends.

Goal Goal

Promote human connection through video collaboration Upgrade meeting experiences with Messaging

Set-up guide Updates New offers

9.1. Enable the Users with Webex CC license

After The first step is to enable the Webex CC license for the users.
Please login to Cisco Webex control hub portal — Management ---- Users and enable the license for

the users that you wish to as shown below:

= webex Control Hub

< Users
ciscousers1 :
Actions v
Pt S ® Active + ciscousersi@outlook.com + Member of BurlingtonHQ
: Summary Profile General Meetings Calling Messaging Hybrid Services Devices  Vidcast
0 User details Name ciscousers1
Primary email ciscousersi@outlook.com
MANAGEMENT
Location BurlingtonHQ v
& Users
Preferred email language ® English - American English v
Using location settings
Name labels Status: Notenrolled | Organisation Setting: Off ©
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< % ciscousers1 Summary Profile General Meetings Calling Messaging Hybrid Services » Action

Licences O Messaging Basic messaging
MONITORING
B Meeting Basic space meetings
Analytic
%, Calling Call on Webex (1:1 call, non-PSTN)

Webex Calling Professional

Customer Journey D. Edit licences

MANAGEMENT

| & Users Administrator roles None >

Edit services for ciscousers1@outlook.com

D Messaging Basic messaging
B Meeting Basic space meetings
% Calling Call on Webex (1:1 call, non-PSTN)

Webex Calling Professional

Cancel

Please click on Contact Center Tab and Enable the Agent type as shown below.

The Agent types are Standard Agent, Premium Agent and Premium Agent with Supervisor role.

Please select the appropriate agent as per your requirements and you can also select the Agent who can
also be the Admin for the Webex CC.

Click Save to enable the changes made and you can do the same procedure for other users which can
be the Agents for the Webex CC.
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Edit services for ciscousers1@outlook.com

Edit services for ciscousers1i@outlook.com

Select the service entitiements that you want to provide to this user.

" ~ Subscription: Basic messagin
(O Messaging o ikl ging

Basic messaging

) Meeting (1]

~ Subscription: Enterprise trial 1 - 06/16/2022

Callin:
9 e Advanced messaging

10f 100 assigned

Customer
experience

&
) ContactCentre 0
&

Cancel @

Edit services for ciscousers1@outlook.com

Edit services for ciscousers1@outlook.com

Select the service entitlements that you want to provide to this user.

< .5 ion: e,
D Messaging o Subscription: Enterprise trial 2 - 09/11/202
B Licensed agent
5 Meeting @
Standard Agent
Calling @ O Premium Agent

&
0 Contact Centre o B Administrator
8

Customer
experience

Cancel

9.2. Synchronize the Users with Webex CC tenant.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Tenant Settings

--- General and click on Synchronize Users tab so that the changes made to Users will be reflected in
Cisco Webex CC page. We can also change the time zone from this page and other options can be left
default in this page.
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= webex Control Hub

fultimediia profile General

Strategies.

Go to the Webex Contact Centre Management Portal [7

Synchronise Users You must synchronise Webex users with Contact Centre licences in order to successfully assign Contact Centre user privileges

TENANT SETTINGS i i

Service Details Country of operation

United States of America

Tenant timezone (GMT-05:00) America/New_York
Platform details Webex Contact Centre
Digital channel TR

Voice media platform P —

9.3. Configure the settings in Security Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Tenant Settings

--- Security and do the following settings.

e Enable the Recording Pause/Resume Enabled under Privacy shield tab

o Disable the Chat and Email and Attachments as we are dealing only with Calling option here.

webex Control Hub

Security

Privacy shield Allows agents to pause call recarding while obtaining sensitive information, such as credit card

TENANT SETTINGS

ener Chat and Email Enable/Disable sending attachments via chat and emails. This applies to bath agents and customers.
Attachments
Security
Security settings for Choose from the following options to secure confidential customer data

chat and email This selection would apply to chat and email content. Note that attachments containing confidential user information will always be
tegrat dropped

Learn more about Cisco's compliance policy

© Redact
Redact confidential user information from chat and email content.
Drop
Drop chat and emall messages which contain confidential information -
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9.4. Configure the settings in Voice Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Tenant Settings
--- Voice and provide a DID for default out dial ANI. This is the default number which will be used to
call Webex CC from outside and will reach the IVR prompt.

We also need to enable WebRTC so that we will get an Webex CC option of Agent Desktop.

= webex control Huib

Voice
Call settings | Contact number

Call

Call Settings Short call threshold a
Sudden disconnect threshold 30 seconds
Default Qutdial ANI +17812032808 ~
Record il calls [ o)

Concurrent voice call Entitiements O 300 Lkences

details

ge p it 30 Per cent
M hold 390 G t call
Desk under Station Credentials inside the Agent Desktop. For the list of supported browsers, refer to the System n it Desktop

9.5. Configure the Multimedia Profile Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Desktop Experience
--- Multimedia Profile and create a multimedia profile for the Agents. The configuration in this tab allows
agents to handle multiple contacts in different channel types simultaneously. For our profile, we have
selected the simultaneous calls as 1 and we do not deal with other options and hence the options are set
to zero for those options.

= webex Control Hub

® ¢ Helpdesk @ -~

General Nerme * Helpdesk

Description Helpdesk Multimedia Profile

Referenced by You can access following link to see which other entities are referenced

Reference list

DESKTOP EXPERENCE
Ll D I More Details Select one from the following options.
" © Blended
Blended real time
Exclusive

This option allows agents to handle multiple contacts in different channel types simultanecusly. Select the number of simultaneous contacts per channel type.

volce 1
Chat o .
Email 0
Socia o
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9.6. Configure the Desktop Profile Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Desktop Experience
--- Desktop Profile and create a Desktop profile for the Agents as shown below:

webex Control Hub

< Desktop profiles

Agent-Profile [ OEES

ID: £16100f5-c0e3-4212-3829-973¢0b683C16 - Last Modified: September 17, 2024 18:57 pm

General Idlefwrap-up codes Collaboration Dial plans Voice channel options Agent statistics Desktop timeout

General Name * Agent-Profile

Description Agent profile

Desktop profiles | Parent type

Screen pop-ups

Auto answer

You can access fallowing link to see which ather en

Reference list

Please click Voice channel options and select the options as shown below.

= webex Control Hub

{ Desktop profiles

Agent-Profile @ raive

ID: €1e100f5-c0c3-4212-a829-973c0bb93c16 - Last Modified: September 17, 2024 18:57 pm

Collaboration Dial plans Voice channel options Agent statistics Desktop timeout

be selecte

Voice channel options The One Voice option must alway

Desktop profiles I

© Unrestricted (allow any value)

Provisioned DN (restrict the login DN to a provisioned agent DN)

Validate using dial plans (select from list)
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9.7. Configure the Idle/Wrap-up codes Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- Desktop Experience
--- Idle/Wrap-up codes and create a new profile for the Agents as shown below.

= webex Control Hub

Teams
< Idle/wrap-up codes

User profiles
Contact centre users Sale
ID: 4d58ff45-1246-430c-b42e-9441ae0b7156 - Last Modified: September 11, 2024 23:58 pm

DESKTOP EXPERIENCE

Multimedia profiles
Outdial ANI p \
General Name * ‘ Sale ‘
Desktop layouts - /
Dial plans inti ( )
Description ‘ Default wrap-up code ‘
Make it default
Code type * | Default Wrapup Work Type v
Referenced by There are no references available.

9.8. Configure the Sites Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- User Management
--- Sites and create a new site. Please assign the Multimedia profile which is created previously to the

created site as shown below.

= webex Control Hub

{ Sites

Corporate HQ () Active

ID: df1da79b-079a-4eb8-bdad-9740a5b7c1b8 -« Last Modified: September 17, 2024 07:41 am

General Name * Corporate HQ

Description Corporate HQ Site

Multimedia profile * Helpdesk

JSER MANAGEMENT ’
Sites
Referenced by You can access following link to see which other entities are referenced.

Reference list
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9.9. Configure the Skill Definitions Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- User Management
--- Skill Definitions and create a new Skill profile as shown below.

= webeXx Control Hub

CUSTOMER EXPERIENCE

USER MANAGEMENT

Skil\ueli ons

< Skill definitions

Helpdesk

ID: e702fd7e-79b1-4112-b359-705b9fa4076a

General

Name *

Description

Type *

Service-level threshold ©

Referenced by

‘D Active

» Last Modified: September 17, 2024 07:42 am

Helpdesk

Helpdesk Skill

PROFICIENCY

30 Seconds

There are no references available.

9.10. Configure the Contact Center Users Tab.

Please go to Cisco Webex control hub portal — Services ---- Contact Center ---- User Management

--- Contact center users and you will see the users that has Webex CC license enabled and

synchronized with Webex CC listed here. We can go ahead and edit the users and can assign the profiles
which we have created previously to the users as shown below.

= webex Control Hub

USER MANAGEMENT

Contact centre users
DESKTOP EXPERIENCE

cisco users1

ID: deSc55e6-84d4-48e8-941a-9i

General

b2f7dea0081

First name

Last name

Email

« Last Modified: October 21, 2024 11:42 am

cisco

usersl

ciscousers1@outlook.com

User Profile *

Premium Agent U... ™

Contact Centre * ()
Referenced by You can access following link to see which other entities are
referenced.

Reference list

Active
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USER MANAGEMENT

webex Control Hub

< cisco usersl

User profiles
Contact centre users

DESKTOP EXPERIENCE

Agent settings

Site * Corporate HQ
Teams
Helpdesk =
1 Teams

Desktop profile * Agent-Profile

Multimedia profile

Helpdesk
Skill profile Helpdesk
Default DN
External ID

~
v
O Clear All
v
v
v

With this, the basic configuration steps of Webex CC are complete.

After the basic Cisco Webex CC configuration is complete, agent login can be performed using the below

link.

https://desktop.wxcc-usl.cisco.com/

Agents of Cisco Webex CC mainly works in 3 modes after login which is shown below.

Station Credentials
Select your tefephony ption ()

© Dl Number Extension Desktop

Intemetional Dialing Format| ()

+1 @  Enter Dial Number

Team

Team_cpalau o

Remember My Credentizls

Cancel

Select Dial Number for:
« PSTN based Agent
« On Premise Telephony

Station Credentials
Select your telephony option (1)

Dial Number @) Extension Desktop

( 2001 o)

Enter your calling extension number provided by the
administrator.

Team

Team_cpalau o

Remember My Credentials

Station Credentials
Select your telephony option (1)

Extension () Desktop

Deskiop allows to receive inbound calls and make outdial

Dial Mumber

calls through the internet.

Team

Team_cpolou [ ]

Remember My Credentials

Select Extension for:
+  Webex Telephony
« Webex App

Select Desktop for:
s WebRTC
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25 desktop.wxcc-us1.cisco.com

Station Credentials

Select your telephony option (1)

o Dial Number O Extension O Desktop

D International Dialling Format (©)
Dial Number

Team

Helpdesk

D Remember My Credentials

Cancel Submit

Following are the important test cases that have performed for Webex CC on top of the extensive test
cases used for certifying the SBC with Cisco Webex LGW. We have tested the voice calls getting routed
to the Agent using Oracle SBC and the below test cases are working fine for all the above 3 modes.

Test Case Description

1 Basic Call w/ 2way Audio

2 Hold/Resume MOH from WxCC

3 Hold/Resume from ENT IP Phone

4 Mute/Unmute from ENT IP Phone

5 Consult Conference to a 2" Agent

6 Consult Transfer to a 2" Agent

7 Blind Transfer to a 2™ Agent
Appendix A

Configure Multi-Tenancy

Multi-tenant configuration is primarily to host more than one trunk or locations on the given LGW
or in the SBC. There are 2 types of configuration here which is given below:

o Different IP different FQDN
e Same IP different FQDN

These are optional configuration, and the customer can configure this configuration based on their
needs.
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The configuration steps and the screenshots for the 15t type is shared below

Add New Child Realm:

Add another realm to the configuration, identical to the CiscoWwebexRealm.
Add the trunk-context field which will now have the hostname of the new tenant which is created.
You will also need to assign the CiscoWebexRealm as the parent-realm

ORACLE Enterprise Session Border Controller R
SolutonsLab-SBC-2 SCZ9.0.0 Patch 4 (Build 343 L L e e
Configuration  viewConfigiain Q) Discard {8 Verly

media-manager . .
Modify Realm Config
codec-policy
Identifier -
Media-manager (isco_Tenant 2
Description
media-policy
realm-config
steering-pool
Addr Prefix 0000
securly ' Network Interfaces
sip0:04 %
session-router »
Media Realm List
system »
Mm In Realm V enable
0K Back
Show Al

60|Page



ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Buid 343) Dashboard - RS Monilor and Trace  Widgets

Configuration  ViewConfigwation ~ Q Discard € Verify
media-manager v . .
Modify Realm Config
codec-policy
Max Priority Bandwidth 0 (Range: 0.999999999 )
media-manager
Parent Realm CiscoWebexRealm v
media-polic
paley DNS Realm v
realm-config
Media Policy v
steering-pool : .
Media Sec Policy CiscoWebexSecurity v
securt »
v RTCP Mux enable
session-router »
Ice Profile v
system »
y Teams Fqdn
Teams Fqdn In Uri enable
0K Back
Show All

ORACLE Enterprise Session Border Controller

Dashboard JEITVEWUM Monitor and Trace  Widgeis

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewConfigution  Q, Discard | §8X Verify
media-manager v . .
Modify Realm Config
codec-policy .
Deny Period 30 ( Range: 0.4294967295 )
medig-manager Session Max Life Limit 0
media-policy Untrust Cac Failure Threshold 0 ( Range: 0.4294967295 )
realm-config Subscription Id Type END_USER_NONE v
steering-pool Trunk Context vmsbc.cgbusolutionslab.com
security » Early Media Allow -
session-router » Enforcement Profile v
system > Additional Prefixes
Resiricted Latching TRE -

(014 Back
Show All
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Add New SIP Interface for the child Realm

Please add a new sip-interface for the child realm.
Create a new tls-profile that includes the certificate for new tenant created above.

ORACLE Enterprise Session Border Controller

Dashboard JEENITGICOI  Monitor and Trace

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Conﬁguration View Configuration Q Discard £ Ver
session-agent Modify SIP Interface S
session-group

State ' enable
session-recording-group

Realm ID Cisco_Tenant_2 v
session-recording-server

Description
session-translation
sip-config
sip-feature SIP Ports
sip-interface o

. X Action Select Address Port Transport Protocol TLS Profile Allow Anonymous Multi
sip-manipulation
5067 TLS TLSWebex_MultiTenancy  agents-only
sip-monitoring
emmclabinn il
Show All

The End user can use the below sip manipulation to change certain parameters when configuring
multitenancy and the scenarios should work fine without any issues. Please assign this as
out-manipulation ID to the sip-interface created above. The User can add these sip manipulations to
the SBC using either GUI or CLI mode and is free to decide the way they want to add the sip manipulation.

sip-manipulation

name To_Webex
header-rule
name ChangePAl
header-name P-Asserted-Identity
action manipulate
comparison-type pattern-rule
methods INVITE
element-rule
name ChangePAl
type uri-host
action replace
new-value $TRUNK_GROUP_CONTEXT
header-rule
name ChangeTolP
header-name TO
action manipulate
comparison-type pattern-rule
msg-type any
methods INVITE
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element-rule
name
type
action
new-value

header-rule
name
header-name
action
msg-type
methods
element-rule
name
type
action
new-value
header-rule
name
header-name
action
msg-type
methods
new-value
header-rule
name
header-name
action
msg-type
methods
element-rule
name
type
action
new-value
header-rule
name
header-name
action
comparison-type
element-rule
name
type
action
comparison-type
match-value
new-value
element-rule
name
type
action
comparison-type
match-value
new-value

ChangeTo
uri-host
replace
"us01.sipconnect.bcld. Webex.com"

ChangeContactHost
Contact
manipulate
any
INVITE, ACK

contacthost
uri-host
replace
$TRUNK_GROUP_CONTEXT

AddContactOptions
Contact
add
request
OPTIONS
<sip:ping@"+$TRUNK_GROUP_CONTEXT+":5061;transport=tls>

ChangeFromIP
FROM
manipulate
any
INVITE

ChangeFrom
uri-host
replace
$TRUNK_GROUP_CONTEXT

Addplus1Contact
Contact
manipulate
pattern-rule

Tendigits
uri-user
replace
pattern-rule
A[0-9{10}%
\+1+$ORIGINAL

ElevenDigits
uri-user
replace
pattern-rule
AN0-9{11}1%
\++$ORIGINAL
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Add New Local Policy

Add new local policy which is matching on the DID's assigned to the users in the second tenant to
properly route inbound calls as below:

ORACLE Enterprise Session Border Controller

SolutionsLab-ySBC-2  SCZ9.0.0 Patch 4 (Build 343) Rl Configuration I

Configuration  viewconfiguation Q, Discerd 23 Verify
Idap-config . .
Modify Local Policy
local-policy
From Address N
local-routing-config X
i To Address
media-profil TBISSSI % TIBISSSE %

session-agent

session-group Source Realm SPTunk ¥
session-recording-group Description
session-recording-server
session-translation
State

sip-config v enable

ORACLE Enterprise Session Border Controller By

Dashboard MITHIGEIGIIE Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SCZ9.0.0 Patch 4 (Build 343)

Configuration  viewConfiguration Q) Discard ) Verify
Idap-config i .
Modify Local Policy
local-policy
S Real
ource Realm SPTrunk X
local-routing-config
Description
media-profile
session-agent
session-group State /| enable
session-recording-group Policy Priority T .
session-recording-server Policy Attributes
session-translation 0
p-canfig Action Select Next Hop Realm Action Terminate ...  Cost State App Protocol  Lookup Next Key Auth Uy
usOlsipconn... Cisco_Tenant 2 replace-uri disabled 0 enabled single
sip-feature
Show Al Back
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Finally, change the realm ID in the SRV session agent to * for multitenancy to work in both types.
When making the above change, please make sure to add a home realm to the global sip config

ORACLE Enterprise Session Border Controller

Dashboard JeVhi:Vicuil Monitor and Trace  Widgets

SolutionsLab-vSBC-2  SC79.0.0 Patch 4 (Build 343)

Configuration  ViewConfiguation O Discard 4G Verify
Idap-config
Modify Session Agent Show Con
local-policy
local-routing-config Hostname us01.sipconnectbdd.webex.com
media-profile IP Address
SR Fort 0 ( Range: 0102565535 )
session-group State | enable
session-recording-group App Protocol SIP v
session-recording-server App Type v
session-translation Transport Method StaticTLS v
sip-config Realm ID * v
sp-feature Egress Realm ID v
0K Back

Show All

With this, the SBC config for Multitenancy with Different IP different FQDN is complete.

For multitenancy with same IP which is the 2nd type, the user just has to remove the second sip
interface that was configured for the new tenant. Leave the local policy that was configured earlier for
1st type, and that should work since the calls will egress over the same IP but using a child realm as
next hop.

Also, leave the session agent with * as the realm ID as shown in the above screenshot.

For this model, please create a single certificate with 2 SAN entries using the parameter
----- - alternate-name.

The details of this parameter is given below with an example:

-->The alternate name of the certificate holder which can be expressed as an IP address, DNS host, or
email address. Configure this parameter using the following syntax to express each of these 3 forms.

ORACLESBC(certificate-record)# alternate-name
IP:10.2.2.2, IP:10.3.3.3, DNS:bar.example.com,DNS:foo.example.com

(Note each entry is comma separated)
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Appendix B

As Cisco doesn’t support any other clock rate other than 8K for DTMF and if the customer
wants to use OPUS codec(48K) with Cisco WebEx Calling, there is a new feature added to the SBC 9.1p2
version or higher which will solve this problem. The feature name is Separate Clock Rates for Audio and
Telephone Events and this feature is applied only when using OPUS codec with Cisco WebEx Calling.

If the customer is using SBC version other than 9.1p2 or higher, (For Ex, SBC 9.0 or 8.4
versions etc) then they may face DTMF issue as the feature is not available in those releases.
For more information about this feature, please check the given link with the feature name given above.

10, Caveat

Issue 1: SIP OPTIONS ping from multiple Realms to global session agents.

Cisco requires SBC vendors to send SIP OPTION ping (keepalives) from all realms in
multi-tenant UCaaS environment that contains the FQDN of each trunk to monitor the connection health
between the SBC and customer tenant.

The Oracle SBC has a limitation of the above requirement as of now and the SBC can
only successfully monitor a single customer tenant based on the current behavior of SIP
OPTIONS ping. SBC still will respond locally to all OPTIONS sent from Cisco to the SBC on all
trunks in a multitenancy environment, and our testing showed no interruption in calling service
due to this limitation.

Oracle Engineering is working on an enhancement request to create the ability for the SBC to
send SIP OPTIONS ping (keepalives) from multiple Realms to global session agents. This enhancement
will be available in future SBC release (exact release not identified as of now) and this app note will be
updated accordingly once the release is available. There are some workarounds that have been
successful in customer environments. Please reach out to your account team to discuss what available
options may be best suited for your particular environment.

Issue 2: Video Call issues when call comes from Cisco CUCM towards Cisco WebEx.

Some of the customer was having issues with establishing video between on prem CUCM and
Webex Calling while using Oracle SBC as LGW and this issue happens because of how video starts or is
handled. This issue is resolved after removing the below headers from the SDP video attribute coming
from Cisco CUCM side and going towards Cisco WebEX side.

a=rtcp-fb:* nack pli
a=rtcp-fb:* ccm fir
a=rtcp-fb:* ccm tmmbr

We have created the below sip-manipulation which will remove these headers and this sip-manipulation
needs to be applied towards Cisco WebEXx side.
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mime-sdp-rule

name Changealine
msg-type any
methods Invite
action manipulate
comparison-type pattern-rule
match-value
new-value
sdp-media-rule
name deleteattributes
media-type video
action manipulate
comparison-type pattern-rule
match-value
new-value
sdp-line-rule
name deletertcp
type a
action delete
comparison-type pattern-rule
match-value (rtep)(*)
new-value

11, ACLI Running Configuration

Below is a complete output of the running configuration used to create this application note.
This output includes all of the configuration elements used in our examples, including some of the optional
configuration features outlined throughout this document. Be aware that not all parameters may be
applicable to every Oracle SBC setup, so please take this into consideration if planning to copy and paste
this output into your SBC.
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