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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied

upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.

Version History

Version Description of Changes Date Revision Completed

1.0 Oracle SBC and Five9 Cloud Contact 18 Nov 2021
Center Config
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, Oracle Enterprise
customers and partners, and end users of the Oracle Enterprise Session Border Controller (E-SBC). It is assumed that
the reader is familiar with basic operations of the Oracle Communications Enterprise Session Border Controller platform
along with Five9 and how SIP Trunking is implemented.

2. Document Overview

This Oracle technical application note outlines the configuration needed to set up the interworking between Oracle SBC
and Five9 Cloud Contact Center Platform. The solution contained within this document has been tested using Oracle
Communication 840. Our scope of this document is only limited to testing Oracle SBC with Five9 Cloud Contact Center

Platform.

It should be noted that this application note focuses on the optimal configurations for the Oracle SBC in a Five9 BYOC
Calling Environment. Many SBC applications may have additional configuration requirements that are specific to
individual customer requirements. These configuration items are not covered in this guide. Please contact your Oracle
representative with any questions pertaining to this topic.

Related Documentation can be found below:

2.1 Oracle SBC

e Oracle® Enterprise Session Border Controller ACLI Configuration Guide
e Oracle® Enterprise Session Border Controller Release Notes
e Oracle® Enterprise Session Border Controller Security Guide

2.2 Five9 BYOC

e Five9® Contact Center Resources
¢ Five9® Softphone-Software

e Five9® Cloud Contact Center

e Five9® Cloud PBX

Please note that the IP address, FQDN and config name and its details given in this document is used as
reference purpose only. The same details cannot be used in customer config and the end users can use the
configuration details according to their network requirements.
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https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/security/sbc_scz840_security.pdf
https://www.five9.com/resources
https://www.five9.com/landing/call-center-software?source=SEM&program=PPC_-_Google&campaign=S%20-%20Brand%20Terms%20-%20Long%20Tail&adgroup=Five9-Telephony&q=%2Bfive9%20%2Btelephony&matchtype=b&device=c&creative=482255334406&placement=&adposition=&campaignid=2051974786&adgroupid=77805065238&adid=482255334406&gclid=Cj0KCQiAkNiMBhCxARIsAIDDKNWWiNHFw0pmyV7Z6ZZTICpG2eE47lE7O9CSg-H4j3KJHY0-9FtTpzIaAutyEALw_wcB
https://www.five9.com/products/features/pbx
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3. Introduction

3.1 Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring Five9 Cloud
Contact Center Platform using Oracle Enterprise SBC. There will be steps that require navigating the Five9 Platform
and Oracle SBC GUI interface. Having an understanding of the basic concepts of TCP/UDP, IP/Routing, DNS server
and SIP/RTP are also necessary to complete the configuration and for troubleshooting, if necessary.

3.2 Requirements

e Five9 Cloud Contact Center Platform

¢ Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version

3.3 Architecture

This is a technical document intended for telecommunications engineers with the purpose of configuring Five9 Cloud
Contact Center Platform using Oracle Enterprise SBC. There will be steps that require navigating the Five9 Platform
and Oracle SBC GUI interface. Having an understanding of the basic concepts of TCP/UDP, IP/Routing, DNS server

and SIP/RTP are also necessary to complete the configuration and for troubleshooting, if necessary.
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Above figure illustrates the connection between Five9, Oracle SBC and SIPTrunk. Both Five9 and SIPTrunk are
connected to the Oracle SBC Public FQDN /IP. The connection between Five9 and Oracle SBC is TLS/SRTP and
between SIPTrunk and Oracle SBC is UDP/RTP. Oracle SBC is used to steer the signaling, media to, and from the
Five9 to SIPTrunk.

4. Configuring the Five9 Cloud Contact Center

Five9's "Bring your own carrier" (BYOC) enables users to dial out from a Five9-Cloud Contact Center to PSTN numbers
such as landline phones, mobile phones and audio bridges, meaning that organizations no longer need a separate
telephone in conference rooms. The customer selects and engages a telephony carrier and provides implementation
details to their partner who then creates the necessary configuration. When a call is placed, the Five9 Service routes it
out to the chosen carrier who then handles the call rest of the way.

Note: The document only includes the steps required to configure Oracle SBC. Additional configuration may apply
which may not be covered in this document. Please work with your Five9 representative for the most optimal Five9
configuration as per your requirement.

5. Configuring the SBC

This chapter provides systematic guidance on how to configure Oracle SBC for interworking with Five9 Cloud Contact
Center Platform and SIP Trunk.

5.1 Validated Oracle SBC version

All testing was completed using Oracle SBC 8.4 software — this software with the configuration listed below can run on
any of the following products:

AP 1100

AP 3900

AP 4600

AP 6300

AP 6350

VME

AP 3950 (Supported Software — 9.0)
AP 4900 (Supported Software — 9.0)

6. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1 Establishing a serial connection to the SBC

Note: The below method is applicable to the SBCs running on Hardware Platforms. For VME and Cloud SBCs the
method of configuration will be different to as shown below. Follow the appropriate documentation or contact your
Oracle representative for details about how to configure the VME and Cloud SBC platforms.

Connect one end of a straight-through Ethernet cable to the front console port (which is active by default) on the SBC
and the other end to console adapter that ships with the SBC, connect the console adapter (a DB-9 adapter) to the DB-
9 port on a workstation, running a terminal emulator application such as Putty. Start the terminal emulation application
using the following settings:
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e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and the default super
user password is “packet” for the Hardware and VME Platform.

Follow the appropriate documentation or contact your Oracle representative for details about how to configure the Cloud
SBC platforms.

Both passwords must be changed according to the rules shown below.
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Now set the management IP of the SBC by setting the IP address in bootparams.

To access bootparam. Navigate to Configure terminal->bootparam.

Note: There is no management IP configured by default.

Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

8|Page



Entitlements for Enterprise Session
Last Modified: Never

Session Capacity
Advanced

Admin Security

Data Integrity

) DD

(FIPS 140-2)

Transcode
Transcode
Transcode
Transcode
Transcode
Transcode
Transcode

@ -1 o,y

o

Enter 1 - 11 to modify, d'

Codec
Codec
Codec E
Codec E
Codec
Codec
Codec

BAMR Capacity

OPUS Capacity
SILK Capacity

to display, 's'

Session Capacity

Enter 1 - 11 to modify, d' to

display,

to save, 'gq' to exit.

500

to save, 'gq' to exit.

R R R S R

CAUTION:
functions.

Once saved,

Enabling this feature activates enhanced security
security cannot be reverted without

regsetting the system back to factory default state.

R R R S R

Admin Securit
Enter 1 - 11 to modify, 4d'
Transcode Codec AMR Capacity

Enter 1 - 11 to modify, d'

Advanced

Enter 1 - 11 to modify, 4d'

v (enabled/disabled)

to display,

(0-102375)

to display,

(enabled/disabled)

Tt

to display,

Transcode Codec OPUS Capacity
Enter 1 - 11 to modify, 4'

Transcode Codec SILK Capacity

to display,

(0-102375)
ISI

{0-102375)

to save, 'q' to

50
to save, 'q' to
enabled
to

save, 'q' to

The SBC comes up after reboot and is now ready for configuration.

Navigate to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.

ip-address
http-state
http-port
https-state
https-port

W LoD
| I = I I

tls-profile
auth-profile
last-modified-by
last-modified-date

OracleESBC (http-sexrver) #
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6.2 Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the URL http://<SBC_MGMT _IP>,

Sign in to E-SBC
Enter your details below

ORAC I—E Username

Enterprise Session Border Controller

Required
Password
Required
The username and password is the same as that of CLI.
Dashboard (O  ©) [
Highest task CPU usage e Current memaory usage e Historical memory usage

Severity Description

Navigate to Configuration as shown below, to configure the SBC.
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Configuration

Conﬁguration \iew Configuration Q Disca ) Verify B) save
media-manager ) . .
Configuration Objects
security »
session-router > Name Description
access-control Configure a static er dynamic access control list
system »
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import 3 certificate
class-policy Configure classification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
-
L M mmimiiem = LUTTO ~limes
Show All Displaying 1- 9 of 40

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webgui/esbc_scz840 webgui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from the Objects tab
available.

6.3 Configure system-config
To configure system level functionality for the OCSBC, you must first enable the system-config

Navigate to system->system-config
ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config

Hostname

Description

Location

Default Gateway (recommended being the same as management interface gateway)
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https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf
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Configuration

OracleESBC  SC78 4.0 Patch 8 (Build 485)

Configuration = View Configuration Q Discard 23 Verify
host-rout *
host-route
Add Systelﬂ Config Show Configuration
http-client
Hostname -
htip-server OracleSBC
Description
network-interface
ntp-config
phy-interface Location

Burlington, MA

redundancy-config Mib System Contact

snmp-community Mib System Name

spl-config Mib System Location

system-config Acp TLS Profile

trap-receiver ———— aa s

0K Delete
Show All

Please enter the default gateway value in the system config page.

Configuration

OracleESBC  5CZ8.4.0 Patch 8 (Build 485)

Configuration | viewconfiguration = Q Discard | £ Vertty —
fraud-protection -
Add System Config Show Configuration
host-raute
Options -
http-client
http-server Call Trace enable
network-interface Default Gateway 10138194.129|
ntp-config riestrt /| enable
phy-interface Telnet Timeout 0 (Range: 0..65535 )
Console Timeout .
redundancy-config onsoie Timeed o (Range: 0.65535)
HTTP Timeout 5 (Range: 0.20)

snmp-community
Alarm Threshald
spl-config

—— m
| o
trap-receiver
oK Delete
Show All

6.4 Configure Physical Interface values
To configure physical Interface values, navigate to System->phy-interface.
ACLI Path: config t->system->phy-interface

Please configure phy-interface M0O for Five9 side and M10 for SIPTrunk side.

Parameter Name Five9 (M0O0) SIPTrunk (M10)

Slot 0 1
Port 0 0
Operation Mode Media Media
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Configure MOO interface as per example shared below.

Configurati
OracleESBC  SCZB.4.0 Patch 8 (Build 485) Dashboard QNeLI-VCICLEN Mo

Configuration View Configuration Q
fraud-protection -
Add Phy Interface
host-route
http-client Name MOO
http-server Operation Type Media -
network-interface Port 0 (Range: 0.5)
ntp-config Slot 0 (Range: 0..2)
Virtual Mac
phy-interface
Admin State
redundancy-config | enable
Auto Negotiation
sAmp-community | enable
Duplex Mode
spl-config FULL bt
Speed 100 =
system-config
) Wancom Health Score 50 (Range: 0.100)
trap-receiver
-
oK Back
Show All
Configure M10 interface as per example shared below.
Dashboard Configurati
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) onfiguration I
Confi guration View Configuration Q
fraud-protection -
Add Phy Interface
host-route
http-client Name M0
http-server Operation Type Media -
network-interface Port 0 (Range: 0.5)
ntp-config Slot 1 (Range: 0.2)
Virtual Mac
phy-interface
Admin State
redundancy-config /| enable
Auto Negotiation
snmp—community \/ enable
Duplex Mode
spl-config FULL —
Speed 100 S
system-config
Wancom Health Score 50 (Range: 0.100)
trap-receiver o
-
0K Back
Show All
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6.5 Configure Network Interface values

To configure network-interface, Navigate to system->Network-Interface.

ACLI Path: config t->system->network-interface

The table below lists the parameters, to be configured for both the interfaces.
Note: The provided network IP addresses are given for example purpose only.

In this Setup, we are using Google Public DNS to resolve the DNS names to IP Addresses.

Parameter Name Five9 SIPTrunk
Name MOO M10
Host Name solutionslab.cgbubedford.com
IP address 172.16.36.101 192.168.1.150
Netmask 255.255.255.192 255.255.255.0
Gateway 172.16.36.65 192.168.1.1
dns-ip-primary 6.6.6.6
dns-ip-backupl 6.6.6.4
Dns-domain solutionslab.cgbubedford.com

Configure network interface MO0 as below.

OracleESBC _ SCZ8.4.0 Paich 8 (Build 485)

Configuration = viewConfiguration = Q

Add Network Interface

Name MO0 v
SubPortld 0 (Range: 0.4095)

system v Description

Hostrame solutionslab.cgbubedford.com

1P Address 1721636101

Pri Utility Addr

Sec Utility Addr
Netmask 255.255.255192
Gateway 172163665

4 Gw Heartbeat
State
Heartbeat (Range: 0.65535 )

Retry Count

(Range: 0.65535)
Retry Timeout (Range:1.65535)

Health Score

e - o e

(Range:0.100)
DNSIP Primary 8666
DNS IP Backupl 6664

DNS IP Backup2

solutionslab.cgbubedford com

Show All

Similarly, configure network interface M10 as below.
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Configurati
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) Dashboard onfiguration EEAY]

Conﬁguration View Configuration Q
i =
media-manager 3
Add Network Interface
security »
Name MI10 -
session-router »
Sub Port Id .
system v 0 (Range: 0.4095)
Description
fraud-protection
host-route
http-client Hostname
http-server IP Address 1921681150
network-interface Pri Utility Addr
ntp-config Sec Utility Addr
phy-interface Netmask 255.255.255.0
redundancy-config Gateway 10216811
- A OK Back
Show All

6.6 Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media manager option as
below.

In addition to the above config, please set the max and min untrusted signaling values to 1.

Navigate to Media->Manager->Media-Manager
ACLI Path: config t->media-manager->media-manager-config

ORACLE Enterprise Session Border Controller 1
Dashboard [QEELIETCIIEE Monitorand Trace  Widgets
£ Wizards v £# Commands Verify
media-manager v . .
Modify Media Manager
codec-policy
State
media-manager v enable
Flow Time Limit :
media-policy 86400 (Range: 0.4294967295)
Initial Guard Timer 300 (Range: 0..4294967295)
realm-config )
Subsq Guard Timer 300 (Range: 04294967295 )
steering-pool P
8-P! TCP Flow Time Limit 86400 (Range: 0.4294967295 )
security » TCP Initial Guard Timer 300 (Range: 04294967295 )
session-router > TCP Subsq Guard Timer 300 ( Range: 0..4294967295 )
Hnt Rtcp
system > enable
Algd Log Level NOTICE v
Mbcd Log Level NOTICE v
Delete
Show All
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ORACLE Enterprise Session Border Controller

Dashboard JEEETEIGLEE Monitorand Trace  Widgets

£ Wizards v £} Commands v Save Verify
" ~
media-manager v . .
Modify Media Manager
codec-policy oy e e ey
Media Policing
media-manager ) enatle
7 Max Arp Rate 10 (Range: 0100 )
media-policy
Max Signaling Packets 0 (Range: 04294967295 )
realm-config N
Max Untrusted Signaling 1 (Range:0.100) L ———1
steering-pool Min Untrusted Signaling 1 (Range:0.100) <=
security » Tolerance Window 30 (Range: 04294967295 )
Untrusted Drop Threshold .
session-router » s 1op Thiesho g (Range:0.100)
Trusted Drop Threshold 0 (Range:0.100)
system v
Ad Monitor Window 30 (Range:5.3600)
fraud-protection
Trap On Demote To Deny enable
host-route
. 0K Delete
Show All

6.7 Enable sip-config

SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also, add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config and in options, add the below

¢ inmanip-before-validate
e max-udp-length=0

OracleESBC  SCZ8.4.0 Patch 8 (Build 485) Dashboard JNENIEVEICLEN  Monitor and Trace

Conﬁguration View Configuration Q
session-agent Add sIP Conﬁg
session-group
State | enable
session-recording-gr... N
Dialog Transparency | enable
session-recording-se___ Homne Realm ID e .
session-translation Egress Realm ID .
sip-config Nat Mode T .
sip-feature R .
Registrar Domain *
sip-interface B
Registrar Host -
sip-manipulation N
Registrar Port 5060 ( Range: 0]1025..65535 )
sip-monitoring Init Tirmer 500 ( Range: 0..4294967295 )
translation-rules Maxx Timer 4000 ( Range: 0..4294967295 )
Trans Expire .
system . P 32 ( Range: 0.4294967295 )
QK elete
Show All
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OracleESBC  SC78 4.0 Patch 8 (Build 485)

session-agent

session-group

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-moenitoring

translation-rules

system

Show All

session-recording-gr...

session-recording-se..

Configuration View Configuration

s

Q

Add SIP Config
Red Max Trans

Options

SPL Options

SIP Message Len

Enum Sag Match
Extra Method Stats
Extra Enum Stats

Registration Cache Limit

Register Use To For Lp

Refer Src Routing

10000

inmanip-before-validate 3¢

max-udp-length=0

4096

enable

enable

enable

enable

enable

OK Delete

2L L Il Configuration Monito

( Range: 0..50000 )

( Range: 0..65535)

( Range: 0.999999999 )

6.8 Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below.
ACLI Path: config t->media-manger->realm-config

The name of the Realm can be any relevant name according to the user convenience. Use the following table as a

configuration example for the two realms used in this configuration:

Identifier Five9 SIPTrunk
Network Interface MO0 M10
Mm in realm 1 19}
Access Control Trust Level High High
Media Sec policy sdespolicy RTP

In the below case, Realm name is given as Five9 for Five9 Side. Please set the Access Control Trust Level as high for

this realm.
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codec-policy

Configuration

media-manager -

View Configuration Q

Add Realm Config

Configuration

Monito

Teams Fadn In Uri

SDP Inactive Only

D enable

enable

Identifier Five®
mediz-manager
Description v
edio-patey Realm for Fived
realm-config
steering-pool Addr Prefix 0000
security » Network Interfaces MOD:0 %
session-router »
Media Realm List
system >
Mm In Realm enable
Mm In Network | enable
Mm Same Ip w| enable
0K Back
Show All
v
reglm-config
Media Policy v
steering-pool
Media Sec Palicy sdesPolicy v
security
RTCP Mux enable
ena
session-router
Ice Profile =
system
Teams Fqdn

ORACLE Enterprise Session Border Controller

a- Wizards w
media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router
system
fraud-protection

hnst_rniite

L ShowAll

ﬁ Commands v

A
v
4
4
v
v

Add Realm Config

Out Translationid
In Manipulationid
Out Manipulationid

Average Rate Limit

Access Control Trust Level

Invalid Signal Threshold
Maximum Signal Threshold
Untrusted Signal Threshold

Nat Trust Threshold
R P it P Mt

OK

high

Back

Dashboard

(Range: 04294967295 )
By~ ————

(Range: 04294967295 )
(Range: 04294967295 )
( Range: 0..4294967295)

(Range: 0..65535)

Configuration

Monitor and Trace
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Similarly, Realm name is given as SipTrunk for SIP Trunking side. Please set the Access Control Trust Level as high for
this realm too.

OracleESBC  SCZ8.4.0 Patch B (Build 485) el B e [ e

Configuration = viewConfiguration | Q

media-manager -

Add Realm Config

codec-policy

Identifier SIPTrunk
media-manager
Description
media-policy
realm-config
steering-pool Addr Prefix 0,000
security > Network Interfaces MI0:0 X
session-router >
Media Realm List
system 4
Mm In Realm /| enable
Mm In Network | enable
Mm Same Ip o enable
OK Back
Show All

Configuration = vewconfiguaion =~ Q

media-manager v .
Modify Realm Config
codec-palicy
Parent Realm

media-manager

DNS Realm -
media-poicy

Media Policy .
realm-config

Media Sec Policy RTP .
steering-pool

RTCP Mux enable

security >

ORACLE Enterprise Session Border Controller

Configuration EYVITHTETRIE)

b} Wizards v 3} Commands v Verif
d A
media-manager v .
Add Realm Config
codec-policy
Out Translationid >
media-manager
In Manipulationid =
media-policy
Out Manipulationid v
realm-config
Avesage Rote Limit 0 ( Range: 0.4294967295)
Sleering:poo Access Control Trust Level e ———————— |
high v
security ’ Invalid Signal Threshold 0 (Range: 0.4294967295 )
session-router » Maximum Signal Threshold 0 (Range: 0.4294967295)
system v Untrusted Signal Threshold 0 (Range: 0.4294967295 )
Nat Trust Threshold i
fraud-protection 0 (Range: 065535
Vi Fdainbe Pins Aot
hnct-rniite . ok | | Back
Chouall

19|Page



0 TR

We have set Access Control Trust Level on the Reams to High as we have static access-control configured and this is a
peering environment.

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/security/sbc_scz840 security.pdf

6.9 Configuring a certificate for SBC
This section describes how to configure the SBC for both TLS and SRTP communication with Five9.

Five9 supports TLS connections from SBC’s for SIP traffic, and SRTP for media traffic. It requires a certificate signed by
one of the trusted Certificate Authorities.

This section walks you through how to configure certificate records, create a certificate signing request, and import the
necessary certificates into the SBC’s configuration.

GUI Path: security->certificate-record

ACLI Path: config t->security->certificate-record

The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC that captures
information for a TLS certificate — such as common-name, key-size, key-usage etc.

e SBC — 1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

Step 1 — Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below. We are creating
this certificate for Five9 Side. Five9 signs the BYOC Cloud endpoints with X.509 certificates issued by DigiCert, a public
Certificate Authority.

OracleESBC  SCZ8.4.0 Patch 8 (Build 485)

Configuration | ViewConfiguration | Q

Add Certificate Record

Name SBCFive9Cert

Country 08

state MA

tis-global

tis-profile

| enable

digitalSignature %

keyEncipherment x

Extended Key Usage List
e serverhuth x| chentAuth %

Key Algor
Digest Algor E—
Ecdsa Key Size

Cert Status Profile List

Options

oK | | Back
Show All
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Follow the same steps and create following intermediate and root certificates.
- DigiCert Root CA: This certificate is always required for Five9.
- DigiCert Intermidiate Cert (this is optional — only required if your server certificate is signed by an intermediate)

The table below specifies the parameters required for certificate configuration. Modify the configuration according to the
certificates in your environment.

Parameter | Digicertinter DigiCertRoot

Common- | DigiCert SHA2 DigiCert Global Root CA

name Secure Server

CA
Key-size 2048 2048
Key-usage-

digitalSignature | digitalSignature

list
keyEncipherment | keyEncipherment
Extended- | serverAuth serverAuth
key-usage-
list
key-algor rsa rsa
digest- sha256 sha256
algor

Step 2 — Generating a certificate signing request

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

e Select the certificate and generate certificate on clicking the “Generate” command.

e The Step must be performed for SBCFive9Cert.

¢ Please copy/paste the text that is printed on the screen as shown below and upload to your CA server for
signature.

Certificate Record

Action  Sel... MName Country State Locality Organization Unit Common Name

DigiCertinter us MA Burlington Engineering DigiCert SHA2 Secure Server CA

DigiCertRoot us MA Burlington Engineering DigiCert Global Root CA

|  SBCFiveSCert us MA Burlington Engineering solutionslab.cgbubedford com
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Generate certificate response »®

Copy the following information and send to a CA authority

----- BEGIN CERTIFICATE REQUEST-----
MIICTICCAYCAQAWDDELMAKGATUEBhMCYVMxCzAIBgNVBAETAKIBMRMwWEQYDVQQH
EwpCdXJsaWindGeuMRQwEgYDVQQKEwtFbmdpbmYlcmluZzEIMCMGATUEAxMcc29s
dXRpb25zbGFLmNnYnViZWRmb3JkLmNvb TCCASIWDQYIKoZIhve NAQEBBQADgEP
ADCCAQoCeeEBAPaXIVhGFyTlxmmofDsXIWAUFICaEuVtkzAdizDW5pBGaNssBzXR
wixUrLknmYJro+4QuYiNvQKtFDvi3CHkgOPyhFX8zPCzTN 9] 7sDmulté NOwy 7cl T
m3nRIRx3nugq0150+FxL8ZVaTEdxghilyb,/3UyHgPxaTyrTvuiuDTkéulVgUorMQZ
4dQlzdInZWF5lallk259glbhérBCOKHYNSH20grmLOdexnzp+BjiNTpr+LF+8Yw0
IKkMGYClake SNuBH3xh4HWsmcLNKBmVIUIWmZFGIusbOZZVrI9LxhgyeZ 914m Y10
ulbcWSeAUknklw SWC2gPVIRN0jg5lgChxs CAWEAAaAFMDsGCSqG5Ib3DQEIDEu
MCwwCwY DVROPBAQDAsWeMBOGAIUAIQOWMBQGCCsGAQUFBWMBBeerBgEFBQcDAJAN
BekghkiGOwOBAQsFAADCAQEATK=SaLgkgV0apuQCCm4MeoxyXBBIIRF3SDnMROWIl
nlyHdcM3meZ8ktzVhagYo0eSWMSGvkeQdGREIAZS/V OvoEioWEI TwmImh5SMKTILC
zLmgPpTd TIOKyy/jUEBjgMNIkd TWFyOSkKadAl/5cK9dDFXaROLsLSHINYFIG9BgP
EEjWhkUgHPWOuPBGQKUBBxXDRISfexHs6ed4GhTU4PyPMAstzeeMbW:2yfiEL1QS
trpySpoVouiPtAFjtlj0decUowRWwIFQL/OYxBmilgytuy TtYw TDdYbKlig2U3RLE
nhHIbDQOcBrwVaQs0syZkZHZ xuVUBSHEWFLE/yTnCL+idQ==

----- END CERTIFICATE REQUEST-----

[=}

Close

e Also note, at this point, a save and activate is required before you can import the certificates to each
certificate record created above.

Step 3 — Deploy SBC & root/intermediate certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.

Please note — all certificates including root and intermediate certificates are required to be imported to the SBC. Once
done, issue save/activate from the WebGUI

SRl contiguration

Configuration ~ ViewConfigwston  Q £ Verify @
media-manager )
Certificate Record
D& & & s/ @ @ E B Q
Action Sel.. Mame Country State Locality Organization Unit Common Name

us MA Burlington Enginecring

us Ma Burlington Enginecring

I ma Burlington Enginesring salutionsiab.cgbube

Sart 3

Import Certificate ®

Format try-2ll v
Import Method @ File
Paste
Certificate File No file chosen
|i| Upload
Import Cancel
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Repeat the steps for the following certificates:

- DigiCertinter
- DigiCertRoot.

At this stage, all the required certificates have been imported to the SBC for Five9.

6.10 TLS-Profile

A TLS profile configuration on the SBC allows specific certificates to be assigned.

Go to security-> TLS-profile config element and configure the tls-profile as shown below.
ACLI Path: config t->security->tls-profile

The below is the TLS profile configured for Five9 side.

Configuration

OracleESBC  5C78.4.0 Patch 8 (Build 485)

Configuration = view Configuration =~ Q Discard | {2} Verify Save

media-manager P

Add TLS Profile

security L4

Name .
authentication-pr... TLSFive?
End Entity Certificate - +
certificate-record SBCFivedLert v
Trusted Ca Certificat
te-sloba rusted Ca Certificates DigiCertRoot %
DigiCertinter 3¢
tls-profile
Cipher List
session-router > DEFAULT x
“
system 3 Verify Depth 10 (Range: 0.10 )
Mutual Authenticate | enable
TLS Version Hev12 .
Options .
0K Back
Show All

6.11 Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
ACLI Path: config t->session-router->sip-interface

Please configure the below settings under the sip-interface.
- Tls-profile needs to match the name of the tls-profile previously created.
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the particular

Session agents added to the SBC.

Below is the sip-interface Configured for Five9 side.
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Configurati
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) Dashboard PV Monitor and Trace  Widgets  Syste
Configuration | viewconfiguration veity | @
3 B
media-manager > ]
Modify SIP Interface Show Configurati
security »
State
session-router v W enzble
Realm ID
access-control Fived v
Description
account-config
filter-config
Idap-confi
" £ SIP Ports
Tocal-policy o
Tocal-routing-canfig Action | Sd... | Address S e dess] |, TSt Allow Anonymous Multi Home Addrs
: 17216.26.101 5061 s TLSFived
media-profile : all
session-agent
session-group

Similarly, Configure sip-interface for the SIPTrunk side as below:

PInterTace Object Changes saved successtuny. X
Configurati
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) onfiguration

Configuration  viewcConfigurstion =~ Q
medio-manager » i )
Modify SIP Interface Show Configurai
security »
State .
session-router v | enable
Realm ID
access-control SIPTrunkc v
Description
account-canfig
filter-config
Idap-confi
" £ SIP Ports
local-policy n
local-routing-config Action  Sel.. Address Port Transport Protocol Allow Anonymous Muiti Home Addrs
media-profile H 1921681150 5060 uop all
session-zgent 1921681150 5060 TCp ol
session-group

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

6.12 Configure session-agent

Session-agents are config elements, which are trusted agents who can send/receive traffic from the SBC with direct
access to trusted data path.

Navigate to session-router->Session-Agent
ACLI Path: config t->session-router->session-agent

Configure two session-agents for Five9 with following parameters.

hostname and IP address both same as “162.213.103.36 / 208.69.30.39”
port to 5061

realm-id — needs to match the realm created for Five9

transport set to “staticTLS”

ping-method — send OPTIONS message to Five9 to check health
ping-interval to 30 sec
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Five9 Session Agent 1

Dashboard O Monitor Widgets  System
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) onfiguration and Trace

Configuration View Configuration Q Discard 2 Verify
media-manager p = X
Add Session Agent
security 3
"
_ Hostname 162.213103.3%
session-router ¥
IP Address
access-control 162.213.103.35
Port q .
account-config 5061 ( Range: 0,J025..65535 )
State | enable
filter-config
App Protocol sip -
ldap-config
App Type -
local-policy
Transport Method StaticTLS -
local-routing-...
Realm ID Fived| -
mediz-profile
Egress Realm ID -
session-agent e
-
0K Back
Show All

Five9 Session Agent 2

Configuration

OracleESBC  5CZ8 4.0 Patch 8 (Build 485)

Conﬁguration View Configuration Q Discard Q) Werify
media-manager » =
Add Session Agent
security » N
Hastname 202693039
session-router w T
IP Address
access-control 208.69.50.29
Port q .
account-config 5061 ( Range: 0,1025..65535 )
State | enzble
filter-config
App Protocol sip -
Idap-config
App Type v
local-policy
Transport Method StaticTLS -
local-routing-...
Realm ID Fived A 4
media-profile
Egress Realm ID -
session-agent h
0K Back
Show All

Similarly, Configure the session-agent for SIPTRUNK. Go to session-router->Session-Agent.

Host name and IP address of SIP Trunk.

port 5060

realm-id — needs to match the realm created for SIPTRUNK.
transport set to “UDP”
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Co nﬁguration View Configuration Q
-
media-manager p )
Add Session Agent
security »
Hostname
session-router v
IP Address
access-control
Port
account-config
State
filter-config
App Protocol
Idap-config
App Type
local-palicy
Transport Method
local-routing-...
Realm ID
media-profile
Egress Realm ID
| session-agent
Show All

Ok

68.68.86.86

68.68.86.86

5060

& enzble

SIP

upe

SIPTrunk

Back

Configuration

(Range: 0,1025..65535 )

Discard

&

6.13 Configure session-agent group

A session agent group allows the SBC to create a load-balancing model.
Navigate to Session-Router->Session-Group.

ACLI Path: config t->session-router->session-group

Please configure the following group for Five9 Session Agents.

Configuration

OracleESBC  SCZ8.4.0 Patch 8 (Build 485)
Conﬁguration iew Configuration Q
niwETan..

s

security 2

session-rou... v Group Na

access-control

Description
account-con...
filter-config

State
ldap-config

App Protocol
local-policy

Strategy
local-routin...

Dest
media-profile
session-agent

Trunk Group

SEssion-group

. Sag Recursion
session-rec...

session-rec... Stnp SagRecurse

SIP Recursion Policy

session-tran...

sip-config
Show All

Add Session Group

0K

FiveQGrp

v

enable

siP

H

4

Back

unt

162.213103.36 X

208.69.30.39 x

enable

01407

Discard

2 Verify

Save
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6.14 Configure steering-pool

Steering-pool config allows configuration to assign IP address(s), ports & a realm. They define sets of ports that are
used for steering media flows through the OCSBC. These selected ports are used to modify the SDP to cause receiving
session agents to direct their media toward this system.

Navigate to GUI Path: media-manger->steering-pool
ACLI Path: config t->media-manger->steering-pool

Five9 side Steering pool.

OracleESBC  SCZ8.4.0 Patch 8 (Build 485)

Dashboard Configuration

Configuration  ViewConfiguration =~ Q
media-manager v 3
Add Steering Pool
codec-policy
IP Address 1721636101
media-manager
Start Port J
media-policy 20000 ( Range: 01..65535 )
End Port 40000 (Range: 065535 )
realm-config
Realm ID Five9
steering-pool
Network Interface
security »
session-router >
system 2
SIPTrunk side Steering pool.
OracleESBC  SCZ8.4.0 Patch 8 (Build 485) Commil | e
Configuration | view Configuration =~ Q)
media-manager v :
Add Steering Pool
codec-policy
P Address 1921681150
media-manager
Start Port
media-policy 20000 ( Range: 0,1.65535)
End Port 40000 ( Range: 0165535 )
realm-cenfig
Realm ID —
steering-pool
Network Interface
security »
session-router |3

6.15 Configure local-policy
Local policy config allows the SBC to route calls from one end of the network to the other based on routing criteria.

To configure local-policy, Navigate to Session-Router->local-policy
ACLI Path: config t->session-router->local-policy

To route the calls from Five9 side to SIPTrunk side, Use the below local—policy.
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Configuration

OracleESBC  SCZE.4.0 Patch 8 (Build 485)

Configuration = ViewConfiguration ~ Q Discard | 2 Verify i
media-manager »
Modify Local Policy
security >
From Address =
session-router v 3
access-control To Address %
account-config Source Realm
Fived %
filter-config
Description
Idap-config
Tocal-policy
loeal-routing-config State ¥ enable
medic-profile Policy Priority none v
session-agent Policy Attributes
e o 2 @O @
session-group
Action  Sel.. NextHop Realm Action TerminateRecu...  Cost State App Protocol Lookup Next Key
session-recording-group
V| 68688686 SIPTrunk none disabled 0 enabled sIP single
session-recording-server

To route the calls from the SIPTrunk side to Five9 side, Use the below local—policy.

Configurati
OracleESBC _ SCZB.4.0 Patch 8 (Build 485) onfiguration
Configuration | View Configuration Q Diserd © verty q
mediz-manager » . .
Modify Local Policy
security >
From Address =
session-router A x
access-control To Address 5
account-config Source Realm
SIPTrunk X
fiter-config
Description
Wdap-config
local-policy
local-routing-config state /] enable
media-profile Policy Priority none -
session-agent Policy Attributes
e [
session-group
Action  Sel... NextHop Realm Action Terminate Recursion Cost State App Protocol Lookup NextKey
session-recording-group
sagFive?Grp Fived none disabled ° enabled sip single
session-recording-server

6.16 Configure sdes profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are
configured.

Navigate to config t ->Security -> Media Security ->sdes profile and create the policy as below.
ACLI Path: config t->security->media-security->sdes-profile

£ weards v} Commands verify

certiicate-record -
Add Sdes Profile

factory-accounts

ke b Hame e

. Cryplo List
ipse > AES_CM_12B_HMAC_SHA1_BO X

AES_CM_128_HMAL_SHAT22 %

tpAuth
media-security - Sl v enatle
atlsstp-profie Sirtp Encrypt « enatie
media-sec.poliy SICPEnet v enatle
ki
| P—— ot
S Egess. Offer Format e .
USe Ingress Session Params.
password.policy
¥ ok | Bk

swomin @)

28|Page



6.17 Configure Media Security Profile

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any of them).

In this example, we are configuring two media security policies. One to secure and decrypt media toward Five9, the
other for non-secure media facing SIPTrunk.

Navigate to config t->Security -> Media Security ->media Sec policy and create the policy as below:
ACLI Path: config t->security->media-security->media-sec-policy

Create Media Sec policy with name sdesPolicy, which will have the sdes profile, created above.

Assign this media policy to Five9 Realm.

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

L Wizards £} Commands v erify
certificate-record "
Add Media Sec Policy
factory-accounts
ke » Name: sdesPolicy
Ve b Parss Through enable
local-accounts Options
media-security v
4 Inbound
ditls-setp-profile Prolile SDES =
media-sec-palicy Mode srip 44
Protocel
sdes-profile sdes v
Hide: Egress Media Update enable
sipura-profile
password-policy 4 Outbound
- < oK Back
Show All (/

Similarly, Create Media Sec policy with name RTP to convert srtp to rtp for the SIPTRUNK (if the call is encrypted from
Five9) which will use only TCP/UDP as transport protocol. Assign this media policy to the SIPTrunk Realm.

wizards £} Commands
-
admin-security N Modify Media Sec Policy
auth-params
Name RTP
authentication Pass The
'ass Through enable
guthentication-profile
Options
cert-status-profile
certificate-record 4 Inbound
Profile
v
factory-accounts
Mode rn .
ke L4 Protocol
nong v
ipsec » Hide Egress Media Update enable

Tocal-accounts

4 Outbound

media-security o
: v Profile

dtls-srip-profile Mode
rtp v

media-sec-poiicy

Show Al O

M 0 Back
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6.18 Access Control

To enhance the security of your Oracle Session Border Controller, we recommend configuration access controls to limit
traffic to only trusted IP addresses on all public facing interfaces

GUI Path: session-router/access-control

Please use the example below to configure access controls in your environment for both Five9 IP’s, as well as SIP
Trunk IP’s (if applicable).

OracleESBC _ SC78.4.0 Potch B (Build 485) Configuration

Configuration  viewContgustin  Q

Add Access Control

Reskm ID Fived
Deseription shte-]
Source Address. 1622103 35
Destination Address 000
Application Protocol =
Transport Protocol e
Access =
werage Rate Limit o ( Range: 0.300)
Trust Level high

S— Minimum Reserved Bandwidth 0 ( Range: 0.100)

Invalid Signal Threshold a { Range: 0.4294967295 )
Maximum Signal Threshoid 3 ( Range: 04294967295 )
Untrusted Signal Threshold ( Range: 0.4294967295 )
Deny Period 0 { Range: 0.4294567295 )
Nat Trust Threshold 5 (Range: 045535 )
Max Endpoints Per Nt o (Range: 065535 )
Nat invaiid Message Threshold o ( Range: 0.855%5 )
Cac Failure Threshold { Range: 04294967295 )
Untrust Cac Fallure Threshold 5 ( Range: 04294967295 )

translaton-rules

ok || Eeck
Show Al

OracleESBC  SCZE.4.0 Patch B (Build 485) [Pl Configuration

Configuration — viewconngumton  Q

Add Access Control

Reaim ID . S

Description e

Source Address

Destination Address 0000

Appiication Protocol =

Transport Protocol AU

Recess —

Average Rate Limit ) {Renge:0.300)

Trust Level

Minimum Reserved Bandwidth 0 { Range: 0.100)

Ivealid Signal Threshold ( Range: 0.4294967295 )

Maximum Signal Threshold 0 { Range: 0.4294967295 )

Untrusted Signal Threshold 0 { Range: 04204967295 )

Deny Period ( Range: 0.4204967295 )

Nat Trust Threshold ( Range: 0.45535)

Max Endpoints Per Nat 0 { Range: 0.65535)

Nat Invalid Message Threshold 3 (Range: 045535 )

Cac Failure Threshold { Range: 04294967295 )

Untrust Cac Fallure Threshold 0 { Range: 0.4204967295 )
ok | | eax

Show All

Notice the trust level on this ACL is set to high. When the trust level on an ACL is set to the same value of as the
access control trust level of its associated realm, this creates an implicit deny, so only traffic from IP addresses
configured as ACL’s with the same trust level will be allowed to send traffic to the SBC. For more information about
trust level on ACL’s and Realms, please see the SBC Security Guide, Page 3-10
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7. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements are
required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent
- New session-group
- New steering-pools
- New local-policy

- SDES Profile

- Media-Sec-Policy

- Access Control

Please follow the steps mentioned in the above chapters to configure these elements.
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