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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes
only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions. The development, release, and
timing of any features or functionality described for Oracle’s products remains at the sole discretion of

Oracle.
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1 Related Documentation

1.1 Oracle SBC Documentation

e Oracle® Enterprise Session Border Controller ACLI Configuration Guide

e Oracle® Enterprise Session Border Controller Release Notes

e Oracle® Enterprise Session Border Controller Security Guide

1.2 Zoom Phone Documentation

e https://zoom.us/docs/doc/Zoom-Bring%20Your%200wn%20Carrier.pdf

e https://zoom.us/phonesystem

e https://zoom.us/zoom-phone-features

1.3 Poly OBI302 ATA Documentation

e https://www.poly.com/in/en/products/phones/obi/obi302

2 Revision History

Version Date Revised Description of Changes
1.0 22/07/2021 Initial publication

3 Intended Audience

This document describes how to connect Analog Devices to Oracle SBC and Zoom Phone.This paper is
intended for IT or telephony professionals.

Note: To zoom in on screenshots of Web GUI configuration examples, press Ctrl and +.

3.1 Validated Oracle Versions
We have successfully conducted testing with the Oracle Communications SBC versions:

SCZz840p4a

These software releases with the configuration listed below can run on any of the following products:

- AP 1100
- AP 3900
- AP 4600
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https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/releasenotes/sbc_scz840_releasenotes.pdf
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https://zoom.us/docs/doc/Zoom-Bring%20Your%20Own%20Carrier.pdf
https://zoom.us/phonesystem
https://zoom.us/zoom-phone-features

AP 6350
AP 6300
VME

w
N

Setup Requirements

See Zoom Documentation for More Details

4 Zoom Phone Configuration

This Section covers the steps required to configure the Analog Telephony Adapter onto the Zoom Web Portal.
For the purpose of Lab Testing we have used Poly OBI1302 Analog Telephone Adapter. The steps to
interwork any other brand ATA Device will remain similar, however there may be changes in the way each
device is configured depending upon their make/Model.

4.1 Registration Configuration.

In this Section, we will talk about how to register the Poly OBI302 Device onto Zoom PBX via Oracle SBC.

4.1.1 Create aZoom User

Navigate to Admin>User Management > Users.

Click Add Users to create a new Zoom user. Provide the necessary details about the New User and click on
dd.

>

Note : This step can be skipped in case you want use an existing Zoom Phone User.
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https://blog.zoom.us/wordpress/2019/07/01/bring-your-own-carrier-byoc-flexibility-cloud-phone/

Add Users

Add users with their email addresses

You can add users of all types to your account. If you enter the email address of account owners, all users on
their accounts will be added to this account.

Use comma to separate multiple email addresses.

User Type (@ 0 Basic Licensed On-Prem (&
Meeting Basic

Department e.g. Product

Job Title e.g. Product Manager

Location e.g. 5an Jose

User Group No Group

Add Cancel

Once the New User is added it will start reflecting in Admin >Users Section on the Web portal.

4.2 Add BYOC Number

Navigate to Phone Systems Management > Phone Numbers > BYOC

Select Add to add external phone numbers provided by your carrier into the Zoom portal.
Site - Choose the relevant Site on which the Number needs to be added.

For Example, Main Site.

Carrier —Choose BYOC

Numbers- Put the BYOC DID Number provided by your Carrier.

SIP Group — Optional Parameter (Can be Left Blank)

Acknowledge that the Phone Number belongs to your organization.

Click Submit.
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Add BYOC Numbers

Main Site

Carrier

MNumbers 7814437387|

SIP Group Choose a routing path for calls to/from the numbers

{Optional)
. Select v

n | acknowledge that by checking the box, | attest that the phone numbers to be imported belong to me
or my organization

Cancel m

4.3 Assign the BYOC Number to a User

The BYOC Number will now be visible in the Unassigned Tab on the portal. Click on Assign to Tab to assign
the Number to This User.

ZO0OIM  ownow-  Asessrmone  CoMACT A SCHMEDULEAMEETING  JOINAMEETING  HEOSTA MEETING =
PERSCMAL
Assigned  Unassigned  Ported  BYOC
Profic
M tings
Wiobinan.
Q. Searc Husmber Type (AF . Stabiss (A1) . Siae (A}
5
Recordings
Sottings Phamiber & Aiea Murribses Trie: Capabsiity SRt Site
(]
Ao 781] 349-6963 Massachusetts, Uniied  Toll Number Incoming & Ouigoing Hoemal Main Siie Dl Assflh to
Stales
Dashiboard
N — 7307 [ Usited States Toll Murnber incomming & Outgoing Hormal Main Site Delete Asiign &
» Room Minigement 1034 (i) Uited States Toll Kumber Ivcoming & Outgoing Mol Main Site Dietete Assign to

~ Phaone System Mansgement

781 284 () Uited States Tall Mumber Incoming & Oulgoing Hormal Main Site Meiet Aasig
sers & Rooms

(-
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Assign Number
Number (781) 443-7387 (BYOC)

Assign to User

[ Enter ExL or name

Cancel OK

4.4 Register the SBC Interface on Zoom Portal

The analog device registers on the Zoom Cloud PBX which is located at the Core Side of Oracle SBC. Oracle
SBC is used as a Proxy the register from Poly ATA Device on Zoom Cloud Voice. We will add the SBC Media
interface that communicates with the Zoom PBX Registrar, as a device on Zoom Web Portal.

Navigate to Admin>Phone System Management

Click Add to Add a New Device

Enter the MAC Address of the SBC Media Interface

Click Assign and then Add to assign this Device to the previously created User.
The SBC MAC Address can be found by running the ACLI command —

» Show Interfaces
NN4600-139# show interfaces
M10 (media slot 0, port 2)
Flags: UP BROADCAST MULTICAST ARP RUNNING
Type: GIGABIT_ETHERNET
Admin State: enabled
Auto Negotiation: enabled
Internet address: 10.232.50.65 Vlan: 0
Broadcast Address: 10.232.50.255
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Netmask: 255.255.255.0

Gateway: 10.232.50.1

Provisioning

Maximum Transfer Unit size is 1500

Ethernet address is 00:08:25:21:22:82

Add Desk Phone

MAC Address 00:08:25:21:22:82

Device Type Other

This device type supports 1 assignee.

Assigned To Assign

Display Name Oracle460058q

Cancel Save

Once the Device is successfully added, a Provision Button will appear at the bottom of the screen.

Click Provision to discover the Zoom Registrar details as shown in the example below. These details will be
required to configure the Poly OBI302 ATA Device.

Note these details as they will be required to configure the device for registration. Download the CA certificates
as they will be required for the tls communication of Oracle SBC with Zoom Registrar as mentioned in Section
6.4 Security configuration.
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zoom SOLUTIONS =

Meetings
Wiebinars
Phone
Recordings
Settings

Analytics

ADMIN
Dashboard
> User Management
» Room Management
+ Phone System Management
Users & Rooms
Auto Receptionists

Call Queues

PLANS & PRICING CONTACT SALES

Oracle46UU5SBUL rename

Profile

Site Main Site (Main Site)

Assigned To Testing Zoom2020
Ext. 12348

Device Type Other

MAC Address 00-08-25-21-22-82 Edit

IP Address -

Provision Template Unsupported &

Status Cffline

Prowvision Rernove

SCHEDULE A MEET]

You will need to enable TLS1.2 for SIP registration and enable SRTP for secure calling on your IP phone. Please refer
to your manufacturer's instructions for these processes,

You'll need following information for manual provisioning. For Algo/CyberData Paging/Intercom devices, see Zoom Phone
Supported Devices to view the configuration guide.

SIP Account 1:

1. §IP Domain: 110256403.z0om.us

2. Outbound Proxy: usO1sipOh.ny.zoom.us:5091
3. User Name: 542%0426471817805175

4. Authorization ID: 438070171415

5. Password: OFqS6vOS

Please download CA certificate, DigiCert Global Root CA, DigiCert Global Root G2, DigiCert Global Root G3 and import to your
IP phone if they are not in the trust list of the device.

Note: Please note that Zoom support team will not be able to troubleshoot or configure IP phones that are
provisioned in this manner. Some Zoom Phone features may not work on manually provisioned phones. It may vary
depending on your desk phone model.

11|Page



5 Poly OBI 302 Configuration

Once the ATA Device is connected and successfully powered on, we will configure it to communicate with the
Zoom Cloud Voice through the Oracle SBC. The configuration parameters of the Poly OBI 302 ATA Adapter are

illustrated in snippets below.

0 TNoSpspmmeSSaRSS .

The Registrar Details discovered at the time of provisioning and the SBC configuration will be used to register
the Poly OBI 302 ATA Device. Use below example as a reference for your configuration.

Discovered Configuration
Element

ATA
Configuration
Element

Sample Value

Sip Domain

Proxy Server

110256403.zoom.us

Outbound Proxy Port

Proxy Server Port

5091

SBC Access Sip Interface IP
Address

Registrar Server

141.146.36.89

SBC Access Sip Interface Port

Registrar Server
Port

5065

SBC Access Sip Interface IP
Address

Outbound Proxy

141.146.36.89

SBC Access Sip Interface Port Outbound Proxy 5065
Port
Authorization 1D Auth User Name | 438070171415
Password Auth Password oFgS6vOS
Username @ ProxyServer URI 54290426471817805175@110256403.zoom.us

J) Polycom

Setup Wizard

Status

Router Configuration

OBiWiFi Configuration

Systerm Management

Service Providers
ITSP Profile A

SIp@

ProxyServer

THHEBRE

+ ITSP Profile B

ProxyServerPort

RegistrarSarver

General
SIP UserAgentDomain
RTP OutboundProxy

[110256403 zoom.us

ProxyServerTransport

RegistrarServerPort

OutboundProxyPort

ITSP Profile A

[« ImNw|

5091 |

[141.146.36.89 |
5085 |

[« miw

[141.146.36.89 |
5085 |

QOO0Q0QOQOO®®
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Voice Services

S5P1 Service

SP2 Service

SP3 Service

SP4 Service

OBITALK Service

Auto Attendant

Gateways and Trunk Groups

OBiBlueTooth 1

OBiBlueTooth 2

Page Groups
Physical Interfaces
Codecs

Tone Settings

Ring Settings
Star Codes
User Settings

*_KeepaliveEnable

#_KeepaliveExpires 15
X_KeepaliveServer
¥_KeepAliveServerPort 5060
¥_KeepAliveMsgType
¥_CustomKeepAliveMsg
¥_UserpdgentPort
¥_UserfgentPorts
DirectoryNumber
¥_DefaultRing
¥_CallonHeldRing
¥_RepeatDialRing

5060

¥_BargelnRing
¥_CallParkedRing
¥_SipDebugOption
#_SipDebugExclusion
#_SatelliteMode
H_Proxy
¥_ProxyClientConfig

SN N<H<N<N<M<N<N<N<N<H<N<N<N<H<NW<N<N<]
QPO QOQQOOQOQQOQOOQ

H_AcceptResync

SIP Credentials@

AuthUserName |1?4522534085 O
AuthPassword | O 0
URI |923021 74621264271794@ 110256403 .Zoom.us | | (7]

+ ]+

Polycom

Setup Wizard

Status

Router Configuration
OBiWiFi Configuration
System Management
Service Providers
\oice Services

Physical Interfaces
PHOME1 Port

PHONE1 Port
PHONE Port®

Enable (7]
DigitMap ([1-9E?*(Mpli)I[1-9159([1-91[0-91S9 9 110"} (7]
OutboundCallRoute {(1-912*(Mpli)):pp} {(<#E= ik {(<#=):ph 2} {(<**7( (7]
CallReturnDigitMaps Pl 0o )b Asp1:(=**1=xx )} {sp2:(=**2=xx )L {sp3i(<* (7]
PrimaryLine (7]
ToneCnPrimaryServiceDown (7]
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6 Oracle SBC Configuration

Below is an outline of the network setup used to conduct all testing between the Oracle SBC, Poly OBI 302
ATA, Zoom Phone and the SIP Trunk.

Note - These instructions cover configuration steps between the Oracle SBC and Zoom Phone. The complete
interconnection of other entities, such as connection of the SIP trunk, 3rd Party PBX and/or analog devices are
not fully covered in this instruction. The details of such connection are available in other instructions produced
by the vendors of retrospective components.

6.1 Prerequisites

In this section we will provide the steps for such interworking of ATA Device with Zoom Phone via Oracle SBC.
The ATA Device registers itself on the Zoom PBX through the Oracle SBC. Calls from the ATA are first
forwarded to the registrar which are hair pinned back to the SBC from the Zoom BYOC Trunk IP Address.
Zoom has an internal routing to send the call to their BYOC IP which connects to Oracle SBC.SBC further
breaks out the call to the PSTN Network through the connected SIP Trunk.

Before you begin, make sure that you have the following per every SBC you want to pair to communicate with
Zoom BYOC Trunk.

- Public IP address

- Public certificate, issued by one of the supported CAs (refer to Related Documentation for details about
supported Certification Authorities).

- Zoom Public CA certificates to add to trust store of SBC

There are two methods for configuring the Oracle SBC, ACLI, or GUI.
For the purposes of this Application note, we’ll be using the Oracle SBC GUI for all configuration examples.
This guide assumes the Oracle SBC has been installed, management interface has been configured, product

selected and entitlements have been assigned. Also, http-server has been enabled for GUI access. If you
require more information on how to install your SBC platform, please refer to the ACLI configuration guide.

To access the Oracle SBC GUI, enter the management IP address into a web brower.
When the login screen appears, enter the username and password to access the ORACLE SBC.

Once you have accessed the Oracle SBC, at the top, click the Configuration Tab. This will bring up the
ORACLE SBC Configuration Objects List on the left hand side of the screen.

Any configuration parameter not specifically listed below can remain at the ORACLE SBC default value and
does not require a change for connection to Zoom Phone to function properly.

The below configuration example assumes you will be using a secure connection between the Oracle SBC and
Zoom Phone Platform for both signalling and media.In this testing,The connection between Poly OBI302 Device
and Oracle SBC is UDP in this setup.

Note: All network parameters, ip addresses, hostnames etc..are specific to Oracle Labs, and cannot be used
outside of the Oracle Lab enviroment. They are for example purposes only!!!
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https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf

ORACLE Enterprise Session Border Controller (Al 4 admin »
[ ILLEN  Monitorand Trace  System

£ Wizards £ Commands Save Verify Disca Search

media-manager 3 ) : )
Configuration Objects

security »

session-router » Name Description
access-control Configure a static or dynamic access control list
system >

authentication-profile Configure authentication profile

certificate-record Create, generate, and import a certificate

6.2 Global Configuration Elements

Before you can configuration more granular parameters on the SBC, there are four global configuration
elements that must be enabled (ntp optional) to proceed.

e System-Config
¢ Media-manager-Config

e SIP-Config
¢ Ntp-config

6.2.1 System-Config
To configure system level functionality for the ORACLE SBC, you must first enable the system-config
GUI Path: system/system-config

ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config

e Hostname

e Description

e Location

o Default-gateway (recommend using the management interface gateway for this global setting)
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system A
Modify System Config
host-route
http-client Hostname ZOOM.US
http-server Description SBC for Zoom Cloud Voice
network-interface
ntp-config
Location

phy-interface Burlington MA

Mib System Contact
redundancy-config

. Mib System Name
snmp-community

Mib System Location

spl-config
e Acp TLS Profile —
-
Delete
Show All
network-interface Page of 1 (Tof Titems) III
Options
ntp-config
phy-interface Call Trace enable
redundancy-config Default Gateway 10138194129
snmp-community Restart | enable
spl-config Telnet Timeout 0 ( Range: 0..65535)
system-config Console Timeout n [ Ranga: 0_AGS3S |
-
Delete
Show All

e Click the OK at the bottom of the screen

6.2.2 Media Manager

To configure media functionality on the SBC, you must first enabled the global media manager
GUI Path: media-manager/media-manager

ACLI Path: config t>media-manager->media-manager-config

The following options are recommeded for global media manager to help secure the SBC.

e Max-untrusted-signalling
e Min-untrusted-signalling
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The values in both these fields are related to the SBC’s security configuration. For more detailed security
configuration options, please refer to the SBC’s Secuirty Guide.

{3 Wizards {3} Commands v
media-manager v . )

Modify Media Manager

codec-policy
State

media-manager v enable
Flow Time Limit : :

media-policy 86400 ( Range: 0..4294967295 )

Initial Guard Timer

) ) 300 ( Range: 04294967295 )
reaim-config
Subsq Guard Timer 300 ( Range: 04294967295 )
steering-pool
TCP Flow Time Limit 86400 ( Range: 0..4294967295 )
security >
TCP Initial Guard Timer 300 ( Range: 0..4294967295 )
session-router > TCP Subsq Guard Timer 200 (Range: 0.4294967295 )
syster » Hnt Rtcp enable
Algd Log Level NOTICE
~
Mbcd Log Level NOTICE
! C v
Delete
Show All

e Click OK at the bottom

6.2.3 SIP Config

To enable SIP related objects on the ORACLE SBC, you must first configure the global SIP Config element:
GUI Path: session-router/SIP-config

ACLI Path: config t->session-router-> SIP-config

The following are recommended parameters under the global SIP-config:

= home-realm-id ZoomCore

= registrar-domain *

= registrar-host us01sipOh.ny.zoom.us
= registrar-port 5091

= Options: Click Add, in pop up box, enter the string: inmanip-before-validate
= Click Apply/Add another, then enter: max-udp-length=0
e Press OK in box

The Values for registrar Host and Port are discovered at the time of Provisioning in Step 4.4.

The home-realm-id is the Core Realm where the Zoom PBX Registrar is located.The values configured here
will be used to route the incoming requests from ATA Device towards Zoom.
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media-manager
securlty
SESSION-router

Bl control

account-config
filer-config

Idap-config

local-palicy
local-routing-config
media-profile
sesslon-agent
sesslon-group
sesslon-recording-group
sesslon-recording-server
sesslon-translation

sip-config

Configuration  View Confizuration

Q

Modify SIP Config

State

Dialog Transparency
Home Realm ID
Egress Realm ID

Nat Mode

Registrar Domain
Registrar Host

Registrar Port

Ikt Timer

Max Timer

Trans Expire

Initial Inv Trans Expire
Invite Expire

Session Max Life Limit

Enforcement Profile

W enable

| enable

ZoomCore

None

usOTsIpOh.ny zoom.us

s091

500

4000

( Range: 0102565535 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 0.999999999)

( Range: 04294967295 )

€ Verify B 5

local-routing-config

media-profile

session-agent

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

translation-rules

Show All

session-recording-group

session-recording-server

Red Max Trans

Options

SPL Options

SIP Message Len

Enum Sag Match

Extra Method Stats

Extra Enum Stats

Registration Cache Limit

Register Use To For Lp

Refer Src Routing

10000

inmanip-before-validate

max-udp-length=0 %

4098

enable

W enable

enzble

enzble

| enable

Delete

( Range: 0.50000)

{ Range: 0..65535)

(Range: 0.999999999 )

e Click OK at the bottom

6.2.4 NTP Config

GUI Path: system/ntp-config

ACLI Path: config t->system->ntp-config
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£ Wizards ~

translation-rules

£} commands ~

Modify NTP Config

system -

Server
198.55.111.50 X

host-route
206108.0131 x
hitp-client
Auth Servers
hitp-server
network-interface mal Utz
IP Address Key Id Key

nitp-config
Mo data to display.
phy-interface

redundancy-config

e Click OK at the bottom

6.3 Network Configuration
To connect the SBC to network elements, we must configure both physical and network interfaces. For the

purposes of this example, we will configure two physical interfaces, and two network interfaces. One to
communicate with ATA Devices and Zoom PBX and BYOC Trunk,the other to connect to PSTN Network.

6.3.1 Physical Interfaces

GUI Path: system - phy-interface

ACLI Path: config t>system->phy-interface

e Click Add, use the following table as a configuration example:

Config Parameter Zoom PSTN
Name sOp0 s1p0
Operation Type Media Media
Slot 0 1
Port 0 0

Note: Physical interface names, slot and port may vary depending on environment

fraud-protection -
Phy Interface
host-route
http-client
Add Delete All Upload Dowmlozad search q

http-server

Name Operation Type Port Slot Virtual Mac Admin State Auto Negotiation
network-interface

s0p0 Media ] 0 enabled enabled
ntp-config slpD Media 0 1 enabled enabled

phy-interface
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¢ Click OK at the bottom of each after entering config information

6.3.2 Network Interfaces

GUI Path: system/network-interface

ACLI Path: config t->system->network-interface

e Click Add, use the following table as a configuration example:

Name sOp0 s1p0
Hostname Domain (if applicable) Domain (if applicable)
IP Address 141.146.36.101 192.168.1.10
Netmask 255.255.255.192 255.255.255.0
Gateway 141.146.36.65 192.168.1.1
DNS Primary IP 8.8.8.8
DNS Domain Domain(if applicable)
Configuration || ViewConfiguration | Q
e menegs . Madify Network Interface
session-router > Hame s0p0 i
- . Sub Portid 0 ( Range: 04005 )
Description
fraud-protection
host-route
http-client Hostname
http-server 1P Address 141146.36.301
netwark-interface Pri Unility Addr
ntp-config Sec Utility Addr
phy-interface Netmask 255255255092
redundancy-config Gateway 41146 36.55]
Snmp-community A Gw Heartbeat
splconfig State  enable
system-config Heartbeat 10 { Range: 045535 )
trap-receiver Retry Count 3 ( Range: 045535 )
Retry Timeout 3 [ Range: 1.65535 )
Health Score o ( Ramge: 0.300 )
DNS 1P Primary e
Show All O | | B
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Configuration
media-manager
security

session-routsr

SNMp-community

Wiew Cantiguration

Q

Modify Network Interface

Name

Sub Port Id

A Gw Heartbeat

system - { Range: 04095 )
Description
fraud-protection
host-route
hittp-<lient Hostname
hittp-server P Address 02565110
nietwor k-interface Pri Utillity Addr
nitp-config Sec Utdlity Addr
ohy-interface Hetmask 255.755.255.0
redundancy-config Gateway 6216811

¢ Click OK at the bottom of each after entering config information.

6.4 Security Configuration

This section describes how to configure the SBC for both TLS and SRTP communication with Zoom Phone
BYOC Platform. The connection between Zoom Phone allows TCP or TLS connections from SBC’s for SIP
traffic, and RTP or SRTP for media traffic. For our testing, the connection between the Oracle SBC and Zoom
Phone platform was secured via TLS/SRTP. This setup requires a certificate signed by one of the trusted
Certificate Authorities. The connection between ATA Device and Sip Trunk with the SBC is UDP so this section
does not apply to ATA configuration on the SBC.

6.4.1 Certificate Records

“Certificate-records” are configuration elements on Oracle SBC which captures information for a TLS certificate
such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate signing request, and
import the necessary certificates into the SBC’s configuration.

GUI Path: security/certificate-record
ACLI Path: config t->security->certificate-record
For the purposes of this application note, we’ll create below certificate records.

SBC Certificates

v' SBCEnterpriseCert.pem

v DigiCertGlobalRootCA.crt.pem
v DigiCertinter.pem
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Zoom PBX and Zoom BYOC Trunk Certificates
v
v
v
v

6.4.2 SBC End Entity Certificate

sbc_ca.pem

DigiCertGlobalRootCA.crt.pem
DigiCertGlobalRootG2.crt.pem
DigiCertGlobalRootG3.crt.pem

The SBC’s end entity certificate SBCEnterpriseCert.pem is what is presented to Zoom Phone signed by your
CA authority.In this example we are using Digicert as our signing authority.

The certification must include a common name.

For this, we are using an FQDN as the common name.

¢ Common name: (telechat.o-test06161977.com)

To Configure the certificate record:

e Click Add, and configure the SBC certificate as shown below:

mediz-manager 3
sacurty -

authentication-profile

certificate-record

tis-glabal

tls-prafile
52550N-ToutEr v
ys1em d

fraud-protection

nost-raut2

mitp-client

nhp-seryar

network-interface

ntp-config

phy-Intarface

redundancy-config

snMp-commurity

spl-conflg

Show All

Modify Certificate Record

Mame

Country

State

Locality
Organization
Uinist

Common Hame
Ky Size
Akernate Name
Trusted

Key Usage List

Extended Key Usage List

SBCEnterpriseCert

Us

Caltfarnia

Redwood City

Oracle Corporation

telechat.o-testoals1977.0om

W 2nabie

digtaisignature

keyEncipnemmeant

SErversuth x Chientauth
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e Click OK at the bottom

6.5 Root CA and Intermediate Certificates

Using this same procedure, configure certificate records for Root CA and Intermediate Certificates for SBC and
Zoom.

6.5.1 Oracle SBC and Zoom Certificate

Oracle SBC certificate are signed by Digicert. Zoom also provides DigiCert certificate for the purpose of TLS
connection with SBC. In this Setup the root CA for both Oracle SBC and Zoom is same so only one certificate
record entry is created which covers both SBC and Zoom.DigiCertInter is the intermediate CA certificate for the
SBC. We will create certificate-record entry for each certificate discovered at the time of registration
configuration in Step 4.5 and the SBC CA certificate. The same certificates are required for Zoom BYOC Trunk
S0 can be reused.

https://support.zoom.us/hc/en-us/articles/360054176992-BYOC-BYOP-Public-CA-Certificate-and-SIP-proxy-
address-change

Config . . .
DigiCertGlobalRo | DigiCertGlobalRo | DigiCertGlobalRo .
:?ramet sbc_ca OtCA 0i1G2 01G3 DigiCertinter
Commo sbc ca DigiCertGlobalRoot | DigiCertGlobalRoot | DigiCertGlobalRoot DigiCertinter
n Name — CA G2 G3 g
Key Size | 2048 2048 2048 2048 2048
K digitalSignatu digitalSignatu
U?all- o | TE digitalSignature digitalSignature digitalSignature re
List 9 keyEncipher | keyEncipherment keyEncipherment keyEncipherment keyEncipher
ment ment
Extende
(LjJsagzey serverAuth serverAuth serverAuth serverAuth serverAuth
List
cKey
rsa rsa rsa rsa rsa
algor
Zgg‘ft' Sha256 Sha256 Sha256 Sha256 Sha256
6.5.2 Generate Certificate Signing Request

Now that the SBC'’s certificate has been configured, create a certificate signing request for the SBC’s end entity
only. This is not required for any of the Root CA or intermidiate certificates that have been created.

On the certificate record page in the Oracle SBC GUI, select the SBC’s end entity certificate that was created
above, and click the “generate” tab
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Configuration = ViewConfiguration | QU O Verify | [ 5=
media-managsr
Certificate Record
securtty v
authentication-profile
[ I - A s | Q
certificate-record
Action  Select Name Country State Locality Organization Urit Commaon Name
tis-global
DigicenGlobalRootCA us A surlington Engineenng DigicenalobalRootCa
tis-profie
DigiCentGlobalRootG2 us Ma Burlington Engineering DigiCertGlobalRootG2
Session-router >
N DigiCenGlobalRootes us MA Burlington Enginesring DigiCenGlohalRoctes
system >
DigiCertinter us MA surlington Engineering DIZICeN SHAZ Secure Server ...
|  SBCEnterpriseCert us california Redwood City Oracle Corparation SBCEnterpriseCert
sbe_ca us MA Burlington Enginesring sbe_ca
Generate certificate response x
- erti e Re Copy the following information and send to a CA authority
it
Close
T T
-

e copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

e Also note, at this point, a save and activate is required before you can import the certificates to each
certificate record created above.

6.5.3 Import Certificates to SBC

Once certificate signing request has been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the SBC.
Once all certificates have been imported, issue save/activate from the WebGUI
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Configuration | ViewConfigwaton =~ Q, 0 €2 Verify

medis-manager
Certificate Record

securlty -

authentication-profile

e & & PKCST2 Z @O @ B = sea Q.
certificate-record
Action  Select Name Country State Locality Organization Unit Common Name
tis-global
DigiCeriGlobalRoaiCA us Ma surlington Engineering DigiCenclobalRootcA
tis-profile
DigiceriGlobalRootG2 us M surlington Engineering DigiceriGlobalRootG2
session-router »
N DigiCenGlobalRootas us WA Burlington Engineering DigiCertGlobalRootas
system »
DigiCertiner us M Burlington Engineering DiZiCer SHAZ Secure Server
v SBCEmsrprssCert us califarmia Redwaod Crty Oracle Corporation SECEMErprssCert
sbe_ca us Ma surlington Engineering sbe_ca

edia-manage S hirIIcIEeE Import certificate x

Format

Add Dielete Al Upload phes
x509
Country Import method " Unit Comman
L y-g
s
Certificate file 4, Upload Mo file chosen.
. ) Import Cancel

Repeat these steps to import all the root and intermediate CA certificates into the SBC:

v’ shc_ca
DigiCertGlobalRootCA
DigiCertGlobalRootG2
DigiCertGlobalRootG3
DigiCertinter

SRR VRN

At this stage, all required certificates have been imported.

6.5.4 TLS Profile

TLS profile configuration on the SBC allows for specific certificates to be assigned.
GUI Path: security/tls-profile

ACLI Path: config t->security>tls-profile

25|Page



e Click Add, use the example below to configure

Zoom supports the following signalling ciphers that need to be added to the TLS profile:

e TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA-384
¢ RSA-WITH-AES-256-CBC-SHA-256

Configuration | viewconfiguraion | Q

media-manager » . .
Madify TLS Profile
sequrity v
MName ———
authentication-profile TLsZoom
End Entity Certificate e ——
certificate-record B et v
Trusted Ca Certificates
tis-global shc_ca x | | DigiCertinter X
i DigicenclobalRootCA X
tis-profile
DigicenclobalRootG2 X
£5510N-rout
sesslon-routEr 4 DigiCentGlobalRootGE X
system . Cipher List
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHASE4 X | | TLS_RSA_WITH_AES_256_CBC_SHA X
“
Verify Depth o (Range: 0.10)
Mutual Authenticate  =nzble
TLS Version dsviz -
Options
Cert Status Check -
Cert Status Profile List
Ignore Dead Responder -
Allow Self Signed Cert v ensble

Note: Only the DigiCert Certificates need to be added to the tls-profile to authenticate the certificate presented
to the SBC from Zoom Phone.

e Click OK at the bottom
6.6 Media Security Configuration

This section outlines how to configure support for media security between the ORACLE SBC and Zoom Cloud
Voice.

6.6.1 Sdes-profile
This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are

configured.

GUI Path: security/media-security/sdes-profile
ACLI Path: config t->security->media-security—>sdes-profile

Oracle SBC and Zoom Cloud Voice Support the following media ciphers for SRTP:

26 |Page



e AES-CM-128-HMAC-SHA1-80
e AES-CM-128-HMAC- SHA1-32

Click Add, and use the example below to configure

medis-manager [3 5 -
Modify Sdes Profile
security -~
admin-security 3 Hame SDES
Crypto List
auth-params AES_CM_128_HMAC_SHA1 32 x
authentication AES_CM_128_HMAC_SHA1_BO
4
authentication-profile
cert-status-profile Srtp Auth
| ens
certificate-record .
Srtp Encrypt 7 enal
ke 3 E
SrTCP Encrypt 7 ena
ipsec 3 Mid
. enabls
Egress Offer Format same-as-ingress v
Use Ingress Session Params
megia-sec-policy
Options
sdes-profile
K
sipurs-profile ¥
. - Back
password-paficy -
Shaw Al ()

e Click OK at the bottom

6.6.2 Media Security Policy

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any of

them) and, if SRTP needs to be used, the sdes-profile that needs to be used

In this example, we are configuring two media security policies. One to secure and decrypt media toward

Zoom, the other for non-secure media facing PSTN and the ATA Device.
GUI Path: security/media-security/media-sec-policy
ACLI Path: config t->security->media-security->media-sec-policy

e Click Add, use the examples below to configure
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media-manager

Maodify Media Sec Policy

password-palicy

Show All ()

seCurity
admin-seci Hame sdesPolicy
auth-params Pass Through
authentication Options
authentication-profile
4 Inbound
ErT-SrarLs-pro i
CErt-srarus-profie Profile SDES
ificate-racord Mode srip
ke Protoca) sdzs
ipsec Hide Egress Media Update enable
media-security
v 4 Outbound
dtls-srip-profile Profile SDES
media-sec-policy Made srp
soes-profile Protocol sdes
sipurs-profile
o Back
password-paiicy
Show Al ()
media-manager ) . )
Modify Media Sec Policy
SECurity
admin-secun Hame RTP
Pass Through
auth-parsms ass e =
authentic: Dptions
authentication-profile
4 Inbound
Cert-status-prafie Profile
ord Maode rp
P Protocol ane
ipssc Hide Egress Media Update cnable
meadig-security
4 Outbound
srip-profils Profile
media-sec-policy Mode rp
soes-profile Prowce] none
sipurs-profile
Bk
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6.7 Media Configuration

This section will guide you through the configuration of realms and steering pools, both of which are required for
the SBC to handle signaling and media flows toward Zoom and PSTN.

6.7.1 Realm Config

Realms are a logical distinction representing routes (or groups of routes) reachable by the Oracle Session
Border Controller and what kinds of resources and special functions apply to those routes. Realms are used as
a basis for determining ingress and egress associations to network interfaces.

GUI Path; media-manager/realm-config
ACLI Path: config t>media-manager->realm-config

e Click Add, and use the following table as a configuration example for the four realms used in this
configuration example

e Access- Realm Facing the ATA Device

e Core - Realm facing the Zoom Registrar

e Zoom Realm- Realm for the Zoom BYOC Trunk

e PSTN Realm- Breakout Realm for calls towards PSTN

Config Access Core Zoom Trunk PSTN
Parameter
Identifier Access ZoomCore Zoom SIPTrunk
Network sOp0:0 s0p0:0 s0p0:0 s1p0:0
Interface
Mm in realm vl 9| 9| %]
Access-control- Low High High High
trust-level
Media Sec RTP sdespolicy sdesPolicy RTP
policy
Realm Config
& & &L Search Q
Action  Select Identifier Description Addr Prefix Network Interfaces Media Realm List Mm In Realm Mm In Network
Access 0.0.00 M00:0.4 enzbled enabled
SIPTrunk 0.0.00 M0OO:0 enabled enabled
Zoom Realm for Zoom Cloud Vioice 0.0.00 MOO0:0 enzbled enabled
ZoomCaore 0000 MO0:0.4 enabled enabled
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6.7.2 Steering Pools

Steering pools define sets of ports that are used for steering media flows through the Oracle SBC.
These selected ports are used to modify the SDP to cause receiving session agents to direct their media toward
this system.

We will configure steering pool for PSTN each realm configured.
GUI Path: media-manager/steering-pool

ACLI Path: config t>media-manager->steering-pool

e Click Add, and use the below examples to configure

Steering Pool

D& Lo a
Action | Select IP Address Start Port End Port Realm ID MNetwork Interface
14114636100 10000 10999 SIFTrunk
1411456 36 .68 20000 40000 Zoom
1411463680 10000 10999 ZoomCore

141146.36.89 10000 109599 Access

6.8 SIP Configuration

This section outlines the configuration parameters required for processing, modifying and securing SIP
signaling traffic.

6.8.1 SIP Manipulations

In order to comply with the signaling message requirements of Carrier and Zoom we have applied following sip-
manipulations.

Note: Applying these manipulations are not compulsory is dependent upon the requirement of your Carrier.
The requirement may vary from carrier to carrier so the HMRs are subjected to change.

6.8.1.1 Manipulation towards Zoom Side

For calls to be presented to Zoom Phone from the Oracle SBC, the Oracle SBC requires alterations to the SIP
signaling natively created. To do this, we should we can use the prebuilt HMR ACME_NAT_TO_FROM_IP

The following SIP manipulation is applied as the out-manipulationld to the sip-interface created for Zoom Trunk
and modifies packets generated by the Oracle SBC to Zoom Phone:

The manipulation performs the following modifications to SIP packets

1. Changes the host portion of From address with the SBC sip-interface IP Address.
2. Changes the host portion of To Header with Zoom IP Address.
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£} Wizards w £} Commands ¥
media-manager v . .
Meodify Realm Config
codec-policy
Out Translationid
v
media-manager
In Manipulationid
v
media-pollcy
Out Manipulationid N —— F
—— ACME_NAT_TO_FROM_IP v
#Average Rate Limit .
S a ( Range: 04294967295 )
Access Control Trust Level ‘,
igh v
sequrity »
Invalid Signal Threshold ) { Range: 04294967295 )
SEsSION-FouTer >
Masdmum Signal Threshold 5 ( Range: 04204967295 )
system *
Untrusted Signal Threshold a ( Range: 04204967295 )
Nat Trust Threshold 0 { Range: 065535 )
Max Endpoints Per Nat ) { Range: 065535 )
Mat Imvalid Message Threshold a { Range: 065535 )
Wait Time For Invalid Register o { Range: 0,4.300)
Deny Period 0 ( Range: 04294967295 )
OK Back
Show All

6.8.1.2 Manipulation towards Carrier Side.

The following SIP manipulation is applied as the out-manipulationld on the Session-Agent created for the
Carrier Trunk. This manipulation modifies packets generated by the Oracle SBC to Carrier Side as stated
below:

1. Removes the unwanted headers inserted by Zoom in the signaling when forwarding the message to Carrier.
2. Changes the Host portion of From Header with the Local SBC IP Address.

3. Changes the Host portion of To Header with Carrier side IP Address

4. Changes the Host portion of P-Asserted Identity with Carrier side IP Address.

local-policy Modify SIP Manipulation

local-routing-config

. ) Name SIPTrunkManipulation
mediza-profile

. Description Manipulations on SIP Trunk side
session-agent

session-group

session-recording-group )

Split Headers
session-recording-server

Join Headers

session-translation

sip-config ClgRules
sip-feature Add w
sip-interface Name Element Type
KTracelD header-rule
sip-manipulation
XInstancelD header-rule

sip-monitoring
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Header-Rules

Below is an example to remove the X-TracelD header towards Carrier. In similar fashion other header-rules can

be created to remove other headers such as XlnstancelD, XDInfo etc.

local-policy

local-routing-config

media-profile

session-agent

SESSI0N-Sroup

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

Show All

- Modify Sip manipulation / header rule
Name XTracelD
Header Name ¥-Trace-1D[*]
Action delets
Comparison Type case-sensitive
Msg Type request
Methods INVITE X
Match Value
New Value
CfgRules

Add
- Back

Similar Header-rules are created to remove the other X headers which are inserted by Zoom on the Sip

Signaling.

local-policy

local-routing-config

media-profile

session-agent

session-group

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

Madify SIP Manipulation

MName
ATracelD
¥InstzncelD
¥DMinfo
XCapability
xpublicip
xorigeontact
xorigcallid
xtocarrier
xFSSupport
changeFromIP
changeTolP

changeAsserted|P

Element Type
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule
header-rule

header-rule

On the same Sip-manipulation we have called the ACME_NAT_TO_FROM_IP Manipulation which performs the
topology hiding as below -

1. Changes the host portion of From Header with the Local SBC IP Address.

2. Changes the host portion of To Header with Carrier side IP Address
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3. Changes the host portion of P Asserted Identity with Carrier side IP Address.
Header-rule

£+ Wizards

lacal-policy
local-routing-config
media-profile
sesslon-agent
sesslon-group
sesslon-recording-group
sesslon-recording-server
sesslon-transiation
sip-config
sip-feature
sip-Interface
sip-manipulation
sip-maniftorng
translation-rules

system

Show All

£ Commands +

Moadify Sip manipulation / header rule

Mame

callaome
Header Name Eram
Action Sip-manip

Comparison Type case-sensitive

Msg Type request

Methods

Match Value

Mew Value

ACME_NAT_TO_FROM_IP

CifgRules

Add w

Name

Below Portion of the HMR

Header-rule

Changes the Host portion of P-Asserted Identity with Carrier side IP Address.

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

L

Modify Sip manipulation / header rule

Name changehssertedlP

Header Name P-Asserted-ldentity

Action I
manipulate

Comparison Type pattern-rule

Msg Type request
Methods

INVITE X
Match Value
New Value
CfgRules

Element Rule
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local-policy

local-routing-config

media-profile

session-agent

SESSION-group

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

Show All

Modify Sip manipulation / header rule / element rule

Name

Parameter Name

Type

Action

Match Val Type

Comparison Type

Match Value

New Value

changelP

uri-host

replace

any

pattern-rule

FLOCAL_IP

Back

6.8.1.3 Manipulation for OPTIONS Ping.

The following SIP manipulation can be applied as the in-manipulationld to be applied to Options Requests
generated by Zoom to the SBC. This will allow the SBC to respond locally to Options Requests.

local-palicy

local-routing-config

media-profile

session-agent

session-group

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

I sip-manipulation

Modify SIP Manipulation

Name

Description

Split Headers

Join Headers

CfgRules

Add

Name

Respond2CPTIONS

RespondOPTIONS

Element Type

header-rule

Header Rule:
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local-palicy
local-routing-config
media-profile
sesslon-agent
sesslon-group
sesslon-recording-group
sesslon-recording-server
sesslon-transiation
sip-config

sip-featura

sip-Interface
sip-manipulation
slp-manttoring

translation-rules

Modify Sip manipulation / header rule

MName

Header Name

Action

Comparison Type

Msg Type

Methods

Match Value

New Value

CigRules

Add

Name

Respond20PTIONS

from

reject

Case-sensitive

any

OFTIONS X

200 0K

Elermnent Type

M0 rata tn dsnlay

Please note, If running release SCZ830m1p7 or later, there is a new configuration parameters on the Session
Agent Config element, called ping-response. When enabled on each agent, it will take that place of the
following SIP-Manipulation.

local-policy
local-routing-conflg
media-profile
SessIon-agent
Se5sl0n-graup
sesslon-recording-group
sesslon-recording-server
sesslon-translation
slp-canfig

sip-featurs

sip-interface
slp-manipulation
sip-monftoring

translation-rules

System

Show All

Modify Session Agent

SPL Options

Media Profiles

In Translationid

Out Translationid

Trust Ma

Local Response Map

Fing Response

In Manipulationid

Out Manipulationid

Manipulation String

Manipulation Pattern

OK

addFius

enable

| enable

RespondOPTIONS

ZoomManipulation
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6.9 Session-Translation

The following session-translation is created and applied as out-translationid on the Session-Agent towards
Zoom. This session-translation is created to add a +1 and can be used towards as Zoom requires calls

to be presented in E.164 format.

-E[- Wizards w @ Commands w

local-policy
local-routing-config
media-profile
sesslon-agent
sesslan-group
sesslan-recording-group
sesslon-recording-sanver
sesslon-translation
sip-config
sip-feature
sip-Interface
sip-manipulation
slp-manitonng
translation-rules

system 3

Show All

Modify Session Translation

o addFlus

Rules Calling el
a@ [T 4

Rules Called
addPlus x
Rules Asserted Id
Rules Redirect
Rules Isup Cdpn
Rules Isup Cgpn
Rules Isup Gn

Rules Isup Rdn

Rules Isup Ocn
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local-poiicy
! Maodify Translation Rules

local-routing-config

Id

media-profile addFius

Sesslon-agent Type add -

sesslon-group Add String “

sesslon-recarding-group Add Index o

sesslon-recording-server Delete String

sesslon-translation Delete Index : ( Range: 0.999999999)
sip-config

slip-feature

sip-Interface

sip-manipulation
sip-monttonng

translation-rules

The following session-translation is created and applied as out-translationid on the Session-Agent towards
Carrier. This session-translation is created to add remove +1 when call is sent towards Carrier as Carrier in this
case requires calls to be presented in 10-digit dial format.

local-policy - ) i )
Madity Session Translation
lacal-routing-canfig
Id =moyeElad
media-prafile ramoveEios
Rules Calling
sesslon-agent removeplust
SE5510M-graup Rules Called
- removeplusi x
sesslon-recording-group Rules Asserted Id
removeplus]
sesslan-recording-server
Rules Redirect
sesslon-translation
Rules |sup Cdpn
sip-config
sip-featurs Rules Isup Cgpn
sip-Interface Rules Isup Gn
sip-manipulation
Rules Isup Rdn
sip-monitoring
Rules Isup Ocni
translation-rules
system > C Back
Show All
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local-policy

Modify Translation Rules
local-routing-config

media-profile id remaoveplus]

T .
sesslon-agent e delete

sesslon-group Adkd Sing

sesslon-recording-group Add Index
sesslon-recording-server Delete String o
sesslon-transiation Delete Index 5 ( Range: 0.999999999 )
slp-conflg
sip-feature
sip-interface
sip-manipulation
sip-maonitorng
translation-rules
System > C Back

Show All

6.10 Session Timer Profile (Optional)

Zoom Phone does support RFC 4028 Session Timers in SIP. In many cases, RFC 4028 is not supported by
carriers providing SIP trunking services to their customers. In order to accommodate this, the SBC will
interwork between PSTN carrier and Zoom Phone in order to provide support for Session Timers in SIP.

For more information about the Oracle SBC’s support for RFC4028, please see the 840 Configuration Guide,
page 4-300

GUI Path: session-router/session-timer-profile
ACLI Path: config t->session-router->session-timer-profile

Use the following as an example to configure session timer profile on your Oracle SBC. Some parameters may
vary to fit your specific environment.
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o !(/‘f;y/‘i )

a Wizards w a Commands
rph-profile -
Modify Session Timer Protfile
service-fealth
sesslon-agent M ZoomSessianTimer
session-agent-id-rule Secslon Explies 500 ( Range: 64999999999 )
Session-constralnts Min Se o0 { Range: 64.999999999 )
sesslon-group Foree feinie v Enable
Request Refresher _
sesslon-recording-group liad v
sesslon-recording-server FeEEpOSe Relbester uac v
Session-router
session-timer-profife
sesslon-translation
sip-advanced-logeging
sip-conflg
sip-feature
Slp-feature-caps sl Back

s @0

6.11 SIP Interface

The SIP interface defines the transport addresses (IP address and port) upon which the Oracle SBC
receives and sends SIP messages

GUI Path: session-router/SIP-interface
ACLI Path: config t->session-router-> SIP-interface

We will configure the sip-interface for each configured Realm object in this setup —

Click Add, and use the table below as an example to Configure:

Realm ID Access ZoomCore Zoom SIPTrunk

Out ACME_NAT_TO_FRO | ACME_NAT_TO_FRO | ACME_NAT_TO_FRO | SIPTrunkManipul
manipulatio | M_IP M_IP M_IP ation

nid

Address 141.146.36.89 141.146.36.80 141.146.36.68 192.168.1.10
Port 5065 5061 5061 5060

Transport UDP TLS TLS UDP

protocol
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TLS profile

TLSZoom

TLSZoom

Allow

registered

agents-only

agents-only

agents-only

anonymous
Session ZoomSessionTimer
Timer
Profile
nat- always
traversal
registration- enabled
caching
route-to- enabled
registrar

Please note, here we will assign some of the configuration elements configured earlier in this document,
i.e.....

e TLS Profile
e Session-timer-profile
¢ SIP-Manipulations

Since the Access realm is configured to handle registrations the following parameter must be enabled on this
realm to allow SBC to cache the registrations on this sip-interface.

nat-traversal - always
registration-caching — enabled
route-to-registrar — enabled

To forwards call requests from ATA Device towards the registrar IP Address and Port configured in the sip-
config Section of the document.
Alternatively, a local-policy configuration can also be used in case route-to-registrar is not configured.

SIP Interface

& & a

Action Select State Realm ID Description Carriers Trans Expire Initial Inv Trans Expire

enabled Access [+]
enabled SIPTrunk 0
enabled Zoom [+]

enabled ZoomCore [+]
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6.12 Session Agents
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Session Agents are configuration elements which are trusted agents that can both send and receive traffic from
the ORACLE SBC with direct access to the trusted data path.

GUI Path: session-router/session-agent

ACLI Path: config t>session-router->session-agent

You will need to configure three session agents for Zoom Trunk, Zoom Registrar and one for SIPTrunk.

e Click Add, and use the table below to configure:

Config parameter Zoom Trunk Zoom Registrar SIPTrunk
Hostname 162.12.232.59 us01sipOh.ny.zoom.us 192.168.1.10
IP Address 162.12.232.59 192.168.1.10
Port 5061 5091 5060
Transport method StaticTLS StaticTLS UDP+TCP
Realm ID Zoom ZoomCore Peer SIPTrunk
Ping Method OPTIONS OPTIONS OPTIONS
Ping Interval 30 30 30
Ping Response Enabled Enabled Enabled
out-manipulationid ZoomE164

Note: Ping Response enabled takes the place of the Respond Options Sip Manipulation Rule

local-palicy .
! Session Agent

local-routing-config

media-profie
Ada
sesslon-agent

Hostname

16212.23259

sesslon-recording-server
sesslon-translation

sip-canfig

Ip-fegmure.

Daata A1l Uplozd Dowmloa:

IP Address

16212.23259

1621223350

686511767

Port State App Protocol
S04 enabled SIP
504 enabled L

5060 enabled SIF

e Hit the OK tab at the bottom of each when applicable

Click OK at the bottom

6.13 Local Policy Configuration

Local Policy config allows for the SBC to route calls from one end of the network to the other based on routing

criteria.

GUI Path: session-router/local-policy
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ACLI Path: config t->session-router->local-policy

In order to route SIP traffic to and from Zoom Phone Platform, the following local-policies will need to be
configured.

e Click Add and use the following and an example to configure:

6.13.1 Route Calls from Zoom Trunk To PSTN:

Configuration = ViewConfiguraion = Q L £ Verify | [B 5=
media-manager 3 .
Medify Local Policy
securtty »
From Address
Session-router - =X
access-control To Address =
account-canfig Source Reslm
Zoom X
fiter-config
Description
Idap-canfig
local-policy
local-routing-conflg State v enzble
media-profile Policy Priority none =
session-agent Policy Attributes
sess/on-group &
Action  Select Next Hop Realm Action Terminate Recursion Cost State App Protocol Lookup Next Key
sesslon-recording-group
686811767 SIPTrunk none disabled o enabled single
sesslon-recording-server
session-translation

Policy Attribute:

Configuration | View Configuration Q.
media-manager » ) ) ) i
Madify Local policy / policy attribute
SECurty >
Next Hop Prep——
session-router v 6B.6BNTET -
Realm ]
access-control SIFTrunk v
Action .
aocaunt-canfig none -
Terminate Recursion P
filter-config enable
Cost :
Idap-config 0 ( Range: 0999999999 )
State
| enable
local-policy
App Protocol .
lacal-routing-config
Logkup single -
media-profile
Mext Key
sesslon-agent
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6.13.2 Route Calls from PSTN To Zoom:

Configuration | ViewcConfguration =~ QO Disca © Verity | [ sz
medta-manager >
Modify Local Policy
Securnty »
From Address
session-router - * %
access-contrel To Address e
account-canfig Source Realm
SIPTrunk X
ier-config
Description
Idap-config
local-policy
local-routing-contig S | enzble
media-profie Policy Pricsity rone -
sesslon-agent. Policy Attributes
session-group &
Action  Select NextHop Realm Action TerminateRecursion  Cost State AppProtocol  Laokup Next Ky
sesslon-recording-group
Zoom none disabled o enzbled single
sesslon-recording-server
sesslon-translation

Policy Attribute:

Configuration | viewConfiguration Q,
media-manager > ) ) ) .
Modify Local pelicy / policy attribute
sECurTty >
Mext Hop e
sesslon-router - 62.12.232.59 v
Realm e
access-contral Zoom 4
Action .
account-conflg none v
Terminate Recursion e
filter-config enable
Cost .
Idap-config 0 ( Range: 0999999999 )
State
+*| enable
local-policy
App Protocol -
local-routing-config
Leckup single -
miedia-profile
Mext Key
sesslon-agent

e Click OK at the bottom of each when applicable:

6.14 Access Controls

To enhance the security of your Oracle Session Border Controller, we recommend configuration access
controls to limit traffic to only trusted IP addresses on all public facing interfaces
GUI Path: session-router/access-control

ACLI Path: config t->session-router->access-control
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Please use the example below to configure access controls in your environment for both Zoom IP’s, as well as
SIPTrunk IP’s (if applicable)

Configuration = viewConfigwstion | Q Discard | (G Verify

media-manager >
Access Control

security >

e = & searc a

Action  Select RealmID Description Source Address Destination Address Application Protocol Transport Protocol Access

access-control

accaunt-config
zoom 1621200/16 141146 36.68 siP ALL permit

SIFTrunk 92168100 192168120 sie ALL permit
Idap-config

Notice the trust level on this ACL is set to high. When the trust level on an ACL is set to the same value of as
the access control trust level of its associated realm, this create an implicit deny, so only traffic from IP
addresses configured as ACL’s with the same trust level will be allowed to send traffic to the SBC. For more
information about trust level on ACL’s and Realms, please see the SBC Security Guide, Page 3-10.

e Click OK at the bottom

Save and activate your configuration!

The SBC configuration is now complete. Move to verify the connection with Zoom.

7 Verify Connectivity
7.1 ORACLE SBC Options Ping

After you've paired the ORACLE SBC with Zoom, validate that the SBC can successfully exchange SIP Options
with Zoom Cloud Voice.

While in the ORACLE SBC GUI, Utilize the “Widgets” to check for OPTIONS to and from the SBC.
¢ At the top, click “Widgets”
This brings up the Widgets menu on the left hand side of the screen

GUI Path: Monitor and Trace/Signaling/SIP/Methods/OPTIONS

Method options

Server Recent Server Tota Server PerMax Cliert Recent Client Total Client Perhax

o o o
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e Looking at both the Server Recent and Client Recent, verify the counters are showing OPTIONS
Requests and 2000K responses.

8 SBC Behind NAT SPL configuration

This configuration is needed when your SBC is behind a NAT device. This is configured to avoid loss in voice
path and SIP signaling.

The Support for SBC Behind NAT SPL plug-in changes information in SIP messages to hide the end point
located inside the private network. The specific information that the Support for SBC Behind NAT SPL plug-in
changes depends on the direction of the call.

For example, from the NAT device to the SBC or from the SBC to the NAT device.

Configure the Support for SBC Behind NAT SPL plug-in for each SIP interface that is connected to a NAT
device. One public-private address pair is required for each SIP interface that uses the SPL plug-in, as follows.

e The private IP address must be the same as the SIP Interface IP address.
e The public IP address must be the public IP address of the NAT device

Here is an example configuration with SBC Behind NAT SPL config. The SPL is applied to the Zoom side SIP
interface.

To configure SBC Behind NAT SPL Plug in, go to session-router->SIP-interface->spl-options and input the
following value, save and activate.

HeaderNatPublicSIPIflp=52.151.236.203, HeaderNatPrivateSIPIflp=10.0.4.4

Here HeaderNatPublicSIPIflp is the public interface ip and HeaderNatPrivateSIPIflp is the private ip.
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media-manager v . .
Modify Realm Config
codec-palicy
Early Media Allow
media-manager =
; Enforcement Profile
media-policy N
T Additional Prefixes
steering-poo Restricted Latching none
seCurity 4 Options
SE35I0N-FOUter 3 i
SPL Options HeaderNatPublicsIPIfip=52151.236.20
SystEm 4 Delay Media Update enzble
Refer Call Transfer dleablad —
Hold Refer Reinvite -
enable
Refer Motify Provisional nane —
Dyn Refer Term enzhle
OK Back
Show All

This configuration would be applied to each SIP Interface in the ORACLE SBC configuration that was deployed
behind a Nat Device.

9 Caveat
9.1 Transcoding Opus Codec

Opus is an audio codec developed by the IETF that supports constant and variable bitrate encoding from 6
kbit/s to 510 kbit/s and sampling rates from 8 kHz (with 4 kHz bandwidth) to 48 kHz (with 20 kHz bandwidth,
where the entire hearing range of the human auditory system can be reproduced). It incorporates technology
from both Skype’s speech-oriented SILK codec and Xiph.Org’s low-latency CELT codec. This feature adds the
Opus codec as well as support for transrating, transcoding, and pooled transcoding. Opus can be adjusted
seamlessly between high and low bit rates, and transitions internally between linear predictive coding at lower
bit rates and transform coding at higher bit rates (as well as a hybrid for a short overlap). Opus has a very low
algorithmic delay (26.5 ms by default), which is a necessity for use as part of a low audio latency
communication link, which can permit natural conversation, networked music performances, or lip sync at live
events. Opus permits trading-off quality or bit rate to achieve an even smaller algorithmic delay, down to 5 ms.
Its delay is very low compared to well over 100 ms for popular music formats such as MP3, Ogg Vorbis, and
HE-AAC; yet Opus performs very competitively with these formats in terms of quality across bit rates.

Zoom Phone fully support the use of OPUS, but advertises a static value of 40000 for max average bit rate

Although the range for maxaveragebitrate is 6000 to 51000, only bit rates of 6000 to 30000 bps are
transcodable by the DSP’s on the Oracle SBC. A media profile configured with a value for maxaveragebitrate
greater than 30000 is not transcodable and cannot be added on egress in the codec-policy element.
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The Oracle SBC will however support the entire range of of maxaveragebitrate if negotiated between the parties
of each call flow.
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