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Disclaimer
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Oracle’s products remains at the sole discretion of Oracle.
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle Enterprise
Session Border Controller platform along with Cisco Call Manager (Cisco CUCM).

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Twilio Elastic Sip Trunk with on premises Cisco CUCM. The solution contained within this document has
been tested using Oracle Communication SBC with OS840p4A and OS900p3

Please find the related documentation links below:

2.1. Twilio Elastic SIP Trunking

Twilio Elastic SIP Trunking is a cloud-based solution that provides connectivity for IP-based
communications infrastructure to connect to the PSTN for making and receiving telephone calls to the rest
of the world via any broadband internet connection. Twilio’s Elastic SIP Trunking service automatically
scales, up or down, to meet your traffic needs with unlimited capacity. In just minutes you can deploy
globally with Twilio’s easy-to-use self-service tools without having to rely on slow providers.

Sign up for a free Twilio trial and learn more about configuring your Twilio Elastic SIP Trunk.

2.2. Cisco Call Manager (Cisco CUCM)

Cisco Unified Call Manager provides industry-leading reliability, security, scalability, efficiency, and
enterprise call and session management and is the core call control application of the collaboration
portfolio.

It should be noted that while this application note focuses on the optimal configurations for the Oracle SBC
in an enterprise Cisco CUCM 11.5/ CUCM 12.5 environment, the same SBC configuration model can also
be used for other enterprise applications with a few tweaks to the configuration for required features.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Cisco CUCM Server associated parameters. Many SBC applications may have additional configuration
requirements that are specific to individual customer requirements. These configuration items are not
covered in this guide. Please contact your Oracle representative with any questions pertaining to this
topic.

For additional information on CUCM 11.5 and CUCM 12.5, please visit

https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-manager-
version-11-5/index.html

https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-manager-
version-12-5/index.html
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https://www.twilio.com/sip-trunking
https://www.twilio.com/try-twilio
https://www.twilio.com/docs/sip-trunking
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-manager-version-11-5/index.html
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-manager-version-11-5/index.html

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements. There are some public facing IPs (externally routable
IPs) that we use for our testing are masked in this document for security reasons.

The customers can configure any publicly routable IPs for these sections as per their network
architecture needs.

3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Cisco CUCM 11.5/ CUCM 12.5 version using Oracle Enterprise SBC. There will be steps that require
navigating the CUCM 11.5/ CUCM 12.5 server configuration, Oracle SBC GUI interface, understanding
the basic concepts of TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the
configuration and for troubleshooting, if necessary.

3.2. Requirements

. Fully functioning Cisco CUCM 11.5/CUCM 12.5
) Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 / 9.0.0 version

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used SBC Version Cisco CUCM Version
Revision 1 8.4.0 11.5
Revision 2 9.0.0 12.5
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3.3. Architecture

B e o

Cisco Remote worker using 3™
party SIP phones registers to

CUCM via SBC using Internet |
"

N A

In 100 Countries

/ Cisco 3™ party SIP phones \
registered to CUCM directly

inside Enterprise Network

N (/'\)
Vgte & ® \
Internet €&—>

Twilio Elastic
SIP Trunking

Global PSTN
Origination/Termination

v

Signaling €<——>

Media

Enterprise
Network

The configuration, validation and troubleshooting are the focuses of this document and will be described in
three phases:

e Phase 1 — Configuring the Cisco Unified Call Manager v11.5/V 12.5 for Oracle SBC.
e Phase 2 — Configuring the Oracle SBC.
e Phase 3 — Configuring the Twilio Elastic SIP Trunk
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4. Configuring the Cisco Call Manager (Cisco CUCM)

Please login to Cisco CUCM admin web GUI with proper login credentials (Username and password).
After that, perform the steps below in the given order.

< C A Not secure | 10.232.50.89/ccmadmin/showtome.do ¥ e

bl Cisco Unified CM Administration

cisco For Cisco Unified C ications

Cisco Unified CM Administration

Copyright @ 1999 - 2016 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, dns(ributev or use encryption. Importers, exporters, distributors and users are responsible for compliance with

U.S. and local country laws. By using this product you agree to comply with ble laws and r I If you are unable to comply with U.S, and local laws, return this
product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified C System D 3 web site.

For Cisco Technical Support please visit our Technical Support web site,

4.1. Configuring a new SIP Trunk

01) Go to Device ----- Trunk ----- Add New

02) Select Trunk Type — SIP Trunk and then Click Next

03) In the Device Name field, enter the SIP Trunk name and optionally provide a description.
04) In the Device Pool drop-down list, select a device pool id created already else select Default
05) Enter the Destination Address and Destination Port of the SBC under SIP Information.

06) Select appropriate SIP profile and SIP trunk security profile from the dropdown menu.

07) Click Save
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& C' A Notseaure | 10.232,50.89/ccmadmin/trunkEdit.do?prodt=95
abuli.  Cisco Unified CM Administration (EVERERY Cisco Lrified CM administration v | Go |
cisco For Cisco Unified Communications Solutions admin E: l umentation Abou It

Help =

Trunk Configuration

’ Next

— Status

Systern +  Call Routing =  Media Resources =

Advanced Features =+ Device +  Application «  User Management =+ Bulk Administration =

SEIET RRTIPCH Back To Find/List v |

@ Status: Ready

r Trunk Information

Trunk Type*® | SIP Trunk A
Device Protocol®  [grp v
Trunk Service Type* | none(Default) v |

@ *_ indicates required itern.

cIsco

For Cisco Unified Communications Solutions

WEVRENTTN Cisco Unified CM Admimistration

admin Search Documentation About

Trunk Configuration

Q Save x Delete %' Reset # Add New

Product:

Device Protocol:
Trunk Service Type
Device Name*

Description

Device Pool®

Common Device Configuration
Call Classification®

Media Resource Group List
Location*®

AAR Group

Tunneled Protocol®

QSIG Variant™®

ASN.1 ROSE OID Encoding *
Packet Capture Mode*

Packet Capture Duration

V| Media Termination Point Required

%] Retry Video Call as Audio

Dotb Dol £ O k.

System + Call Routing + Media Resources »  Advanced Features »  Device »

Application » User Management «

Bulk Administration ¥ Help +

CEETCGREG | TEH Back To Find/List

SIP Trunk

SIP

None(Default)

CUCM-SBC

Default v
< None > v
Use System Default v
< None > v
Hub_None v
< None > v
None v
No Changes

No Changes

None v
0

9|Page




' B o f 2id1

\EVLENLN Cisco Unified CM Administration

alili Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions admin Search Documentation About

Call Routing *+ Media Resources » Advanced Features » Device v Application v User

System v

Trunk Configuration GEEICLREIER Back To Find//List

Q Save x Delete %' Reset 4} Add New
‘ L

SIP Information

[ Destination Address is an SRV

Destination Address Destination Address IPv6 Destination Port Status Status Reason Duration
1 ‘ 10.232.50.78 ‘5060 up Time Up: 0 day 0 hour 21
minutes
MTP Preferred Originating Codec* ‘ 711ulaw v ‘
BLF Presence Gmup’K } Standard Presence group hd }
SIP Trunk Security Profile® ‘ Non Secure SIP Trunk Profile v ‘
Rerouting Calling Search Space ‘ < None > v ‘
Out-Of-Dialog Refer Calling Search SDBCE‘ < None > v ‘
SUBSCRIBE Calling Search Space ‘ < None > v ‘
SIP Profile® [ standard Sip Profile - Options Enabled ISR v| view Details
DTMF Signaling Method* [RFC 2833 v]

Normalization Script

Normalization Script | < None > v

Enable Trace

4.2. Configure a new Route Pattern

01) Go to Call Routing ------ Route/Hunt ------ Route Pattern and click Add New

02) Enter a Route Pattern according to the network requirements and calling plan.

03) From the Gateway/Route List drop-down list, select the created SIP Trunk device name.
04) Click Save. We can create other route patterns in the same way as shown below.

WEIGEN Cisco Unified CM Administration

allie - Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions admin Search Documentation About

Call Routing * Media Resources v Advanced Features » Device v Application » User Management v  Bulk Administration ¥ Help «

System =

GGG R TGS Back To Find/List v

Route Pattern Configuration

B Save x Delete Copy q} Add New

-Status

@ Status: Ready

[-Pattern Definition

Route Pattern* [1XX00X0GKRXXX |
Route Partition ‘ < None > v
Description [Route to SBC |
Numbering Plan -- Not Selected --

Route Filter < None >

MLPP Precedence* ‘ Default v

DAppIy Call Blocking Percentage

Resource Priority Namespace Network Domain ‘ < None > v
Route Class* ‘ Default v
Gateway/Route List* \CUCM—SBC v (Edit)

Route Option ® Route this pattern

O Block this pattern | No Error v
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The route patterns that has been created is shown below:

Al Cisco Unified CM Administration TR Cisco nified CM Adminstration v | |

€IS€0  ror Cisco Unified Communications Solutions admin  Search Documentation

System +  Call Rouing »  Media Resources v  Advanced Features » Device v  Applicafion »  User Management »  Bulk Administration v Help »

Find and List Route Patterns

:I'} Add New @ Select Al @ Clear Al E Delete Selected
stitus
@ 2 records found
Route Patterns  (1-20f2) Rowsperﬂag%?
Find Route Patterns where| Pattern v | begins with v Find | Clear Filter |@ E
i T Description artition Route Fiter Assodated Device Copy
D 10000000 Route to SBC CUCM-SBC i)
D 910000COXN Route to SBC CUCM-SBC i)
| Add New | Select All || Clear All_| Delete Selected

The created SIP trunk associated with the route pattern is shown below:

il Cisco Unified CM Administration LEWEEe Cisco Unified CM Administration
cIsco For Cisco Unified Communications Solutions admin  Search Documentation ~ About  Logout
System v Call Routing v  Media Resources v  Advanced Features v Device v Application v  User Management v  Bulk Administration v  Help v
Find and List Trunks
dl}; Add New @ SelectAll [ Clear All % Delete Selected %'Rmsaeaed
I-Status
@ 4 records found
Trunks (1-40f4) Rmpermdlso v}
Find Trunks where ‘ Device Name v | begins with v ‘ Clear Filter d};‘ =
Select item or enter search text v|
. ClingSearch  Device " Route L Tunk SIPTrunk ) )
[: Name®  Description Space 200l Route Pattem  Partition o) Priority ik Status SIP Trunk Duration SIP Trunk Security Profile
O & CUCM- Default Sip Full Service  Time In Full Service: 9 days 16 hours  Non Secure SIP Trunk
—f — T S5 f—
[l & cucH- Default 1000000 SIp Full Service  Time In Full Service: 0 day 0 hour 41 Non Secure SIP Trunk
SBC Trunk minutes Profile
0 & CucH- Default  91X00000MKXXX SIP Full Service  Time In Full Service: 0 day 0 hour 41 Non Secure SIP Trunk
SBC Trunk minutes Profile
o e
1 & sbece Default SIP No Service  Time not in Full Service: 7 days 19 Non Secure SIP Trunk
Trunk hours 33 minutes Profile
| Add New H Select All \ Clear All [ Delete Selected | Reset Selected
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4.3. End User Configuration

01) Go to User Management ---- End User and click Add New

02) Enter in your User ID, password, pin, and Last Name

03) You must also enter in a password in the Digest Credentials and Confirm.
04) Click Save (remember the User ID and Password and DN of the device)

all  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System w CallRouting v Media Resources v Advanced Features v Device = Application v User

End User Configuration
Q save x Delele 3 Add New

Status

WEILELGIN Cisco Unified CM Administration

Search Documentation

CEETCL NN UC Back to Find List Users v

About

@ Status: Ready

rUser I

User Status Enabled Local User
User ID*

isrvoipl

Password Edit Credential

Confirm Password

Self-Service User ID 18507904044

PIN [ Edit Credential |

Confirm PIN

Last name* isrvoipl

Middle name

First name

Display name

Title

Directory URI

Telephone Number 18507904044

aliml,  Cisco Unified CM Administration
cisco

For Cisco Unified Ci ications Soluti

admin Search Documentation

ystem v

Call Routing v Media Resources v  Advanced Fealures v Device v ion v User v Bulk Administration v Help v

End User Configuration

Related Links:

LEWLELLLY Cisco Unified CM Administration

Back to Find List Users ¥

About Logout

Q Save x Delete q}a Add New

Home Number
Mobile Number
Pager Number
Mail ID

Manager User ID
Department
User Locale < None > Y
Associated PC/Site Code

Confirm Digest Credentials

User Profile Standard (Factory Default) User Profile v | View il
User Rank* 1-Default User Rank v

Service Settings

¥ Home Cluster
Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile Use System Default ¥ | View Details
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4.4. Adding SIP Phone in CUCM

01) Go to Device ---- Phone and click Add New
02) Select Third Party Sip Device (Basic) and click Next
03) Enter in a 12 digit MAC address (any dummy MAC address)
04) Enter the pertinent information for the SIP DEVICE settings — it should mostly be configured the
same as a standard phone on your system except for the following settings
a) in the owner user ID field select the user you created above
b) in the Device Security Profile field select the security profile you created above
c) in the Digest User field select the user you created above

05) Click Save.

06) Configure the line settings for the SIP device — the line settings should match the line settings of
your standard user’s Cisco IP phones
There are no special attributes that we need to worry about on the line configuration.

alwln  Cisco Unified CM Administration
cisco

WEWLEGIE Cisco Unified CM Administration v I

For Cisco Unified Communications Solutions admin Search Documentation About Log

System v Call Roufing * Media Resources » Advanced Feafures + Device v Application v User

Phone Configuration

Q Save x Delete Copy %'Reset & Howiy Config dl]a Add New
~Status

® Status: Ready

:EEVCLRNL T Back To Find/List

iation rPhone Type
Modify Button Items Product Type:  Third-party SIP Device (Basic)
Device Protocol: SIP
1 - Line [1] - 18507904044 (no partition
- Unassigned Associated Items ---——-—- | [ Real-time Device Status
2 wemiline [2] - Add a new DN Registration: Registered with Cisco Unified Communications Manager CUCM-Cisco.pe.oracle.com
ms

IPv4 Address: 10.232.50.2
Active Load ID:  None
Download Status: None

rDevice Information

ﬂ Device is Active
& Device is not trusted

*

MAC Address 00AABBL1CCFF

Description ISRVoipl

Device Pool* Default v View Details
Common Device Configuration < None > v View Details
Phone Button Template* Third-nartu QID Navire (Racicl w
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CIS€O  Eor Cisco Unified Communications Solutions

System = CallRouting v Media Resources v  Advanced Features v Device v lication v

2 0

FESS €75

Copy %lnesa ZAmmCmfg {“amcm

ga (E

Help ~

miniscration v

ed Back To Find/List

Phone Button Template®

v | View Current Devige Mobility Settings

O Ignore Presentation Indicators (internal calls only)
™ Logged Into Hunt Group
[ remote Device

Third-party SIP Device (Basic) v
Common Phone Profile* Standard Common Phone Profile v View Details
Calling Search Space < None > v
AAR Calling Search Space < None > v
Media Resource Group List < None > v
Location® Hub_None v
AAR Group < None > v
Device Mobility Mode™® Default
Owner ® yser O Anonymous (Public/Shared Space)
Owner User ID* isrvoipl v
Mobility User ID [< None > v
Use Trusted Relay Point* Default v
Always Use Prime Line* Default v
Always Use Prime Line for Voice Message® | pefault v
Geolocation < None > v

Apps @9 AvayaSystemMan

A AvayalM

= tom

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

Call Routing v

[&] ESBC [@] NTT-SBC

alualn
cisco

Media Resources v  Advanced Features v  Device v

ystem v

[TRTRNI Cisco Unified CM Administration v | Go |

admin

hone Configuration

i save € pewete [ copr Ry Reset 2 AppyConsy ffa AddNew

Related Links:

Back To Find/List

Search Documentation

About

Logout

R e N b

Calling Party Transformation CSS None

¥ Use Device Pool Calling Party Transformation CSS (Device Mobility Related Information)

- Protocol Specific Infor

BLF Presence Group™®
MTP Preferred Originating Codec®
Device Security Profile®

1ulaw

Media Termination Point Required
Unattended Port
Require DTMF Reception

Standard Presence group v

«

Third-party SIP Device Basic - Standard SIP Non-Se v
Rerouting Calling Search Space < None > v
SUBSCRIBE Calling Search Space | < None > v
SIP Profile® Standard Sip Profile - Options Enabled ISR v
Digest User isrvoipl y

~ MLPP and Confidential Access Level Infor

MLPP Domain
Confidential Access Mode | < None >

< None >

Name. Tarc
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4.5. Associating End User to Phone

01) Go to User Management ----- End Users and search for the sip user you created above, once you
find it, click on it

02) Scroll down to Device Association and click on the Device Association button

03) Locate and select the sip device you created above

04) Check the checkbox next to this device and click Save Selected/Changes

05) Click Go next to the Back to User related link near the upper right-hand corner

06) Click Save one more time on the End User Configuration screen.

— e
| &L End User Configuration x S l—l—_
< C A Notsecure | 10.232.50.89/ccmadmin/userEdit.do?key=d464a40a-663c-b7a0-dad8-ca576d745f9d * O
I Apps @ AvaysSystemMan A AvayaCM [&) eOM [@) eseC  [@) NTT-S8C
vl Cisco Unified CM Administration M Cisco Unified CM Administration v | Go
€ISCO  gor Cisco Unified Communications Solutions
System v Call Routing v Media ~ es v Device v v User ~  Bulk ~ Help v
d o onfiguratio Back to Find List Users v § Go
(s Save P Deiete cja Acamew
an v a
Manager User 1D
Department
User Locale < None > v
Associated PC/Site Code
Digest Credentials
Confirm Digest Credentials
User Profile Standard (Factory Default) User Profile ¥ | Miew Details

User Rank™ 1-Default User Rank

rService

¥ Home Cluster

Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)
Include meeting information in presence(R

Exchange to be configured on CUCM IM and Presence server)
UC Service Profile Use System Default ¥ | Miew Details
[ Device Information
ontrolled Devices [SEP000C29635283

pDavicn/Associntion)d
Line

With these steps, the CUCM configuration is complete.
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5. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Cisco Call Manager
(Cisco CUCM) and Twilio Elastic SIP Trunking. In this SBC config, Twilio Elastic SIP trunk side is
secure (TLS/SRTP) and Cisco Side is unsecure (UDP or TCP/RTP). If the Oracle SBC being deployed
is new, with no existing configuration, the simplest way to configure it to interface with Cisco Call Manager
(Cisco CUCM) is by utilizing the Configuration Assistant feature.

5.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 / SBC 9.0 software — this software with the configuration
listed below can run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6300
e AP 6350

e AP 3950 (Starting from SBC 9.0 version)
e AP 4900 (Starting from SBC 9.0 version)
e VME

6. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None
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Power on the SBC and confirm that you see the following output from the boot-up sequence

tarting tLemd...

tarting tServiceHealth...
tarting tCollect...
tarting tAtcpd...

tarting tAsctpd...
tarting tMbcd...

tarting tCommMonitord...
tarting tFped...

tarting tAlgd...

tarting tRadd...

tarting tEbmd...

tarting tSipd...

tarting tH323d...

tarting tbfdd...

tarting tIPTd...

tarting tSecured...
tarting tAuthd...

tarting tCertd...

tarting tIked...

tarting tTscfd...

tarting tFcgid...

tarting tauditd...
tarting tauditpusher...
tarting tSnmpd...

tarting tIFMIEd...

tart platform alarm...
tarting display manager...
nitializing /opt/ Cleaner
tarting tLogCleaner task
Bfringing up shell...

tarting acliMgr...

assword secure mode is enabled
hdmin Security is disabled
Password: [

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.

Both passwords have to be changed according to the rules shown below.




Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

bootparam for 8.4 OS

NN3900-101# conf t
NN3900-101 {(configure) # bootparam

.'" = clear field; '-' = go to previous field; g = quit

IPvé Address

IPv6 Gateway

Host IP

FTP username

FTP password

Flags

Target Name

Console Device : CcoMl
Console Baudrate : 115200
Other

NOTE: These changed parameters will not go into effect until reboot.
Also, be aware that some boot parameters may also be changed through
PHY and Network Interface Configurations.

NN3900-101 (configure) #

bootparam for 9.0 OS

NN4600-139 (configure) # bootparam

"." = clear field; = go to previous field; g = quit
Boot File : /boot/nnSCZ900p3.bz
IP Address : 10.138.194.139

VLAN I

Netmask : 5.255.255.1
Gateway : 10.138.194.1

IPve Address

IPve Gateway

Host IP

FTP username : vxitp

FTP password HEE

Flags :

Target Name : NN4600-139

Console Device : COM1

Console Baudrate : 115200

Other

NOTE: These changed parameters will not go into effect until

reboot.

Also, be aware that some boot parameters may also be changed through

PHY and Network Interface Configurations.




L a——

Note: There is no management IP configured by default.

Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

The SBC comes up after reboot and is now ready for configuration.
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Go to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.

6.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC _MGMT _IP>.

Signin to E-SBC

Enter your details below

ORACLE Usemame
Enterprise Session Border Controller I

Password

Required

The username and password is the same as that of CLI.
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Dashboard Q ) l
Highest task CPU usage e Current memory usage e Historical memory usage
0 - 3036

25M
234
— Trend
B Aiocated 3233M
W Free
232M

Alarms

Severity Description

Go to Configuration as shown below, to configure the SBC

[€LUETIEICIEE  Monitorand Trace  Widgets  System

£ Wizards £} Commands Verify Search
Media-manager Configuration Objects
security >
session-router » Name Description
access-control Configure a static or dynamic access control list
system >
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import a certificate
class-policy Configure classification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
http-client Configure an HTTP client
http-server Configure an HTTP server %
Displaying 1- 11of 42
Show All

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.0.0/webgui/web-gui-guide.pdf

The expert mode is used for configuration.
Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.
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6.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

Dashboard
£} wizards « £+ Commands w
~

http-client Modify System Config
http-server

Hostname OracleSB|
network-interface

Description
ntp-config
phy-interface
redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config

Acp TLS Profile =
trap-receiver

b OK Delete
Show All

Verify

Show Configuray

Please enter the default gateway value in the system config page.

ORACLG Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

Dashboard
5 Wizards v {3} Commands +
A
http-client Modify System Config
hitp-server uisplaying U - U oru
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart W7 enable
redundancy-config

Telnet Timeout o ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0..65535 )
spl-config HTTP Timeout 5 (Range: 0..20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
N OK Delete
Show All

Verify Discarc

Show Configu

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/9.0.0/releasenotes/esbhc-release-notes. pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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6.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

Please configure M10 for Twilio side and M11 for Cisco side.

Parameter Name

Twilio Elastic Sip Trunk side

Cisco side (M11)

Slot 1 1
Port 0 1
Operation Mode Media Media
Please configure M10 interface as below.
ORACLE Enterprise Session Border Controller Qv
Dashboard JEENIT-TcIM Monitor and Trace  Widgets
£} Wizards v £} Commands v Verify
host-route (o]
Modify Phy Interface
http-client
http-server Name M10
network-interface Operation Type Media v
ntp-config Port 0 (Range:0.5)
Slot -
phy-interface 1 (Range:0.2)
Virtual Mac
redundancy-config
Admin State 7 enable
snmp-community
Auto Negotiation G i
spl-config
Duplex Mode FULL =
system-config
Speed 100 «
tdm-config
b Back
Show All
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Please configure M11 interface as below

LIJIN/ALL  Enterprise Session Border Controller v ]
Dashboard Configuration Monitor and Trace Widgets
£} Wizards v £} Commands e Verify
host-route o)
Modify Phy Interface
http-client
http-server Name M1
network-interface Operation Type Media v
ntp-config Port 1 (Range:0.5)
Slot :
phy-interface I (Range:0.2)
Virtual Mac
redundancy-config
Admin State 71 enible
snmp-community
Auto Negotiation 7 enable
spl-config
Duplex Mode FULL .
system-config
Speed 100 v
tdm-config
2 Back
Show All

6.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name Twilio side Network interface Cisco side Network interface
Name M10 M11
Host Name

IP address — 10.232.50.78

Netmask 255.255.255.192 255.255.255.0

Gateway —— 10.232.50.1
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Please configure network interface M10 as below

LIIN/ALLE Enterprise Session Border Controller

Dashboard ERCGHUTTEILINE Monitor and Trace  Widgets

£} Wizards v {4 Commands v Verify
A
translation-rules Add Network Interface
system v
Name MID v
fraud-protection
Sub Port Id 0 ( Range: 0..4095)
host-route
Description
http-client
http-server

network-interface

Hostname E
ntp-config

IP Address
phy-interface =

Pri Utility Addr
redundancy-config
Sec Utility Addr

snmp-community

Show All

Similarly, configure network interface M11 as below

COIIR/ALLE Enterprise Session Border Controller

Dashboard Q€I Monitorand Trace  Widgets

£F Wizards v £} Commands v Save Verify Discar
A
translation-rules Add Network Interface
system v
Name MmN v
fraud-protection
Sub Port Id 0 (Range: 0..4095)
host-route
Description
http-client
http-server
network-interface
Hostname 102325078
ntp-config
IP Address 102325078
phy-interface
Pri Utility Addr
redundancy-config
Sec Utility Addr
snmp-community
. OK Back

Show All
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6.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 1.

Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

£+ Wizards v
media-manager

codec-policy

media-policy

realm-config

steering-pool
security
session-router

system

Show All

£} Commands v

Modify Media Manager

State

media-manager

Flow Time Limit
Initial Guard Timer
Subsq Guard Timer
TCP Flow Time Limit
» TCP Initial Guard Timer
TCP Subsq Guard Timer

Hnt Rtcp

Algd Log Level

Mbcd Log Level

v enable

86400

300

300

86400

300

300

enable

NOTICE

NOTICE

Delete

( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 0..4294967295)
( Range: 04294967295 )

( Range: 04294967295 )

Monitor and Trace

Verify

Widgets

ORACLE Enterprise Session Border Controller

£} Wizards w
media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router
system
fraud-protection

host-route

Show All

£} Commands v

A

Modify Media Manager

Media Policing
Max Arp Rate
Max Signaling Packets
Max Untrusted Signaling
Min Untrusted Signaling

» Tolerance Window
Untrusted Drop Threshold
Trusted Drop Threshold
Adl Monitor Window

Trap On Demote To Deny

2.2 0K

+ enable

0
0

1

30

30

enable

Delete

Dashboard

| ey e e wrn ey

(Range:0.100)

( Range: 0..4294967295)

(Range: 0.100 ) ===
(Range:0.100) ¢

( Range: 0..4294967295)
(Range:0.100)
(Range:0.100)

(Range:5.3600)

Monitor and Trace

Verify
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6.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the two realms used in this configuration:

Identifier TwilioRealm CUCMRealm
Network Interface M10 M11
Mm in realm v Y

FODN
Media Sec policy sdespolicy RTP
Access Control Trust High High

Level

In the below case, Realm name is given as TwilioRealm for Twilio Elastic SIP Trunking Side

Please set the Access Control Trust Level as high for this realm

ORACLE Enterprise Session Border Controller

L4 wizards v £+ Commands ¥

media-manager v

Add Realm Config
codec-policy

Identifier
media-manager

Description
media-policy
realm-canfig
steering-pool
Addr Prefix

security »

session-router » Network Interfaces

system » Media Realm List

Mm In Realm

oK
Show All

TwilioRealm

0.0.00

M10:0.4 X

+ enable

Back

Qv

[&i-0IcII  Monitor and Trace  Widgets

Verify
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ORACLE Enterprise Session Border Controller

DESLGEIGIE  Configuration  [YOITGIENIRIETS
£} Wizards v £} Commands v Save Verify
d A
media-manager v .
Add Realm Config
codec-policy
Out Translationid v
media-manager
In Manipulationid .
media-policy
Out Manipulationid v
realm-config
Average Rate Limit 0 ( Range: 0.4294967295 )
steering-pol Access Conirol Trust Level hi e ——————— |
igh v
security 4 Invalid Signal Threshold 0 ( Range: 04294967295 )
session-router > Maximum Signal Threshold 0 (Range: 04294967295 )
system v Untrusted Signal Threshold 0 (Range: 04294967295 )
Nat Trust Threshold -
fraud-protection g (Range: 0.65535)
Rnu FCndnninde Nar Mad
hnct_rante 7 oK Back
Show All

Similarly, Realm name is given as CUCMRealm for Cisco side.
Please set the Access Control Trust Level as high for this realm too.

Dashboard

Configuration

Monitor and Trace

Widgets

£F Wizards v £} Commands v

media-manager v .
Add Realm Config
codec-policy
Identifier
media-manager Qe
Description
media-policy
realm-config
steering-pool
security > Addr Prefix 0000
RO ) Network Interfaces MIL04 %
system 4 Media Realm List
Mm In Realm v enable
OK Back
Show All

Verify
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OCRACLE Enterprise Session Border Controller

Dashboard QEEINENEILHEE Monitor and Trace

i} Wizards v £ Commands v Save Verify

A
media-manager v

Add Realm Config

codec-policy
Out Translationid

media-manager
In Manipulationid

media-policy
Out Manipulationid v
realm-config
Average Rate Limit 0 (Range: 0..4294967295)
steering:pool Access Control Trust Level hi —m——————
gh v
security ’ Invalid Signal Threshold 0 ( Range: 0.4294967295)
session-router > Maximum Signal Threshold 0 ( Range: 0..4294967295 )
system . Untrusted Signal Threshold 0 ( Range: 0..4294967295)
Nat Trust Threshold .
fraud-protection 0 (Range: 0..65535)
MMase FCndeninde Nor M4
hnct_rante %
OK Back

Show All

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/security/security-
quide.pdf

6.8. Configuring a certificate for SBC

This section describes how to configure the SBC for TLS and SRTP communication for Twilio Elastic SIP
Trunking.

Twilio Elastic SIP Trunking allows TLS connections from SBC’s for SIP traffic, and SRTP for media traffic.
It requires a certificate signed by one of the trusted Certificate Authorities.
The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

e SBC -1 certificate-record assigned to SBC
e Root -1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC
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Step 1 - Creating the certificate record

Twilio Elastic SIP Trunking uses certificates from a CA (Certificate Authority) for establishing the TLS
connections from SBC'’s for SIP traffic, and SRTP for media traffic. It is important that you add the
following root certificate to establish TLS connection from the link given below:

https://www.twilio.com/docs/sip-trunking#rootCA

A I X /AN LN CNTErprise >ession soraer Lontrolier

Dashboard Configuration Monitor and Trace

-ﬁ- Wizards w ﬁ Commands . ety
media-manager > . .
Modify Certificate Record
security v
Name . )
authentication-profile TwilioRootCACertChain
Country
certificate-record us
State
tls-global MA
Locality
tls-profile Burlington
Organization Engineering
session-router >
Unit Solutions
system >

Common Name Chain CA Cert

Key Size T
Alternate Name

OK Back

Dashboard Configuration Monitor and Trace

£F Wizards v 42+ Commands Save Verify

media-manager >

Modify Certificate Record

security v
Key Size 2048 v

authentication-profile
Alternate Name

certificate-record
Trusted

+| enable
tls-global Key U List
y Usage Lis digitalSignature X
tls-profile
p keyEncipherment 3
session-router 4 Extended Key Usage List Auth %
serverAu
system >
Key Algor 1sa v
Digest Algor sha256 v
Ecdsa Key Size p256 v
oK Back
Show All
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The table below specifies the parameters required for certificate configuration.
Modify the configuration according to the certificates in your environment.

Common Name DigiCert Global Root CA
Key Size 2048
Key-Usage-List digitalSignature
keyEncipherment
Extended Key Usage List serverAuth
Key algor rsa
Digest-algor Sha256

Step 2 — Deploy SBC & root certificates

Once certificate record has been created — import the signed certificate to the SBC.
Please note — all certificates including root certificates are required to be imported to the SBC.
Once done, issue save/activate from the WebGUI

Import certificate

Format: Itry'a" |" ‘ ()

] Import method: @ Fijle () paste

F Certificate file: l

J ;
1 b

| | cancel |

e

Repeat these steps to import all the root certificates into the SBC:
At this stage all the required certificates have been imported to the SBC for Twilio Elastic SIP
Trunk.

31|Page



6.9. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
The below is the TLS profile configured for the Twilio Elastic SIP Trunk side:

WJIX/A\LL.T Enterprise Session Border Controller % R

Dashboard JEEETIEIIEE Monitorand Trace  Widgets

£} Wizards v £} Commands S Verify
media-manager > = .
Modify TLS Profile
security v
Name
authentication-profile TEShrofe
End Entity Certificate 8
certificate-record Enterprise v
Trusted Ca Certificates -
tis-global DigiCertRoot X
tis-profile Cipher List DEFAULT
session-router » Verify Depth 0 (Range:0.10)
system > Mutual Authenticate enable
TLS Version tlsvi2 =
Options
OK Back
Show All

6.10. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

Please Configure sip-interface for the Twilio Elastic SIP Trunk side as below:

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.
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ORACLE Enterprise Session Border Controller

[E TGl Monitor and Trace  Widgets

£F Wizards v £} Commands v Save Verify Discard
session-agent ~
Modify SIP Interface Shov Conf
Session-group
session-recording-group State v enable
session-recording-server Realm 1D TwilioRealm v
session-translation Desc II|J|ID|'I
sip-config
sip-feature
sip-interface SIP Porls
sip-manipulation
Add
sip-manitoring
P 8 Address Part Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs

sti-server = 5061 TLS TLSProfile agents-only

ek v Back

Show All

Similarly, Please Configure sip-interface for the Cisco side as below:

OIRALLE Enterprise Session Border Controller

Dashboard QERENIENICIGHEE Monitor and Trace  Widgets

£} Wizards £} Commands Save Verify Discard

media-profile ~ _ ——

Modify SIP Interface e
session-agent
session-group State + enable

Realm ID
session-recording-group CUCMRealm v

Description
SESS\OH—!E(O[dIﬂngET\/EI
session-translation
sip-config
sip-feature SIP Ports
sip-interface

Add
sip-manipulation Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-monitoring 10.232.5078 5060 UDP agents-only
A OK Back
Show All

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.
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6.11. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path. Session-agents are config elements which are trusted agents who
can send/receive traffic from the SBC with direct access to trusted data path.

Go to session-router->Session-Agent and Configure the session-agents for the Twilio Elastic SIP Trunk
- Host name to “oracle.pstn.twilio.com”, port to 5061

- realm-id — needs to match the realm created for the Twilio Elastic SIP Trunk
- transport set to “staticTLS”

Dashboard Configuration Monitor and Trace Widgets

£ wizards v £} Commands v Save Verify Discard

~

SR Add Session Agent

session-group
. Hostname oracle.pstn.twilio.com
session-recording-group

IP Address
SESS\On-TE(O(diI’]g-SETVET

Port 5061 ( Range: 0,1025..65535 )
session-translation

State | enable
sip-config

App Protocol sp -
sip-feature

App Type o
sip-interface

Transport Method StaticTLS -
sip-manipulation

Realm ID TwilioRealm| v
sip-monitoring

Egress Realm ID -
sti-server

N OK Back

Show All

*NOTE: Connection to Twilio Elastic SIP Trunking is available in multiple geographic
edge locations. If you wish to manually connect to a specific geographic edge
location that is closest to the location of your communications infrastructure, you may
do so by pointing your communications infrastructure to any of the following localized
Termination SIP URIs:

{example}.pstn.ashburn.twilio.com (North America Virginia)
{example}.pstn.umatilla.twilio.com (North America Oregon)
{example}.pstn.dublin.twilio.com (Europe Ireland)
{example}.pstn.frankfurt.twilio.com (Europe Frankfurt)
{example}.pstn.singapore.twilio.com (Asia Pacific Singapore)
{example}.pstn.tokyo.twilio.com (Asia Pacific Tokyo)
{example}.pstn.sao-paulo.twilio.com (South America Sao Paulo)
{example}.pstn.sydney.twilio.com (Asia Pacific Sydney)

Click here for more information on Twilio Elastic SIP Trunking IP Address
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Similarly, configure the session-agents for the Cisco Side as below:

- Host name to FQDN of CUCM which is “CUCM-Cisco.pe.oracle.com” in our
example. We can also give Cisco CUCM IP address if there is no host
name configured.

- The same FQDN value should be configured in Cisco CUCM under System ---
Enterprise Parameter ----Cluster FQDN.

LI /AL Enterprise Session Border Controller [
Dashboard EENETEGIEE Monitor and Trace ~ Widgets
£ Wizards v £+ Commands v Save Verify Discard
media-profile " )
Add Session Agent
session-agent
session-group Hostname CUCM-Cisco.pe.oracle.com
IP Add
session-recording-group ress 10.252.50.89
session-recording-server port 5060 ( Range: 0,1025..65535 )
State
session-translation V] enable
App Protocol Sip v
sip-config
App Type v
sip-feature
Transport Method UDP+TCP v
sip-interface
Realm 1D CUCMRealm v
sip-manipulation
Egress Realm ID -
sip-monitoring
N OK Back
Show All
<~ [ o] A MNct secure | 10.232.50.89/ccmadmin/serviceParamEd ndotservice = 11 &showall=ralse i* ¢ e

Navigation

aliali,  Cisco Unified CM Administration

cisco For Cisco Unitied Communications Solutions admin Search Docurrentatio

Eystemn w Coll Rowring «  Media Resources -« Advanced Festures « Device »  Application «  User Management ~  Bulk Adninistration ~ Hsp «

interprise Parameters Configuration
) Sove g settoveran Qg reset 2 aphy Contin

| Syncing Mode for Enterprise erunj_‘ Differential Sync w | Differertial Synz s

rservice Manager TCP ports parameters
rvice Manage TCP Server communication port nurmber [gags 5388

rvice Manage- TCP Cient communicstion port number  |(gags B389

rCRS Application Parameters

Auto Attsndant Installed * falss
PCC Express Installed * false
r~Clusterwide Demain Configuration
Droanization Top Level Domain pe.oracle.com
CUCM-Cisco.pe.oracle.com
Denial-of-Service Protection
(Denial—of-sen-i:e Protection * True ¥ | True l
TLS Handshake Timer
’" H. hake Timer * 60 &0 |
TLS Resumption Timer
"[Lg Res mption Timer * 2607 3600 I
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6.12. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Cisco side to Twilio side, Use the below local —policy

/I /AL LT Enterprise Session Border Controller

account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

Show All

Q- Wizards v ﬁ Commands v

~

Add Local Policy

From Address .

X
To Address .

X
Source Realm

CUCMRealm % |
Description
State | enable
Policy Priority none
oK Back

Dashboard

Configuration

v o

Monitor and Trace Widgets

Verify Discard

Enterprise Session Border Controller vy

Dashboard

Configuration

access-control
account-config
filter-config

Idap-config

local-palicy
local-routing-config
media-profile
session-agent
session-group
session-recording-group

session-recording-server

Show All

-Q- Wizards v a Commands v

A

Modify Local Policy

Description
State ' enable
Policy Priority —
Policy Attributes
Add
Next Hop Realm Action

oracle.pstn.twilio.com TwilioRealm  none

OK Back

Terminate Recursion

disabled

Cost

0

State

enabled

App Protocol

SIP

Save

Monitor and Trace ~ Widgets
Verify Discard
Next Key

Lookup

single
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ORACLE Enterprise Session Border Controller

-Q- Wizards v
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

Show All

4} Commands v

A

Add Local Palicy

From Address
To Address
Source Realm

Description

State

Policy Priority

OK

*X

*X

TwilioRealm X

' enable

none

Back

Dashboard

Configuration

Monitor and Trace

Verify

To route the calls from the Twilio Elastic SIP Trunk side to Cisco side, Use the below local —policy

Widgets

Discard

ORACLE Enterprise Session Border Controller

Q- Wizards w
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

Show All

& Commands v

A

Modify Local Policy

Description

State
Policy Priority
Policy Attributes

Add

Next Hop

CUCM-Cisco.pe.oracle.com

+ enable
none
Realm Action
CUCMRealm  replace-uri
Back

Terminate Recursion

disabled

Cost

0

Dashboard

State

enabled

Configuration

App Protocol

Monitor and Trace

Lookup

single

Widgets

Next Key
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6.13. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

Cisco side steering pool.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£ Wizards v £} Commands v Verify Discar
di -
media-manager v .
Add Steering Pool
codec-policy
IP Address
media-manager 10:2520078
Start Port S
media-policy 25000 (Range: 1.65535)
) End Port 29999 (Range: 1..65535)
realm-config
) RedmiDy CUCMRealm
steering-pool
Network Interface
security 4
session-router v
access-control
account-config
filter-config
Y OK Back
Show All

Twilio side steering pool.

ORACLE Enterprise Session Border Controller

[ ETETLI I Monitor and Trace  Widgels

£} Wizards v £} Commands v Save Verify Discard
media-manager v .
Add Steering Pool
codec-policy
P —
media-manager
Start Port .
media-policy 10000 ( Range: 1..65535 )
End Port 19999 ( Range: 1.65535 )
realm-config
Realm ID ¥
steering-pool TwilioRealm
Network Interface
security >
SESSION-router 3
system >
0K Back
Show All
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6.14. Configure Ping Response

To simplify the ORACLE SBC configuration, from GA Release SCZ830m1p7, there is a new
parameter introduced under the Session agent configuration element. The parameter name is Ping
response.

Ping Response:

When this parameter is enabled, the SBC responds with a 200 OK to all Sip Options Pings it receives from
trusted agents. This takes the place of the current Sip Manipulation, RepondOptions.

ORACLE Enterprise Session Border Controller Qv
Dashboard QEEIIETEIIE Monitor and Trace  Widgets
¥ Wizards {3} Commands v Save Verify Discard
PR .
H : Show Confi
Idap-config Modify Session Agent
local-palicy
Hostname oracle.pstn.twilio.com
local-routing-confi
g & IP Address
media-profile
Port 5061 ( Range: 0102565535 )
session-agent
B State  enable
session-group App Protocol Sip
session-recording-group App Type
session-recording-server Transport Method StaticTLS
session-translation Realm ID TwilioRealm
sip-config Foracs Realm IN
v
0K Back
Show All
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ORACLE Enterprise Session Border Controller v  admin

DEEILETGNE  Configuration Monitor and Trace ~ Widgets  Syste

£} Wizards £} Commands v Save Verify Discard Se
nier-conng o
Modify Session Agent Show Configuratior
Idap-config
local-policy

Out Translationid

local-routing-config Trust Me
enable

mediz-profile Local Response Map

Prngesponse Vet - ]

In Manipulationid

session-agent

session-group

session-recording-group Out Manipulationid

session-recording-server Manipulation String

session-translation Manipulation Pattern

sip-config

Trunk Group
sip-feature
Max Register Sustain Rate 0 ( Range: 0.999999999 )
sip-interface
v
oK Back
Show All

6.15. SBC config for Cisco Offer less INVITE

When CUCM sends INVITE without SDP towards SBC and in that case, SBC needs to send out INVITE
with SDP towards Twilio Elastic SIP trunk and vice versa. To do that, please set the parameter "Add SDP
Invite" as both under Twilio sip interface as highlighted below. When this option is enabled, codecs have
to be configured under the parameter "Add SDP profiles”. The configured codecs is also shown below.

Note: this is an optional config — configure this only if CUCM sends offer less INVITE towards SBC.
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‘ . i [ 4 n

W/IX/ANLLLT  Enterprise Session Border Controller

PESLLEIGEE  Configuration Monitor and Trace ~ Widgets

{3 Wizards {3 Commands w Verify
session-group A
S| U %
Modify SIP Interface Show Confi
Session lP(()XdInE group
State 3
session-recording-server v enable
Realm ID v
session-translation TwilioRealm v
Description
sip-config
sip-feature
sip-interface
sip-manipulation SIP Ports
‘:I;}-IIIUHI(UHHR Add
sti-server Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
translation-rules = 50061 1Ls TLSTeams agents-only
W Back
Show All

ORACLE Enterprise Session Border Controller v

Dashboard (€01l M Monitor and Trace  widgets

£} Wizards v £+ Commands v Save Verify Discard
- A
session-group i Show Conf
Modify SIP Interface
session-recording-group e =
session-recording-server TCP Keepalive e .
session-translation Add SDP Invite both .
sip-config Add SDP In Msg
sip-feature P Early Media Header disabled .
sip-interface P Early Media Direction
sip-manipulation
Add SDP Profiles peMU ¢ || POMA %
sip-monitoring
G729 %
sti-server
Add SDP Profiles In Msg
translation-rules
A2 oK Back
Show All
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6.16. Configure sdes profile

Please go to - Security - Media Security ->sdes profile and create the policy as below.

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace ~ Widgets

£} wizards v £} Commands v Verify
certificate-record x
Add Sdes Profile
factory-accounts
ke » Name SDES
Crypto List
ipsec » P AES_CM_128_HMAC_SHA1 80 X
local-accounts AES_CM_128_HMAC_SHA1 32 X
media-security v Siip Auth +| enable
Srtp Encrypt
dtls-srip-profile ttp Encryp! + enable
SrTCP Encrypt
media-sec-policy e +| enable
Mki
sdes-profile enable
ess Offer Format :
sipura-profile Eer same-as-ingress v
Use Ingress Session Params
password-policy
- v 0K Back
Show All c

6.17. Configure Media Security Profile

Please go to > Security > Media Security »>media Sec policy and create the policy as below:
Create Media Sec policy with name SDES which will have the sdes profile created above.
Assign this media policy to Twilio Realm as it use TLS/SRTP.

ORACLG Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£ Wizards v {3 Commands v Verify

certificate-record =
Add Media Sec Policy

factory-accounts

ike » Name SDES
ipsec » Pass Through enable
local-accounts Options
media-security v
4 Inbound
ditls-srip-profile Profile SDES v
media-sec-policy Mode srtp v
Protocol
sdes-profile —— M
Hide Egress Media Update enable
sipura-profile
password-policy 4 Outbound
A2 OK Back

Show All (;I
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Similarly, Create Media Sec policy with name RTP to convert srtp to rtp for the Cisco side which will use
only TCP/UDP as transport protocol. Assign this media policy to the Cisco Realm.

ORACLE Enterprise Session Border Controller a
Dashboard €Il Monitor and Trace  Widgets
£ Wizards v £} Commands v ave Verify
certificate-record A
Add Media Sec Policy
factory-accounts
ike > L RTP
ipsec > Pass Through enable
local-accounts Options
media-security v
4 Inbound
dtls-srtp-profile Profile v
media-sec-policy Mode rtp v
Protocol
sdes-profile none v
Hide Egress Media Update bl
sipura-profile
password-policy 4 Outbound
3 - v oK Back
Show All C
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6.18. Configure Translation Rules

The translation rules sub-element is where the actual translation rules are created.
Go to Session router = translation-rules and create the below rule.

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace

£} Wizards £} Commands Save Verify
Session-group a
Add Translation Rules
session-recording-group
N Id
session-recording-server addplus
session-translation Type replace v
sip-config Add String N
sip-feature AddIndex 0
Delete String
sip-interface
sio-manipulation Detete Index 0 (Range: 0.999999999 )
sip-monitoring
sti-server
translation-rules
system » v
0K Back
Show All

Widgets

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

L} Wizards v {4} Commands Save Verify
session-group (3
Add Translation Rules
session-recording-group
session-recording-server d removeplus
session-translation Type delete v
s contiz Add String
. Add Index N
sip-feature 0
Delete Strin,
sip-interface e 4
ip-manipulation Delete Index 0 ( Range: 0.999999999 )
sip-monitoring
sti-server
translation-rules
system
2 v
oK Back
Show All

Widgets
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6.19. Configure Session Translation Rules

A session translation defines how translation rules are applied to calling and called numbers.
Go to Session Router = session-translation and configure the below translation rules.

Add the below translation rule to Cisco side.

JIX/AN_L_T Enterprise Session Border Controller

£ Wizards v £} Commands

Idap-config n
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface ¥

Show All

Add Session Translation

Id

Rules Calling

Rules Called

Rules Asserted Id

Rules Redirect

Rules Isup Cdpn

Rules Isup Cgpn

Dulac lenn Gn

toCUCM

removeplus X

removeplus X |

v

Dashboard Configuration Monitor and Trace Widgets

Save Verify Discard

Add the below translation rule to Twilio side as PSTN expects call with + sign.

ORACLE Enterprise Session Border Controller

Q- Wizards v ﬁ Commands v

local-policy A
local-routing-config
media-profile

session-agent

session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

sip-interface v

Show All

Add Session Translation

Id

Rules Calling

Rules Called

Rules Asserted Id

Rules Redirect

Rules Isup Cdpn

Rules Isup Cgpn

oK

toTwilio

addPlus %

addPlus %

Back

Qv

Dashboard EEEWIEAIEIGHEE Monitor and Trace  Widgets

Save Verify Discard
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Please add the above session translation rules to Cisco realm as shown below

ORACLE Enterprise Session Border Controller

media-manager
media-policy
realm-config
steering-pool

security >

session-router v
access-control
account-config

filter-config

Show All

£ wizards v £} Commands v
. ~
media-manager v
codec-policy

Dashboard

Modify Realm Config
Identifier CUCMRealm
Description
Addr Prefix 0.0.00
Network Interfaces

M11:.0.4 %
Media Realm List
Mm In Realm | enable

OK Back

Configuration

Monitor and Trace

widgets

OIRALCLE Enterprise Session Border Controller

4 Wizards £ Commands v

media-manager v 2
codec-policy
media-manager
media-policy
realm-config
steering-pool

security >

session-router v
access-control
account-config

filter-config

Show All

Dashboard

Modify Realm Config

Srtp Msm Passthrough enable

Class Profile .

In Translationid toTwilio .

Out Translationid foCUCM .

In Manipulationid .

Out Manipulationid v

Average Rate Limit 0 (Range: 0.4294967295)
Access Control Trust Level high v

Invalid Signal Threshold 0 (Range: 04294967295 )

OK Back

Configuration

Monitor and Trace

Verify

Widgets

Discard

With this, SBC configuration is complete
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7. SBC configuration for Cisco Remote Worker

This section of Cisco Remote Worker configuration is included for Cisco remote endpoints that register
through the Oracle SBC to the Cisco Call Manager (Cisco CUCM). This would require additional
configuration to be configured on the Oracle SBC along with the SIP trunking config as mentioned in the
earlier description of the test bed. To complete the particular testing we have configured Cisco endpoints
which will register to Cisco CUCM through the SBC. SBC will handle the calls based on the registration
information present in the cache. Please note that Cisco Remote worker Access side is secured
(TLS/SRTP) and Cisco Core side is unsecured (UDP or TCP/RTP)

In order to achieve the requirement we have made below configuration on the Oracle SBC

Access and Core Realm for Cisco Remote worker

Steering Pool associated with the Realm for Cisco Remote worker

Sip-interface associated with the Realm for Cisco Remote worker

(Optional) A local-policy to route the registration requests from this Realm to the SIP Server.

Note -The local-policy element is optional as we can enable the Route to registrar parameter on the sip-
interface config to route the requests to the Registrar.

The registrar host and port is configured in the sip-config element on the SBC. The remote endpoint sends
register requests from Cisco Access Realm onto the SBC and then SBC registers these endpoints onto
the Cisco Core Realm maintaining the registration cache in its database to route inbound calls to these
endpoint.

Below are the snippets from the Oracle SBC Web GUI for the Remote worker configuration.

7.1. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the two realms used in this configuration:

Config Parameter Cisco Access Side Ciscéc_)dCore

ide

Identifier CUCMpublicRealm CUCMCoreRealm
Network Interface M10 M11

Mm in realm vl vl
FQDN
Media Sec policy sdespolicy RTP
Access Control Trust High High
Level
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In the below example, Realm name is given as CUCMpublicRealm for Cisco Access Side.
Please set the Access Control Trust Level as medium for this realm

ORACLE Enterprise Session Border Controller

Dashboard [EEJNIEIEHGIEE  Monitor and Trace

£} Wizards v £} Commands v Save Verify Discard
media-manager v . .
Modify Realm Config
codec-policy
Identifier CUCMpublicRealm

media-manager
Description
media-policy

realm-config

steering-pool

security » Addr Prefix 0000
session-router » Network Interfaces MI004 X
system » Media Realm List
Mm In Realm v enable
OK Back
Show All

IR /ALCLE Enterprise Session Border Controller

Dashboard EELIFTIEIEE Monitor and Trace ~ Widgets

{3} Wizards v £} Commands v Save Verify Discard
media-manager v . .
Modify Realm Config
codec-policy LUt ITansiationia o
media-manager In Manipulationid v
media-policy Out Manipulationid v
realm-config Average Rate Limit 0 (Range: 0.4294967295 )
steering-pool Access Control Trust Level - v <=
securiy » Invalid Signal Threshold 10 (Range: 0.4294967295 )
Maximum Signal Threshold 30 (Range: 0.4294967295 )
session-router » o
Untrusted Signal Threshold 10 ( Range: 0..4294967295 )
system >
Nat Trust Threshold 0 (Range: 0..65535)
Max Endpoints Per Nat 0 (Range: 0..65535)
oK Back
Show All
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Similarly, Realm name is given as CUCMCoreRealm for Cisco Core side

ORACLE Enterprise Session Border Controller v 1

Dashboard EEEUIETCIGIEE Monitor and Trace ~ Widgets

£ Wizards v £} Commands v ave Verify
media-manager v . =
Modify Realm Config
codec-policy
Identifier
media-manager CUCMCoreRealm
Description
media-policy
realm-config
steering-pool
security 2 Addr Prefix 0.0.0.0
session-router > Network Interfaces MIL04 X
system > Media Realm List
Mm In Realm | enable
Back
Show All

7.2. Enable sip-config

SIP config enables SIP handling in the SBC.

Make sure the home realm-id, registrar-domain and registrar-host are configured.
Also add the options to the sip-config as shown below.

To configure sip-config, Go to Session-Router->sip-config and in options, add the below

e add max-udp-length =0
e reg-cach-mode=from
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ORACLE Enterprise Session Border Controller

ﬁ Wizards w

local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation

Show All

{} Commands v

”

Modify SIP Config

State

Dialog Transparency
Home Realm ID
Egress Realm ID

Nat Mode

Registrar Domain
Registrar Host

Registrar Port

Init Timer

Dashboard

' enable

' enable

CUCMCoreRealm| v

None v

5060 ( Range: 0J025..65535)

500 ( Range: 04294967295 )

Configuration

Monitor and Trace

Verify

Widgets

CRACLE Enterprise Session Border Controller

{3 Wizards

session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

sti-server

£} Commands v

L]

Modify SIP Config
Trans Expire

Initial Inv Trans Expire
Invite Expire

Session Max Life Limit

Enforcement Profile

Red Max Trans

Options

SPL Options

SIP Message Len

0K

Dashboard

7} ( Range: 04294967295 )
0 ( Range: 0.999999999)
180 ( Range: 04294967295 )
0

v
10000 (Range: 0.50000)

max-udp-length=0 %

reg-cache-mode=from X

4096 (Range: 0.65535)

Delete

Configuration

Monitor and Trace

Save

Verify

Widgets

Discard
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7.3. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 9 which

takes care of Access Realm. Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

£ Wizards v

media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool

security

session-router

system

Show All

£} Commands v

Modify Media Manager

State

Flow Time Limit

Initial Guard Timer
Subsq Guard Timer
TCP Flow Time Limit
TCP Initial Guard Timer
TCP Subsq Guard Timer

Hnt Rtcp

Algd Log Level

Mbcd Log Level

v enable

86400

300

300

86400

300

300

enable

NOTICE

NOTICE

Delete

(Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )

( Range: 04294967295 )

Monitor and Trace

Verify

Widgets

OIRALCLE Enterprise Session Border Controller

£} Wizards v

media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool

security

session-router

system

Show All

£$ Commands v

Modify Media Manager

Red Sync Comp Time
Media Policing

Max Signaling Bandwidth
Max Untrusted Signaling
Min Untrusted Signaling

Tolerance Window

Untrusted Drop Threshold

Trusted Drop Threshold
Ad Monitor Window

Trap On Demote To Deny

1000

v enable

10000000
9

9

30

0

0

30

enable

Delete

( Range: 04294967295 )

( Range: 71000.10000000 )

(Range:0.100 ).<=
(Range: 0.100) <=

( Range: 04294967295 )
(Range:0.100)
(Range: 0.100)

(Range:5.3600)

Monitor and Trace

Verify

Widgets
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7.4. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

Please Configure sip-interface for the for Cisco Access side as below:

- Tls-profile needs to match the name of the tls-profile created earlier.

- Set allow-anonymous to Registered to ensure traffic to this sip-interface only comes from the

registered user.
- Set NAT traversal to always for the remote workers to register.
- Enable Registration Caching and Route to Register

OR’ACLE Enterprise Session Border Controller

£} Wazards ¥

local-routing-config

media-profile

£} Commands

~

Dashboard

Madify SIP Interface

Slate + enable
session-agent
Realm ID CUCMpublicRealm -
SESSION-group
Descriplion
session-recording-group
session-recording-server
session-translation
SIP Porls
sip-config
sip-feature aik
ot Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-interface
= 5061 TLS TLSProfile registered
sip-manipulation
il Back
Show All

T a

Monitor and Trace  Widgets

Save Verify Discard

Show Confi
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UIIR/ALLES Enterprise Session Border Controller

Dashboard JEEWETETIM Monitor and Trace  Widgets

£ Wizards v £} Commands v Save Verify Discard

session-agent A ]
Modify SIP Interface Show Con

session-group

session-recording-group Nat Traversal always A ——ca———— |

session-recording-server Nat Interval 30 ( Range: 04204967295 )
_ ) TCP Nat Interval 90 ( Range: 0.4294967295 )
session-translation
, Registration Caching  enable _-_____—-:=
sip-config
Min Reg Expire 300 ( Range: 0.999999999 )
sip-feature o
Registration Interval 7600 ( Range: 04294967295 )
sip-interface :
Route To Registrar / enable —
sip-manipulation Secured Network enable
sip-monitoring Uri Fqdn Domain
sti-server Ootions
v 0K Back

Show All

Similarly, Please Configure sip-interface for the Cisco Core side as below:

ORACLE Enterprise Session Border Controller

Dashboard JEEUUIEVEIIM Monitor and Trace  Widgets

£} Wizards v £ Commands ¥ Save Verify Discard
Idap-contig ~
Modify SIP Interface S
local-policy
local-routing-confi
g € State + enable
media-profile Realm 1D CUCMCoreRealm v
session-agent Description

session-group

session-recording-group

session-recording-server

SIP Ports
session-translation
Add
sip-config
Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-feature 10.23250.85 5060 uDP agents-only
| sip-interface A2 OK Back

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.
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7.5. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

Cisco Access side steering pool.

O ACLG Enterprise Session Border Controller

Configuration Monitor and Trace

43 Wizards v £} Commands v Save Verify
media-manager - B
Add Steering Pool
codec-policy
e —
media-manager
Start Port . 535
media-policy 40000 ( Range: 1..65535)
End Port . c
realm-config 49999 ( Range: 1..65535)
Reaim 1D CUCMpublicRealm v
steering-pool
Network Interface —
security >
session-router >
system >
OK Back
Show All

Widgets

Discard

Cisco Core side steering pool.

ORACLE Enterprise Session Border Controller

Dashboard Configuration [EENVINGIENRIEN

a- Wizards & Commands v Save Verify
media-manager v .
Add Steering Pool
codec-policy
IP Address
media-manager RPERIEES
Start Port -
media-policy 30000 ( Range:1..65535)
) End Port 35000 (Range:1.65535)
realm-config
Realm ID CUCMCoreRealm v

steering-pool

Network Interface

v
security >
session-router >
system >
oK Back
Show All

Widgets

Discard
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7.6. Configure local-policy (Optional)

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Cisco Access side to Cisco Core side and vice versa, Use the below local —policy

ORACLE Enterprise Session Border Controller v 3

Dashboard Configuration Monitor and Trace Widgets

£+ wizards v £} Commands Save Verify Discard
g A~
media-manager > . .
Modify Local Policy
security >
From Address .
session-router v X
access-control To Address + 5
account-config Source Realm
CUCMpublicRealm
filter-config
Description
Idap-config
local-policy

local-routing-config
State

| enable
media-profile
Policy Priority none -
session-agent
v oK Back

Show All

ORACLE Enterprise Session Border Controller Qv al

Dashboard Configuration Monitor and Trace ~ Widgets

£} Wizards v £} Commands v Save Verify Discard
J A
media-manager > . .
Modify Local Policy
security »

Description
session-router v

access-control

account-config

State

filter-config ' enable
Idap-config Policy Priority none v
local-policy Policy Attributes
local-routing-config Add
media-profile Next Hop Realm Action Terminate Recursion Cost State App Protocol Lookup Next Key
CUCM-Cisco.pe.oraclecom  CUCMCoreRealm  replace-uri  disabled 0 enabled  SIP single
session-agent
N oK Back
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Cisco Offer less INVITE can happen in the Remote worker scenarios too.
In that case, please set the parameter "Add SDP Invite" as both and "Add SDP profiles” under Cisco
Access side sip-interface. The configuration is similar to what we have done in Sec 6.15.

8. New SBC config/Deployment Using Configuration Assistant

When you first log on to the E-SBC, the system requires you to set the configuration parameters
necessary for basic operation. To help you set the initial configuration with minimal effort, the E-SBC
provides the Configuration Assistant. The Configuration Assistant, which you can run from the Web
GUI or the Acme Command Line Interface (ACLI), asks you questions and uses your answers to set
parameters for managing and securing call traffic. You can use the Configuration Assistant for the
initial set up to make to the basic configuration. Please check "Configuration Assistant Operations" in
the Web GUI User Guide and "Configuration Assistant Workflow and Checklist" in the ACLI
Configuration Guide

Please note, applying a configuration to the SBC via the Configuration Assistant will overwrite
any existing configuration currently applied to the SBC. We highly recommend this only be used
for initial setup of the SBC. This feature is not recommended to be used to make changes to
existing configurations.

8.1. Section Overview and Requirements

This section describes how to use our Configuration Assistant feature as a quick and simple way
to configure the Oracle SBC for integration with Cisco Call Manager and Twilio Elastic SIP Trunking.
The pre-requisite are given below.

e SBC running release SCZ840p7 or later which will have this template package by default
added to the SBC code.

e TLS certificate for the SBC preferably in PKCS format, or CSR is generated by the SBC. For
Twilio side, list of supported CA’s can be found here

The following outline assumes you have established initial access to the SBC via console and
completed the following steps:

¢ Configured boot parameters for management access

e Setup Product

e Set Entitlements

e Configured HTTP-Server to establish access to SBC GUI

8.2. Initial GUI Access

The Oracle SBC WebGui can be accessed by entering the following in your web browser:
http(s)://<SBC Management IP>.

The username and password are the same as that of the CLI.
If there is no configuration on the SBC, the configuration assistant will show immediately upon login
to the SBC GUI as shown below
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https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/9.0.0/webgui/web-gui-guide.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/9.0.0/configuration/esbc-configuration-guide.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/9.0.0/configuration/esbc-configuration-guide.pdf
https://www.twilio.com/docs/sip-trunking#rootCA

Configuration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template
ZoomPhone Select PBX Template to list the corresponding SIP Side template
Microsoft Teams
Microsoft ACS
Cisco

Avaya Session Manager

Upload a Configuration Upload a Template Package
Drag and Drop + Drag and Drop +
Select a file or drop one here. Select a file or drop one here.

o Please click below link for additional template packages.
https://www.oracle.com/technical-resources /documentation /acme-packet.html

As we can see, there are some templates of PBX populated in the template and we can select the
PBX template that we want to use with our Twilio trunk and for this document, we have selected
Cisco template and once we select that, it asks us to select the SIP trunk template. After we select
Twilio trunk template, the Next option would be enabled.

Configuration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template
ZoomPhone VerizonRetaillpTrunking
Microsoft Teams TwilioSIPTrunking
Microsoft ACS GenericSipTrunk
Cisco IntelepeerSipTrunking
Avaya Session Manager ATTIPtrunking
Upload a Configuration Upload a Template Package
Drag and Drop + Drag and Drop +
Select afile or drop one here. Select a file or drop one here.
o Please click below link for additional template packages.
https://www.oracle.com/technical-resources/documentation/acme-packet.html
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Click Next: The following “Notes” will be displayed related to pre-requisite

Configuration Assistant - Notes

A

PBX Template SIP Trunk Template
Notes for Cisco Notes for TwilioSIPTrunking
Warning: Warning:
- Proceeding with the Configuration Assistant results in erasing the existing - Proceeding with the Configuration Assistant results in erasing the existing
configuration. configuration.
Pre-requisites: Pre-requisites:
- Connect Port 0 of the Session Border Controller (SBC) to your network. - Connect Port 1of the Session Border Controller (SBC) to your network.
- Ensure that Transcoding resources are installed on your system (Hardware only). - Ensure that Transcoding resources are installed on your system (Hardware only).
- Configure at least one Transcoding core on your system (Virtual Machine Edition - Configure at least one Transcoding core on your system (Virtual Machine Edition
only). only).
- This template supports ONLY UDP/TCP configuration. - Add the SRTP license to the system.
- Enable the Advanced entitlement on the system. - Enable the Advanced entitlement on the system.
- Set Session Capacity in the entitlement. - Set Session Capacity in the entitlement.
- Set the system time. - Set the system time.

o v

Click Next and we get the below screen where we need to enter the details for SBC configuration.

Configuration Assistant - Configure CUCM Network here

Configure  OfferlessSDP  Transcoding ~ Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CUcMm configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio

Let's configure the interface that communicates with your CUCM

Realm Name @

Required

Enter CUCM hostname here @

Required

Enter the CUCM IP here @

Fnter the C1ICM nort hera @

= @ O 6 ® 6 0 0 6 0
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8.3. Configuration Assistant Template Navigation

8.3.1. Page 1-Cisco Call Manager (CUCM) Network

Page 1 of the template is where you will configure the network information to connect Cisco Call
Manager. On this page, we will enter the CUCM hostname, IP and port which will be the next hop
IP address/hostname for sip signaling to and from your CUCM

Configuration Assistant - Configure CUCM Network here

. @ @ O @ O 0 O O O EE;

Configure  OfferlessSDP  Transcoding  Additional  Twilio Elastic Twilio Transcoding  Root Trusted SBC
CUc™ configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's configure the interface that communicates with your CUCM

Realm Name @ "

Required

Enter CUCM hostname here @

Required

Enter the CUCM IP here ®

Enter the C1ICM nart here & \

Next to each field is a help icon. If you hover over the icon, you will be provided with a description or
definition of each filed. Also, pay close attention to which fields are listed as “required”.

8.3.2. Page 2-Offerless SDP Invite

Page 2 of the template is where you will configure the information related to Cisco’s offer less SDP
Invite configuration. You can enable or disable the configuration through the Yes/No Radio Button.

Note Click on the ? icon to know more about the configuration parameters and their usage.
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Configuration Assistant - Offerless SDP configuration

. 00 O O 0 0 0 0 O CE’

Configure  Offerless SDP  Transcoding  Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CucM configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's configure the SBC to handle offerless invite from CUCM

Do you want SBC to handle offerless INVITE from & No O Yes
cucme?

Do you want to add Media Profiles? & No C Yes

8.3.3. Page 3 - Cisco side Transcoding

Page 3 is where you will be able to configure transcoding between the SBC and Cisco Call Manager.
Once transcoding features is set to “yes”, you will then have an option to select additional media
codecs you want included in offers/answers towards Cisco Call Manger. If you select yes to either
guestion regarding media codecs, you will be presented with a required drop down. You can select
as many codecs from the list presented.

Configuration Assistant - Transcoding

s 00 O O 0 0 0 0 0 EE;

Configure  Offerless SDP  Transcoding ~ Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CUCM configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's configure transcoding

Do you want to enable transcoding featureson @ No O Yes
the SBC?

Do you want to select media codecs for your No O Yes
CUCM?

Select media codecs @

G729 X PCMA X

Required
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8.3.4. Page 4 - Cisco side Additional Configuration

Page 4 is where you will be able to configure Session Agent Capabilities towards CUCM side. This
includes enabling OPTIONS, enabling session translation etc towards CUCM side as shown below. .

You can enable or disable the configuration through the Yes/No Radio Button

Configuration Assistant - Additional Configuration

Let's configure Session Agent capabilities

Do you want to enable OPTIONS ping towards ® No Yes
CUCM

Do you want SBC to handle call transfer from ® No Yes
your CUCM? -

Do you want to enable session translation ® No Yes
towards CUCM?

e @O0 0 0 6 © 0 66 0 CE

Configure  Offerless SDP  Transcoding ~ Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CUCM configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio

8.3.5. Page 5 - Twilio Elastic SIP Trunk Network

Page 5 of the template is where you will configure the network information to connect to Twilio

Elastic SIP trunk Network. Please fill the required fields and Press Next.

Configuration Assistant - Twilio Elastic SIP Trunk Network

Configure  Offerless SDP  Transcoding  Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CcucMm configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio

Let's configure the interface that communicates with Twilio Elastic SIP Trunk Network

Realm Name @
Required
Port Number @
Port1 v
Required
Slot Number @
Slot 0 v
Required

e @0 0 0 06 0 0 6 O
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8.3.6. Page 6 - Twilio Session Agent

Page 6 of the template is where you will configure the Twilio Session Agent details where you will
enter the next hop IP address and port for sip signaling to and from your Twilio Elastic SIP trunk.
Please fill the required fields and click Next.

Configuration Assistant - Twilio Session Agent

=« -0 0 0 0 06 (0O (& 0

Configure  Offerless SDP  Transcoding  Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
Cuct™m configuration Configurati...  SIP Trunk Session Certificate ~ Certificate for
Network here Network Agent Twilio v

Let's configure session agent for Twilio

Twilio Session Agent hostname ®

Required

Twilio Session Agent IP Address @

Twilio Session Agent Port ®

Required

Na unithauo a carnnd Uactnama /ID addracc far - @ e Vi

8.3.7. Page 7 - Twilio side Transcoding

Page 7 is where you will be able to configure transcoding between the SBC and Twilio Trunk.
Once transcoding features is set to “yes”, you will then have an option to select additional media
codecs you want included in offers/answers toward Twilio trunk. If you select yes to either question
regarding media codecs, you will be presented with a required drop down. You can select as many
codecs from the list presented.
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Configuration Assistant - Transcoding

e @000 0 0 0 O EB

Avaya Session  AvayaSession  Transcoding  Twilio Flastic  Twilio Session  Transcoding  Root Trusted  SBC Certificate
Manager Agent SIP Trunk Agent Certificate for Twilio
Network Network v

Let's configure transcoding

Do you want to enable transcoding on the SBC? & No D Yes

Do you want to select media codecs for your ® No 0 Yes
Twilio Flastic SIP trunk?

Select media codecs @

G729 X | PCMA X

Required

8.3.8. Page 8 - Import Digi Cert Root CA Certificate for Twilio Side

Page 8 of this template is where the SBC will import the DigiCert Root CA certificate, which Twilio
uses to sign the certs it presents to the SBC during the TLS handshake. Importing the DigiCert Root
CA certs is enabled by default.

Configuration Assistant - Root Trusted Certificate

(% 00 0 0 0 0 0 0 O EE;

Configure  Offerless SDP  Transcoding  Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CucM™ configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's start provisioning the root trusted certificate for Twilio Elastic SIP trunk.

Do you consent to installing the DigiCert Root & No o Yes "
Cert

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
08:3b:e0:56:90:42:46:b1:a1:75:62:c9:59:91:c7:4a
Signature Algorithm: shalwithRSAEncryption
Issuer:
C=Us
0O-=DigiCert Inc
OU=www.digicert.com
CN=DigiCert Global Root CA
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8.3.9. Page 9 - SBC Certificates for Twilio side

PKCS12 Import

By default, the SBC is set to import a certificate in PKCS 12 format. This is the simplest and
recommended way to add a certificate to the Oracle SBC. Using this method, you will add the SBC’s
hostname under “FQDN or Common Name” field, upload a certificate from a supported CA, and enter
the certificates password.

Configuration Assistant - SBC Certificate for Twilio

< 0—0—0—0—0 00003

Configure  OfferlessSDP  Transcoding  Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
cucm configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type (6]
PKCS12 v
Required

Fully Qualified Domain Name or Common Name @

Required

PKCSI2 certificate (.p12 or .pfx) @
Upload

4

Required

Certificate Signing Request (CSR)

The alternative to importing a PKCS12 certificate to the SBC is to configure a certificate and generate
a certificate signing request that you will have signed by a supported CA

Same as PKCS12, you will enter the SBC’s hostname under “FQDN or Common Name” and
“Country” field (required) and answer the remaining question presented on this page (optional).
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Configuration Assistant - SBC Certificate for Twilio

w 0—0—0-0-0-00 0 03

Configure  Offerless SDP  Transcoding ~ Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CcucM configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type 0] A

CSR v
Required

Fully Qualified Domain Name or Common Name @

Required

Country @

State @ v

8.4. Review

At the end of the template, you will notice in the top right, a “Review” tab. If all 9 pages presented
across the top are showing green, indicting there are no errors with the information entered, click on
the “Review” tab.

Configuration Assistant - SBC Certificate for Twilio

= 00 0 0 0 0 0 O 0 Em

Configure  Offerless SDP  Transcoding ~ Additional ~ Twilio Elastic Twilio Transcoding  Root Trusted SBC
CUcMm configuration Configurati...  SIP Trunk Session Certificate  Certificate for
Network here Network Agent Twilio v

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type @ A
CSR v
Required
Fully Qualified Domain Name or Common Name @
sbc.com
Required
Country @
ug

State @ v
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The screen looks like below after clicking the Review Tab.

Configuration Assistant - Summary

Configure CUCM Network here

Realm Name

Cisco

Enter CUCM hostname here
CISCo-C u:m.pe.orac\e.com
Enter the CUCM IP here
30.4.5.6

Enter the CUCM port here
5060

Port Number

Port 0

Slot Number

Slot 0

/ Edit

Download w Apply

Configuration TwilioCSR CSR
[0 Copy
certificate-record
name DigiCertRootCert

commen-name
certificate-record

Digicert Root CA

name TwilioCSR

common-name shc.com

extended-key-usage-list serverAuth

ClientAuth

codec-policy

name CiscoCodecPolicy

allow-codecs *

add-codecs-on-egress G729 PCMA
codec-policy

name TwilioCodecPolics

allow-codecs *

add-codecs-on-egress G722 PCMA

http-server

On the left side of the review contains the entries for each page. Each page has an “Edit” tab that
can be used to make changes to the information entered on that specific page without having to go

through the entire template again.

On the right side of the review page, under the “Configuration” tab is the ACLI output from the SBC.
This is the complete configuration of the SBC based on the information entered throughout the
template. Also on the right side of the review page you may see another tab, “TwilioCSR CSR”.

On Page 9 of the template, if you chose CSR from the drop down menu instead of PKCS, the SBC
configures a certificate record and generates a certificate signing request for you as shown below.

Configure CUCM Network here

Realm Name

Cisco

Enter CUCM hostname here
cisco-cucm.pe.oracle.com
Enter the CUCM IP here
304.5.6

Enter the CUCM port here
5060

Port Number

Port 0

Slot Number

Slot 0

/ Edit

Download w Apply

Configuration TwilioCSR CSR

[0 Copy

MIICujCCAaICAQAWVZELMAKGA]UEBhMCVVMxCzAJBgNVBAGTAk] BMRMWEQYDVQQH
EwpCdXJsaW5ndGIuMRQwWEgYDVQQKEWL FomdpbmV1cmluZzEQMA4GALUEAXMHC2J]
LmNvbTCCASTwDQYJK0Z ThveNAQEBBRADGGEPADCCAQOCGgERATS 0 jWWBa 718qdBQw
JWJIIFuG01niBu3IcfMkszIbkEoCqUHlviIlrtiWOBOOLEU]Y9sPBTDDSnxzPaNF2
C151d75WNS1cl8VQRdkelHevzGS]tUrd1sD01TELvwYx050V4uktkf/Tsc/gbz8e
cEqQ2ggkvAvxgIwEcOXdoZJJFWNix8ql Sg+D+djt7dUt TnJaQCaINRXdlaVBWMER
BGWLKLtV/6y0RUSUUVyyDOy/S6EAMUombTn]xL7zcS0YhfggWz3/r8eYS8DTwwy1
xrvDelLlréyofM/o¥nvudrnrMEGOxogkQDugDYoml 25NgKNSde4nNTYUKVivd 6Nb
aP0x+YUCAWEARAAEMBWGC SqGSTb3DQEJID] EPMAOWCWYDVRO PRBAQDAGWMAOGCSGG
5Ib3DQEBCWUAR4 IBAQCDS/ 5LxoWVSmfresvCc0ol57ArFIorBv0) fOpmBzeh9tpFHS
XNz5Dgd5SWDuXS8/D/HMs UEKBRQEL ZXTTREC2 SmdDgaX JCOONKhgHY 35R3NB5C/ /
upVCnuSV2+IX6UB1+0DCOA9WG/ Pk+Y1JVBPOFFQOTBSht iFMrvONTLFT3gi+LGOF
YPyzZTBHSROMHtMA5TIa8 9FTdddSVAURCHSAgAQ2ZRMNNtGX fARaeba05ULaYz/ D7
AMKF+Jp30m3zij6UwMpROR1yj8ZZDZOViTYZKXNQ5711Ic4LvhOAFXV1OSE+GNiIC
mgnMpMXbBbb0ad5V4g/EJpALt£QP21ig3sgXulea
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Click the copy button under the CSR, and paste the output into a text file. Next, provide the txt file to
your CA for signature. Once the certificate is signed by a Twilio supported CA, you will need to import
that certificate into the SBC manually, either via ACLI or through the GUI.

Note: if you chose to import a certificate in PKCS12 format on page 9, the CSR tab will not be present under
review.

8.5. Download and/or Apply

Now that the entries provided throughout the template have been reviewed, and the CSR has been
copied into a text file (optional), the template provides you with the ability to “Download” the config by
clicking the “Download” tab on the top right. Next, click the “Apply” button on the top right, and you
will see the following pop up box appear.

Configuration Assistant - Epilogue

- Perform the following actions after the system reboots to complete the deployment.

Actions to be performed for Cisco Actions to be performed for TwilioSIPTrunking
No more actions required for this template.

Now you can click “Confirm” to confirm you want to apply the configuration to the SBC. The SBC will
reboot. When it comes back up, the SBC will have a basic configuration in place for Cisco Call
Manager with Twilio SIP trunking.
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8.6. Configuration Assistant Access

Upon initial login, if the Configuration Assistant Template does not immediately appear on the screen,
you can access by clicking on the “SYSTEM?” tab, top right of your screen. After that, click on the
“Configuration Assistant” tab, top left. This allows end users to access the Configuration Assistance
at any time through the SBC GUI.

admin v

ORACLE Enterprise Session Border Controller v

SolutionsLab-vSBC-1 10114 SCZ8.4.0 Patch 8 (Build 485) DEEiTE  @EEIE WA iEE
System Configuration Assistant Force HA Switchover  +.) Reboot Y, Supportinfo niation

FleManagernent ' File Management Objects
System Operations »

Name Description

Audit Log Audit changes by all users on the system.

Backup Configuration Manage backup configurations.

Configuration CSV Upload/Download/Delete configuration CSVs.

Fraud Protection Table Manage fraud protection table.

Local Route Table Manage Local route table.

Log System logs.

Playback Media Upload/Download/Delete playback media.

SPL PlugIn Upload/Download/Delete SPL plugins.

Software Imape Linload/Download/Delete software imaces

9. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements
are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent

- New steering-pools

- New local-policy

- SDES Profile

- Media-sec-Policy

- New Translation Rules

- Session Translation Rules

Please follow the steps mentioned in the above chapters to configure these elements.
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10, Twilio Elastic SIP Trunking Configuration

From your Twilio Console, navigate to the Elastic SIP Trunking area (or click on the GTP icon on the left
vertical navigation bar).

SUPER NETWORK

# Phone Numbers I
C;r' Elastic SIP Trunking I

10.1. Create an IP-ACL rule

Click on Authentication in the left navigation, and then click on I[P Access Control Lists.

AN .
L Elastic SIP
Trunking
(¥
Dashboard

Trunks

IP Access Control
Lists

#*
;6; Authentication
&)

Credential Lists
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https://www.twilio.com/console
https://www.twilio.com/console/sip-trunking/dashboard
https://www.twilio.com/console/sip-trunking/authentication/ip-acls
https://www.twilio.com/console/sip-trunking/authentication/ip-acls

Create a new IP-ACL, for example call it "Oracle" and add your SBCs IP addresses.

Oracle

Properties

FRIENDLY QOracle
NAME

ip-acLsip Al

ASSOCIATED O
SIP TRUNKS

ASSOCIATED —
SIP DOMAINS

IP Address Ranges

IP Access Control Lists may have up to 100 IP addresses.

° IP ADDRESS RANGE FRIENDLY NAME

155.212.214.102 / 32
155.212.214.102 - 155.212.214.102 155212.214.102 X

10.2. Create a new Trunk

For each geographical region desired (e.g., North America, Europe), create a new Elastic SIP Trunk.

Now click on T U k5 again on the left vertical navigation bar, and create a new Trunk.

Create A New SIP Trunk

Name your new SIP Trunk, then configure it in the following steps.

FRIENDLY NAME
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Under the General Settings you can enable different features as desired.

Features

To learn more about SIP Trunking features, please see our user documentation. [2
Call Recording (i)

Calls will be recorded.

Call Recording

‘ Record from ringing ~

Recording Trim

Silence will not be trimmed from recording

Secure Trunking(®

TLS must be used to encrypt SIP messages on port 5061, and SRTP must be used to encrypt the media
packets. Any non-encrypted calls will be rejected

Call Transfer (SIP REFER) (D)

Twilio will consume an incoming SIP REFER from your communications infrastructure and create an INVITE
message to the address in the Refer-To header

[] Enable PSTN Transfer (@)
Allow Call Transfers to the PSTN via your Trunk.

Symmetric RTP()

Twilio will detect where the remote RTP stream is coming from and start sending RTP to that destination
instead of the one negotiated in the SDP

» Additional Features

In the Termination section, select a Termination SIP URI.

Termination URI

Configure a SIP Domain Name to uniquely identify your Termination SIP URI for this Trunk. This URI will be used by your
communications infrastructure to direct SIP traffic towards Twilio. Be sure to select a localized SIP URI to ensure your traffic takes
the lowest |atency path. If a localized version isn't selected, then your traffic will be sent to US1. Learn more about Termination
Settings =

TERMINATION SIP URI oracle _pstn.twilio.com

Show Localized URIs
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Click on "Show localized URI's" and copy and paste this information as you will use this on your SBC to
configure your Trunk.

NORTH AMERICA VIRGINIA  oracle.pstn.ashburn.twilio.com

MORTH AMERICA OREGON  oracle pstn.umatilla.twilio.com

EUROPE DUBLIMN  oracle.pstn.dublin.twilio.com

EUROPE FRAMKFURT  oracle.pstn.frankfurt.twilio.com

SOUTH AMERICA sAD  oracle.pstn.sao-paulo.twilio.com
PAULD

ASIA PACIFIC SINGAPORE oracle pstn.singapore.twilio.com

ASIA PACIFIC TOKYO  oracle.pstn.tokyo.twilio.com

ASIA PACIFIC SYDNEY  oracle.pstn.sydney.twilio.com

or

Assign the IP ACL ("Oracle”) that you created in the previous step.

Authentication View all Authentication lists

The following IP ACLs and Credential Lists will be used to authenticate the INVITE for termination calls inbound to Twilio.

IP ACCESS CONTROL LISTS Oracle X W °

CREDENTIAL LISTS Click to select a Credential List N °

In the Origination section, we'll need to add Origination URI's to route traffic towards your Oracle SBC.
The recommended practice is to configure a redundant mesh per geographic region (in this context a
region is one of North America, Europe, etc.). In this case, we configure two Origination URIs, each
egressing from a different Twilio Edge.
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Click on ‘Add New Origination URI’, we'll depict the configuration for North America:

Add Origination URL

ORIGINATION SIP URI

sip:155.212.215.102;edge=ashburn [2=]
PRIORITY 10
Priority ranks the importance of the URI. Values
range from 0 to 65535, where the lowest number
represents the highest importance.
WEIGHT

10

Weight is used to determine the share of load
when more than one URI has the same priority.
Its values range from 1 to 65535. The higher the
value, the more load a URI is given.

ENABLED I ON

Cancel Add

Continue to add the other Origination URIs, so you have the following configuration:

Origination URIs

Configure the IP address (or FQDN) of the network element entry point into your communications infrastructure (e.g. IP-PBX,
SBC).

Show more about provisioning for high service availability

o ORIGINATION URI PRIORITY WEIGHT ENABLED
sip:155.212.214.102;edge=ashburn 10 10 v
sip:155.212.214.103;edge=umatilla 20 10 v

In this example, Origination traffic is first routed via Twilio’s Ashburn edge, if that fails then we'll route from
Twilio’s Umatilla edge.
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10.3. Associate Phone Numbers on your Trunk

In the Numbers section of your Trunk, add the Phone Numbers that you want to associate with each
Trunk. Remember to associate the Numbers from a given country in the right Trunk. For example,
associate US & Canada Numbers with the North American Trunk and European Numbers with the
European Trunk etc.

Numbers View my Addresses

Emergency Calling Update: Each number must be associated with an emergency address with matching 150 Country. Please
select numbers to enable from one country at a time.

Qe

NUMBER FRIENDLY NAME COUNTRY EMERGEMCY CALLING STATUS EMERGEMCY ADDRESS |_]
BT —— 1 Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 [
< s Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 [
2t F— Disabled O
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11. Verification of Sample Call flows

Once the configuration is complete, we can try making sample calls and can check the signaling
path between Twilio Elastic Sip Trunk (PSTN Users) and Cisco Users

1. Make Call from Cisco user to the Twilio Elastic Sip Trunk and check the call flow.
The calls flow from Cisco SIP Interface to Twilio Elastic SIP Trunking Interface and
to Twilio Session Agent and the call reaches the PSTN user after that.

ORACLE Enterprise Session Border Controller

Sessions

Regtstrations

Subscriptions

Notable Events

Session List 1ab54280-9019022-dfece-5932e80a@10.232.50.89 %

Dashboard Conliguration Monitor and Trace

[+] Session Summary

10.232.50.89

10.232.50.78 54.172.60.2

2021-05-12
05:31:12.616
2021-05-12
05:31:12.617
2021-05-12
05:31:12.629
2021-05-12
05:31:12.630
2021-05-12
05:31:12.632
2021-05-12
05:31:12.632
2021-05-12
05:31:12.730

— INVITE (101) ﬁ—‘

— Status: 100 (101)
MEDIA FLOW ADD, [D=33554433, DIRECTION=CALLING
MEDIA FLOW ADD, ID=33554434, DIRECTION=CALLED
EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+91998084271 S@oracle. pstn.twilio.com:306 | ;transport=tls>
INVITE (101) —

— Status: 100 (101) 4+

2021-05-12

— Status:183 (101) +
Refresh Export diagram Export session ditails

Sessions

Registrations

Subscriptions

Notable Events

Session List 1ab54280-9b19022-4fece-5932e80a@10.232.50.89 ¥

=G TTEL I Monitor and Trace

2021-05-12
05:31:20.485
2021-05-12
035:31:20.488
2021-05-12
05:31:48.068
2021-05-12
035:31:48.072
2021-05-12
05:31:48.079
2021-05-12
05:31:48.081
2021-05-12
05:31:48.093
2021-05-12
05:31:48.093

ACK (101) —
Ly ACK (101) —
— BYE (1) “
— BYE (1) .
= Status:200 (1) —
2 Status:200 (1) —
MEDIA FLOW DELETE, ID=33554433, DIRECTION=CALLING
MEDIA FLOW DELETE, ID=33554434, DIRECTION=CALLED

SIP Message Details

Refresh Export diagram Export session details
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2. When we register Cisco Remote Worker, we can see the registration happening through
Oracle SBC to Cisco CUCM as given below.

ORACLE Enterprise Session Border Controller

Dashboard

(G EINIE  Monitor and Trace

Widgets

SES5I0NG

Registrations

Subscriptions

Motable Events

Registration List

bYadd2adacTBde2eBroiciTedcalel X

[+#] Session Summary

122.172.93.206 q 10.232.50.85 10.232.50.89
2021-05-12 05:01:22.686 REGISTER (46508) — |
2021-05-12 05:01:22.689 EGRESS ROUTE, TYPE=local-policy, NEXT HOP=sip:CUCM-Cisco.pe.oracle.com:5060
2021-05-12 05:01:22.689 -+ REGISTER. (46308) —
2021-05-12 05:01:22.694 — Status: 100 (46508) i |
2021-05-12 05:01:22.695 |[+— Status:100 (46508) ]
2021-05-12 05:01:22.799 — Status:401 (46508) +
2021-05-12 05:01:22.801  [¢—— Status:401 (46308) ]
2021-05-12 05:01:24.856 [+ REGISTER (46509) —
2021-05-12 05:01:24.861 EGRESS ROUTE, TYPE=local-policy, NEXT HOP=sip:CUCM-Cisco.pe.oracle.com:5060
2021-05-12 05:01:24.861 = REGISTER (46509) —
2021-05-12 05:01:24.868 — Status: 100 (46509) i
2021-05-12 05:01:24.869  |+— Status:100 (46509) 4
2021-05-12 05:01:24.877 — Status:200 (46509) i |
2021-05-12 05:01:24 878  |¢— Status:200 (46309) +

SIP Message Details

Refresh  Export diagram

Export session details

3. Make Call from Cisco Remote user to the Twilio Elastic Sip Trunk user and check the call flow.
Now, there will be 2 call legs (hair pinned call) as the call reaches Cisco CUCM first and then
reaches Twilio trunk user after that as given below.

ORACLE Enterprise Session Border Controller

Dashboard

(€T eI Monitor and Trace

Sessions

Registrations

Subscriptions

Notable Events

Sesshon List

frdcaaedadSeden5atd0c9aB8Ra0008D  »

[+] Session Summary

Widgets

122.172.93.206

| F—

2021-05-12 05:35:26.131
2021-05-12 05:35:26.132
2021-05-12 05:35:26.149
2021-05-12 05:35:26.149
2021-05-12 05:35:26.153
2021-05-12 05:35:26.153
2021-05-12 05:35:26.160
2021-05-12 05:35:27.235
2021-05-12 05:35:27.256
2021-05-12 05:35:27.256
2021-05-12 05:35:27.262
2021-05-12 05:35:28.545
2021-05-12 05:35:37.440
2021-05-12 05:35:37.450
2021-05-12 05:35:37.762

Ly
—

10.232.50.85

10.232.50.89

INVITE (2269) —
Status: 100 (2269) =

MEDIA FLOW ADD, ID=100663297, DIRECTION=CALLING
MEDIA FLOW ADD, ID=100663298, DIRECTION=CALLED
EGRESS ROUTE, TYPE=, NEXT HOP=<sip:919535410905(@pe.oracle.com;transport=tls>

e INVITE (2269)
— Status: 100 (2269)

— Status:183 (2269)

MEDIA FLOW MODIFY, ID=100663298, DIRECTION=CALLED
MEDIA FLOW MODIFY, ID=100663297, DIRECTION=CALLING

Status: 183 (2269)

MEDIA FLOW LATCH, ID=100663298, DIRECTION=CALLED

Status:200 (2269)
ACK (2269)

Refresh  Export diagram

—

Export session dietails

‘4— Status:200 (2269)
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ORACLE Enterprise Session Border Controller

Ow admin 1

Sessions

Registrations

Subscriptions

Notable Events

Session List  b21a0580-9b19120-4fee0-5932e80a@10.2325089 ¥

Dashboard  Configuration JEAGTUGIEUGRIETCE Widgets — Syste

[+] Session Summary

10.232.50.89

10.232.50.78 54.172.60.2

2021-05-12
05:35:26.181
2021-05-12
05:35:26.182
2021-05-12
05:35:26.194
2021-05-12
05:35:26.195
2021-05-12
05:35:26.197
2021-05-12
05:35:26.197
2021-05-12
05:35:26.295
2021-05-12

- INVITE (101) —

— Status:100 (101)

MEDIA FLOW ADD, ID=117440513, DIRECTION=CALLING
MEDIA FLOW ADD, ID=117440514, DIRECTION=CALLED
EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+919535410905@oracle.pstn.twilio.com: 506 1;transport=tls>
INVITE (101) —

— Status:100 (101) +

— Chaknn: 102 (101 A

Refresh  Exportdiagram  Export session detasls

4. Make Call from the Twilio Elastic Sip Trunk to Cisco User and check the call flow.
The calls flow from Twilio Elastic SIP Trunking Interface to Cisco SIP Interface and the
call reaches the Cisco user after that.

ORACLE Enterprise Session Border Controller

v admin w

Dashboard  Configuration JREGMIIGIEULRIEGIN Widgets  System

Sessions

Registrations

Subscriptions

Notable Events

SessionList  95fdf50bd8f7be105443d668897ec5c9@0.000 X

[+] Session Summary

54.172.60.1

10.232.50.78 10.232.50.89

2021-05-12 04:18:36.157 [

2021-05-12 04:18:36.157 | —

2021-05-12 04:18:36.165
2021-05-12 04:18:36.165
2021-05-12 04:18:36.167
2021-05-12 04:18:36.167
2021-05-12 04:18:36.172
2021-05-12 04:18:36.200

2021-05-12 04:18:36.203 | ——

2021-05-12 04:18:53.669
2021-05-12 04:18:53.677
2021-05-12 04:18:53.678

2021-05-12 04:18:53.681 [ ——

2021-05-12 04:18:53.783 (-
2021-05-12 04:18:53 784

INVITE (561832)

Status:100 (561832) s
MEDIA FLAWY ADD, ID=1677721]DIRECTION=CALLING
MEDIA FLOW ADD, ID=16777218, DIRECTION=CALLED
EGRESS ROUTE, TYPE=local-policy, NEXT HOP=sip:+18507904044@CUCM-Cisco.pe.oracle.com:5060
- INVITE (561832) —
— Status:100 (561832) ]
— Status: 180 (561832) iy
Status:180 (561832) s
— Status:200 (561832) |

MEDIA FLOW MODIFY, ID=16777218, DIRECTION=CALLED

MEDIA FLOW MODIFY, ID=16777217, DIRECTION=CALLING

Status:200 (561832) 5
ACK (561832) —

=1 ACK (561832) —! u
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5. Make Call from Twilio Elastic Sip Trunk user to Cisco Remote user and check the call flow.
Now, there will be 2 call legs (hair pinned call) as the call reaches Cisco CUCM first and then
reaches Cisco Remote user after that as given below.

OIRALLE Enterprise Session Border Controller

Dashboard  Configuration EEGHTTHETYRIETS

v admin

Widgets  Syst

Sessions

Registrations

Subscriptions

Notable Events

Session List

328307d6f0184f58c0bbe73ef4c9c74@0.000 X

[+] Session Summary

54.172.60.3

2021-05-12 05:41:08.721
2021-05-12 05:41:08.721
2021-05-12 05:41:08.735
2021-05-12 05:41:08.735
2021-05-12 05:41:08.737
2021-05-12 05:41:08.737
2021-05-12 05:41:08.743
2021-05-12 05:41:09.768
2021-05-12 05:41:09.773
2021-05-12 05:41:14.420
2021-05-12 05:41:14.437
2021-05-12 05:41:14.437
2021-05-12 05:41:14.441
2021-05-12 05:41:14.546

=
—

=

2021-05-12 05:41:14.549

10.232.50.89

INVITE (949134)
Status:100 (949134)

o

MEDIA FLOW ADD, ID=234881025, DIRECTION=CALLING
MEDIA FLOW ADD, ID=234881026, DIRECTION=CALLED

Status: 180 (949134) =

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=sip:+17692105055@CUCM-Cisco.pe.oracle.com:5060

= INVITE (949134)
— Status:100 (949134)
— Status:180 (949134)

— Status:200 (949134)

MEDIA FLOW MODIFY, ID=234881026, DIRECTION=CALLED

MEDIA FLOW MODIFY, ID=2

34881025, DIRECTION=CALLING

Status:200 (949134) +
ACK (949134) —
= ACK (949134)
Refresh Export diagram Export session details

o
‘_
s

=

—

ORACLE Enterprise Session Border Controller

LT R T Tl Monitor and Trace

J:. v admin

Widgets  Syste

Sessions

Registrations

Subscriptions

Motable Events

Session List  7df3a480-9b19276-4fefa.5932e80a@10.23250.89 %
[+] Session Summary
10.232.50.89 10.232.50.85 122.172.93.206
2021-05-12
) o
05:41:08.750 INVITE (101)
20512, Status: 100 (101)
05:41:08.751 >
LR MEDIA FLOW ADD, ID=251658241, DIRECTION=CALLING
05:41:08.764 ! ' )
2021-05-12 MEDIA FLOW ADD, ID=251658242, DIRECTION=CALLED
05:41:08.764 ) e
2021-05-12 EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:17692105055@122.172.93.206:49913;transport=TLS;ab;
05:41:08.767 acme_nat=17692105055+122.172.93.206(@192.168.1.8:49913>
2021-05-12
—
05:41:08.767 INVITE (101
2021-05-12
— Status: 100 (101 +
05:41:09.343 aius:100 (101)
2021-05-12 “— Chaturns 1 @A (1AL ol
Refresh Export diagram [Export session details
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Appendix A

Following are the test cases that are executed between Cisco User with the Twilio Elastic SIP Trunk
(PSTN user). Please note that Cisco User here refers both Cisco User inside Enterprise network as
well as Cisco Remote worker.

Serial Test Cases Executed Result
Number
1 Cisco user disconnects an inbound connected call Pass
2 Cisco user disconnects an outbound connected call Pass
3 Twilio Elastic SIP Trunk user disconnects an inbound connected call Pass
4 Twilio Elastic SIP Trunk User disconnects an outbound connected Pass
call
5 Cisco user places inbound call from Twilio Elastic SIP Trunk user on Pass

hold and then resumes

6 Cisco user makes outbound call to Twilio Elastic SIP Trunk user and Pass
put that call on hold and then resumes

7 Twilio Elastic SIP Trunk user places inbound call from Cisco user on Pass
hold and then resumes

8 Twilio Elastic SIP Trunk user makes outbound call to Cisco user and Pass
put that call on hold and then resumes

9 Cisco user places inbound call from Twilio Elastic SIP Trunk user on Pass
hold for over 15/30 minutes and then resumes

10 Cisco user makes outbound call to Twilio Elastic SIP Trunk user and Pass
places the call on hold for over 15/30 minutes and then resumes

11 Inbound Twilio Elastic SIP Trunk call to Cisco blind transferred to Pass
second Cisco/ PSTN User

12 Outbound Twilio Elastic SIP Trunk call from Cisco user blind Pass
transferred to second Cisco/ PSTN User

13 Inbound Twilio Elastic SIP Trunk Call to Cisco consultatively Pass
transferred to Cisco/ PSTN User

14 Outbound Twilio Elastic SIP Trunk call from Cisco user consultatively Pass
transferred to Cisco/ PSTN User

15 Cisco user makes outbound call to Twilio Elastic SIP Trunk user and Pass
makes a conference call by adding another Cisco/ PSTN user.
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16 Twilio Elastic SIP Trunk user makes outbound call to Cisco user and Pass
Cisco user makes a conference call by adding another Cisco/ PSTN
user.

17 Cisco user mutes inbound call from Twilio Elastic SIP Trunk user and Pass

then unmutes

18 Cisco user mutes outbound call made to Twilio Elastic SIP Trunk Pass
user and then unmutes

19 Twilio Elastic SIP Trunk user mutes inbound call from Cisco user and Pass
then unmutes

20 Twilio Elastic SIP Trunk user mutes outbound call made to Cisco Pass
user and then unmutes
21 Twilio Elastic SIP Trunk User disconnects outbound call to Cisco Pass

user before it is answered

22 Cisco user disconnects outbound call to Twilio Elastic SIP Trunk user Pass
before it is answered
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