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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, Oracle
Enterprise customers and partners and end users of the Oracle Enterprise Session Border Controller (SBC). It
is assumed that the reader is familiar with basic operations of the Oracle Enterprise Session Border Controller
platform along with Genesys PureCloud.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Genesys PureCloud and Twilio Elastic Sip Trunk. The solution contained within this document has been tested
using Oracle Communication SBC release cz840p3b.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Genesys PureCloud and Twilio Elastic Sip Trunk related parameters. Many SBC applications may have
additional configuration requirements that are specific to individual customer requirements. These configuration
items are not covered in this guide. Please contact your Oracle representative with any questions pertaining to
this topic.

Related documentation can be found below —

2.1. Twilio Elastic SIP Trunking

Twilio Elastic SIP Trunking is a cloud-based solution that provides connectivity for IP-based communications
infrastructure to connect to the PSTN for making and receiving telephone calls to the rest of the world via any
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broadband internet connection. Twilio’s Elastic SIP Trunking service automatically scales, up or down, to meet
your traffic needs with unlimited capacity. In just minutes, you can deploy globally with Twilio’s easy-to-use self-
service tools without having to rely on slow providers.

Sign up for a free Twilio trial and learn more about configuring your Twilio Elastic SIP Trunk.

2.2. Genesys PureCloud
The Genesys PureCloud solution provides flexibility and interoperability to the PureCloud suite of voice services

by allowing you to define SIP trunks between the PureCloud AWS-based Edge and Media Tier and third party
carriers over the public Internet.

https://help.mypurecloud.com/articles/about-byoc-cloud/

Note IP Addresses, FQDN and configuration names and details given in this document are used for reference
purposes only. These same details cannot be used in customer configurations. End users of this document can
use the configuration details according to their network requirements. There are some public facing IPs
(externally routable IPs) that we use for our testing are masked in this document for security reasons. You can
configure any publicly routable IPs for these sections as per specific network architecture needs.

3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Genesys PureCloud using Oracle Enterprise SBC. There will be steps that require navigating the Genesys
PureCloud configuration, Oracle SBC GUI interface. Understanding the basic concepts of TCP/UDP,
IP/Routing, DNS server and SIP/RTP are also necessary to complete the configuration and for troubleshooting,
if necessary.

3.2. Requirements

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version
e Genesys Pure Cloud Solution with BYOC Cloud Setup.
e Twilio Elastic Sip Trunk and Twilio Direct Inward Dial numbers.
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3.3. Architecture

3 GENESYS 0
D \S
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WebRTC Phone th

Global PSTN
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Oracle SBC Public IP
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u — Media
Enterprise
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Above figure illustrates the connection between Genesys PureCloud, Oracle SBC and Twilio Elastic Sip Trunk.
Both PureCloud and Twilio Elastic Trunk are connected to the Oracle SBC Public FQDN /IP

In addition, SBC is used to steer the signaling, media to, and From the PureCloud to Twilio SIP Trunk.

The configuration, validation and troubleshooting are the focus of this document and will be described in three
phases -

e Phase 1 — Configuring the Genesys PureCloud
e Phase 2 — Configuring the Oracle SBC.
e Phase 3 — Configuring the Twilio Elastic SIP Trunk

4. Configure Genesys PureCloud

The steps outlined below is the minimum required configuration to pair your SBC with Genesys PureCloud. This
is to be used as an example only, and we highly recommend you work with your Genesys representative to
implement the correct configuration for your specific environment.

To implement PureCloud BYOC, you use the Telephony Admin Ul to create SIP trunks between the PureCloud
Media Tier resources in AWS and third party carriers or devices over the public Internet. The third-party carrier
or device can be another cloud service or a device at the customer’s premises. The Oracle Enterprise SBC will
act as an intermediary between Twilio Elastic SIP Trunk and Genesys PureCloud. The SBC is configured to

broker calls as a back-to-back user agent (B2BUA) between the two systems. The Twilio DIDs are assigned to
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users on PureCloud System who can originate and accept the calls. These calls traverse through Oracle SBC
with which we can implement several security and additional features as per our requirement.

For the purpose of this Application note, the connection between Oracle SBC and Genesys PureCloud is set as
UDP.TLS and TCP Transport Protocol are also available as Transport Protocol on Genesys PureCloud.

4.1 External Trunk Configuration

A trunk connects a communication service to a PureCloud telephony connection option and facilitates point-to-
point communication. We will configure Oracle Enterprise SBC as an external Trunk on the PureCloud Portal.
Detailed steps to configure the external trunk can be found here-

https://help.mypurecloud.com/articles/create-a-byoc-cloud-trunk/

To configure the external Trunk Navigate to

Admin> Telephony>Trunks> External Trunks > Create New.

4.1.1 Create a new External Trunk

Type: BYOC Carrier Trunk

Protocol: UDP (TCP and TLS are also available)

4.1.2 Set Inbound SIP Termination ldentifier

Inbound SIP Termination Identifier — is the DNS Name we will configure on the Oracle SBC and will be used to
route calls towards PureCloud. In this particular example, “OracleSBCPureCloudTesting” will generate the
FQDN - OracleSBCPureCloudTesting.byoc.usw2.pure.cloud as shown in the example.

Telepheny |/ Trunks / External Trunks /| Edit External Trunk
Topology External Trunk Name
X Status Operational
» OracleSclutionsLabBYOCSBC
Mesries Type @ Generic BYOC Carrier
Trunks Metrics
Inbound Calls 0

Stes Outbound Calls 0

s QoS Mismatches I 0
Edge Groups
Edges

Trunk State @ Protocol @
Phone Managemant
- service () upp -
Certificate Authorities
DID Numbers Inbound / Termination
Inbound SIP Termination Identifier @ 2 Inbound SIP Termination Header @
Extensions
OracleSBCPureCloudTesting
DNIS Replacement Routing @
Disabled
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4.1.3 Set Outbound SIP Servers or Proxies
Outbound SIP Termination FQDN is the Public FQDN of the Oracle SBC.

|Topology
Inbound Request-URI Reference
Matrics
FOQDN Method INVITE sip-+ooooooocoa@OracleSBCPureCloudTesting. byoc usw?2 pure cloud
[Trunks TGRP Method @ INVITE sip-+xaxxococco;tgrp=OracleSBCPureCloudTesting;trunk-
conmtext=byoc.usw?2 pure.cloud@|b01.byoc.usw2.pure.cloud
Sites
Edge Groups Outbound
Outbound SIP Termination FODN @ 2
Edges

solutionslab.cgbubedford com
Fhone Management
Outbound SIP TGRP Attribute @ TGRP Context-ID @
Certificate Authorities

DID Mumbers Outbound SIP DNIS @

Extensions

Outbound Request-UR| Reference

INVITE sip-+xoocoooxx@solutionslab.cgbubedford.com

4.1.4 Set Calling Address

The Calling Address is the default number used as an outbound ANI when a call is placed on the Trunk.In case
a user has assigned the optionally DID that number can be used in place of the default number.

Calling
Address @ T Address Override Method @

19720132636 Always -
Trunks

Hame @ Mame Override Method ©

Always -

SIP Access Control ©

Allow the Following Addresses @

=]

m

]

m

External Trunk Configuration Expand A Collapss o
¥ Genefal
b Transport
» Identity
B Media
¥ Protocol

¥ Diagnastics




4.1.5 Set SIP Access Control
Whitelist the Oracle SBC IP addresses under the SIP Access Control. (DNS name not supported)

Show Password

Miios calling
Address g T Address Overnide Methad @
Trunks
+14152302042 Always
ned
Hame @ 2 Hame Override Method @
OracleSolutionsLab8YOCSBCTest Always

SIP Access Control @

hone Management Allow the Following Addresses @

| L2}

== L]

External Trunk Configuration Expand A Callapse &

4.1.6 Enable E.164 format

By default calls sent out of trunks do not include the “+” prefix, to enable E.164 number formatting disable
omitting the “+”. The settings can be found in the external trunk configuration, under the Identity Section. This
setting is available for both inbound and outbound calls.

Address Digits Length @ Address Omit + Prefix@ O
0 Disabled

4.2 Site Configuration.

A site is a list of rules for routing calls. Objects such as phones associated with a site share the same rules.
When a user makes a call from a phone, the system looks up the site and the call type in order to route the call
to the best outbound phone line, or endpoint. Phones that are associated with a site are usually located in the
same general area and have the same general purpose. A site is used to link trunk with Pure Cloud Edge(s).

Detailed steps to configure the Site can be found here-

https://help.mypurecloud.com/articles/create-site-genesys-cloud-voice/

4.2.1 Create a New Site
To Create a site, Navigate to Admin>Telephony>Sites> Create New.

Type a name into the Site Name box.
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From the Location list, select a location for your site.
From the Time Zone list, select your time zone.
Under Media Model, select Cloud.

Click Create Site.

Telephony / Sites / Edit Site

_ General Mumber Plans Outbound Routes Simulate Call
‘opalogy
Metrica Site Name
OracleSolutionslabSBCBYOC
Trunks
Description
Sites
Edge Groups
Location
Edges &  Twilio Headgquarters
Phone Management
Certificate Authorities -
Media @
DID Mumbers Geo-Lookup TURN @

Extensions A~ _.

Automatic Updates @
Recurrence Type

Daily

Default Site @ Make this Site my default Site
Type B Branch Site

Media Model & Cloud

Phones 1

2 Restart all phones assigned to this Site
Edge Group PureCloud Voice - AWS @

Topology Diagram & Show Topology

Time Zene

America/Los_Angeles (-07-00)

4.2.2 Number Plans & Classifications

PureCloud provides a set of default number plans that work for most users. We can modify this numbering Plan
as per our specific need. We have created a new Numbering Plan “BYOC” where we will define the Numbers
that take the route associated with this trunk. You can assign specific numbers, a range or numbers or even

use Regex for routing.
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' 4 . Ieile. . o
Telephony / Sites / Edit Site
Topology )
General Number Plans Outbound Routes Simulate Call
Metrica
@ Number Plans are evaluated frem top to bettom. Order can be changed by dragging and dropping number plans.
Trunks
+ MNew Number Plan [ Delete Number Plan
Sites Number Plan Name
BYOC
Edge Groups
1 Emergency
Match Type
Edges
1 Extension [ E.164 Number List }
Phone banagement
1 National " Q ]
Certificate Authorities _ Digit Length
1 International
E.164 Number List
DID Numbers 1 Network Imter-Country
Imtra-Country
Extensions
Number List
Regular Expression
+1203-871-0043 = +1203-871-0043 »®
+1781-443-7247 = +1781-443-7247 »
+1 888-236-2427 —  +1888-236-2427 »

4.2.3 Configure outbound route

The Outbound route binds the numbering plans with the trunk. The classification created in numbering plan
should be assigned to the Outbound Route associated with the external trunk.

Telephony / Sites / Edit Site
Topology .
General Number Plans Outbound Routes Simulate Call
Metrica

4+ MNew Qutbound Route [ Delete Outbound Route
Trunks

_ Outbound Route Name Distribution Pattern
Default und Route - "
Sites Default Outbound Route ® Sequential O Random

External Trunks @

Edge Groups Description
OracleSolutionsLabBYOCSEC 15}
Edges
Phone Management
Certificate Authorities
Classifications Select External Trunks -
DID Mumbers Emergency %  Mational % International
Network s BYOC %
Extensions

Save Outbound Routes Cancel

4.2.4 Simulate call
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Genesys PureCloud provides a neat feature to test and validate the routing of calls for troubleshooting
purpose. Below is an example for a call to BYOC type number classification on this Site. Success
indicates a successful routing response.

Telephony | Sites / Edit Site

Topology

General Number Plans Outbound Routes Simulate Call
Metrics
@ Simulate call will use settings from the *General”, "Number Plans", and "Outbound Routes” tabs. You do not need to save before simulating a call. This allows
Trunks you to test before applying the changes.

. +12038710043 B Simulate Call
Sites

Edge Groups

Normalized Number @ tel:+12038710043
Edges

Number Plan @ BYOC
Fhone Management

Classification @ BYOC
Certificate Authories Outbound Route @ Default Outbound Route
DID Mumbers External Trunks @

OracleSolutionsLabBYOCSEC This Trunk is operational on all of the associated Edge imterfaces.

Extensions
Preferred Edges @

Additional Edges
virtual-edge-i-0561cfbbc881e3384 - Port 1 (WAN)  (PureCloud Voice - AWS)
virtual-edge--0290074b4eb1c255a - Port 1 (WAN)  (PureCloud Voice - AWS)

[bLog

4.3 DID Assignment

4.3.1 Create DID Range
To create a New DID Range or Number Navigate to Admin.> Telephony > DID Numbers> Create Range
.Provide the DID range and Service Provider name and Click Save

We hope you are enjoying Genesys Cloud (0 days remain in your free trial)

Telephony / DID Numbers

1781-443-7266 — +1781-443-7266 byoc

o

_ DID Assignments DID Ranges
opology
Merica © Creste Range Create Range
Trunks. O  oiRange Service Provider Comments m DID Start
- - 7

s [ +1203-871-0043 — +1203-871-0043 Twilio PureclougtoTwilioviaOracleSBC S +12038710043

O  +14152302042 — +1 415230-2042 Twilio Ecosystem Testing DID End
Edge Groups

- 787

O  +14153267696 — +14153267696 e
Edges

[0 +14158959907 — +1 4158959307 Twilio Service Provider
Phone Management p——

[ +14159093170 — +14159093170 Twilio
Centificate Authorities

[0  +16024289752 — +1 6024269752 Twilio Chunder 2 Comments
DID Numbers 0 16028337410 — +1 ED2.883.7410 Twilio Chunder 1 PurecloudtoTwilioviaOracleSBC
Extensians O  +1781-3131033 — +1781-3131033 byoc

O

O

1 928-275-4426 — +1928-275-4426 Twilio Andi Dev?

+,

1-100f10 DID Ranges Cancel

4.3.2 Assign DID to User.
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On users’ profile field, one of the DID can be assigned to PureCloud User as Other Number. The Oracle SBC is
configured to send calls from external world to this DID number which will terminate to the user on PureCloud.

@ OracleSoluticnslab

Email Work
Personal

Other

Phone Work

cell

. . .

Home

Other

- (781) 349-6949 ext. :-

Links External System

5. Configuring the SBC

This chapter provides systematic guidance on how to configure Oracle SBC for Genesys PureCloud and Twilio
Elastic SIP Trunking.

5.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software — this software with the configuration listed below
can run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6300
e AP 6350
e VME

6. New SBC configuration
If the customer is looking to setup a new SBC from scratch, please follow the section below.
6.1. Establishing a serial connection to the SBC
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Note: The below method is applicable to the SBCs running on Hardware Platforms. For VME and Cloud SBCs
the method of configuration will be different to as shown below. Follow the appropriate documentation or
contact your Oracle representative for details about how to configure the VME and Cloud SBC platforms.

Connect one end of a straight-through Ethernet cable to the front console port (which is active by default) on
the SBC and the other end to console adapter that ships with the SBC, connect the console adapter (a DB-9
adapter) to the DB-9 port on a workstation, running a terminal emulator application such as Putty. Start the
terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.
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Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Navigate to Configure terminal->bootparam.

NN4600-13¢ figure) #

Note: There is no management IP configured by default.
Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal
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Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

The SBC comes up after reboot and is now ready for configuration.
Navigate to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.
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6.2. Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the URL http://<SBC_MGMT_IP>.

Signin to E-SBC

Enter your detafls below

ORACLE Username
Enterprise Session Border Controller l
Password e
Required
The username and password is the same as that of CLI.
Dashboard QG
Highest task CPU usage e Current memory usage . Historical memory usage

Values

Alarms

Severity Description
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£ Wizards v £} Commands

KGRI Configuration Objects

security >

session-router > hare
access-control

system >
account-config
authentication-profile
certificate-record
class-policy
codec-policy
filter-config
fraud-protection
host-route
hitp-client
http-server

Displaying 1- 11 of 42
Show All

Configuration

Verify

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting
Configure authentication profile

Create, generate, and import a certificate
Configure classification profile policies

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an HTTP client

Configure an HTTP server

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webgui/esbc_scz840 webgui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from the Objects

tab available.

6.3. Configure system-config

Navigate to system->system-config
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ORACLE Enterprise Session Border Controller

Dashboard
L3 wizards « £} Commands w
~

http-client Modify System Config
http-server

Hostname OracleSBC|
network-interface

Description
ntp-config
phy-interface
redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config

Acp TLS Profile =
trap-receiver

v OK Delete
Show All

admi

Configuration Monitor and Trace Widgets Sy

Verify

Show Configural

Please enter the default gateway value in the system config page.

ORACLG Enterprise Session Border Controller

Dashboard
5 Wizards v {3} Commands +
A
http-client Modify System Config
hitp-server uisplaying U - U oru
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart W7 enable
redundancy-config

Telnet Timeout o ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0..65535 )
spl-config HTTP Timeout 5 (Range: 0..20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
N OK Delete
Show All

Configuration Monitor and Trace Widgets

Verify Discarc

Show Configu

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/releasenotes/eshc _scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.

6.4. Configure Physical Interface values

To configure physical Interface values, Navigate to System->phy-interface.

Here we have configured, Network-interface M0O for Twilio Elastic Sip Trunk and M10 for PureCloud.

19|Page


https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/releasenotes/esbc_scz840_releasenotes.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/releasenotes/esbc_scz840_releasenotes.pdf

Parameter Name Twilio Elastic Sip Trunk PureCloud (M10)
(M00)

Slot 0 0

Port 0 1

Operation Mode Media Media

Please configure MOO interface as below.

OIR/ALLE Enterprise Session Border Controller

Dashboard ENIETEIMM  Monitor and Trace

{fWizards v £} Commands v Save Verify
A
host-route Add Phy Interface
http-client
Name MO0
http-server
Operation Type Media v
network-interface
Port 0 (Range: 0.5)
ntp-config
Slot 0 (Range: 0.2)
phy-interface Virtual Mac
redundancy-confi i
y-config Admin State v enable
snmp-community Auto Negotiation 7| enable
spl-config Duplex Mode FULL v
system-config Speed 100 v
trap-receiver
Y 0K Back

Please configure M10 interface as below
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Dashboard Configuration Monitor and Trace

45 wizards v 4§ Commands v
A
session-router »
system v
fraud-protection
host-route
http-client
http-server

network-interface

ntp-config

phy-interface

redundancy-config

snmp-community

Show All

Add Phy Interface

Name

Operation Type

Port
Slot

Virtual Mac

Admin State

Auto Negotiation

Duplex Mode

Speed

M10

Media v

0 (Range:0.5)

1 (Range:0..2)

+ enable

| enable

FULL v

100 v

0K Back

Save Verify

6.5. Configure Network Interface values

To configure network-interface, Navigate to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.

Note: The provided network IP addresses are given for example purpose only. In the real world scenario
We cannot same networks on two network-interfaces hence make sure you use a different IP range for
each Network-interface.

Parameter Name Twilio Network interface PureCloud Network
interface

Name MO0 M10

Host Name customers,telechat.o- solutionslab.cgbubedford.com
test06161977 .com

IP address H H

MNetmask 255255255192 255.255.255.192

Gateway [

dns-ip-primary 8.8.8.8 8888

dns-ip-backup1 8884 8884

dns-domain customers_telechat o- solutionslab_cgbubedford.com
test06161977_com

Please configure network interface M0O as below
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ORACLE Enterprise Sesslon Border Controller v 2

Dashiboard Condiguration Mondion and Trace Widpets

£ Waards = {3 Commands Werity
-
host route Add Metwork Interface
hiip-chend
Hame A0 —
hilp-Serve
Sl Port i o | Raargge: 04095 )
netwar-inler bace
Dessaaiplion
nip-config
phyinteriace
redundancy-conlig
HoHT custamerstelechat.o- testaIEIT Toor
SPETR- COM MUy
W Address [F—
spll-gonig
Pri Lty Adds | —
wslem-contig
S Uity Addr
irap-tecetver
o 0K Back
Show Al

Similarly, configure network interface M10 as below

Configuration ~ wewconhguanen Q)
MetiE-manager »
Modify Metwork Interface
S&curity [
Maimie M0
session-router 3 . -
Subi Port i .
systam . o { Range: 0.4095 )
Description
fraud-protection
host-route
hitp-client Hostnams solL OnElab e ghU Derard com
hitp-server IP Addness [
network-interface Pri Utility Addr
nip-config Sec Utility Addr
phy-interface Hetmask 255.355.255.192
redundsncy-2onfig Gaty [
e 4 Gw Heartbeat
spl-config - -
Show Al o

6.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to one.
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Navigate to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller 1
Configuration Monitor and Trace ~ Widgets
£ Wizards v £} Commands ¥ Verify
media-manager v . .
Modify Media Manager
codec-policy
State
media-manager v enable
Flow Time Limit -
media-policy 86400 (Range: 04294967295 )
Initial Guard Timer 300 (Range: 04294967295 )
realm-config
Subsq Guard Timer 300 (Range: 04294967295 )
steering-pool -
&R TCP Flow Time Limit 86400 (Range: 04294967295
security » TCP Initial Guard Timer 300 (Range: 04294967295
session-router > TCP Subsq Guard Timer 300 ( Range: 04294967295 )
Hnt Ricp
system » enable
Algd Log Level NOTICE v
Mbcd Log Level NOTICE v
Delete
Show All

ORACLE Enterprise Session Border Controller

Dashboard JEENIEVEIIN Monitor and Trace  Widgets

£} Wizards w £} Commands v Save Verify
" ~
media-manager v . .
Modify Media Manager
codec-policy o Yo oy
7 Media Policing  enable
media-manager
) Max Arp Rate 10 (Range: 0.100)
media-policy
Max Signaling Packets 0 ( Range: 04294967295 )
realm-config S
Max Untrusted Signaling 1 (Range:0.100) ===
steering-pool Min Untrusted Signaling 7 (Range: 0.100) <=
security > Tolerance Window 30 (Range: 0.4294967295)
Untrusted Drop Threshold -
session-router » r 0 (Range:0.100)
Trusted Drop Threshold 0 (Range:0.100)
system v
Acl Monitor Window 30 (Range:5.3600)
fraud-protection
Trap On Demote To Deny enable
host-route
N oK Delete
Show All

6.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the three realms used in this configuration:
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Identifier TwilioSipTrunk GenesysCloud
Network Interface MO0 M10
Mm in realm Y 19|
Media Sec policy sdespolicy RTP
Access Control Trust High High
Level
[onfiguration | wewconfiguraton = Q)
media-manager L4 R -
Modify Realm Config
codec-policy
media-manager Identifier TwilioSipTrunk
media-palicy Description
realm-config
steering-pool Addr Prefix G
security » Metwork Interfaces
MOD:0.4 X
session-router »
Media Realm List
system >
Mm In Realm
W enable

ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace

£ Wizards v £ Commands v
d 2
media-manager v .
Add Realm Config
codec-policy
Out Translationid
media-manager
In Manipulationid
media-policy
Qut Manipulationid
realm-config
Average Rate Limit
steering-pocl Access Control Trust Level
security d Invalid Signal Threshold
session-router > Maximum Signal Threshold
system v Untrusted Signal Threshold
Nat Trust Threshold
fraud-protection
R FCondnninde Mo Mot
hnctrniite v oK

Show All

high

Back

( Range: 0..4294967295 )

= ——— |

( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )

( Range: 0..65535 )

Save

Verify

Create another realm for Genesys PureCloud —
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Configuration | wviewconfiguration = Q

mediz-manager - R .
Modify Realm Config
codec-policy
Identifier
media-manager GenesysCloud
Description
media-policy
realm-config
steering-pool Addr Prefix 0.0.00
security > Network Interfaces
MI10:0.4 X
session-router >
Media Realm List
system »

Mm In Realm

enable

ORACLE Enterprise Session Border Controller

Dashboard QEEINENEILLEE Monitor and Trace

a- Wizards -& Commands v Save Verify
d 8
media-manager v .
Add Realm Config
codec-policy
Out Translationid v

media-manager
In Manipulationid

v
media-policy
Out Manipulationid =
realm-config
Average Rate Limit 0 ( Range: 04294967295 )
steering-pool Access Control Trust Level hich ————————
g v
security 3 s
Invalid Signal Threshold 0 ( Range: 04294967295 )
session-router > Maximum Signal Threshold 0 ( Range: 04294967295 )
system v Untrusted Signal Threshold 0 ( Range: 0.4294967295 )
Nat Trust Threshold -
fraud-protection 0 (Range: 0.65555)
e Fndninte Nar Mk
hnct_rante N7 oK Back

Show All

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-
controller/8.4.0/security/sbc_scz840 security.pdf

6.8. Configuring a certificate for SBC
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This section describes how to configure the SBC for TLS and SRTP communication for Twilio Elastic SIP
Trunking.Twilio Elastic SIP Trunking allows TLS connections from SBC'’s for SIP traffic, and SRTP for media
traffic. It requires a certificate signed by one of the trusted Certificate Authorities.

The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC, which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

e SBC - 1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

Step 1 — Creating the certificate record
Twilio Elastic SIP Trunking uses certificates from a CA (Certificate Authority) for establishing the TLS
connections from SBC’s for SIP traffic, and SRTP for media traffic. It is important that you add the following root

certificate to establish TLS connection from the link given below:

https://www.twilio.com/docs/sip-trunking#rootCA

/I X /AN LS ENTerprise Session soraer Lontrolier

Dashboard Configuration Monitor and Trace

£ wizards v 4%+ Commands o ety
media-manager > ) o
Modify Certificate Record
security v
Name
authentication-profile TwilioRootCACertChain
Country
certificate-record us
State
tls-global MA
Locality
tls-profile Burlington
_ Organization T
session-router >
unit Solutions
system >

Common Name Chain CA Cert

Key Size 2048 v

Alternate Name

OK Back
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Dashboard Configuration Monitor and Trace

£+ Wizards v 42+ Commands Save Verify
media-manager > . .
Modify Certificate Record
security v )
Key Size 2048 v
authentication-profile
Alternate Name
certificate-record
Trusted | enable
tls-global ke U List
Yy Usage s digitalSignature X
tls-profile
P keyEncipherment
session-router > Extended Key Usage List IR
serverAu
system >
Key Algor = =
Digest Algor sha256 =
Ecdsa Key Size p256 .
OK Back
Show All

The table below specifies the parameters required for certificate configuration. Modify the configuration
according to the certificates in your environment.

Common Name DigiCert SHA2 DigiCert Global
Secure Server CA Root CA
Key Size 2048 2048
Key-Usage-List digitalSignature digitalSignature
keyEncipherment keyEncipherment
Extended Key Usage serverAuth serverAuth
List
Key algor rsa rsa
Digest-algor Sha256 Sha256

Step 2 — Generating a certificate signing request

(Only required for the SBC’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

e Select the certificate and generate certificate on clicking the “Generate” command.
o Please copy/paste the text that is printed on the screen as shown below and upload to
your CA server for signature.
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Generate certificate response X

Copy the following information and send to a CA authority

--—--BEGIN CERTIFICATE REQUEST----- -
MIICVTCCAaUCAQAWRTELMAKGATUEBhMCVVMxCzAJBgNVBAgTAK1BMR

MwEQYDVQQH
EwpCdXJsaW5ndGOuMRQWEgYDVQQKEwtFbmdpbmVicmluZzCCASIwDQY

JKoZlhveN
AQEBBQADggEPADCCAQo0CggEBALzZMGSYrclE8r+f2nK1zIMcTJaLVdh+1WR

+vWmKnn
/nvifp7sKsUVFKXO0bAjZUSSASEpdHfYLCO9G7jMz7dKJOSUC0q6GkcFBKtvhBIf

huU
JsOvaSc3UMIc+jqy9G+2Fsd44mY/KMxPFQNMXECgT7RAyhKLj0zoxqi6dQ5zb [
yHg

HGJ2dAPkXgmwBwc2zx101bawk9W/sk202gKWI5B6rOw2ICblVyekn7SUEPB

C3IPM
43NP43mvNQWDbFffc3o0CAzdqgWxvDzhQbvhu76nGJPNnCGgxJoHR7dTD6GX
WTVRLE1
gNFOWdLWEhOORCKtAItTNeV4KdcGeYrYZIkvJZIHHpT/7TmkCAWEAAaAzZMD

EGCSqG

v

| Close

e Also, note that a save/activate is required

Step 3 — Deploy SBC & root certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the

SBC. Once done, issue save/activate from the WebGUI

Import certificate x
Format: Itry-all Iv (V)
] Import method: (@ Fjle () paste
_J Certificate file: ‘ Browse...

Cancel

reaim-contig [ 1alari

Repeat these steps to import all the root and intermediate CA certificates into the SBC:
At this stage, all the required certificates have been imported to the SBC for Twilio Elastic SIP
Trunk.
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6.9. TLS-Profile

A TLS profile configuration on the SBC allows specific certificates to be assigned.
Navigate to security-> TLS-profile config element and configure the tls-profile as shown below

The below is the TLS profile configured for the Twilio Elastic SIP Trunk :

media-manager b ) )
Modify TLS Profile
securty v
Name
authentication-profile TLSProfilg
End Entity Certificate Enterprise .

certificate-record
Trusted Ca Certificates

tis-glabal DigiCertinter
DlgiCertRoot %
ts-profile
Cipher List
sesslon-router > DEFAULT
s
system > Verify Depth o {Range: 0.10)

Mutual Authenticate

TLS Version

Options
Cert Status Check
enable

Cert Status Profile List

lgnore Dead Responder ~
enable

Allow Self Signed Cert =nable

6.10. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

Please Configure sip-interface for the Twilio Elastic SIP Trunk as below:

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.
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Configuration  wewcontguanen O}

sccount-canig Modify SIP Interface
filter-config

State 3
Idap-contig w cnable

Faslm 10 Tlie SR Trunk -
ocal-palicy

Desscription
ocal-routing-config
michs-profile
session-apent SIP Ports.
session. group (i

Action  Select  Address Port Transport Protocol TLS Profile Al ANOTYTIOUS by
session-necording-group
E——— 506 s Trilo #

sexsion-recording-server

session-iranslation

sip-coniig

sip-feature

| sip-inierface

Similarly, Configure sip-interface for the PureCloud as below:

Configuration  wewCeongueson O i
e Modify SIP Interface Show
Her.config
State —
dasp-corifig o erabis
Rein B GeresysCloud -
ocal-po GeresysCiou
Daicriffics
otk ronfang-conhg
S Pors
eition- groug ]
Adtion  Seedt  Addeil Part Teardgeaort Protocel TLS Profle Alrw ASOryTHOuE Mt Horrg Addry.
LI reg O P 14
S 508 & b
£TION-reC of - e
ession-translatic [———— 5040 T ngents-oriy
o-config
P feature
sip-inierface

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

6.11. Configure session-agent
Session-agents are config elements, which are trusted agents who can send/receive traffic from the SBC

with direct access to trusted data path. Session-agents are config elements which are trusted agents who
can send/receive traffic from the SBC with direct access to trusted data path.
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Navigate to session-router->Session-Agent and Configure the session-agents for the Twilio Elastic SIP
Trunk

Host name to “oracle.pstn.twilio.com”**, port to 5061
- realm-id — needs to match the realm created for the Twilio Elastic SIP Trunk
- transport set to “staticTLS”

*NOTE: Connection to Twilio Elastic SIP Trunking is available in multiple geographic edge locations. If
you wish to manually connect to a specific geographic edge location that is closest to the location of your
communications infrastructure, you may do so by pointing your communications infrastructure to any of
the following localized Termination SIP URIs:

e {example}.pstn.ashburn.twilio.com (North America Virginia)
{example}.pstn.umatilla.twilio.com (North America Oregon)
{example}.pstn.dublin.twilio.com (Europe Ireland)
{example}.pstn.frankfurt.twilio.com (Europe Frankfurt)

e {example}.pstn.singapore.twilio.com (Asia Pacific Singapore)

e {example}.pstn.tokyo.twilio.com (Asia Pacific Tokyo)

¢ {example}.pstn.sao-paulo.twilio.com (South America S&o Paulo)
e {example}.pstn.sydney.twilio.com (Asia Pacific Sydney)

Click here for more information on Twilio Elastic SIP Trunking IP Address

Similarly, configure the session-agents for the PureCloud:

Configuration  viewconfiguaton Q)
mediz-manager »
Modify Session Agent
security »
Hostname

. 2 cleSBCPureC! e A OC.US)
session-router - OracleSBCPureCloudTesting. byoc.usw

IP Address
access-control

sccount-confi e 5060 (Range: 0102565535 )
State
enzble
filter-config V| Ena
X App Protocol 5T .
Idap-config
App Type .
local-policy
Transport Method uoe .

local-routing-config
Realm ID GenesysCloud v
media-profile
Egress Realm ID
session-agent
Description
session-group

session-recording-group

session-recording-server Match Identifier

sessinn-translatinn

Show All Back

6.12. Configure local-policy

Local policy config allows the SBC to route calls from one end of the network to the other based on routing
criteria. To configure local-policy, Navigate to Session-Router->local-policy.
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To route the calls from PureCloud to Twilo Sip Trunk, Use the below local —policy

Configuration | View Configuration @ venty | [
media-manager > = x
Modify Local Policy
security >
From Address
session-router v X
access-control To Address =
account-config SoinceRaaln
GenesysCloud X
filter-config
Description
1dap-config
local-policy
local-routing-config State | enable
media-profile Policy Priceity none -
session-agent Policy Attributes
session-group &
Action Select Next Hop Realm Action Terminate Recursi...  Cost State App Protocol Lookup Next Key
session-recording-group
oracle.pstntwilioc...  TwilioSipTrunk none disabled o] enabled single
session-recording-server
A -
session-translation
P Back
To route the calls from the Twilio Elastic SIP Trunk to PureCloud, Use the below local —policy
Configuration = wview Configuration @ verify B
media-manager - ! '
Madify Local Policy
security >
From Address
session-router v "X
sccess-control To Address cy
sccount-config Source Realm
TwilioSipTrunk X
filter-config
Description
Idap-config
local-palicy
local-routing-config State W ensble
media-profile Palicy Priority none -
session-agent Policy Attributes
session-group &
Action  Select NextHop Realm Action Terminate Recursi...  Cost State App Protocol Lookup MNext Key
session-recording-group
OracleSBCPureClo..  GenesysCloud none disabled o enzbled single
session-recording-server
sessian-translation M
Show Al Back

6.13. Configure steering-pool

Steering-pool config allows configuration to assign IP address(s), ports & a realm.

PureCloud Steering pool.
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ORACLE Enterprise Session Border Controller

NN4600-T39  W0I3819M.159

Configuration
media-manager
codec-palicy
meda-manager
media.palicy

realm-config

view Conbguration O,

SCZ8.4.0 Patch 5 (Build 352)

Modify Steering Pool

IP Adidress

Start Port
End Port

Realm 1D

20000
40000

GenssysCloud

{ Range: 0,165535 )

( Range: 0145535 )

steering-pool
Network Interface
-
Sacurity 3
SesEon-router -

Twilio steering pool.

ORACLE Enterprise Session Border Controller

NN4600-139 10138194139 SCZ8.4.0 Patch 5 (Bulld 552)

Configuration = vewconfguanen  Q

media-manager . -
Modify Steering Pool
dec-pobicy
wAdders |[———]
media-manaper
2 . Start Port 10000 ( Range: 0,.65535 )
media-policy
End Port 0999 (Range: 0165535 )
realm-config
Realm ID TwilioSipTrunk v

steering-pool
Network interface

6.14. Enable OPTIONS Ping response.

To simplify the ORACLE SBC sip manipulation, from GA Release SCZ830m1p7, there is a new
parameter introduced under the Session agent configuration element.

The parameter name is Ping response.
Ping Response:

When this parameter is enabled, the SBC responds with a 200 OK to all Sip Options Pings it receives from
trusted agents. This takes the place of the current Sip Manipulation, RepondOptions.
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ORACLE Enterprise Session Border Controller

Dashboard QEEIENENM Monitorand Trace  Widgets

£ wizards v £} Commands v Save Verify Discard
ey .
i H Show Confi
Idap-contig Modify Session Agent
local-palicy
Hostname oracle.pstn.twilio.com
local-routing-confi
& € IP Address
media-profile
Port 5061 (Range: 0]1025.65535)

session-agent State | enable
session-group App Protocol Sip v
session-recording-group App Type

v
session-recording-server Transport Method StaticTLS S
session-translation Realm ID TwilioRealm o
sip-config Foracc Realm IN

v
0K Back
Show All

ORACLE e prise Session Border Controller

Dashboard JE€INEIIGIOIEN Monitorand Trace  Widgets

£} Wizards £} Commands v Save Verify Discard Se
nier-conng o V
) Modify Session Agent Show Configuratior
Idap-config
focal-policy Out Translationid "

local-routing-config Trust Me
enable

media-profile Local Response Map

session-agent Ping Response

VEEE i

session-group In Manipulationid

session-recording-group

Out Manipulationid v
session-recording-server Manipulation String
session-translation Manipulation Pattern
sip-config Trunk Group
sip-feature
Max Register Sustain Rate 0 ( Range: 0.999999999 )

sip-interface

oK Back
Show All
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6.15. Configure sdes profile

Please Navigate to > Security > Media Security >sdes profile and create the policy as below.

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace ~ Widgets

£} wizards v £} Commands v Save Verify
certificate-record x
Add Sdes Profile
factory-accounts
ke » Name SDES
Crypto List
ipsec » P AES_CM_128_HMAC_SHA1 80 X
local-accounts AES_CM_128_HMAC_SHA1 32 X
media-security v Siip Auth +| enable
Srtp Encrypt
dtls-srip-profile ttp Encryp! + enable
SrTCP Encrypt
media-sec-policy e +| enable
Mki
sdes-profile enable
ess Offer Format :
sipura-profile Eer same-as-ingress v
Use Ingress Session Params
password-policy
- v 0K Back
Show All c

6.16. Configure Media Security Profile

Please Navigate to > Security > Media Security >media Sec policy and create the policy as below:
Create Media Sec policy with name SDES, which will have the sdes profile, created above.
Assign this media policy to Twilio Realm as it use TLS/SRTP.

ORACLG Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£ Wizards v {3 Commands v Verify

certificate-record =
Add Media Sec Policy

factory-accounts

ike » Name SDES
ipsec » Pass Through enable
local-accounts Options
media-security v
4 Inbound
ditls-srip-profile Profile SDES v
media-sec-policy Mode srtp v
Protocol
sdes-profile —— M
Hide Egress Media Update enable
sipura-profile
password-policy 4 Outbound
A2 OK Back

Show All (;I
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Similarly, Create Media Sec policy with name RTP to convert srtp to rtp for the PureCloud, which will use
only TCP/UDP as transport protocol. Assign this media policy to the GenesysCloud Realm.

Wizards {3} commands w
admin-security > Modify Media Sec Policy
auth-params
Name RTP
authentication
Pass Through enable
ena
authentication-profile .
Options
cert-status-profile
certificate-record 4 Inbound
Profile -
factory-accounts
Mode rtp .
e " Protocol none v
ipsec » Hide Egress Media Update enable
able
local-accounts
4 Outbound
medig-security - Profile
v
ditls-srip-profile Mode
rtp v
| media-sec-policy
i 0 Back
Show Al C

6.17 Access Control

To enhance the security of your Oracle Session Border Controller, we recommend configuration access
controls to limit traffic to only trusted IP addresses on all public facing interfaces

GUI Path: session-router/access-control

Please use the example below to configure access controls in your environment for both PureCloud IP’s, as
well as SIP Trunk IP’s (if applicable).

The PureCloud DNS Name - OracleSBCPureCloudTesting.byoc.usw2.pure.cloud resolves to the below IPs.
34.211.206.63
54.244.22.120
52.33.193.56
52.32.193.99

Configure access-control for each IP PureCloud IP Address as shown in the below example.
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$101777
WAL ’

I} wWizards {a. Commands
G EREREE . - .
Modify Access Contral
codec-policy
Reesm 1D P———
media-manager m GenesysCloud -
Description
miedia-poloy
realm-config
steen .'a-:ﬂ::
e Ao 34.211.206.63
security
Pestimatian Agdress —
suthentication-prafile
Application Pratocol =
certificate.record
Transport Protocol AL .
ths- global
ALCESS permit -
tis-profile
Awerage Rate Limit ] { Range: 04204047295 )
Session-router - Truest Lewvel high
BCCESS-COnNtrol Milirderissen D st Aottt
it oo = 0% Back
Show All |

Notice the trust level on this ACL is set to high. When the trust level on an ACL is set to the same value of as
the access control trust level of its associated realm, this create an implicit deny, so only traffic from IP
addresses configured as ACL’s with the same trust level will be allowed to send traffic to the SBC. For more
information about trust level on ACL’s and Realms, please see the SBC Security Guide, Page 3-10.

7. Twilio Elastic SIP Trunking Configuration

From your Twilio Console, navigate to the Elastic SIP Trunking area (or click on the GI‘P icon on the left
vertical navigation bar).

SUPER NETWORK

# Phone Numbers I
(s Elastic SIP Trunking X

7.1. Create an IP-ACL rule

Click on Authentication in the left navigation, and then click on IP_Access Control Lists.
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B>

Elastic SIP
Trunking

SIP

Dashboard
Trunks

Authentication

IP_ Access Control
Lists

® <& H=

Credential Lists

Create a new IP-ACL, for example call it "Oracle" and add your SBCs IP addresses.

Oracle

Properties

FRIENDLY QOracle
NAME

IP-ACL sID Al

ASSOCIATED Qi
SIP TRUNKS

ASS0CIATED —
SIP DOMAINS

IP Address Ranges

IP Access Control Lists may have up to 100 IP addresses.

o IP ADDRESS RANGE FRIENDLY NAME

155.212.214.102 / 32
155.212.214.102 - 155.212.214.102 155.212.214.102 X

7.2. Create a new Trunk

For each geographical region desired (e.g., North America, Europe), create a new Elastic SIP Trunk.

Now click on T FLIN k5 again on the left vertical navigation bar, and create a new Trunk.
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Create A New SIP Trunk

Name your new SIP Trunk, then configure it in the following steps.

FRIENDLY NAME

Under the General Settings, you can enable different features as desired.

Features

To learn more about SIP Trunking features, please see our user documentation. [2

Call Recording (i)

Calls will be recorded.

Call Recording

‘ Record from ringing ~

Recording Trim

Silence will not be trimmed from recording

Secure Trunking(®
TLS must be used to encrypt SIP messages on port 5061, and SRTP must be used to encrypt the media
packets. Any non-encrypted calls will be rejected
Call Transfer (SIP REFER) (D)
Twilio will consume an incoming SIP REFER from your communications infrastructure and create an INVITE
Enable

message to the address in the Refer-To header

[] Enable PSTN Transfer (@)
Allow Call Transfers to the PSTN via your Trunk.

Symmetric RTP ()

Twilio will detect where the remote RTP stream is coming from and start sending RTP to that destination
instead of the one negotiated in the SDP

» Additional Features

In the Termination section, select a Termination SIP URI.
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Termination URI

Configure a SIP Domain Name to uniquely identify your Termination SIP URI for this Trunk. This URI will be used by your
communications infrastructure to direct SIP traffic towards Twilio. Be sure to select a localized SIP URI to ensure your traffic takes
the lowest latency path. If a localized version isn't selected, then your traffic will be sent to US1. Learn more about Termination

Settings =

TERMINATION SIP URI

oracle

Show Localized URIs

pstn.twilio.com

Click on "Show localized URI
configure your Trunk.

1A

s”, copy, and paste this information, as you will use this on your SBC to

NORTH AMERICA VIRGINIA

NORTH AMERICA OREGON

EUROPE DUBLIN

EUROPE FRANKFURT

SOUTH AMERICA 5A0
PAULD

ASlA PACIFIC SINGAPORE

ASIA PACIFIC TOKYO

ASIA PACIFIC SYDNEY

oracle_pstn.ashburn.twilio.com

oracle_pstn.umatilla.twilio.com

oracle pstn.dublin.twilio.com

oracle pstn.frankfurt.twilio.com

oracle_pstn.sao-paulo.twilio.com

oracle_pstn.singapore.twilioc.com

oracle pstn.tokyo.twilio.com

oracle_pstn.sydney.twilio.com

Or

Assign the IP ACL ("Oracle”) that you created in the previous step.

Authentication Vview all Authentication lists

The following IP ACLs and Credential Lists will be used to authenticate the INVITE for termination calls inbound to Twilio.

IP ACCESS CONTROL LISTS Oracle =

CREDENTIAL LISTS Click to select a Credential List

~ @
. Q
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In the Origination section, we will need to add Origination URI's to route traffic towards your Oracle SBC.
The recommended practice is to configure a redundant mesh per geographic region (in this context a
region is one of North America, Europe, etc.). In this case, we configure two Origination URIs, each
egressing from a different Twilio Edge.

Click on ‘Add New Origination URI’, we will depict the configuration for North America:

Add Origination URL

ORIGINATION SIF URI sip:155.212.215.102;edge=ashburn

PRICRITY
10

Priority ranks the importance of the URI. Values
range from 0 to 65535, where the lowest number
represents the highest importance.

WEIGHT
10

Weight is used to determine the share of load
when more than one URI has the same priority.
Its values range from 1 to 65535. The higher the
value, the more load a URI is given.

ENABLED I ON

Cancel Add

Continue to add the other Origination URIs, so you have the following configuration:

Origination URIs

Configure the |P address (or FQDN) of the network element entry point into your communications infrastructure (e.g. IP-PBX,

SBC).

Show more about provisioning for high service availability

o ORIGINATION URI PRIORITY WEIGHT ENABLED
sip:155.212.214.102;edge=ashburn 10 10 v
sip:155.212.214.103;edge=umatilla 20 10 v

In this example, Origination traffic is first routed via Twilio’ s Ashburn edge, if that fails then we will route
from Twilio’ s Umatilla edge.
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7.3. Associate Phone Numbers on your Trunk

In the Numbers section of your Trunk, add the Phone Numbers that you want to associate with each
Trunk. Remember to associate the Numbers from a given country in the right Trunk. For example,
associate US & Canada Numbers with the North American Trunk and European Numbers with the
European Trunk etc.

View my Addresses

Numbers

Emergency Calling Update: Each number must be associated with an emergency address with matching 1SO Country. Please
select numbers to enable from one country at a time.

e Number R

NUMBER FRIENDLY NAME COUNTRY EMERGENCY CALLING STATUS EMERGENCY ADDRESS D
+18 44 US Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 ||
+16 B3 US Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 | |
+12 J55 US Disabled |

Configuring the Oracle SBC through Config Assistant

When you first log on to the Oracle SBC, the system requires you to set the configuration parameters
necessary for basic operation. To help you set the initial configuration with minimal effort, the SBC provides the
Configuration Assistant.

The Configuration Assistant, which you can run from the Web GUI or the Acme Command Line Interface
(ACLI), asks you questions and uses your answers to set parameters for managing and securing call traffic.
You can use the Configuration Assistant for the initial set up to make to the basic configuration. Please check
"Configuration Assistant Operations" in the Web GUI User Guide and "Configuration Assistant Workflow and
Checklist" in the ACLI Configuration Guide

Please note, applying a configuration to the SBC via the Configuration Assistant will overwrite any existing
configuration currently applied to the SBC. We highly recommend this only be used for initial setup of the
SBC. This feature is not recommended to be used to make changes to existing configurations.

Configuration package is available starting in release nnSCZ840p7 and nnSCZ900p2.

Section Overview and Requirements

This section describes how to use our Configuration Assistant feature as a quick and simple way to configure
the Oracle SBC for integration with Genesys PureCloud and Twilio Elastic SIP Trunk.
The pre-requisites are given below.

e SBC running release SCZ840p7 or later which will have this template package by default added to the
SBC code.

e TLS certificate for the SBC preferably in PKCS format, or access to PureCloud supported CA to sign
certificate once CSR is generated by the SBC.
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ERE A\ Y 7/ f/‘]// el
The following outline assumes you have established initial access to the SBC via console and completed

the following steps:

e Configured boot parameters for management access

e Setup Product

e Set Entitlements

e Configured HTTP-Server to establish access to SBC GUI

Initial GUI Access

The Oracle SBC WebGui can be accessed by entering the following in your web browser.
http(s)://<SBC Management IP>.

The username and password are the same as that of the CLI.

If there is no configuration on the SBC, the configuration assistant will show immediately upon login to the SBC
GUI as shown below

PureCloud Configuration Assistant

For a new SBC deployment, once access to the GUI is configured, you will see the following when logging in for
the first time:

Configuration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template

Select PBX Template to fist the corresponding SIP Side template

Upload a Configuration Upload a Template Package

Drag and Drop Drag and Drop
Sefect fie o rop ane here. Select i ordrop one here

Flease dick below link for additions] template packages.
© (s v orscie comtechnical-resources documantation fsema-packet

Under PBX template, we'll select PureCloud template. This brings up a list of available sip trunk templates.
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Configuration Assistant - Select Deployment

Select a PBX Template
Microsoft ACS
Gsco
Avaya Session Manager
GenencPaK
GenesysPursEngage
PureCloud

PureCloud v [PureCloudOnly.gz]
Description : PureCloud tsmpiate enables you to configure and connect your
Session Border Controller to Genesys PureCloud.

Upload a Configuration

Drag and Drop
Seiect e or rop anénere.

@ 7S lick below ik for sitionsl template packages
hitps://vwwe.oracle.com/technical-resources/documentation /acme-packet htmi

Select TwilioSIPTrunking template and click Next at the top to access the Notes page. Pay close attention to

Select a SIP Trunk Template
VerizonRetaillpTrunking
TwiboSIPTrunking
GenericSipTrunk
IntslepeerSipTrunking
ATTIPtrunking
BellCanadatrunking

OrangedTIP

Upload a Template Package

Drag and Drop
Salecta e or rop one e

the information here, as this is a list of warnings, pre-requisites, and recommendations:

Configuration Assistant - Notes

sack

PBX Template

Notes for PureCloud v

Waming:

- Proceading with the Configuration Assistant results in erasing the &xisting configurstion
Fra-requisines:

- Connect Port O of the Session Border Contraller (SBC) to your network.

- Add the SRTP license 1o the system (Virtual Machine Edition oriy
ources are installed on your system

s
scoding core on your system (Virtual Machine Edition only)

s in
- Setthe system time.

Recommendations:
- Obtzin a signed certificate in PKCST2 format from your Certificate Authority

SIP Trunk Template
Notes for TwilloSIPTrunking v

Warning:
- Proceeding with the Configuration Azsistant resuits in erasing the existing configuration.
Fre-raquisites:
- Connect Port 1 of the Session Barder Controller (SBC) to your network
1 Transcoding resources are installed on your system (Hardware only).
21 least ane Transcoding core on your system (Virtusl Machine Edition only)
ystem
anced entitlement on the systam.
pacity in the entitlement
- Set the system time.

Recommendations:
- Obtzin a signed certificate in PKCST2 format from your Certificate Authrity

Clicking “Next” on the Notes page triggers the configuration assistant to do a system check. This ensures that
all of the system requirements for the platform and sip trunk you have selected have been met before
proceeding to configuration pages. If they have not been met, you will be greeted by a page providing the
opportunity to setup entitlements, add license keys, etc. before moving on to the configuration.

Once all requirements for your selected templates have been satisfied, you can proceed to the configuration
pages.

Page 1- PureCloud Network

Page 1 of the template is where you will configure the network information to connect to PureCloud Network.
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Next to each field is a help icon. If you hover over the icon, you will be provided with a description or definition

of each filed. Also, pay close attention to which fields are listed as “required”.

Configuration Assistant - PureCloud Network

= o ) a i N =
& &) & & &) I\ &)
PureCloud Netwark Root Trusted

Cartificats.

SEC Certificans Twikio Blastic SIP

Trunk Netwark

Genesys Pursdoud
Transcoding

Twifo Session Agant Rt Trusted

Cartificate.

Transcoding

Let's configure the interface that communicates with PureCloud
Reaim Name @

Roqured

Enter PureCloud Session Agent hostname here &

Roqured

Enter the PureCloud IP here @

Port Number @
Port0

Slot Number @
Siot 0

Network IP Address @

Page 2 - Import DigiCert Trusted CA Certificate for PureCloud

I

&)

SBC Certificate for
wiio

Page 2 of this template is where the SBC will import the DigiCert High Assurance EV Root Cert CA
certificate, which PureCloud uses to sign the certificates it presents to the SBC during the TLS handshake.

Importing the PureCloud Root CA certs is enabled by default.

Configuration Assistant - Root Trusted Certificate

Py o N ~ TN

(] o ® @ ® 7 O,
PureCloud Network Root Trusted
Certificate

SBC Certificate Tuilio Elastic SIP

Trunk Network

Genesys Puredoud
Transcoding

Tulio Session Agent Root Trusted

Certficate

Transcoding

Let's start provisioning the root trusted certificate for PureCloud.

@Nuom

Do you consent to installing the DigiCert High
Assurance EV Root Cert

Certificate:
Dat:
Version: 3 (0x2)

Serial Number.
023C5026:6a:0b:40:00:87.0b:70:2:ae:46:25.77

Signaturs Algorithm: shalWithRSAEncryption

om
CN=DigiCert High Assurance EVRect CA
Validity
Mot Before: Nov 10 00:00:00 2006 GMT
Nox After : Nov 10 00:00:00 2031 GMT

¥509v3 Basic Conswaints: critical

Page 3 - SBC Certificates for PureCloud side

Fos
(9)
2
SBC Certificate for
Twilio
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By default, the SBC is set to import a certificate in PKCS12 format. This is the simplest and recommended way
to add a certificate to the Oracle SBC. Using this method, you will add the SBC’s hostname under “FQDN or
Common Name” field, upload a certificate signed from one of the PureCloud Supported CA Vendors, and enter
the certificates password.

/1,

Configuration Assistant - SBC Certificate

A =y N N 2 P
© o ® ® ® @ ® ®
PureCloud Network Roet Trusted SBC Certificate Genesys Purecloud Twilio Blastic SIP Twilio Session Agent Transcoding Root Trusted SBC Certificate for
Certificate Transcoding Trunk Network Certificate Twilio

Let's start provisioning certificates for the SBC

Certificate provisioning type &
PKCS1Z -
R
Fully Qualified Domain Name or Common Name &
|

Rauarea

PKCST2 certificate ( p12 or .pix) @
4, Upioa

PKCS2 certificate password @

Certificate Signing Request (CSR)

The alternative to importing a PKCS12 certificate to the SBC is to configure a certificate and generate a
certificate signing request that you will have signed by a PureCloud supported CA. Same as PKCS12, you will
enter the SBC’s hostname under “FQDN or Common Name” and “Country” field (required) and answer the
remaining question presented on this page (optional).

Configuration Assistant - SBC Certificate

A \ N
© © ® ® ® ® ® ®

PureCloud Network Root Trusted SBC Certificate Genesys Purecioud Twilio Blastic SIP Twilio Session Agent Transcoding Root Trusted S8C Certificate for
Centificate Transcoding Trunk Network Certificate Twilio

Let's start provisioning certificates for the SBC

Certificate provisioning type @
SR N

Requies

Fully Qualified Domain Name or Common Name @

Raqured

Country @
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Page 4 — PureCloud side Transcoding

/1,

Page 4 is where you will be able to configure transcoding between the SBC and PureCloud.

Once transcoding features is set to “yes”, you will then have an option to select additional media codecs you
want included in offers/answers toward PureCloud. If you select yes to either question regarding media codecs,
you will be presented with a required drop down.

You can select as many codecs from the list presented.

Configuration Assistant - Genesys Purecloud Transcoding

= ~ ~ ~ P
/] L] - ) O] O] @ ® ®

PureCloud Network Root Trusted SEBC Certificate Genesys Puracioud Twilio Elastic SIP Twilio Session Agent Transcoding Roct Trusted SBC Certificate for
Certificate Transcoding Trunk Network Cartificate Twilio

Let's configure transcoding for Genesys Purecloud side

Do you want to select media codecs (SBC to @NUOVES
PureCloud)?

Select media codecs @

G728
[rr)

PCMU
POMA

Page 5 — Twilio Elastic Sip Trunk Network

Page 5 of the template is where you will configure the network information to connect to Twilio SIP trunk
Network. Please fill the required fields and Press Next.

Configuration Assistant - Twilio Elastic SIP Trunk Network

ront TN N o)
O L/ O L) © @ ® ®

PureCloud Network Root Trusted SBC Certificate Genesys Purecioud Twilio Elastic SIP Twilio Session Agent Transcoding Root Trusted SBC Certificate for
Certificats Transcoding Trunk Netwark Certificats Twilio

Let's configure the interface that communicates with Twilio Elastic SIP Trunk Network

Reaim Name @

Metwork P subnet mask @

Metwark Gateway IP Address &
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Page 6 — Twilio Session Agent

Page 6 of the template is where you will configure the Twilio Session Agent details where you will enter the next
hop IP address and port for sip signaling to and from your Twilio SIP trunk.

Configuration Assistant - Twilio Session Agent

o o o o o

PureCloud Network Root Trusted SBC Certificate Genesys Purecloud ~ TwiioBlasticSIP Twifio Session Agent Transcoding Root Trusted
Certificate Transcoding Trunk Metwork Certificate

Let's configure session agent for Twilio

Twilio Session Agent hostname (&

Faquisa

Twilio Session Agent IP Address &

Twilio Session Agent Port &

Faquiea

Do you have a second Hostname/IP sddressfor @ No
Twilio Sip Signaling?

Do you want ta enable OPTIONS ping towards @ No
Twlio Elastic SIP trunk

Do you want SBC to handie call transfer from your 3 No
Twlic Elastic SIP trunk

Do you want to enable session translation towards (3 No
Twlio Elastic SIP trunk?

Please fill the required fields and click Next.

Page 7 - Twilio side Transcoding

Page 7 is where you will be able to configure transcoding between the SBC and Twilio Trunk.

Once transcoding features is set to “yes”, you will then have an option to select additional media codecs you
want included in offers/answers towards Twilio trunk. If you select yes to either question regarding media
codecs, you will be presented with a required drop down. You can select as many codecs from the list
presented.
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Configuration Assistant - Transcoding

o o o o ] o o ®

PureCloud Netwark  Roer Trusted Certificate SBC Cartificate Genesys Purscloud PSTN Netwark PSTN Session Agent Transcoding Additional
Transcoding Configuration

Let's configure transcoding
Do you want to ensbls transcading on the SEC? (3 Mo O Yes
Do you want to select media codecs (SBC to @ N O Yes
PSTN)?

Select media codecs (SBC to PSTN) &

@729
[ci7]

POMU
POMA

Page 8 — Import Digi Cert Root CA Certificate for Twilio Side

Page 8 of this template is where the SBC will import the DigiCert Root CA certificate, which Twilio uses to sign
the certs it presents to the SBC during the TLS handshake. Importing the DigiCert Root CA certs is enabled by
default.

Configuration Assistant - Root Trusted Certificate

o O o o o o © L] O - > |

PureCloud Network Root Trusted SBCCertificate  GenesysPurecoud  TwilioElasticSIP  Twilio Session Agent Transcoding Root Trusted SBC Certificate for
Centificzte Transcoding Trunk Network Cerificate Twiio

Let's start provisioning the root trusted certificate for Twilio Elastic SIP trunk.

Doyou consent to installing the DigiCert Root Cert () ‘Jco Yes
Certicate:
st
Version: 3 (0x2)

1756209509 cT:43
RSAEncryption

Nov 10 00:00:00 2006 GMT
er - Nov 10 00:00:00 2031 GMT

nature, Certificate Sign. CRL Sign
 Constraints: critical

Page 9 — SBC Certificate for Twilio
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Just like PureCloud on Page 3,Page 9 of this template is where you provide the SBC Certificate for Twilio Side.
You can either create a different SBC Certificate or reuse the SBC Certificate created for PureCloud depending
upon your specific requirement.

Configuration Assistant - SBC Certificate for Twilio

C= O 2] © © © o ] ©

PureCloud Network Root Trusted SBCCertficate  GenesysPurecloud  TwiioElasticSIP TwioSession Agent  Transcoding Root Trusted SBC Cericate for
Certficate Transcoding Trunk Network Centificate o

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type @
PKCS2 v
Raqures

Fully Qualified Domain Name or Common Name @

Faqured

PKCSR2 certificate (pR2 or ph) @
&, Uploaa

PKCST2 certificate password ©

Review

At the end of the template, you will notice in the top right, a “Review” tab. If all 9 pages presented across the top
are showing green, indicting there are no errors with the information entered, click on the “Review” tab.

Configuration Assistant - SBC Certificate for Twilio

C= O 2] © © © © O ©

PureCloud Network Root Trusted SBCCertificate  GenesysPurecloud  Twilio Elastic SIP  Tuwilio Session Agent Transcoding Root Trusted SBC Certificate for
Certficate. Transcoding Trunk Network Certificate Tweli

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type @

PKCS2 v
Faqured

Fully Qualified Domain Name or Common Name @

Faqured

PKCST2 certificate (pR2 or pfa) @
&, Uploaa

PKCST2 certificate password ©
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The screen looks like below after clicking the Review Tab. The left side of the review page contains all of the
entries added on each page and allows for editing each page individually if necessary.

The right side displays the entire configuration created and when applicable, will also have a CSR tab that
contains a certificate that can be signed by a CA authority.

Configuration Assistant - Summary

PureCloud Network -
Configuration

Resim Name Enter PureCloud Session Agent hostname here
PureCloud purecloudcom
Enter the PureCloud IP here Port Number
Fort0
Slot Number Network IP Address g ranesb Vet
. Lgi surance EV Root CA
Slot 0 141146.36.60
Network P subnet mask Network Gatewsy 1P Address
255255 255192 141146.36.65

Primary NS server [P Address DNS Domain

webServerInstance
Root Trusted Certificate
D yeu esnsent to installing the DigiCert High Assurance EV Root Cert =

enabled purecloud.con
PureCloud

On the left side of the review contains the entries for each page. Each page has an “Edit” tab that can be used
to make changes to the information entered on that specific page without having to go through the entire
template again.

On the right side of the review page, under the “Configuration” tab is the ACLI output from the SBC. This is the
complete configuration of the SBC based on the information entered throughout the template. Also on the right
side of the review page you may see another tab, “CSR”.

On Page 3 and Page 9 of the template, if you chose CSR from the drop-down menu instead of PKCS, the SBC
configures a certificate record and generates a certificate signing request for you.

Configuration Assistant - Summary

-

Configuration TwilicCSR CSR PureCloudCSR CSR

enabled

 Qualified Domain Name or Comman Name
tcom

State

Organizstion Unit

Genesys Puredloud Transcoding

Do you want to select media codecs (SBC to PureCloud]?

diszbled

Twilio Elastic SIP Trunk Network

Reaim Name

Twilio
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Click the copy button under the CSR and paste the output into a text file. Next, provide the txt file to your CA
for signature. Once the certificate is signed by the CA, you will need to import that certificate into the SBC
manually, either via ACLI or through the GUI.

Note: if you chose to import a certificate in PKCS12 format on page 3, the CSR tab will not be present under

review.

Download and/or Apply

The template provides you with the ability to “Download” the config by clicking the “Download” tab on the top
right. Next, click the “Apply” button on the top right, and you will see the following pop-up box appear.

Now you can click “Confirm” to confirm you want to apply the configuration to the SBC. The SBC will reboot.
When it comes back up, the SBC will have a basic configuration in place for PureCloudPhone with Twilio Sip
Trunk.

Configuration Assistant Access

Upon initial login, if the Configuration Assistant Template does not immediately appear on the screen, you can
access by clicking on the “SYSTEM” tab, top right of your screen. After that, click on the “Configuration
Assistant” tab, top left. This allows end users to access the Configuration Assistance at any time through the
SBC GULI.

9. Test Plan Executed

We have executed the following test plan to validate the interworking between Genesys PureCloud and Twilio
SIP Trunk via Oracle SBC.

Test Description Pas | Fail
s

Outbound Local | Place an outbound call to a local number YES

Outbound Long- | Place an outbound call to a long-distance number YES

Distance

Outbound Place an outbound call to an international number (if YES

International applicable)

Outbound Toll- Place an outbound call to a toll-free number YES

Free

Inbound Place an inbound call to the range of numbers pointed to|YES
your system

Hold Place an outbound call to any number, place call on hold|YES
for 1 minute, take call off hold

Transfer Call Place a call, transfer the call, ensure both parties YES
connect successfully

Call Forward Enable call forward on phone, place call to phone, YES
confirm call forwards successfully

Conference Create a conference call with 3 or more people on the YES
same call

DTMF Call 1-800-COMCAST, confirm DTMF is received YES
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Outbound Place outbound call, keep it connected for 10+ minutes |YES
Duration

Inbound Place inbound call, keep it connected for 10+ minutes  |YES
Duration
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