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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only and may not be

incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or functionality described for Oracle’s products
remains at the sole discretion of Oracle.

Version History

As a best practice always follow the latest Application note available on the Oracle TechNet Website.
https://www.oracle.com/technical-resources/documentation/acme-packet.html

Version Description of Changes Date Revision Completed
1.0 Oracle SBC integration with 09 Sep 2021
Genesys PureCloud and Verizon
Business IP Trunk
1.1 Oracle Public IP Address masked | 18 Nov 2021
1.2 New Section added- Genesys 03 Feb 2022
PureCloud Configuration
Assistant.
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, Oracle Enterprise customers and
partners and end users of the Oracle Enterprise Session Border Controller (SBC). It is assumed that the reader is familiar with
basic operations of the Oracle Enterprise Session Border Controller platform along with Genesys PureCloud and how SIP Trunking
is implemented.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between Genesys PureCloud and
Verizon Business IP Trunk.

It should be noted that the SBC configuration provided in this guide focuses strictly on the Genesys PureCloud and Verizon
Business IP Trunk related parameters. Many SBC applications may have additional configuration requirements that are specific to
individual customer requirements. These configuration items are not covered in this guide. Please contact your Oracle
representative with any questions pertaining to this topic.

Related documentation can be found below —

2.1 Verizon Business IP Trunking

https://www.verizon.com/business/products/voice-collaboration/voip/ip-trunking/

2.2 Genesys PureCloud

The Genesys PureCloud solution provides flexibility and interoperability to the PureCloud suite of voice services by allowing you to
define SIP trunks between the PureCloud AWS-based Edge and Media Tier and third-party carriers over the public Internet.

https://help.mypurecloud.com/articles/about-byoc-cloud/\

2.3 Oracle SBC

e Oracle® Enterprise Session Border Controller ACLI Configuration Guide

e Oracle® Enterprise Session Border Controller Release Notes

e Oracle® Enterprise Session Border Controller Security Guide

3. Validated Oracle Versions

We have successfully conducted testing with the Oracle Communications SBC versions:
SCZ840p5a

These software releases with the configuration listed below can run on any of the following products:

- AP 1100
- AP 3900
- AP 4600
- AP 6350
- AP 6300
- AP 3950
- AP 4900
- VME
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https://help.mypurecloud.com/articles/about-byoc-cloud/
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/security/sbc_scz840_security.pdf

4. Architecture.

3 GENESYS -

ey —
@ RTP SRTP
PureCloud

WebRTC Phone

I TLS/SRTP

\ 4

Oracle SBC Public IP

IKE/IPSEC

RTP
Verizon Business
IP Trunking

Enterprise
Network

Above figure illustrates the connection between Genesys PureCloud, Oracle SBC and Verizon Business IP Trunk. Both PureCloud
and Verizon Trunk are connected to the Oracle SBC Public FQDN /IP. The connection between PureCloud and Oracle SBC is
TLS/SRTP and between Verizon SIP Trunk and Oracle SBC is IPSEC/RTP. Oracle SBC is used to steer the signaling, media to,
and From the PureCloud to Verizon SIP Trunk.

The configuration, validation and troubleshooting are the focus of this document and will be described in two phases -
Phase 1 — Configuring Genesys PureCloud
Phase 2 — Configuring Oracle Session Border Controller.

Note IP Addresses, FQDN and configuration names and details given in this document are used for reference purposes only.
These same details cannot be used in customer configurations. End users of this document can use the configuration details
according to their network requirements. There are some public facing IPs (externally routable IPs) that we use for our testing are
masked in this document for security reasons. You can configure any publicly routable IPs for these sections as per specific
network architecture needs.

5. Configure Genesys PureCloud
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Note: The document only includes the steps required on Genesys PureCloud to communicate with Oracle SBC as an External
Trunk. Additional configuration may apply which may not be covered in this document. Please work with your Genesys
representative for the most optimal Pure Cloud configuration as per your requirement.

To implement PureCloud BYOC with Oracle SBC, you use the Telephony Admin Ul to create SIP trunks between the PureCloud
Media Tier resources in AWS and the Oracle SBC.

The Oracle Enterprise SBC will act as an intermediary between the Verizon Trunk and Genesys PureCloud. The SBC is configured
to broker calls as a back-to-back user agent (B2BUA) between the two systems. The Verizon DIDs are assigned to users on
PureCloud System who can originate and accept the calls. These calls traverse through Oracle SBC with which we can implement
several security and additional features as per our requirement.

For the purpose of this Application note, the connection between Oracle SBC and Genesys PureCloud is set over a Secure TLS
1.2 and SRTP based connection.

5.1 External Trunk Configuration

A trunk connects a communication service to a PureCloud telephony connection option and facilitates point-to-point
communication. We will configure Oracle Enterprise SBC as an external Trunk on the PureCloud Portal. Detailed steps to configure
the external trunk can be found here-

https://help.mypurecloud.com/articles/create-a-byoc-cloud-trunk/

To configure the external Trunk, Navigate to

Admin> Telephony>Trunks> External Trunks > Create New.

5.1.1 Create a new External Trunk

Type: BYOC Carrier Trunk
Protocol: TLS (TCP and UDP are also available)

5.1.2 Set Inbound SIP Termination Identifier

Inbound SIP Termination Identifier — is the DNS Name we will configure on the Oracle SBC and will be used to route calls towards
PureCloud. Here a vanity FQDN byoc-voxai.byoc.mypurecloud.com is generated with the inbound sip termination identifier as
byoc-voxai. This FQDN resolves to the following IP Addresses of the PureCloud AWS US Data Centers.

Inbound SIP Termination Identifier: byoc-voxai

EX: INVITE Sip:+XXxXxxXxxxxxx@byoc-voxai.byoc.mypurecloud.com

Protocol: TLS

Genesys Reference - https://help.mypurecloud.com/articles/tls-trunk-transport-protocol-specification/

### Genesys Cloud IP List

IP Addresses Load Balancer DNS Names
52.203.12.137 |b01l.byoc.us-east-1.mypurecloud.com
54.82.241.192 |b02.byoc.us-east-1.mypurecloud.com
54.82.241.68 Ib03.byoc.us-east-1.mypurecloud.com
54.82.188.43 Ib04.byoc.us-east-1.mypurecloud.com
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Topology

Metrics

Trunks

Sites

Edge Groups

Edges

Phone Management

Certificate Authorities

DID Numbers

Extensions

External Trunk Name

Oracle BYOC POC

Trunk State @

Inbound / Termination

Inbound SIP Termination Identifier @

byoc-voxai

DNIS Replacement Routing @

Status
Type
Metrics

Inbound Calls
Outbound Calls

QoS Mismatches

Operational

© Generic BYOC Carrier

e 0
ez 0
o 0

Protocol @

TLS

‘D Inbound SIP Termination Header @

FQDN Method
TGRP Method @

Inbound Request-URI Reference

INVITE sip:-raxcooooxx@byoc-voxal.byoc.mypurecloud.com

INVITE sip:+xxxxcoooxxx;tgrp=byoc-voxai;trunk-context=byoc.mypurecloud.com@Ib01.byoc.us-

east-1.mypurecloud.com

5.1.3 Set Outbound SIP Servers or Proxies

Outbound SIP Termination FQDN is the Public FQDN of the Oracle SBC.

Outbound

Castbound SIF Tevmination FQON G

sohitisnalab egtutefon cam

Cestbeurad SIP TERP Amitate

Ceattezisrad SIF DHIS &

TERP Conteat-10 @

Crritiourdd Beguey] U Befeence

INVITE sipc+amsoocons §esolunionslab ogbasbediond com

5.1.4 Set Calling Address
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Calling
Address @ D Address Override Method @
_— 19720132636 Always -
Hame @ Maime Override Method @

Alvways

SIP Access Control @

Allow the Following Addresses @

[ B
[ |
External Trunk Configuration Expand i Collapse
¥ General

¢ Transpart

* |dertity

¢ Media

¥ Protocol

¥ DEagnostics

¥ Custom

_ External Trunk CAnCE

The Calling Address is the default number used as an outbound ANI when a call is placed on the Trunk. In case a user has
assigned the optionally DID that number can be used in place of the default number.

5.1.5 Set SIP Access Control

Whitelist the Oracle SBC IP addresses under the SIP Access Control. (DNS name not supported)

SIP Access Control @

Allow the Following Addresses @

141,146.36.60 &

141.145.36.68 -]

5.1.6 Enable E.164 format

By default, calls sent out of trunks do not include the “+” prefix, to enable E.164 number formatting disable omitting the “+”. The
settings can be found in the external trunk configuration, under the ldentity Section. This setting is available for both inbound and
outbound calls.

9|Page



Address Digits Length @

0

Address Omit + Prefix@ O

5.2 Site Configuration.

A site is a list of rules for routing calls. Objects such as phones associated with a site share the same rules. When a user makes a
call from a phone, the system looks up the site and the call type in order to route the call to the best outbound phone line, or
endpoint. Phones that are associated with a site are usually located in the same general area and have the same general purpose.

A site is used to link trunk with Pure Cloud Edge(s).

Detailed steps to configure the Site can be found here-

https://help.mypurecloud.com/articles/create-site-genesys-cloud-voice/

5.2.1 Create a New Site

To Create a site, Navigate to Admin>Telephony>Sites> Create New.
Type a name into the Site Name box.

From the Location list, select a location for your site.

From the Time Zone list, select your time zone.

Under Media Model, select Cloud.

Click Create Site.
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Topology p
General Number Plans Outbound Routes Simulate Call
Metrics
Site Name
Trunks Default Site © Make this site the default site
BYOC_Oraclg
Type B Branch Site
sites Description Media Model & cloud
Phones 1
Edge Groups
& Restart all phones assigned to this Site
Edges Location Edge Group PureCloud Voice - AWS @
(& Testlocation - Topology Diagram & Show Topology
Phone Management
Certificate Authorities
Media @

DID Numbers

Geo-Lookup TURN @

- :.

Automatic Updates @
Recurrence Type Time Zone
Daily ~ America/Chicago (-05:00) -
Time
O All day

@ Range
Start Time End Time

2 .00 AM 5 :00 AM

5.2.2 Number Plans & Classifications

PureCloud provides a set of default number plans that work for most users. We can modify this numbering Plan as per our specific
need. We have created a new Numbering Plan “BYOC” where we will define the Numbers that take the route associated with this
trunk. You can assign specific numbers, a range or numbers or even use Regex for routing.

Telephony / Sites / Edit Site

opology
° General Number Plans Outbound Routes Simulate Call
Metrica
@ Number Plans are evaluated from top to bottom. Order can be changed by dragging and dropping number plans
Trunks

+ New Mumber Plan [l Delete Number Plan

Sites Number Plan Name
1 8voc
BYOC

Edge Groups
1 Emergency
Match Type
Edges

1 Extension [ E.164 Number List }

Phone Management |
1 National

Certificate Authorities Digit Length

I International
E.164 Number List

DID Numbers 1 Network Inter-Country

) Intra-Country
Extensions

Number List

Regular Expression

+1203-871-0043 —  +1203-871-0043 ®
+1781-443-7247 =  +1781-843-7247 x

+1 B88-236-2427 = +1888-236-2427 x

5.2.3 Configure outbound route
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The Outbound route binds the numbering plans with the trunk. The classification created in numbering plan should be assigned to
the Outbound Route associated with the external trunk.

Telephony / Sites | Edit Site

Topology
Metrics

4+ New Outbound Route
Trunks

Sites

Edge Groups

Edges

Phone Management
Certificate Authorities
DID Mumbers

Extensions

Save Outbound Routes Cancel

General Number Plans Outbound Routes Simulate Call

Outbound Route Name

Default Outbound Route

Description

State
 cris @)
classifications

Emergency %  Mational s

Network %  BYOC %

[l Delete Outbound Route

Distribution Pattern

® Sequential O Randem

External Trunks @

OracleSolutionsLabBYOCSBC

Select External Trunks

International %

5.2.4 Phone configuration

Below is an example of a WebRTC Phone configuration which will be used for calling purpose and is assigned to the Users. The
WebRTC Phone is assigned to the Oracle BYOC Site.

Temphony | Phone Managemen  Fones  EdA Pone

O Onade

Phussy Mgeggerar]

Phione Conhguration

Status B Unmaneg
Mbdbe and Mode Genesy ins? WebRTC Phass
R s ——
o
Cafaul! For Hafe
- Frimary Ldge Wi e 7 e 2 e
Sesundary Edge wil g (e DA TS

5.2.5 Simulate call
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Genesys PureCloud provides a neat feature to test and validate the routing of calls for troubleshooting purpose. Below is an
example for a call to BYOC type number classification on this Site. Success indicates a successful routing response.

Telephony | Sites | Edit Site

. +12038710043 8 Simulate Call
Sites

Edge Groups

Extensions
Preferred Edges @

Additional Edges

Normalized Number @ tel:+12038710043
Edges

Number Plan @ BYOC
Phone Management

Classification @ BYOC
Certificate Authorities Outbound Route @ Default Outbound Route
DID Numbers External Trunks €

OracleSolutionsLabBYOCSEC This Trunk is operational on all of the associated Edge imterfaces.

General Mumber Plans Outbound Routes Simulate Call
Metrics
@ Simulate call will use settings from the *General”, "Number Plans", and "0utbound Routes” tabs. You do not need to save before simulating a call. This allows
Trunks you to test before applying the changes.

virtual-edge-i-0561cfbbc881e3384 - Port 1 (WAN)  (PureCloud Voice - AWS)
virtual-edge-i-0290074b4eb1c255a - Port 1 (WAN) (PureCloud Voice - AWS)

[»Log

5.3 DID Assignment

5.3.1 Create DID Range

To create a New DID Range or Number Navigate to Admin.> Telephony > DID Numbers> Create Range

and Service Provider name and Click Save

. Provide the DID range

We hope you are enjoying Genesys Cloud (0 days remain in your free trial)

Telephony / DID Numbers

~ DID Assignments DID Ranges
opoloay
Metrics Q) Create Range
Trunks [0  DpipRange Service Provider Comments
—_ []  +12036710043 — +1203-8710043 Twilio PurecloudtoTwilioviaOracleSBE
D +1415-230-2042 — +1415230-2042 Twilio Ecosystem Testing
Edge Groups
[J  +14153267696 — +14153267696
Edges
O +14158959307 — +14158959907 Twilio
Phone Management
[J  +14158093170 — +14159083170 Twilie
Certificate Authorities
O +16024289752 — +1602-4289752 Twilio Chunder 2
DR B [ +1602.8837410 — +1 6028837410 Twilio Chunder 1
Extensions 00  +1781-3131033 — +1781-3131033 byoc
00 +1781-4437266 — +1781-4437266 byoe
[0 +1928-275-4426 — +1928-275-4426 Twilio Andi Dev?

1-100f10

Create Range

DID Start

BN +1 - +12038710043

DID End

BN +1 - +12078710053

Service Provider

Twilio

Comments

Purecloudto TwilioviaOracleSBC

Save Cancel

5.3.2 Assign DID to User

13|Page



On users’ profile field, one of the DID can be assigned to PureCloud User as Other Number. The Oracle SBC is configured to send
calls from external world to this DID number which will terminate to the user on PureCloud.

@ OracleSolutionslab

Email Work

Personal

Other
Phone Work B - (201) 555012

Cell f—— .

Home e N

Oihes . - (781) 349-6949 . o
Links External System
ok

5.4. Architect flow for inbound welcome prompt

Below is an example for an Architect Flow for inbound Voice Prompt which will be used for inbound calls from Verizon Business
Trunk to Genesys PureCloud via Oracle SBC.

Architect / Inbound Call Flow

Oracle_BYOC_Welcome

&) Save As.. (] Version10 & Export ¥ « Validate = ~ & Print ¢ Edit | This flow is not currently open for edit.

Starting Menu El Main Menu
h m E Main Menu
| oo 37 Di
Settings

@ Actions Menu Prompt

Initial Greeting

O Hello, Welcome to Voxai and Oracle BYOC Testing | ®

T . : :
& Event Handling O You are at the Main Menu, press 9to disconnect | ®

B menus Default Menu Choice
& Supported Languages

& Sspeech Recognition
Resources » Menu Options
8 Data » Speech Recognition Options
¢ Prompts

@ pependencies

Reusable Menus

Reusable Tasks
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6. Configuring the SBC

This chapter provides systematic guidance on how to configure Oracle SBC for Genesys PureCloud and Verizon IP Trunk.

6.1 New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1.1 Establishing a serial connection to the SBC

Note: The below method is applicable to the SBCs running on Hardware Platforms. For VME and Cloud SBCs the method of
configuration will be different to as shown below. Follow the appropriate documentation or contact your Oracle representative for
details about how to configure the VME and Cloud SBC platforms.

Connect one end of a straight-through Ethernet cable to the front console port (which is active by default) on the SBC and the
other end to console adapter that ships with the SBC, connect the console adapter (a DB-9 adapter) to the DB-9 port on a
workstation, running a terminal emulator application such as Putty. Start the terminal emulation application using the following
settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

15|Page



Power on the SBC and confirm that you see the following output from the boot-up sequence

arting tLemd...
arting tServiceHealth...
t tCollect...
arting tAtcpd...
arting tAsctpd...
arting tMbcd...
t tCommMonitord...
arting tFped...
arting tAlgd...
arting tRadd...
ting tEbmd. ..
arting tSipd...
ting tH323d...
arting tbhfdd...
tIPTd...
£ tSecured...
arting tAuthd...
tCertd...
arting tIked...
ting tTscfd...
arting tFcgid...
arting tauditd...
arting tauditpusher...
arting tSnmpd...
arting tIFMIEd...
tart platform alarm...
starting display manager...
[nitializing /opt/ Cleaner
starting tLogCleaner task
3iringing up shell...

1]
]
[
=

(=]

u
-

[
=]
[Le]

1]
-
[
=

(o]

[}
=
[Le]

o
H H
[
= |
lefgte]

]
-
[
=

o]

1]
-
[
=

(=]

et ettt ottt ottt o o o oot
u
H

D M A Ad A D A U i A Md W D i i i d A W

starting acliMgr...

bassword secure mode is enabled
\dmin Security is disabled
Password: [

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet” for the Hardware and VME Platform.

Follow the appropriate documentation or contact your Oracle representative for details about how to configure the Cloud SBC
platforms.

Both passwords must be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.




Note: There is no management IP configured by default.
Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal
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(e 1 8

g

B

nter 1 - 11

nter 1 - 11

The SBC comes up after reboot and is now ready for configuration.
Navigate to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.
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6.1.2 Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.
The Web GUI can be accessed through the URL http://<SBC_MGMT_IP>.

Signin to E-SBC

Enter your detafls below

ORACLE Username

Enterprise Session Border Controller l
Required

Password
Required
The username and password are the same as that of CLI.
Dashboard Q D l|
Highest task CPU usage e Current memory usage e Historical memory usage

100 3.236M

80

tConsole

Values

= ztcpd0l B Allocated

W Free

084440

Alarms

Severity Description

Navigate to Configuration as shown below, to configure the SBC.
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Dashboard JM@NUFNELGLNE Monitorand Trace  Widgets  System

{} Wizards v Q. Commands v Verify Search
media-manager Ciwiligumtion Dlgsis
security >
session-router > Name Description
access-control Configure a static or dynamic access control list =
system >
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import a certificate
class-policy Configure classification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
http-client Configure an HTTP client
http-server Configure an HTTP server %
Displaying 1- 11of 42
Show All

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webgui/esbc_scz840 webgui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from the Objects tab available.

6.2. Configure system-config

To configure system level functionality for the OCSBC, you must first enable the system-config

Navigate to system->system-config
ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config
e Hostname

¢ Description

¢ Location

¢ Default Gateway (recommended to be the same as management interface gateway)
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LE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Wwidgets

£} wizards « £+ Commands w ) Verify
~
http-client Modify System Config oo Contg
http-server
Hostname OracleSBC|
network-interface
Description
ntp-config
phy-interface
redundancy-config
Location
snmp-community
Mib System Contact
spl-config

Mib System Name
system-config
Mib System Location
tdm-config
Acp TLS Profile
trap-receiver
v OK Delete

Show All

Please enter the default gateway value in the system config page.

OoORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

£+ wizards v £} Commands a Verify Discard
A
http-client Modify System Conﬁg Show Configu
hitp-server Lisplaying u - u oru
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart

enable

redundancy-config v

Telnet Timeout o ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0.65535 )
spl-config

HTTP Timeout 5 (Range: 0..20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
<7 oK Delete
Show All

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/releasenotes/esbc_scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
6.3. Configure Physical Interface values

To configure physical Interface values,

Navigate to System->phy-interface.

ACLI Path: config t->system->phy-interface
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Here we have configured, phy-interface M0OO for Verizon Trunk and M10 for PureCloud.

Parameter Name

Verizon (MQO0)

PureCloud (M10)

Slot 0 1
Port 0 0
Operation Mode Media Media

Configure MOO interface as per example shared below.

CUJIR/ALLE Enterprise Session Border Controller

£ Wizards v {3 Commands v

A

host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config

trap-receiver

Add Phy Interface

Name
Operation Type

Port
Slot

Virtual Mac
Admin State
Auto Negotiation
Duplex Mode

Speed

0K

MO0

Media v

+ enable

v enable

FULL v

100 v

Back

(Range:0.5)

(Range: 0.2)

Dashboard EENIETEIMM Monitor and Trace

Verify

Configure M10 interface as per example shared below -
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ﬂ' Wizards Q Commands v
~
session-router » Add Phy Interface
system v

Name M10
fraud-protection

Operation Type Media
host-route

Port 0
http-client

Slot 1
http-server Virtual Mac
network-interface i

Admin State | enable
ntp-config iati

Auto Negotiation | enable
phy-interface Duplex Mode FULL
redundancy-config Speed 100
snmp-community

v 0K Back
Show All

(Range: 0.5)

(Range: 0..2)

Dashboard Configuration Monitor and Trace

Save Verify

6.3. Configure Network Interface values

To configure network-interface, Navigate to system->Network-Interface.

ACLI Path: config t->system->network-interface

The table below lists the parameters, to be configured for both the interfaces.

Note: The provided network IP addresses are given for example purpose only. In the real-world scenario
We cannot use same networks on two network-interfaces hence make sure you use a different IP range for each Network-

interface.

Inﬂ'&his Setup we are using Google Public DNS to resolve the DNS names to IP Addresses.

Parameter Name Verizon PureCloud Network
interface
Name MOD M10
Host Name solutionslab.cgbubedford.com
'P aadress I I
Netmask 255255 255 192 255255255192
Gateway [ B 00
dns-ig-primary 8.8.88
dns-ip-backup? 5.8.84
Dps-domain solutionslab._cgbubedford.com

Configure network interface M0O as below
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Configuration  viewconfiguanon | O
miedid-manager * . .
Modify Network Interface
S .J:"1',' *
Hame
o0 . MO -
Sub Port id
- . 0 ( Range: 04095 )
Destriptian
fraud-pratection
hast-route
htip-clent Hostname
hitp-server P Address. —
network-interface Pri Lmilty Addr
ntp-config Sec Uity Addr
phy-interface Heetmask 255.255.255.192
redundancy.-config Gataway [
SAMP-Cammunity 4 Gw Heartbeat
spl-config Sate [ enevie
LAt T T T -
- oK asck

Similarly, configure network interface M10 as below

Configuration ~ viewconhguanon | O

-

media-manager 1 )
Modify Network Interface
sEcurity *
Hame :
session-router ¥ L i
Suly Port id .
systemn . o [ Range: 04095 )
Description
frawd.protaction
hast-route
hitp-client Hostrarme solutionsiab.cghubedtord com
hitp-server I Aekdroee —
network-interface Pri Uility Addr
nip-config Sec Urility Addr
phy-intartace Netmask 755.295.255.192
redundancy-config Gotewey —

SME-community

4 Gw Heartbeat

spl-config -

Show All
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6.4. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media manager option as below.
In addition to the above config, please set the max and min untrusted signaling values to one.

Navigate to Media->Manager->Media-Manager
ACLI Path: config t->media-manager->media-manager-config

ORACLE Enterprise Session Border Controller

PESLGEIGEE  Configuration Monitor and Trace ~ Widgets

£} Wizards v £} Commands v Verify
media-manager v . .
Modify Media Manager
codec-policy
State
media-manager v enable
Flow Time Limit 2
media-policy 86400 ( Range: 04294967295 )
Initial Gescicl Yamer 300 (Range: 04294967295 )
realm-config )
Subsq Guard Timer 300 (Range: 04294967295 )
steering-pool e
&l TCP Flow Time Limit 86400 (Range: 0.4294967295 )
security » TCP Initial Guard Timer 300 (Range: 0..4294967295 )
session-router > TCP Subsq Guard Timer 300 (Range: 04294967295 )
Hnt Ricp
system » enable
Algd Log Level NOTICE =
Mbcd Log Level NOTICE =
Delete
Show All

ORACLE Enterprise Session Border Controller

Dashboard QEENIIEVEIIEE Monitor and Trace  Widgets

ﬁ} Wizards w ﬁ Commands w Save Verify
g IS
media-manager v . .
Modify Media Manager
codec-policy P g vy
7 Media Policing  enable
media-manager
7 Max Arp Rate 10 (Range:0.100)
media-policy
Max Signaling Packets 0 ( Range: 0.4294967295)
realm-config N
Max Untrusted Signaling 1 (Range: 0.100) ———1
steering-pool Min Untrusted Signaling 1 (Range:0.100) ==
security > Tolerance Window 30 (Range: 0..4294967295 )
Untrusted Drop Threshold -
session-router » e rop s Y (Range: 0.100)
Trusted Drop Threshold 0 (Range:0.100)
system v
Adl Monitor Window 30 (Range:5.3600)
fraud-protection
Trap On Demote To Deny enable
host-route
v oK Delete
Show All

6.5. Enable sip-config

SIP config enables SIP handling in the SBC.
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To configure sip-config, Navigate to Session-Router->sip-config
ACLI Path: config t->session-router->sip-config

Add the below options in the sip-config options

e inmanip-before-validate
e max-udp-length=0

Configuration = viewconfiguration Q)

account-contig Modify SIP Config
filter-config

State
Idap-config

Dialog Transparency
local-policy

Home Realm ID
local-routing-config

Egress Realm ID
media-profile

Nat Mode
session-agent

Registrar Domain
session-group

Registrar Host
session-recording-group

Registrar Port
session-recording-server

Init Timer
session-translation Max Timer
sip-config Trans Expire

Initial i Trans Expire

W enzble

| enzble

byoc-voxai

Mone

5091
500

4000

( Range: 0102565535 )
( Range: 04294967295 )
( Range: 04294967295 )

( Range: 04294967295 )

sip-feature ( Range: 0999999999 )
sip-interface Frrvite Expire 180 (Range: 04294967295 )
. P
Show All oK Delete
Configuration | viewconfiguration = Q
-~
SecouneCane Modify SIP Config
filter-config T IuuLU | Kange: U.suuuU |
Options = - .
Idap-config inmanip-before-validate x
max-udp-length=0 x
local-policy
SPL Options
local-routing-config
- ' SIP Message Len ( Range: 0..65535)
media-profile
Enum Sag Match b
session-agent
Extra Method Stats
enable
session-group
Extra Enum Stats
enable
session-recording-group
Registration Cache Limit (Range: 0.999999999 )
session-recording-server Regi Use To Fo
egister Use To For Lp enable
session-translation T
efer Src Routing snabla
sip-config
Atcf Stn Sr
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6.6. Configure Realms

Navigate to media-manager -> realm-config
ACLI Path: config t->media-manger->realm-confi

g

The name of the Realm can be any relevant name according to the user convenience. Use the following table as a configuration

example for the three realms used in this configu

ration:

Identifier Verizon GenesysCloud
Network Interface MO0 M10
Mm in realm 19| %]
Access Control Trust Level High High
Media Sec policy RTP sdespolicy
Codec Policy OptimizeCodecs
Media Policy VerizonQOS

Configure Realm for Verizon Trunk as below -
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Configuration

view Configuration |~ Q,

media-manager v _ -
Modify Realm Config
codec-policy
Identifier :
media-manager ST
) ) Description
media-palicy
| realm-config
steering-pool Addr Prefix 0.000
security » Network Interfaces
MOD:0
session-router »
Media Realm List
system »
Mm In Realm
| enable
Mm In Network
| enable
Mm Same ip W enable
QoS Enable + enable
Max Bandwidth 0 ( Range: 0999999999 )
Max Priority Bandwidth n { Ranoe- N SOO0C00000 )
Configuration | wviewconfigumtion | Q)
media-manzager - R B
Modify Realm Config
codec-policy
Parent Realm -
media-manager
DNS Realm -
media-paolicy
Media Policy VerizonQOS -
realm-config
Media Sec Policy RTP -
steering-pool
RTCP M enzble
security [ 2

Configure Realm for Genesys PureCloud as below -

Configuration | wviewconfiguration = Q

mediz-manager

codec-policy

media-manager

media-policy

realm-config

steering-pool

security

session-router

system

- . .
Modify Realm Config
Identifier GenesysCloud
Description
Addr Prefix 0.0.00
L4 Network Interfaces
MI10:0.4 X
»
Media Realm List
»

Mm In Realm

enable

28|Page



v
realm-config
Media Policy -
steering-pool
Media Sec Policy sdesPaolicy e
security >
RTCP Mux enable
session-router L4
lce Profile =
system »
Teams Fqdn
Teams Fqdn In Uri D enable
5DP Inactive Only enable

ORACLE Enterprise Session Border Controller

Dashboard QEEINENEILLEE Monitor and Trace

ﬂ- Wizards -& Commands v Save Verify
A
media-manager v .
Add Realm Config
codec-policy

Out Translationid

media-manager
In Manipulationid

media-policy
Out Manipulationid =
realm-config
Average Rate Limit 0 ( Range: 04294967295 )
steering-pool Access Control Trust Level hi —————————
igh v
security 3 I
Invalid Signal Threshold 0 ( Range: 0..4294967295 )
session-router > Maximum Signal Threshold 0 ( Range: 0..4294967295 )
system v Untrusted Signal Threshold 0 ( Range: 0.4294967295 )
Nat Trust Threshold -
fraud-protection 0 (Range: 0.65535)
e Fndninte Nar Mk
hnst_rainte 7 0K Back
Show All

We have set Access Control Trust Level on the Reams to High as we have static access-control configured and this is a peering
enviorment.

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/security/sbc_scz840 security.pdf

6.7. Configure SIP Interfaces

Navigate to session-router-> sip-interface and configure the sip-interface as shown below.
ACLI Path: config t->session-router->sip-interface

Configure sip-interface for the PureCloud as below-

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the Session agents added to the
SBC.
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Configure sip-interface for Genesys PureCloud and Verizon Business Trunk as below -

ICanfguration vem Comipawion [#] & vty m
Moo Effa0e e
Tstn -
imalrs K
Cwcriztn
w3
= P Pty
i
Agies  Gamecs  Addvesi Bl Traragron! Proveesi TLE Pmpling A R R Heve A
e = m.
p-rrarts
2 : U O
Confgurslion  Weelohpesen | O vty
Kiodify SIP Ingzrface T Tr—
irm
W e
Fowairm 0 vartn
e
T - i
Q" o)
" s
W Gele Aabder Pist Tagesaioint Pyl TL Bl Al EevppTar Bk g ks
g
[(—]
- ——
re
.
)y i) i
(-J' Tt \-l}

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

6.8. Configure session-agent

Y

Session-agents are config elements, which are trusted agents who can send/receive traffic from the SBC with direct access to
trusted data path. Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC with
direct access to trusted data path.

Navigate to session-router->Session-Agent
ACLI Path: config t->session-router->session-agent

Configure the session-agents for the Genesys Pure Cloud

Host name to “byoc-voxai.byoc.mypurecloud.com”
port to 5061

realm-id — needs to match the realm created for the Genesys Pure Cloud

transport set to “staticTLS”
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- ping-method — send OPTIONS message to PureCloud to check health
- ping-interval to 30 sec

Configuration | wiewconfiguration | Q

mediz-manager > i
Modify Session Agent
security >
Hostname
session-router -
IP Address
sccess-control
Port
account-config
State
filter-config
App Protocol
Idap-config
App Type
Tocal-policy

Transport Method
local-routing-config

Realm D
media-profile

Egress Realm ID
session-agent

Description
session-group
session-recording-group
session-recording-server Match Identifier

session-transiation

byoc-voxai.byoc. mypurecioud.com

5061

W enatle

SiP

StaticTLS

GenesysCloud

( Range: 01025..65535 )

Discard @ verlfy

Show Configuration

Configure the session-agents for the Verizon Business Trunk as below Table.

Config Parameter Verizon 1 Verizon2
Hostname <Verizon FQDN 1> <Verizon FQDN 2>
IP-Address <IPV4 Address> <IPV4 Address>

Port 5201 6292

Transport method

uDP

uDP

Realm ID Verizon

Verizon

Ping Method

OPTIONS

OPTIONS

Ping Interval

30

30

Refer Call Transfer

enabled

enabled

Ping Response
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Verizon Session Agent 1

Configuration | wiew Configuration

. -
mediz-manager »
security »
session-router -

access-control

account-config

filter-config

ldap-config

local-policy

local-routing-config

media-profile

session-agent

SEsSIon-group

session-recording-group

session-recording-server

Q

Modify Session Agent

Hostname
IP Addrass

Port

State

App Protocol

App Type
Transport Method
Realm ID

Egress Realm ID

Description

Match Identifier

sce10001.125903121 globalipcom.com

1521882919
6292 ( Range: 0,1025..65535 )
+" enable
sIP -
-
uoP -
Verizon -
v

Verizon Session Agent 2

Configuration = wiew cConfiguration Q,
media-manager »
security »
session-router -

access-control
account-config
filter-config

ldap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

sessinn-translatinon

Show All

Modify Session Agent

Hostname
IP Address 15213828147
Port 5201
State  enable
App Protocol =]
App Type
Transport Method uop
Realm ID erizon
Egress Realm ID
Description
Match Identifier

oK Back

scel0002125903121.globalipcom.comr

(Range: 0102565535 )
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6.9. Configure session-agent group

A session agent group allows the SBC to create a load balancing model.

Navigate to Session-Router->Session-Group.
ACLI Path: config t->session-router->session-group

Please configure the following group for Verizon Session Agents

Configuration | ViewConfiguration
media-manager >
seurity >
Sesslon-router v

access-contral
account-config
fileer-conifig

Idap-config

local-palicy
local-routing-config
media-profile
sesslon-agent
sesslon-group
sesslon-recording-group
sesslon-recording-server
sesslon-translation
slp-config

sip-feature

Show All

Q

-

Modify Session Group

Group Name

VErzZonGrp
Description
Staty
= | enable
App Protocol sp -
Strategy Roundrabin v
Dest
SCE1000112590%1211.globallpcom.con
x
50e1000212590312 1. globahpom.cor
x
Trunk Group
Sag Recursion ~
+| enable
Stop Sag Recurse 401,407
SIP Recursion Policy -
Back

6.10. Configure steering-pool

Steering-pool config allows configuration to assign IP address(s), ports & a realm. They define sets of ports that are used for
steering media flows through the OCSBC. These selected ports are used to modify the SDP to cause receiving session agents to
direct their media toward this system.

Navigate to GUI Path: media-manger->steering-pool
ACLI Path: config t->media-manger->steering-pool

Configure PureCloud Steering pool as below -
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ORACLG Enterprise Session Border Controller

NN4500-139 10138194159 SCZ8.4.0 Patch 5 (Build 352)

Configuration  vewcontguaton  Q

megia.manager v

Modify Steering Pool

codec-policy
1P Address ——
media-manager
PRI Start Port 20000 ( Range: 01.65535)
End Port 40000 ( Range: 0165535 )
realm-config
Realm ID GenzsysCloud .
steenng-pool
Network Interface
sécurity »

sesson-router -

Configure Verizon Business Trunk Steering Pool as below -

Configuration View Configuration Q

media-manager L 4 - .
Modify Steering Pool
codec-policy
P Address —
media-manager
Start Port .
media-palicy 10000 { Range: 0165535 )
End Port 10569 { Range: 0145535 )
realm-config
Realm ID Verizon 4

steering-pool
MNetwork Interface
security ¥

SESSIoN-router v

access-control

6.11. SIP Security Configuration

This section describes how to configure the SBC for both TLS and SRTP communication with Genesys Pure Cloud and and
IKE/IPSEC to connect to Verizon Business IP Trunk

Genesys Purecloud supports TLS connections from SBC’s for SIP traffic, and SRTP for media traffic. It requires a certificate signed
by one of the trusted Certificate Authorities. Similarly, Verizon Business requires a secure, IPSEC tunnel be established between
the Oracle SBC and the VZB network. You must obtain the IPSEC Template from your Verizon Business account team before
configuring IKE/IPSEC on the Oracle SBC.
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6.11.1 Configuring Certificates

This section describes how to configure the SBC for TLS and SRTP communication for PureCloud. It requires a certificate signed
by one of the trusted Certificate Authorities.

“Certificate-records” are configuration elements on Oracle SBC which captures information for a TLS certificate such as common-
name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate signing request, and import the necessary
certificates into the SBC’s configuration.

GUI Path: security->certificate-record

ACLI Path: config t->security->certificate-record

For the purposes of this application note, we'll create certificate records as below.

e SBC Certificates (end-entity certificate)

e DigiCert Root CA

e DigiCert Intermidiate Cert (this is optional — only required if your server certificate is signed by an intermediate)
o DigiCertEVROOtCA (Genesys PureCloud)

Supported CA for Genesys PureCloud BYOC

Genesys Pure Cloud signs the BYOC Cloud endpoints with X.509 certificates issued by DigiCert, a public Certificate Authority.
More specifically, the root certificate authority that signs the BYOC Cloud endpoints is the DigiCert High Assurance EV Root CA.

https://help.mypurecloud.com/articles/tls-trunk-transport-protocol-specification/

Note Genesys PureCloud uses subject name validation to ensure that the remote endpoint identifies itself as the expected target. If
a server certificate does not contain the name to which the client is connected as either the common name or the subject alternate
name, the connection is refused.

Below Table 1 is for reference. Modify the configuration according to the certificates in your environment.

Config SBC DigiCertEV DigiCert DigiCert
Parameter Certificate(P  |RootCA Root CA Intermediat
ureCloud) e
Name SBCCert PureCloudCert |DigiCert Global DigiCert SHA2
Root CA Secure Server
CA

Common Name [solutionslab.cgb [PureCloudCert DigiCert Global DigiCert SHA2

ubedford.com Root CA Secure Server
CA
Key Size 2048 2048 2048 2048

Key-Usage-List (digitalSignature (digitalSignature (digitalSignature (digitalSignature

keyEncipherme keyEncipherme |keyEncipherme keyEncipherme

nt nt nt nt
Extended Key [serverAuth serverAuth serverAuth serverAuth
Usage List
Key algor rsa rsa rsa rsa
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Digest-algor Sha256 Sha256 Sha256 Sha256

6.11.1.1 End Entity Certificate

The SBC’s end entity certificate is what is presented to PureCloud signed by your CA authority, in this example we are using
Digicert as our signing authority.

Here in this setup,We wil create two end entity certificates for PureCloud.
e Common name: (solutionslab.cgbubedford.com) for PureCloud
Step 1 Configure SBC Certificate Record

To Configure the certificate record:

e Click Add, and configure the SBC certificate as shown below:

Configuration || viewcontiguration | Q

iz
mesEmErEs ' Modify Certificate Record

Security \

authentication-profile Hame SBCPureCloudCert
certificate-record Country us
tis-global State California

Lecality Redwood City

ts-prafile

Organization — J—
session-router 8 Oracle Corporation
Unit
system >

Comman Name solutionslab.cpbubedford.com

Key Sie= 2048 -
Alternate Name

Trusted = enable

Key Usage List

digitalSignature

keyEncipherment

Extended Key Usage List -

serverfuth X | | clientiuth X
Key Algor 5 -
Digest Algor shaSs -
Ecdsa Key Size 0256 -

Cert Status Profile List

Show All ok )|

Step 2 — Generating a certificate signing request

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the root/intermediate
certificates.

o Select the certificate and generate certificate on clicking the “Generate” command.
The Step must be performed for SBCPureCloudCert.
Please copy/paste the text that is printed on the screen as shown below and upload to your CA server for
signature.
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Corfiguration | vws im0 o o

[ e R |
ca & & £ B B B @ Q
daen  Sale Marse e st ey g P e s
smmorito 1 s B Eoprerry e
v ol
L 3 5 3 ¥
o P - - w e
. . oo - . - =
Dwlaen
Seen
mpen
et "

Commands Save werify
Generate certificate response x

Certificate Record Copy the following informatian and send to a CA authority

-----BEGIN CERTIFICATE REQUEST-----
(fDELMAKG

ALXRICEQ

W Vi
+fml

MahibPcdu2

WEYDV
QEBAQU
Y SISDWKIM!,

IcLS)

it

Close

e copy/paste the text that gets printed on the screen as shown above and upload to your CA server for signature.
e Also note, at this point, a save and activate is required before you can import the certificates to each certificate record
created above.

Step 3 Import Certificates to the SBC

Once certificate signing request have been completed — import the signed certificate to the SBC.

Please note — all certificates including root and intermediate certificates are required to be imported to the SBC. Once all
certificates have been imported, issue save/activate from the WebGUI

Configuration || vewconmgurston | Q vame | @ vemy

media-manager §
Certificate Record

security -

authentication-profile

o & & & sz | 4 @ B B @3 Search Q
centificate-record
Action  Select Name Country State Locality Organization Unit Common Name
tis-global
BaltimoreRoot us MA Burlington Engineering Eaftimore CyberTrust Root
tis-prafile
DigiCertinter us MA Burlington Engineering DigiCert SHAZ Secure Server CA
session-router >
system > : |  DigiCertine: us MA Burlington Engineering DigiCert Global Root CA
Edit
sacPure  Copy us Califarniz Redwiood City Oracle Corporation sclutionslab.cgbubedird.com
Delete
TezmsE} us Califorria Redwood City Oracle Corporation telechar o -test06161977com
Generate
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Import certificate x

Format

pkes
%509
Import methad )
try-al
s

Certificate file 4, Ugioad Mo file chosen.

Import Cancel

L

6.11.1.2 Import CA Certificate

Repeat the steps provided Step 3 to import all the root and intermediate CA certificates into the SBC as mentioned in Table 1.

At this stage, all the required certificates SBC certificates have been imported to the SBC

6.11.2 TLS-Profile

A TLS profile configuration on the SBC allows specific certificates to be assigned.

Navigate to security-> TLS-profile config element and configure the tls-profile as shown below

ACLI Path: config t->security->tls-profile

TLS-Profile - Genesys PureCloud

PureCloud BYOC only supports endpoints using the TLS version 1.2 protocol.

Supported TLS ciphers include:

e TLS_RSA WITH_AES 256 _CBC_SHA
e TLS_RSA WITH_AES_256_CBC_SHA256

TLS-only listeners are available on host port 5061.
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Configuration | wvewconnguaton | Q

-

media-manager , ) )
Modify TLS Profile
security -
N
authentication-profile ame TLSPureClowd
certificate-racord End Entity Certificate SBCPureCloudCert -
Trusted Ca Certificates
tis-global BaltimoreRoat
DigiCertRi
tis-profile giCerRoot X
DigiCertinter X
ses5on-routsr -
Cipher List

JR— TLS_RSA_WITH_AZS_255_CEC_SHAZSS x | | TLS_RSA_WITH_AES 255 CBC_SHA x

4

account-config _

Verlfy Depth o { Range: 0.10)
Fiter-cenfie Mutual Authenticate .

W ensbls
idi il
spesnne TLS Version r— .

local-palicy Options
local-routing-config

Cert Status Check enabis
media-profile )

(Cert Status Profile List
session-agent

Ignore Dead Responder -
session-group EnEzE

Allow Self Signed Cert -
session-recording-group W Enatie
session-recording-server

-
oK Back

Shaw All

6.12. Media Security Configuration.

This section outlines how to configure support for media security between the ORACLE SBC and Genesys PureCloud.

6.12.1 Configure sdes profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are configured.

Navigate to ->Security -> Media Security ->sdes profile and create the policy as below.
ACLI Path: config t->security->media-security->sdes-profile

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£ Wizards v £} Commands v Save Verify
certificate-record =
Add Sdes Profile
factory-accounts
ke > Name SDES
Crypto List
ipsec 4 dla AES_CM_128_HMAC_SHA1.80 X

local-accounts AES_CM_128_HMAC_SHA1_32 X

media-security v Srip Auth + enable
Srtp E t
ditls-srip-profile vtp Encryp! +| enable
SITCP Encrypt
media-sec-policy e + enable
Mki
| sdes-profile enable
sipura-profile Fgress Offer Format same-as-ingress v
Use Ingress Session Params
password-policy
et OK Back

Show All c
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6.12.2. Configure Media Security Profile

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any of them)
and, if SRTP needs to be used, the sdes-profile that needs to be used

In this example, we are configuring two media security policies. One to secure and decrypt media toward Genesys
PureCloud, the other for non-secure media facing Verizon Business Trunk.

Navigate to ->Security -> Media Security ->media Sec policy and create the policy as below:
ACLI Path: config t->security->media-security->media-sec-policy

Create Media Sec policy with name SDES, which will have the sdes profile, created above.

Assign this media policy to PureCloud Realm.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

£ wizards {3 Commands v Verify
certificate-record 2
Add Media Sec Policy
factory-accounts
ike > Hame SDES
ipsec > Pass Through enable
local-accounts Options
media-security v
4 Inbound
dtls-srip-profile Profile SDES =
media-sec-policy Mode srtp v
Protocol
sdes-profile sdes v
Hide Egress Media Update enable
sipura-profile
password-policy 4 Outbound
. - v OK Back
Show All (:I

Create another Media Sec Policy RTP as shown below.This policy will be applied to the Verizon Ream facing the Verizon

Business SIP Trunk.
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Wizards {3} commands w
-
admin-security » Modify Media Sec Policy
auth-params
Name RTP
authentication Pass Th
ass Through enable
guthentication-profile .
Options
cert-status-profile
certificate-record 4 Inbound
Profile
factory-accounts
Mode rp
e » Protocol
none
IpseC » Hide Egress Media Update cnable
local-accounts
4 Outbound
media-security - Profile
ditls-srip-profile
Srp-pi Mode rtp
| media-sec-policy
- Back
soes @)

6.13 IKE/IPSEC Config

The configuration elements required for IKE are not available via the Oracle ESBC GUI and must be

configured via ACLI.

Note : Verizon does not necessarily use IPSEC and IKE for Trunks and it could be UDP or TCP.IPSEC configuration is only

required if the setup requires the Trunk to communicate over IPSEC.

Note: The examples provided will only display the parameters of each element that have been changed. All
others can be left at default values unless required to be changed for your specific purposes:

6.13.1 IKE Config

ACLI Path: config t->security->ike->ike-config

Type Select and use the below example to configure the global Ike configuration on the SBC.

ike-config
ike-version
log-level
phasel-dh-mode
phaseZ-exchange-mode

1

NOTICE
dh-group2
dh-group2
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6.13.1.1 ke Interface

ACLI Path: config t->security->ike->ike-interface

ike-interface
ike-version
address
realm-id
1ke-mode
shared-password
sd-authentication-method

1
——
Verizon
initiator

Elr i i i i i o

shared-password

6.13.1.2 lke Salnfo

ACLI Path: config t->security->ike->ike-sainfo

ike-sainfo
name
auth-algo
encryption-algo
tunnel-local-addr
tunnel-remote-addr
ike-sainfo
name
auth-algo
encryption-algo
tunnel-local-addr
tunnel-remote-addr

md5
3des|

PR
152.188.29.84

VzZ2
md5
3des

e
152.188.28.212

6.13.2 Security Policy

Security Policies are part of the IPSEC configuration on the SBC, and this is available through the GUI.

GUI Path: security/ipsec/security policy

ACLI Path: config t->security->ipsec->security-policy

Use the below table as an example to configure security policies on the SBC toward Verizon Business:
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A
Function IPSEC SIP IPSEC SIP
Mame Verizon- Verizon- Verizon- Verizon-
Security- Security- Security- Security-
Policy-1 Policy-1A Policy-2 Policy-2A
Metwork-Interface S1p0:0 S1p0:0 STpl:0 STp0:0
Frionty ] 1 2 K]
Cocal IF gddr maich ™ ]
Femoie jp addr maich “\Nz-IPSEC-IP= <V Z-SIF-IP= V- IPSEC-IP= “\VZ-5ip-IF=
Cocal port maich 500 1] 500 1]
Femote port malch ] 1] 00 1]
Local IF Mask 2050 255 750 0 255 2R F5h ZRE | Zh5 255 550 255 755 755 755
Femotie IF mask 255,255 255 224 255 255 255 285 | 255 255 255 F24 205 255 255 255
Ike-5ginfp-name V1 V2
Action Allow IPREC Allow IPSEC ]
Outbound-ga-fine-grained-mask
Local jp mask pLL LI LRl 255 28R 75510 255 J55 255 255 2R 255 35510
Femoie jp mask 255 255 2558 255 255 2RR 28R 224 | 255 28R 255 255 285 255 355 724

security-policy
name
network—interface

local-port—-match
remote-port-match
local-ip-mask
remote—-ip-mask
action
security-policy
name
network—-interface
priority

local-ip-addr-match
remote—-ip—addr-match

local-ip-addr-match
remote—ip-addr-match
ike-sainfo-nams
cutbound-sa-fine-grained-mask
local-ip—mask
remote—ip-mask

Verizon-Security-Policy-1

MO0z 0

ﬁ

152.188.29.84

300
500

255.255.255.192
255.255.255.224

allow

Verizon-Security-Policy-1a

MOO:0
1

_

152.188.25.195

VZl

255.255.255.152
255.255.255.224
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Eecurity-policy

nams
network—interface
priority
local-ip—addr-match
remote—ip—addr-match
local-port—match
remote—port—match
local-ip-—mask
remote—ip-—mask
action

Eecurity-policy

name
network-interfacs
priority
local-ip-addr-match
remote—ip—addr-match
ike-zainfo-names

outbound-=sa-fine-grained-mask

local-ip-mask
remote—ip-mask

Verizon—-Security-Policy—2

MOO:=0

2
—

152.188.28.212

300

300

255.255.255.1492

255.255.255.224

allow

Verizon—-Security-Policy—24

MOO:0
3
[F—
152.188.28.147
vz2

255.255.255.19%92
255.255.255.224

6.14. Configure local-policy

Local policy config allows the SBC to route calls from one end of the network to the other based on routing criteria.

To configure local-policy, Navigate to Session-Router->local-policy.

ACLI Path: config t->session-router->local-policy
Following local-policy routes the calls from Genesys PureCloud to Verizon Business IP Trunk which are then terminated

towards PSTN.
Following local-policy routes the calls from Verizon Business Trunk which are then routed to Genesys PureCloud from the SBC.

Configuration | ViewConfizurstion = Q)
mediz-manager - . .
Moditfy Local Policy
security >
From Address
SESSION-router v * X
access-control To Address
* X
account-config Source Realm
byoc-voxal
filter-config
Description
Idap-config
local-paolicy
local-routing-config Ste W enable
media-profile Pollcy Priodty none v
sesslon-agent Palicy Attributes
sesslon-group &
Action  Select NextHop Realm Action
sesslon-recording-group
SagverizonGip verizon replace-un
Session-recording-server
sesslon-transiation
sip-config
-
Back
Show All

Terminate Recursion

disabled

Cost State App Protocol Lookup

enabled single
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Configuration | viewConfigwaton | Q. Discard | &3 Verify
media-manager [
Meodify Local Policy
security 3

From Address
sesslon-router v * X

access-control To Address 5T

acoount-conflg Source Realm

verizon X

filter-config
Description
Idap-config
local-policy
lacal-routing-config ste v enable
media-profile Policy Priovity none v
sesslon-agent Policy Attributes
sesslon-group &
Action  Select NextHop Realm Action Terminate Recursion Cost State App Pratocol Lookup Next Key
sesslon-recording-group
OraclesBCPureCloudT... | PureCloud none disabled '] enabled single
sesslon-recordin g-Server
sesslon-translation
sip-config

6.15. Codec Policies

Codec policies are sets of rules that specify the manipulations to be performed on SDP offers allowing the OCSBC the ability to
add, strip, and reorder codecs for SIP sessions

Note: This is an optional configuration. Only configure codec policies if deemed necessary in your environment

GUI Path: media-manager/codec-policy

ACLI Path: config t->media-manager->codec-policy

Some SIP trunks may have issues with codec being offered by Genesys PureCloud, specifically Verizon requested the
SBC try to offer only one codec when possible. For this reason, we have created a codec policy “OptimizeCodecs” for
the Verizon SIP trunk to remove the codecs that are not required or supported.

e Click Add, and use the examples below to configure
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Configuration | wewconfiguration = Q)

realm-config

Add Codecs On Egress

steering-pool PCMU X
security - Order Codecs
guthentication-profile Packetization Time 20
certificate-record Force Ptime enzble
tls-globzl Secure Dimf Cancellation enable
tis-profile Dtmf In Audio disabled
session-router » Tone Detection
system LA 2
Show All s

mediz-manager = = . .
Modify Codec Policy
codec-policy
Mame - -
media-manager OptimizeCodecs
Allow Codecs
media-policy PCMU 3¢ Telephone-Event

6.16 QOS Marking

QoS marking allows you to apply a set of TOS/DiffServ mechanisms that enable you to provide better service for

selected networks
GUI Path: media manager->media policy

ACLI Path: config t->media-manager->media-policy

Configuration | wviewcontigurstion | Q

media-manager v

Modify Media Policy
codec-palicy

Name
media-manager VerizonQOS

Tos Settings
(]

Action  Select Media Type Media Sub Type

media-policy
realm-config
steering-pool
audio
security -
message sip
authentication-profile
certificate-record
tIs-glabal
1Is-profile

session-router >

system [

Show All

Tos Value

Oxb8

Ox68

@ verfy B) save

Show Configuration

Media Attributes.
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6.17. Enable Ping-response

The option is found under the Session agent configuration element and will be enabled on all session agents
configured for Verizon Trunk and Genesys PureCloud .

Below is an example of the parameter Ping response enabled on PureCloud Session-Agent. Similarly, the parameter
should be enabled for Verizon Business Session Agents.

Configuration || viewConfiguration | Q
media-manager > i )
Modify Session Agent
security >
session-routsr - Hosirname: byoc-voxai byac mypurecloud com
IP Address
access-control
Port 0t . =
accaunt-config 08 {Range: 0,1025. 45535 )
Stata 7 enable
filter-config =natiz
App Protocol o .
dap-config
App Type -
ocal-palicy
Transport Method SteticTLS .
ocal-routing-config
Realm I GenesysCloud =
media-profile
< Qoizn
mediz-managsr 2 . R
Modify Session Agent
security 3
SESSion-router v SPL Options
access-control Media Profiles
account-config .
= In Translationid -
filter-config .
= Out Translaticmid 1oPSTN -
Idap-confi
a E Trust Me —
local-palicy
policy Local Response Map -
local-routing-canfig .
Ping Response .
§ fespa / W =nable
ok e /

6.18. Access Control

To enhance the security of your Oracle Session Border Controller, we recommend configuration access controls to limit traffic to
only trusted IP addresses on all public facing interfaces

GUI Path: session-router/access-control

Please use the example below to configure access controls in your environment for both PureCloud IP’s, as well as SIP Trunk IP’s
(if applicable).

byoc.mypurecloud.com resolves to the following load balancer IP Addresses

52.203.12.137 1b01.byoc.us-east-1.mypurecloud.com
54.82.241.192 1b02.byoc.us-east-1.mypurecloud.com
54.82.241.68  |b03.byoc.us-east-1.mypurecloud.com
54.82.188.43 Ib04.byoc.us-east-1.mypurecloud.com

Configure access-control for each IP PureCloud IP Address as shown in the below example.
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accoum-config
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cap-config

ol -pahcy

cal-roshing-conhg

mecka-protie

MR

Loz oy i=n =

MO g - Froup

VGO T OMCEng - e

Configuration  vewceengesnes | O

Madify Access Control

Riealrm IC GenadyCH
Descrigion

Lourcw Address

Pesnan paes _
Apphearen Moo =
Trarrgeet Prosocol all
Accem [= L1
Auwrage Rate Lims a

Teust Lavel —
Iirr e Rurtisrvied Basrebwicied o

irmealic] Signal Threshold a
bacirem Signal Threshald o
Uninasied Sigral Theeshold o

Derny Peviod LT

Hat Trum Theeshold A

A EFepoines P Nat ~

[ R 04294967205 )

[ Range: D.AT9ETI55 )
[ Prasrugpe: QL ATRRETIS )
[ Rasnge: OLATSBETIHS )
[ Range: DA4ISMS0T295 )
[ Range: DA4IMS0T295 )
[ Rasnge: 045535 |

[ Rasnge: 045535 |

Similarly create ACL entries for each Verizon Trunk as shown in the below example.

Configuration | view Configuration

miedia-manager

sequrity

sesslon-router
access-control
account-confiz
filter-config
Idap-config
local-policy
lacal-routing-config
media-profie
sesslon-agent
sesslon-group
session-recording-group
sesslon-recording-server
sesslon-translation
sip-config
sip-feature

Show All

Modify Access Control

Realm ID verizon
Description verizonsi®
Source Address 152182.00/16
Destination Address 0.000
Application Protocol T
Transport Protocol ALL
Access permit
Average Rate Limit 5
Trust Level high
Minimum Reserved Bandwidth 0
Invalid Signal Threshold 0
Maximum Signal Threshold 0
Untrusted Signal Threshold 0
Deny Period 20

Back

( Range: 04294967295 )

( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )

( Range: 04294967295 )




Notice the trust level on this ACL is set to high. When the trust level on an ACL is set to the same value of as the access control
trust level of its associated realm, this create an implicit deny, so only traffic from |IP addresses configured as ACL’s with the same
trust level will be allowed to send traffic to the SBC. For more information about trust level on ACL’s and Realms, please see the
SBC Security Guide, Page 3-10

6.19. SBC Behind NAT SPL configuration

This configuration is needed when your SBC is behind a NAT device. This is configured to avoid loss in voice path and SIP
signaling.

The Support for SBC Behind NAT SPL plug-in changes information in SIP messages to hide the end point located inside the
private network. The specific information that the Support for SBC Behind NAT SPL plug-in changes depends on the direction of
the call.

For example, from the NAT device to the SBC or from the SBC to the NAT device.

Configure the Support for SBC Behind NAT SPL plug-in for each SIP interface that is connected to a NAT device. One public-
private address pair is required for each SIP interface that uses the SPL plug-in, as follows.

e The private IP address must be the same as the SIP Interface IP address.
e The public IP address must be the public IP address of the NAT device

Here is an example configuration with SBC Behind NAT SPL config. The SPL is applied to the PureCloud side SIP interface.
To configure SBC Behind NAT SPL Plug in,

Navigate to session-router->SlIP-interface->spl-options and input the following value, save, and activate.
HeaderNatPublicSIPIflp=52.151.236.203,HeaderNatPrivate SIPIflp=10.0.4.4

Here HeaderNatPublicSIPIflp is the public interface ip and HeaderNatPrivateSIPIflp is the private ip.
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media-manager 4 . .
Maodify Realm Config
codec-palicy
Early Media Allow
media-manager =
Enforcement Profile
media-policy L
realm-config Additional Pr
steering-pool Restricted Latching T
i v
securty L Options
sesslon-Fouter . -
SPL Opfions HeaderNatPublicSIPIfip=52151236.20
system * .
Delay Media Update cnzle
Refer Call Transfer disabled —
Hold Refer Reinvite _
enable
Refer Motify Provisional none —
Dryn Refer Term enable
OK Back
Show All

This configuration would be applied to each SIP Interface in the ORACLE SBC configuration that was deployed behind a Nat
Device.

7. Syntax Examples

Picture 1 -Sample SIP INVITE from PureCloud to Oracle SBC

2021-09-01 02:00:43.658

INVITE sip:+16174261400@customers.telechat.o-test06161977.com:5061;transport=tls SIP/2.0
Record-Route: <sip:54.244.22.120:5061;r2=on;transport=tls; ftag=¥Yn0Sy7I;1lr>
Record-Route: <sip:10.87.16.129:5060;r2=on; ftag=Yn0Sy7I;1r>

To: "Boston MA" <sip:+16174261400@customers.telechat.o-test06161977.com>

From: "OracleSolutionsLabBYOCSBCTest" <sip:+178120328060@54.244.22.120>;tag=Yn0Sy71I
Call-ID: Oadaa2c8-378a-4c77-96b7-94fdc5ael01lal

Via: SIP/2.0/TLS 54.244.22.120:5061;branch=z9hG4bKb5f7.5310eb26.0

Via: SIP/2.0/UDP 10.87.209.169:6060;branch=z9hG4bKb5f7.eecf4c36.0

CSeq: 1 INVITE

Max-Forwards: 67

Allow: INVITE, ACK, CANCEL, BYE, OPTIONS, INFO

Supported: norefersub, timer

Accept: application/sdp, application/dtmf-relay

Contact: <sip:+17812032806@10.87.209.169:6060;did=42f.a8a5bdeb5>

x-inin-cnv: 238493bd-87d6-443e-a548-69b57deb5edd

x-pcv-domain: customers.telechat.o-test06161977.com

Content-Type: application/sdp

User-Agent: GENESYS-SIPSERVICE/1.0.0.4186

Content-Length: 357
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Picture 2 — Sample 200 OK response to PureCloud .

SIP/2.0 200 OK

To: "Boston MA" <sip:+16174261l400fcustomers.telechat.o-testdelels 77, .com>;tag=111331881-
1630475503588

From: "QOracleScolutionsLabBYOCSECTe=t"™ «<=ip:+17812032806E54.244 .22 120> tag=¥ni5y7I
Call-ID: Oadaal2cB8-378a-4c77-96b7-84fdeS5aellal

Wia: SIP/2.0/TLS 54.244.22,120:5061:branch=z0hG4nER5f7.5310ekh26.0

Wia: SIP/Z2.0/0DF 10.37.209.1&%9:6060;branch=z0hG4bEL5f7.eecf4c36.0

CSeg: 1 INVITE

Becord-Route: «5ip:54.244.22.120:506L;rd=on; ;transport=tl=s: frag="n0Sy7I;1r>
Becord-RBoute: «5ip:10.87.16.128:5060;r2=on;: fLag="n0Sy7I;1r>

Supported:

Contact: <sip:+161742614008 ] 5061 ; transporc=tls>

Allow: ACK,EBYE,CAWNCEL,INFO,INVITE,OPTIONS, PRACE, REFER,NOTIFY

Accept: application/media contro1+xmliagglicationfaﬁa

Content-Type: applicatiun!aﬁg

Content-Length: 371

Picture 3- Sample SIP INVITE from Oracle SBC to VZB Trunk
From Header:

¢ Must contain a Verizon DID that is associated with the trunk group

« Must Contain the SBC local Sip Interface IP address and port

To Header
» Must Contain the Verizon Sip IP address or Hostname, and port

INVITE =ip:+161742614008=3cel0002.1259031211 . .globalipcom.com: 5201 SIES2.0

Via: SIP/2.0/UDP b 5060 branch=2 80 G4bET4nnnd1040v=scEj41los0. 1

To: "Boston MA™ <=ip:+16174261400@152.188.28.147:5201>

From: "OracleSolutionsLabBYOCSBECTest" <sip:+17312032305Eh-------;5060>;tag=YnGSyTI
Call-ID: Oadaal2cB8-378a-4c77-96b7-84fdeS5aellal

CSeg: 1 INVITE

Max-Forward=s: @&

Allow: INWITE, ACE, CANCEL, EBYE, OPTIOHNS, INFO

Supported: norefersub, timer

Accept: application/zdp, application/dtmf-relay

Contact: <sip:+1781203230el o J50&80;did=42f.a8aSbdes5; transport=udp>
x-inin-cnv: 238453bd-87d6-443e-a548-65b57deb5Sedd

H-poy-domain: customers.telechat.o-test081615877.com

Content-Type: application!a&g

Uzer-Agent: GENESYS-SIPEERVICE/1.0.0.418&

Content-Length: 274
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Picture 4 — Sample 200 OK from Verizon Trunk to Oracle SBC

SIP/2.0 200 OK

Wia: S5IP/2.0/UDFP B 5060 branch=z9hG4bET74nmndl1040vetEj4lo=s0.1

To: "Boston MA" <=zip:+16174261400E@152.15858.258.147:5201>:tag=111331881-16304755903588
From: "QOracleSolution=LabBYOCSECTest" <sip:+1?312932596@i-------i5969>;tag=YnOSy?I
Call-ID: Cadaal2ci-378a-4c?7-%6b7-94fdciaelClad

CSeq: 1 INVITE

Supported:

Contact: <sip:+161?426140D@152.155.25.14?:5291;t1an5p01t=&ﬁg>

Allow: ACHE,BYE,CANCEL,INFO,INVITE,OPTIONS, PRACK, REFER,NOTIFY

Accept: application/media control+xm1¥agglicationfaﬁg

Content-Type: applicationfaﬁg

Content-Length: 288

Picture 5- Sample SIP INVITE from Oracle SBC to PureCloud

INVITE
2ip:781203280280racleSECPureCloudTesting . byoc. u3w2 .pure. cloud: 5061 ;user=phone; transport=tcls
SIF/2.0

Via: SIP/2.0/TLS L 5061 ;branch==z8hG4bEb12kh02000Trgurl7460.1

From: <=ip:+%153130313383Eso0lutionslab. cgbubedford. com; user=phone»;tag=2139011582-1630461859974-
To: "QOBRACLESCLLAE ."-<sip:?312&32502@—;user=};h0ne>

Call-ID: BWOZ204199740105214196083208E@63.77.76.250

CSeq: 260885572 INVITE

Contact: <zip:+5918130313388@zolution=slab.cgbubedford.com: 5061 transporc=tls>

Allow: ACH,BYE,CANCEL,INFO,INVITE,OPTIONS, PRACK,REFER,NOTIFY, UPDATE

Acecept: application/media control+zml, application/sdp, multipart/mixed

Supported:

Max-Forwards: &3

Content-Tvpe: applicationfa&g

Content-Disposition: geszion:handling=required

Content-Length: 4&7

X-MS-SBC: Oracle/NN4600/8.4.0p5A

Picture 6- Sample 200 OK from PureCloud to Oracle SBC

SIPS2.0 200 OE

Via: S5IP/2.0/TLS

e S0el s rport=8196 receivedT e s branch=z 9hG4bER1 2k 020007 rgurl 7460 . 1
Record-Route: <sip:10.87.41.105:5060;r2=pon;ftag=2139011582-1630461859874-;11>

Eecord-Boute: <=zip:52.32.1583.89:50681;r2=on,;transport=tl=s;ftag=2139011582-1630461859874-;1r>
To: "QORACLESCLLAE ."«<=ip:78120325026000000 ) user=phone>; tag=VHNWwS 6k

From: <sip:+918130313388¢Ezo0lutionzslab.cobubedford. com:;user=phone>;tag=2139011582-1630461859974—
Call-ID: EWO02041599740105821419608329863.77.76.250

CSeg: 260835372 INVITE

Allow: INVITE, ACE, CANCEL, BYE, COPTICHS, INFC

Supported: norefer=sub, timer

Locept: application/gdp, application/dtmf-relay

Contact: <=2ip:7812032302@10.87.254.136:60680;did=cae.%casT723>

Content-Type: applicationfa&g

Date: Wed, 01 Sep 2021 02:04:20 GMT

Uzer-Agent: GENESYS-SIPSERVICE/L1.0.0.4186
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8. Configuring the Oracle SBC through Config Assistant

When you first log on to the Oracle SBC, the system requires you to set the configuration parameters necessary for basic
operation. To help you set the initial configuration with minimal effort, the SBC provides the Configuration Assistant.

The Configuration Assistant, which you can run from the Web GUI or the Acme Command Line Interface (ACLI), asks you
guestions and uses your answers to set parameters for managing and securing call traffic.

You can use the Configuration Assistant for the initial set up to make to the basic configuration. Please check "Configuration
Assistant Operations" in the Web GUI User Guide and "Configuration Assistant Workflow and Checklist" in the ACLI Configuration
Guide

Please note, applying a configuration to the SBC via the Configuration Assistant will overwrite any existing configuration currently
applied to the SBC. We highly recommend this only be used for initial setup of the SBC. This feature is not recommended
to be used to make changes to existing configurations.

Configuration package is available starting in release nnSCZ840p7 and nnSCZ900p2.

Section Overview and Requirements

This section describes how to use our Configuration Assistant feature as a quick and simple way to configure the Oracle SBC for
integration with Genesys PureCloud. We will choose Verizon Retails IP Trunk on the other Side for Carrier Connectivity.

The pre-requisites are given below.

e SBC running release SCZ840p7 or later which will have this template package by default added to the SBC code.
e TLS certificate for the SBC preferably in PKCS format, or access to PureCloud supported CA to sign certificate once CSR
is generated by the SBC.

The following outline assumes you have established initial access to the SBC via console and completed the following steps:

e Configured boot parameters for management access

e Setup Product

e Set Entitlements

e Configured HTTP-Server to establish access to SBC GUI

Initial GUI Access

The Oracle SBC WebGui can be accessed by entering the following in your web browser.
http(s)://<SBC Management IP>.

The username and password are the same as that of the CLI.

If there is no configuration on the SBC, the configuration assistant will show immediately upon login to the SBC GUI as shown
below

PureCloud Configuration Assistant

For a new SBC deployment, once access to the GUI is configured, you will see the following when logging in for the first time:
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Configuration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template

Microsaft ACS Select PBX Template to fist the carresponding SIP Side template

Cisco

Awaya Session Manager
GenerkFBX
GenesysPureEngage
PureCloud

Fiveq

Upload a Configuration Upload a Template Package

Drag and Drop
Seicta T2 or arop one N

Drag and Drop
Seisct e or o0 one e

o Please click below fink for additional template packages.
https:///www.oracle.com//technical-resources,/documentation/acme-packet. html

Under PBX template, we'll select PureCloud template. This brings up a list of available sip trunk templates.

Configuration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template

Microsoft ACS VerizonRetailpTrunking

Gsco TwiboSIFTrunking

Avaya Session Manager GenericSipTrunk

GenericPaX IntelepeerSipTrunking

GenesysPursEngazs ATTIRtrunking

PureCloud BeliCanadatrunking

PureCloud v [PureCloudOnly.gz] OrangzaTIP
Description - PureCloud template enables you to configure and connect your
Session Border Contraller to Genesys PureCloud.

Upload a Configuration

Upload a Template Package

Drag and Drop

Select 2 fle or drop one here.

Drag and Drop

Selecta i or Grop one here.

Please dick below link for 2dditional template packages.
© 1o v orscie comytechnical resources /docurnentationacme- packet e

Select Verizon Retail IP trunk template and click Next at the top to access the Notes page. Pay close attention to the information
here, as this is a list of warnings, pre-requisites, and recommendations:
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Configuration Assistant - Notes

Back

PBX Template SIP Trunk Template

Motes for PureCloud v Notes for VerizonRetaillpTrunking v

Warning: Warning:
- Preceeding with the Configuration Assistant results in erasing the existing configuration. - Proceeding with the Configuration Assistant results in erasing the existing configuration.

Pre-requisites: Pre-requisites:

- Connect Port 0 of the Session Border Controller (SBC) to your network. - Connect Port 1 of the Session Border Controller (SBC) to your network.

- Add the SRTP license to the system (Virtual Machine Edition anly). - Ensure that Transcoding resources are installed on your system (Hardware only)(If Applicable).

- Ensure that Transcoding resources are installed on your system {Hardware only). - Configure at least one Transcoding core on your system (Virtual Machine Edition only)(If Applicable)
- Configure at least one Transcoding core on your system (Virtual Machine Edition only). - This template supports ONLY UDP/TCP configuration.

- Enable the Advanced entitlement on the system. - Enable the Advanced entitlement on the system

- Set Session Capadity in the entitlement. - Set Session Capacity in the entitlement.

- Set the system time. - Set the system time.

Recommendations:
- Obtain a signed certificate in PKCSI12 format from your Certificate Authority.

Clicking “Next” on the Notes page triggers the configuration assistant to do a system check. This ensures that all of the system
requirements for the platform and sip trunk you have selected have been met before proceeding to configuration pages. If they
have not been met, you will be greeted by a page providing the opportunity to setup entitlements, add license keys, etc. before
moving on to the configuration.

Once all requirements for your selected templates have been satisfied, you can proceed to the configuration pages.

Page 1- PureCloud Network

Page 1 of the template is where you will configure the network information to connect to PureCloud Network.

Next to each field is a help icon. If you hover over the icon, you will be provided with a description or definition of each filed. Also,
pay close attention to which fields are listed as “required”.
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Configuration Assistant - PureCloud Network

] ©) ® ® ® ®

Root Trusted
Certificate

PureCloud Network SBC Certificate Verizon IP Trunk Verizon Session

Network Agent

Genesys Purecloud
Transcoding

Let's configure the interface that communicates with PureCloud
Realm Name @
Required

Enter PureCloud Session Agent hostname here @

Enter the PureCloud IP here @

Port Number @

Brrt N

0 CEB

Transcoding

Page 2 - Import DigiCert Trusted CA Certificate for PureCloud

Page 2 of this template is where the SBC will import the DigiCert High Assurance EV Root Cert CA certificate, which PureCloud

uses to sign the certificates it presents to the SBC during the TLS handshake.

Importing the PureCloud Root CA certs is enabled by default.

Configuration Assistant - Root Trusted Certificate

& 2] ® ® ® ®

PureCloud Network SBC Certificate Verizon IP Trunk Verizon Session

Network Agent

Root Trusted
Certificate

Genesys Purecloud
Transcoding

Let's start provisioning the root trusted certificate for PureCloud.

O=DigiCert Inc
OU=www.digicert.com
CN=DigiCert High Assurance EV Root CA
Validity
Not Before: Nov 10 00:00:00 2006 GMT
Not After : Nov 10 00:00:00 2031 GMT
Subject
c=Us
O=DigiCert Inc
OU=www.digicert.com
CN=DigiCert High Assurance EV Root CA
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CATRUE
X509v3 Subject Key Identifier:
BI:3E:(3:69:03:F8:8F:47.01:D4:98:26:1A:08:02.EF:63:64:2B:C3

X509v3 Authority Key Identifier:

Page 3 - SBC Certificates for PureCloud side

=
2

Transcoding
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By default, the SBC is set to import a certificate in PKCS12 format. This is the simplest and recommended way to add a certificate
to the Oracle SBC. Using this method, you will add the SBC’s hostname under “FQDN or Common Name” field, upload a certificate
signed from one of the PureCloud Supported CA Vendors, and enter the certificates password.

Configuration Assistant - SBC Certificate

o o o ® ® ®

PureCloud Network Root Trusted SBC Certificate ‘Genesys Purecloud Verizon IP Trunk Verizon Session Transceding
Certificate Transcoding Network Agent

Let's start provisioning certificates for the SBC

Certificate provisioning type @
PKCS12 v
Recuired

Fully Qualified Domain Name or Commaon Name ]

Required

PKCS12 certificate (p12 or pfx) @
4, Upload

PKCSI2 certificate password @

Certificate Signing Request (CSR)

The alternative to importing a PKCS12 certificate to the SBC is to configure a certificate and generate a certificate signing request
that you will have signed by a PureCloud supported CA. Same as PKCS12, you will enter the SBC’s hostname under “FQDN or
Common Name” and “Country” field (required) and answer the remaining question presented on this page (optional).
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Configuration Assistant - SBC Certificate

- s

® @

Verizon IP Trunk
Network

@ @ @ @

Root Trusted
Certificate

Verizon Session
Agent

SBC Certificate Genesys Purecloud

Transcoding

PureCloud Network

Let's start provisioning certificates for the SBC

Certificate provisioning type @
CSR v
Requres

Fully Qualified Domain Name or Common Name Q@
Required
Country @

State @

Locality @

Page 4 — PureCloud side Transcoding

@

Transcoding

Page 4 is where you will be able to configure transcoding between the SBC and PureCloud.

Once transcoding features is set to “yes”, you will then have an option to select additional media codecs you want included in
offers/answers toward PureCloud. If you select yes to either question regarding media codecs, you will be presented with a

required drop down.

You can select as many codecs from the list presented.

Configuration Assistant - Genesys Purecloud Transcoding

@ @ @ o ® ®

SBC Certificate Verizon Session

Agent

Verizon IP Trunk
Network

Genesys Purecloud
Transcoding

Root Trusted
Certificate

PureCloud Network

Let's configure transcoding for Genesys Purecloud side

Do you want to select media codecs (SBC to
PureCloud)?

® No Yes

Page 5 — Verizon Retail IP Trunk Network

@

Transcoding
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Page 5 of the template is where you will configure the network information to connect to Verizon Retail SIP trunk Network. Please
fill the required fields and Press Next.

Configuration Assistant - Verizon IP Trunk Network

O ©)

@ @ & (< @ O, @

PureCloud Network Root Trusted SBC Certificate Genesys Purecloud Verizon IP Trunk Verizon Session Transcoding
Certificate Transcoding Network Agent

Let's configure the interface that communicates with your Verizon Retail IP Trunk

Realm Name @

Page 6 — Verizon Retail IP Trunk Session Agent

Page 6 of the template is where you will configure the Verizon Retail IP Trunk Session Agent details where you will enter the next
hop IP address and port for sip signaling to and from your PSTN SIP trunk.

Configuration Assistant - Verizon Session Agent

o o o o o o ON -~ > |

PureCloud Network Root Trusted SBC Certificate Genesys Purecloud Verizon IP Trunk Verizon Session Transcoding
Certificate Transcoding Network Agent

Let's configure the Session Agent for Verizon

Verizon Session Agent hostname @

Verizon Session Agent IP Address @

Verizon Session Agent Port @

Did Verizon provide a second Hostname,/1P
‘address for Sip Signaling?
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Please fill the required fields and click Next.

Page 7 - PSTN side Transcoding

Page 7 is where you will be able to configure transcoding between the SBC and Verizon Retail IP Trunk.

Once transcoding features is set to “yes”, you will then have an option to select additional media codecs you want included in
offers/answers towards Verizon Retail IP trunk. If you select yes to either question regarding media codecs, you will be presented
with a required drop down. You can select as many codecs from the list presented.

Configuration Assistant - Transcoding

o o o o o o o D

PureCloud MNetwork Root Trusted SBC Certificate Genesys Purecloud Verizon IP Trunk Verizon Session Transcoding
Certificate Transcoding Network Agent

Let's configure transcoding

Do you want to enable transcoding featuresonthe (B No () Yes
SBC?

Do you want to select media codecs between SBC (D) Mo o Yes
and Verizon?

Select media codecs (SBC to Verizon) &

Review

At the end of the template, you will notice in the top right, a “Review” tab. If all 8 pages presented across the top are showing
green, indicting there are no errors with the information entered, click on the “Review” tab.
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Configuration Assistant - Transcoding

] @ @ @ @ @ o BB

PureCloud Network Root Trusted SBC Certificate Genesys Purecioud Verizon IP Trunk Verizon Session Transcoding
Certificate Transcoding Network Agent

Let's configure transcoding
Do you want to enable transcoding featuresonthe  (® No (> Yes
SBC?

Do you want to select media codecs between SBC (D No o Yes
and Verizon?

Select media codecs (SBC to Verizon) @
PCMU X

The screen looks like below after clicking the Review Tab. The left side of the review page contains all of the entries added on each
page and allows for editing each page individually if necessary.

The right side displays the entire configuration created and when applicable, will also have a CSR tab that contains a certificate that
can be signed by a CA authority.

Configuration Assistant - Summary

Download »

PureCloud Network # Edit Configuration

Realm Name Enter PureCloud Session Agent hostrame here
PureCloud purecloud.com [fa] Copy
Enter the PureCloud IP here Port Number

Portd certificate-record
Slot Number N ok IP Address Dig@certHignAssurancaEVRmt
COmMmon-name Digicert wigh Assurance EV Root CA
Slot 0 141146.36.69 certificate-record
name PureCloudCsR
Network IP subnet mask Network Gateway IP Address state california

255.255.755192 141146.36.65 locality Redwood City
organization oracle Corperation

Primary DNS server IP Address DNS Domain unit oracle CGBU-LABS BOSTON
‘common-name telechat.o-testes161977. com

codec-policy
name verizonCodecPolicy
allow-codecs =
add-codecs-on-egress PCMU
Root Trusted Certificate - ttp-server
name webserverInstance
local-policy
from-address
enabled to-address ®
source-realm Purecloud

Do you consent to installing the DigiCert High Assurance EV Root Cert

On the left side of the review contains the entries for each page. Each page has an “Edit” tab that can be used to make changes to
the information entered on that specific page without having to go through the entire template again.
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On the right side of the review page, under the “Configuration” tab is the ACLI output from the SBC. This is the complete
configuration of the SBC based on the information entered throughout the template. Also on the right side of the review page you
may see another tab, “CSR”.

On Page 3 of the template, if you chose CSR from the drop-down menu instead of PKCS, the SBC configures a certificate record
and generates a certificate signing request for you.

Configuration Assistant - Summary

Dowmload

PureCloud Network # Edit Configuration PureCloudCSR CSR

Realm Name Enter PureCloud Session Agent hostname here

PureCloud purecloud.com =} Copy

Enter the PureCloud IP here Port Number

Port0 E TIFICATE REQUEST-----

ALUEBhMCVVMXCZATEEN 1EMRMWEQYDVQQH

: 0

Slot 0 141146.36.69 iy WDQYIK VCHAQ! A 40! ghzu
7ZWHEG

Slot Number Network IP Address

Network IP subnet mask Network Gateway IP Address o nET \ . frire
255.255255192 141146.36.65 // / I

Primary DNS server IP Address DNS Domain

mhEbBepgZ3jpzh+bgeHsp
KH &Neacalht17QpicMleisvpeirsslau
E3/zGbvsfaHYpateCabwvabF KFXEKFp
END CERTIFICATE REQUEST-----

Root Trusted Certificate

Do you consent to installing the DigiCert High Assurance EV Root Cert

enabled

Click the copy button under the CSR and paste the output into a text file. Next, provide the txt file to your CA for signature. Once
the certificate is signed by the CA, you will need to import that certificate into the SBC manually, either via ACLI or through the GUI.

Note: if you chose to import a certificate in PKCS12 format on page 3, the CSR tab will not be present under review.

Download and/or Apply
The template provides you with the ability to “Download” the config by clicking the “Download” tab on the top right. Next, click the
“Apply” button on the top right, and you will see the following pop-up box appear.

Now you can click “Confirm” to confirm you want to apply the configuration to the SBC. The SBC will reboot. When it comes back
up, the SBC will have a basic configuration in place for PureCloudPhone with Generic PSTN Sip Trunk.

Configuration Assistant Access

Upon initial login, if the Configuration Assistant Template does not immediately appear on the screen, you can access by clicking
on the “SYSTEM” tab, top right of your screen. After that, click on the “Configuration Assistant” tab, top left. This allows end users
to access the Configuration Assistance at any time through the SBC GUI.

9. Test Plan Executed

We have executed the following test plan to validate the interworking between Genesys PureCloud and Verizon Business SIP
Trunk via Oracle SBC.
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Test Description Pas | Fail
s

Outbound Local | Place an outbound call to a local number YES

Outbound Long- | Place an outbound call to a long-distance number YES

Distance

Outbound Place an outbound call to an international number (if YES

International applicable)

Outbound Toll- Place an outbound call to a toll-free number YES

Free

Inbound Place an inbound call to the range of numbers pointed to |[YES
your system

Hold Place an outbound call to any number, place call on hold [YES
for 1 minute, take call off hold

Transfer Call Place a call, transfer the call, ensure both parties connect|YES
successfully

Call Forward Enable call forward on phone, place call to phone, confirm|YES
call forwards successfully

Conference Create a conference call with 3 or more people on the YES
same call

DTMF Call 1-800-COMCAST, confirm DTMF is received YES

Outbound Place outbound call, keep it connected for 10+ minutes YES

Duration

Inbound Duration | Place inbound call, keep it connected for 10+ minutes YES
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