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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Session Border Controller (SBC). It
is assumed that the reader is familiar with basic operations of the Oracle Session Border Controller.

2. Document Overview

In this document we will provide the steps to navigate the Oracle SBC configuration and to configure
relevant sections through the webGUI interface.

Understanding the basic concepts of TCP/UDP, IP/Routing, and SIP/RTP is necessary to be able to
utilize the document in the intended manner.

SIP Server is the Genesys software component that provides an interface between your telephony
hardware and the rest of the Genesys software components in your enterprise. It translates and keeps
track of events and requests that come from and are sent to the telephony device.

SIP Server is a TCP/IP-based server that can also act as a messaging interface between SIP Server
clients. It is the critical point in allowing your Genesys solution to facilitate and track the contacts that

flow through your enterprise. This reduces the cost and complexity of extending an enterprise's telephony
system outside its network borders.

Oracle Session Border Controllers (Oracle SBCs) play an important role in SIP trunking as they are used
by many ITSPs and Enterprises as part of their SIP trunking infrastructure.

This application note has been prepared as a means of ensuring that SIP trunking between Genesys SIP
Server, Oracle SBCs and IP Trunking services are configured in the optimal manner.

3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
the Oracle Session Border Controller and the Genesys SIP Server. There will be steps that require
navigating the Oracle SBC WebGUI.

Understanding the basic concepts of TCP/UDP, IP/Routing, and SIP/RTP are also necessary to complete
the configuration and for troubleshooting, if necessary.
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3.2. Requirements

Fully functioning Genesys SIP Server deployment, including Media Server, SIP Proxy and SIP Feature
Server. Testing is performed as per below product release version.

e Genesys SIP Server, Version 8.1.1

e Genesys Media Control Platform, Version 9.0.013.61
e Genesys SIP Proxy Server, Version 8.1.100.76
e Genesys SIP Feature Server, Version 8.1.202.11

e Oracle Enterprise Session Border Controller — All Oracle SBC models including Virtual Machine
Edition,4600,1100,3900,6300,6350,3950,4950 platform running SCZ900p3 or above

3.3. Architecture

p
Q)

S

)

.

[+]

D Genesys Pure Engage

i —

r 5IP Feature Server _l

r S|P proxy Server _l

/

Enterprise Network

PSTN

/

IP Telephony
Service Provider

The Genesys SIP Server and the Oracle SBC are the edge components that form the boundary of the SIP
trunk. The configuration, validation and troubleshooting of the Oracle SBC to work with the Genesys SIP
Server will be described in this document.
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3.4. Lab Configuration
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The following diagram, similar to the Reference Architecture described earlier in this document, illustrates
the lab environment created to facilitate certification testing.

All network parameters, ip addresses, hostnames etc. are specific to Oracle Labs, and cannot be used
outside of the Oracle Lab environment. They are for example purposes only!!!

As per the Test Bed the connections made is as below -

- sOp3 — Connection to SIP Trunk

- sOp0 — Connection to Genesys SIP Server

In the setup the Oracle SBC sits in between the Genesys SIP Server and the SIP Trunk.

Client 1 and Client 2 are softphones registered on the SIP Server. The calls are made from PSTN
Network which land onto the endpoints registered on Genesys SIP Server via the SBC.

We also have remote endpoints which register onto the SIP Server via the SBC which is not
illustrated in the Diagram and is covered in another section of the documentation.

Calls made from Genesys Internal endpoints to external world are directed to SBC which then sends
the call to the Trunk to terminate on PSTN Network.
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4. Deploy the Oracle SBC

In this section we describe the steps for configuring an Oracle Session Border Controller, formally known
as the Acme Packet Net-Net Session Director ("SBC"), for use with Genesys SIP Server in a SIP Trunking
scenario.

4.1.In Scope

The following guide configuring the Oracle SBC assumes that this is a newly deployed device dedicated to
a single customer. If a service provider currently has the Oracle SBC deployed and is adding SIP Server
customers, then all the mentioned configuration may not be necessary and only the relevant sections must
be configured.

Below are the Links to the Oracle Session Border Controller Configuration Guide which can be used as a
reference point for configuring the Oracle SBC.

Web GUI User Guide

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.3.0/webgui/Oracle SBC scz830 webqui.pdf

ACLI Configuration Guide

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.3.0/configuration/Oracle SBC scz830 configuration.pdf

Note that Oracle offers several models of Oracle SBCs. This document covers the setup for Oracle SBC
4600 platform running SCZ900p3 or later. If instructions are needed for other Oracle SBC models, please
contact your Oracle representative.

4.2 Out of Scope

Configuration of Network management including SNMP and RADIUS
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https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/webgui/esbc_scz830_webgui.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/webgui/esbc_scz830_webgui.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/configuration/esbc_scz830_configuration.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/configuration/esbc_scz830_configuration.pdf

4.3 Booting the SBC

Once the Oracle SBC is racked and the power cable connected, you are ready to set up physical network
connectivity.

In the Lab environment we have setup the 4600 SBC and the below Figure illustrates the Rear view of

the SBC which is used to setup Physical Connectivity of management and media cables.

The port layout may differ depending upon the SBC model being used and must be configured
accordingly.

Rear View
(Click on underlined text to view components)
Zoom In
Power Supplies Console Alarm 2%x 10Gb 4x 1GbE Network Interface
B A Port  Port ety o Unit (NIU/PHY
o e — -!-l
Sys tem Power Network P4 PO P1 P2 P3
Switch LEDs Management Signaling & Media Ports

To access the console port:

Connect the serial console cable to the Oracle SBC to a workstation running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

- Baud Rate=115200

- Data Bits=8

- Parity=None

- Stop Bits=1

- Flow Control=None
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R T

Power on the Oracle SBC and confirm that you see the following output from the bootup sequence.

A

@ COMS3 - PuTTY 1@ Currently Sharing | |-=|-&|

Enter the following commands to login to the Oracle SBC and move to the configuration mode. Note
that the default Oracle SBC password is “acme” and the default super user password is “packet”.

Password: acme

Oracle SBC-Genesys > enable

Password: packet

Oracle SBC-Genesys # configure terminal

Oracle SBC-Genesys (configure) #

You are now in the global configuration mode.
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4.5, Initial Configuration

i) Assigning the management Interface an IP address

To assign an IP address, one has to configure the bootparams on the Oracle SBC by going to

Oracle SBC-Genesys #configure terminal --- >bootparams

NN4600-138# conf t©
NN4600-138(configure)# bootparam

"." = clear field; '-' = go to previous field; q = quit
Boot File : J/boot,/nnSCZE30mlp2. bz
IP Address : 10.138.194.138

VLAN : 0

Netmask : 255.255.255.192
Gateway : 10.138.194.129

IPvE Address :

IPVE Gateway

Host IP :

FTF username o owxftp

FTP password : vxfp

Flags :

Target Name P NN4600-138

console Device : coml

Console Baudrate : 115200

other :

MOTE: These changed parameters will not go into effect until reboot.
Also, be aware that some boot parameters may also be changed through
PHY and Network Interface Configurations.

A reboot is required if changes are made to the existing boot parameters.

Once you have gained access to the SBC you can further configure the system through the WEB-GUI
Interface.

11|Page



5. Configuring SBC using WEBGUI

There are two methods for configuring the Oracle SBC, ACLI, or GUI.
For the purposes of this note, we’ll be using the Oracle SBC GUI for all configuration examples.

The WebGUI can be accessed through the url :-

http://<SBC_MGMT_IP>

web-server-config is enabled by default on the Oracle SBC. If not then one can make the web-
server-config on the SBC by navigating to system> web-server-config

web-server-config

state enabled
inactivity-timeout 5
http-state enabled
http-port 80
https-state disabled
https-port 443

http-interface-list
tls-profile

last-modified-by admin@console

Please refer to the Web GUI Guide for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.3.0/webgui/Oracle SBC scz830 webqui.pdf

The expert mode is used for configuration.

Once you have accessed the Oracle SBC, at the top, click the Configuration Tab. This will bring up
the OCSBC Configuration Objects List on the left hand side of the screen.

12| Page


https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/webgui/esbc_scz830_webgui.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.3.0/webgui/esbc_scz830_webgui.pdf

ORACLE

Home Monitor and Trace Widgets System

B Save {F Wizards. 4t Commands~

Configuration objects

P media-manager Name Description

b security access-control Configure a static or dynamic access control list
P session-router account-config Configure Quality of Service accounting

P system account-group Configure accounting group

You may now follow the further sections of the Document to configure the SBC as desired to
Connect with Genesys Pure SIP Server.

5.1 SIP Trunking Configuration for the Oracle SBC

The following section shows the Oracle SBC configuration required to work with Genesys SIP Server and
the SIP trunk. The protocol used between the Oracle SBC and SIP server is UDP for signaling and RTP
for media; the SIP trunk is configured for UDP in this interop testing.

It is outside the scope of this document to include all the interoperability working information as it

will differ in every deployment. The Document should be used as reference for the basic
configuration objects required to interwork Oracle SBC with Genesys SIP Server.
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5.2 Configure system element values

To configure system element values, use the system-config command under the system branch.

Then enter values appropriate to your environment, including your default gateway IP address for

your management Ethernet interface.

Here we have configured the SBC Hostname, Description and the Default Gateway. These can be

used as minimal settings to configure the system-config element.

B Save 4} Wizards- 4} Commands ~

4 Opjects

P media-manager

P security

P session-router

4 system
fraud-protection
host-route
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config
trap-receiver
web-server-config

Default gateway:
Telnet timeout:
Console timeout;

Alarm threshaold

Modify System config

Hostname: GenesysSBC

Description: SBC that interacts with Genesys SIP
Server

Location:

Mib system contact:
Mib system name:
Mib system location:
Syslog servers

Add

Address

10.138.194.128
0 (Range: 0..65535)

0 (Range: 0..65535)

Click the OK at the bottom of the screen.
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5.3 Configure Physical element values

The phy-interface configuration element:

o Defines some Layers 1-2 properties (speed, half/full duplex, MAC address, and so on)
e Must be created for each physical connector that you plan to use.

To configure physical Interface values, navigate to system->phy-interface on the Oracle SBC Web GUI
Configure the physical interface for sOp0 and s1p0 for connectivity with the Trunk and the Genesys SIP

Server Environment.

As per the Test Bed the connections made is as below -
- s0p3 — Connection to SIP Trunk

- sOp0 — Connection to Genesys SIP Server

dLLEsS-LUIILIUL

+| Phy interface
account-config

Search Criteria: All

filter-config

Add Delete All Upload Download
Idap-config
local-policy Name Operation type Port Slot
local-routing-config s0p0 Media ] 0
media-profile s0p3 Wedia 3 0

session-agent
session-group
session-recording-group
session-recording-server
session-transiation
sip-config
sip-feature
sip-interface
sip-manipulation
sip-monitoring
translation-rules

4 system
fraud-protection
host-route
network-interface
ntp-config

phy-interface -

Search

Virtual mac Admin state Auto negotiation
enabled enabled
enabled enabled
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Sample physical interface configuration.

B Save {4t Wizards - %} Commands -

durcss>-Lunuu

| Modify Phy interface
account-config

filter-config .
Name: s0p0
Idap-config
local-policy Operation type: Media ~
local-routing-config Port: 0 (Range: 0..5)
medl.a-proﬂle Slot: 0 (Range: 0..2)
session-agent
) Virtual mac:
Session-group
session-recording-group Duplex mode: FULL v
session-recording-server Speed: 100 v
session-transiation
; Wancom health score: 50 (Range: 0..100)
sip-config
sip-feature
sip-interface

sip-manipulation
sip-monitoring
translation-rules
4 system
fraud-protection
host-route
network-interface
ntp-config

phy-interface -

Dacl

5.4 Configure Network Interface

The network-interface configuration element:

e Must be created and refers to a specific phy-interface
o Defines Layers 2-3 properties (VLAN, IP address, mask, default gateway, and so on)

To configure network-interface, navigate to system->Network-Interface. Configure two interfaces, one for

PSTN Trunk and one for Genesys SIP Server.
Below is the example from test bed for the network-interface configuration.

Here 2 Network interfaces are configured where-

- sOp3 — Connection to SIP Trunk

- sOp0 — Connection to Genesys SIP Server
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B Save 4t Wizards- 4 Commands -

local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-transiation
sip-config
sip-feature
sip-interface
sip-manipulation
sip-monitoring
translation-rules

4 system
fraud-protection
host-route

network-interface

ntn ~anfin

ORACLE

“| Network interface
Search Criteria: All

Name Sub port id
s0p0 ]
s0p3 0

Home EeUGINEGLUE Monitor and Trace

Add Delete All Upload Download

Description

Widgets System

Hostname IP address

172.18.0.129
192.168.1.94

B Save 4} Wizards - %} Commands -

4 Objects

) media-manager

b security

) session-router

4 system
capture-receiver
fraud-protection
host-route
hitp-client
http-server

network-interface

network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list
system-config

threshold-crossing-alert-group

trap-receiver
web-server-config

Modify Network interface

Name:
Sub port id:

Description:

Hostname:

IP address:

Pri utility addr:
Sec utility addr:
Netmask:

Gateway:

| Gw heartbeat
State:

Heartbeat:
Retry count:
Retry timeout:

Health score:

DNS IP primary:
DNS IP backup1:
DNS IP backup2:
DNS domain:
DNS timeout:
DNS max ttl:
Signaling mtu:

HIP IP list:

|V|

172.18.012%

255.255.0.0

172.18.01

25400

Add

(Range: 0..4095)

(Range: 0..65535)
(Range: 0..65535)
(Range: 1..65535)

({Range: 0..100)

(Range: 0..4294967295)
({Range: 30..2073600)

(Range: 0, 576..4096)

17| Page



5.5 Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager and configure the below option for generating rtcp reports.

To configure navigate to Media-Manager->Media-Manager and enable the configuration.

Below is the example from test bed for the Media-Manager configuration. Just Checking on State as Yes
Is sufficient for SBC to enable the Media Manager configuration and handle media traffic (RTP)

Other parameters are not required but are relevant for settings like Latching, DDOS Protection etc. to be

enabled on the SBC. These parameters are outside the scope of the document and are left to their default
values.
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BH Save 4} Wizards ~ 4% Commands »

4 Objects
4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile

media-policy
misrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
fcp-media-profile

b security

P session-router

4 gystem
capture-receiver
fraud-protection
host-route
hitp-client
hitp-server
network-interface
network-parameters
nip-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-sntry
spl-config
system-access-list
system-config

threshold-crossing-alert-group

frap-receiver
web-server-config

Show advanced

Modify Media manager

State:

Flow time limit:

Initial guard timer:
Subsq guard timer:
TCF flow time limit:
TCP imitial guard timer:
TCP subsq guard timer:
Hnt ricp:

Algd log level:

Mbcd log level:

Options:

Red max trans:

Red syne start time:

Red sync comp time:

Media policing:

Max signaling bandwidth:
Max untrusted signaling:

Min untrusted signaling:
Tolerance window:
Untrusted drop threshold:
Trusted drop threshold:

Acl monitor window:

Trap on demote to deny:
Trap on demote to untrusted:
Syclog on demote to demy:
Syslog on demote to untrusted:
Anonymous sdp:

Reactive transcoding:
Translate non rfc2833 event:

Xcode fax max rate:

MNOTICE

MNOTICE

Add

10000

5000

1000

2500000

=1

14400

| Delete

[Range:
[Range:
[Range:
[Range:
[Range:
[Range:

[Range:
[Range:

[Range:

[Range:
[Range:
[Range:
[Range:
[Range:
[Range:

[Range:

0. 4234967 295)
0. 4254567 225)
0. 4284567 235)
0. 4284967 285)
0. 4284967 285)
0. 4284567 235)

0..50000)
0..4284967235)
0..4284967285)

71000..10000000)
0..100)

0..100)
0..4284967295)
0..100)

0..100)

5..2600)
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5.6. Enable Sip Config

SIP config enables SIP handling in the SBC. Make sure the home realm-id, registrar-domain and
registrar-host are configured. Also add the options to the sip-config as shown below.

To configure sip-config navigate to Session-Router->sip-config on the Oracle SBC Web GUI.

Below are the important parameters under sip-config that need to be configured.

o Registrar-host is the Genesys SIP Server IP.

e The domain is put as * as we have not specified any specific domain on the test bed.

e The Genesys SIP Server port is configured as the Registrar-port on the Oracle SBC.

e The options “max-udp-length=0" should be configured if the SIP messages are of larger size to
avoid SBC failing the calls with “513 message too large”

Setting this option to zero (0) forces sipd to send fragmented UDP packets. Using this option, you override
the default value of the maximum UDP datagram size (1500 bytes; sipd requires the use of SIP/TCP at
1300bytes).You can set the global SIP configuration’s max-udp-length=x option for global use in your SIP
configuration, or you can override it on a per-interface basis by configuring this option in a SIP interface

configuration

B Save {} Wizards- 4} Commands -

4 Objects

} media-manager

b security

4 session-router
access-control
account-config
filter-config
ldap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-transiation
sip-config
sip-feature
sip-interface
sip-manipulation
sip-monitoring
translation-rules

) system

Show advanced

Modify SIP config

State:
Home Realm ID:
Egress Realm ID:

Nat mode:

Registrar domain:

Registrar host:
Registrar port:

Options:

Refer src routing:

genesys

Mone

172.15.0.124
4080

Add

max-udp-length=0

Delete

{Range: 0, 1025..65535)
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5.7 Configure Realms

A Ream

e Is a collection of VoIP entities residing in one or more networks.

e Typically maps to a service provider, enterprise, or end-user population environment.

e |tis defined by a configuration element that contains many parameters that apply to the
environment.

e Is considered as a “Layer 5” definition and a “container” of Resources.

¢ Onthe SBC, you configure realms (plus their associated configuration objects) to identify the
interfaces, resources, and policies that apply to the signaling and media going through them.

To configure Realm Navigate to realm-config under media-manager and configure a realm as shown in
the picture.

In this setup we have configured 3 Realms configured where —

‘siptrunk is the realm for the connection to PSTN Trunk and is configured on s1p0 network interface.
‘genesys’ is the Realm for connection to the to Genesys SIP Server and is configured on sOp0 network

interface.

Another Realm ‘remoteworker’ is configured to register remote endpoints and is described in a different
section on the document.

B Save # Wizards. % Commands - i Q, Search
4 Objects Realm config
A media-manager Search Criteria: All
codec-policy Add Edit Copy Delete Delete All Upload Download Search
media—manager Identifier Description Addr prefix Network interfaces Mm
media-policy In reaim In network Same ip
genesys 0000 s0p0:0 enabled enabled enabled
steering-pool
’ - 9P remoteworker 0.0.0.0 50p0:0 disabled enabled enabled
securi
v siptrunk 0.0.0.0 s0p3.0 disabled enabled enabled

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature

P

Show advanced Displaying 1 -3 of 3
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4 Opjects “ | Modify Realm config
4 media-manager
codec-policy Identifier: |lpenesys

media-manager Description:
media-policy
|____reamcomg |

steering-pool

b security

4 session-router s0p0:0
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config Mm in realm:
media-profile
session-agent
Session-group
session-recording-group Class profile: -
session-recording-server
session-ranslation

Network interfaces: Add

<]

QoS enable:

Media policy: o

In translationid: o

Out translationid:

sip-config change1 A
sip-feature In maninnlatinnid:
rin imberfann [ Back |
Show advanced
codec-policy Out manipulationid: v
media-manager
. ) g Access control trust level: high -
media-policy
steering-pool Hold refer reinvite: O
b security Dyn refer term: O
4 session-router
Codec policy:
access-control pelicy ¥
account-config Codec maniP in realm: O
filter-config RTCP policy: -
Idap-confi
P i g Session recording server: o
local-paolicy

local-routing-config Monitoring filters:

media-profile
session-agent
Session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

L A

Add

| Back |

Show advanced
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[3

4 Opjects
4 media-manager
codec-policy Identifier: |Isiplrunk

Modify Realm config

media-manager Description:
media-policy
|____reamconfig |

steering-pool

b security

4 session-router s0p3:0
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config Mm in realm: (]
media-profile
session-agent
session-group
session-recording-group Class profile: -
session-recording-server
session-translation
sip-config

Network interfaces: Add

QoS enable: O

Media policy: -

In translationid: w

Out translationid: w

|___reamconfig | :
steering-pool In manipulationid: v
P security Out manipulationid: v
4 session-router Access control trust level: nona v
access-control Ref 0t :
efer call transfer: :
account-config disabled v
fiiter-config Hold refer reinvite: (]
Idap-config Dyn refer term: (]
local-policy Codec policy: -
local-routing-config i
media-profile Codec manlP in realm: O
session-agent RTCP policy: v
session-group Session recording server: v
session-recording-group o
i i Monitoring filters: Add
session-recording-server
session-translation
sip-config
sip-feature
-
rim inderFas s | Back |
Show advanced
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5.8 Configure Steering Pool

The steering-pool:

o Is the SBC’s media interface (for a given realm)

e Receives and transmits RTP packets

o Defines a media IP address and a pool (range) of ports from which port(s) are dynamically
allocated for every established session.

e Provides call admission control (CAC) by setting a limit of sessions going into and out of a realm

¢ Arealm can have more than one steering-pool.

To configure steering pool navigate to media-manager->steering pool.

In this setup we have configured 3 steering pool against 3 Realms.

Below is the example from test bed for the steering-pool configuration.

B Save 4} Wizards- 4} Commands -

i Discard

4 DObijects Steering pool
A media-manager Search Criteria: All
codec-policy Add Delete All | Upload Download Search
media-manager IP address Start port End port Realm ID Network interface
T E=TAIE) 172180129 10000 10999 genesys
LCalNECONIiS 172.18.0255 10000 10999 remoteworker
192.165.1.94 10000 10999 siptrunk
P security
4 session-router
access-control
account-config
filter-config
Idap-canfig
local-policy
B Save 4+ Commands - 'un]' Discard
4 Objects Modify Steering pool
4 media-manager
codec-policy IP address: f7218.0.129
media-manager Start port: 10000 (Range: 1..65535)
edia-policy End port: 10999 (Range: 1..65535)
realm-config o
Reaim 10: genesys -
P security Network interface: v

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy

local-routina-confia
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5.9 Configure sip-interface

The sip-interface:

e |s the SBC’s Edge Proxy Function

e Receives and transmits SIP signaling messages

e Provides a service pipe to the SIP daemon (sipd)

¢ Defines SIP signaling IP addresses, ports, transport protocols, and various SIP processing policies

To configure sip-interface, navigate to session-router->sip-Interface. Configure the interfaces for the
PSTN and Genesys SIP Server.

Below is the example from test bed on the sip-interface configuration.
Three sip-interface are configured on the SBC where-

1. sip-interface 192.168.1.94 is configured with Realm siptrunk is to route inbound traffic from Trunk
to the Genesys SIP Server. Registration caching is enabled in order for SBC to cache the
registration data and Route to registrar parameter is enabled to send all requests that match
cached registration to the destination defined for the registrar host.

2. sip-interface 172.18.0.129 is configured with Realm genesys to route the outbound traffic from
Genesys SIP Server to the SIP Trunk.

3. 3. sip-interface 172.18.0.255 is configured with Realm remotewaorker to route the registration from
remote endpoint which register onto the SIP Server via the SBC. This is covered in detail another
section of the document

Save 4% Wizards - 4} Commands ~ = Seart
= £ W m

aLLTas-Luu U
account-config
filter-config
Idap-config
local-policy State Realm ID Description Carriers Trans expire Initial inv trans expire

“| SIP interface
Search Criteria: All

Add Delete All Upload Download Search

local-routing-config enabled genesys 0
media-profile enabled remoteworker 0
session-agent enabled siptrunk 0
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature
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realm-config “| Modify SIP interface
steering-pool
b security State:
4 session-router Realm ID: siptrank -~
access-control Description:
account-config
filter-config
Idap-config SIP ports
local-policy
local-routing-config Add
media-profile Address Port Transport protocol | TLS profile Allow anonymous
session-agent 192.168.1.94 5060 uorP all
session-group 192.168.1.94 5060 TCP all
session-recording-group
session-recording-server
session-translation
. ] »
sip-config
sip-feature Nat traversal: e =
Reisiration caching:
sip-manipulation
_p—m .p ) Route to registrar:
sip-monitoring
translation-rules In manipulationid: Reject_OPTIONS -
4 system .
Back
Show advanced l /
B Save 4} Wizards - 4} Commands -
auLTIs-Luu )
account-config “ | Modify SIP interface
filter-confi
9 State:
ldap-config
local-policy Realm ID: genesys v
local-routing-config Description:
media-profile
session-agent
session-group SIP ports
session-recording-group Add
session-recording-server
SEsE TS BT Address Port Transport protocol | TLS profile Allow anonymous
sip-config 172.18.0.129 5060 UDP agents-only
sip-feature 172.18.0.129 5060 TCP agents-only
| spinerface |
sip-manipulation
sip-menitoring ‘ 5
translation-rules
4 system Nat traversal: T -
fraud-protection Registration caching: [}
nost-route Route to registrar: O
network-interface i o
i i In manipulationid: -
ntp-config
phy-interface -
Back
Show advanced l l
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5.10 Configure Session-agents

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path.

To Configure the session-agent for with the following parameters. Navigate to session-router->Session-
Agent.

Below is the example from test bed for the session-agent configuration.

Here two session-agents are configured on the SBC for the trunk Side connection and other is
for the Genesys SIP Server.

172.18.0.124 ----------- Genesys SIP Server
192.168.1.93 --------- PSTN SIP Trunk
H Save {t Wizards- %t Commands - I1] Q, Search
realrrl-éonﬁé “| Session agent
N Search Criteria: All
steering-pool
P security Add Delete All | Upload | Download search
4 session-router Hostname IP address Port State App protocol Realm ID Description
access-control 172.18.0.124 172180124 4080 enabled SIP genesys Genesys Agent
account-config 192.168.1.93 192.168.1.93 5060 enabled SIP siptrunk
filter-config
Idap-config
local-palicy
local-routing-config
media-profile
Below is the example for the session-agent configured for Genesys SIP-server.
I Objects Modify Session agent
} media-manager
P security Hostname: [t72.18.0.124
4 session-router IP address: 172 18.0.124
access-control Port
ort: -
account-config 4030 {Range: 0, 1025..65535)
filter-config State: =
Idap-config Transport method: UDP w
local-policy Realm 10: Core .
local-routing-config
media-profile Egress Realm ID: -
session-group
session-recording-group
session-recording-server Match identifier
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In the setup refer-call-transfer parameter is enabled on the SBC to locally handle the refer message for
call transfer scenarios.

sip-manipulation Rfc2833 mode: — =

sip-monitoring
_ Rfc2833 payload: ] (Range: 0, 96..127)
translation-rules
4 sysiem Codec policy: w
fraud-protection Refer call transfer: enabled w
host-route Kpml interworking: inherit w
network-interface -

Certain test scenarios require handling of SIP Refer with replaces header. In order to complete those
scenarios we also enabled option “refer-reinvite” on the session-agent to enable sip refer handling
that contains replaces header.

The parameter should only be enabled when it is required by Oracle SBC to handle the ‘refer with
replaces’ header and must not be configured for normal refer scenarios.

If, after the conclusion of static or dynamic REFER handling, the REFER is terminated and a new INVITE

issued, users now specify a policy lookup behavior based upon either the source realm of the calling party
(the INVITE originator), or the source realm of the referring party (the REFER originator).

Behavior is controlled by a ‘refer-src-routing’ parameter in the sip-config configuration element.
disabled, the default value, specifies that the Oracle SBC performs a policy lookup based on the source

realm of the calling party.

enabled specifies that the Oracle Communications Session Border Controller performs a policy lookup
based on the source realm of the referring party.

5.11 Configure Local-policy

The Local Policy mechanism provides SIP signaling routing based on:

Ingress realm
Calling and/or called number pattern
Route priority (cost and availability time)
e Multiple local policies can be (and typically are) created.

e The Local Policy configuration element contains:

Matching criteria
Zero or more “policy-attributes” sub elements, each of which defines a “route”
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To configure local-policy, navigate to session-router->local-policy. Configure the required local policy to

route the calls.

Below is an example from the test bed for the local-policy configuration. Here From address and To
address * denotes calls coming from any number to any called number should be forwarded to the
mentioned destination in the next hop parameter.

B Save 4F Wizards- £ Commands~-

4 Objects

A mediz-manager
codec-policy
mediz-manaper
media-policy
realm-config
stearing-pool

P security

4 session-routsr
access-control
account-canfig
filter-config
Idap-config
local-reuting-config
media-profile
S2E5ion-3gent
ESESion-groug
s=ssion-recording-groug
s=ssion-recording-server
session-translation
sip-config
sip-feature
sip-interface
sip-manipulstion
sip-monitoring
translation-rules

A zystem
fraud-protection
host-route
network-interfacs
ntp-config
phy-interface
redundancy-config
SNMp-Community
splconfig
systam-canfig
trap-receiver
web-zerver-config

Show advanced

Modify Local policy

From addrags:

To acdnagse:

Sourca raghm:

Dazcription:

Palicy pricrity:
Palicy aliributes
Add

Next hop

172980124

Add
Add
Agd
sipfrunk
none
Realm Action
genesys nane
OK Back

Cost
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5.12. Header manipulation rule.

The following system-default Header manipulation rule is automatically applied on Genesys sip-
interface involved in the test bed as an out-manipulationid.

This HMR is used for topology hiding onto the SBC and it updates Contact and From host portion with
SBC outside sip-interface IP address.

ACME_NAT_TO_FROM_IP

B Save 4 Wizards - 4} Commands - !

4 Objects Modify SIP interface
4 media-manager
codec-policy State:
rned!a-m alnager Realm ID: gencays -
media-policy o
Description:
realm-config
steering-pool
b security
4 session-router SIP ports
access-control Add
account-config Address Port Transport protocol | TLS profile Allow anonymous
filter-config 17216.0.129 5060 UDP agents-only
Idap-config 172.18.0.129 5060 TCP agents-only
local-policy
lacal-routing-config
media-profile
session-agent 4
I Objects A | Modify Realm config
4 media-manager
g Media policy: oo
codec-policy
media-manager Media sec policy: -
media-policy Class profile: -
reaim-config In translationid: .
steering-pool o
- Out translationid: o
b security
4 session-router In manipulationid: ACME_NAT_TO_FROM_IP v
access-control Out manipulationid: -
account-config Access control trust level: high -
filter-config
Idap-config Refer call transfer: enabled
local-policy Hold refer reinvite: O
local-routing-config Dyn refer term: m
media-profile )
) Codec policy:
session-agent
SESSI0n-group Codec manlP in realm: O
session-recording-group RTCP policy:
session-recording—server - .
) } Session recording server:
session-translation
. Alnnitarinn filbaros
sip-config v
| 0K |1 Back
Show advanced
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Another HMR Reject_ OPTIONS is created and applied on the siptrunk sip-interface to locally respond
to the SIP OPTIONS message with a 200 OK by the SBC rather than forwarding them to the Genesys

SIP Server.

4+ Wizards - {} Commands = (et

4 Objects

4 media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool

) security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-manipulation
sip-monitoring
translation-rules

Show advanced

3

Modify SIP interface

State:
Realm ID:

Description:

SIP ports
Add

Address Port
192.168.1.94 5060
192.165.1.94 5080

1
Nat traversal:
Registration caching:
Route to registran:
In manipulationid:
Out manipulationid:

Service tag:

siptrunk A
Tranzport protocol | TLS profile
uop
TCP

none =7

Reject_OPTIONS v

| Back |

Allow anonymous
all
all
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B Save 4 Wizards ~ 1} Commands -

realm-config
steering-pool

P security

4 session-router
access-control
accouni-config
filter-config
ldap-config
local-policy
local-routing-config
media-profile
session-agent
Session-group

session-recording-group
session-recording-server

session-ranslation
Sip-config
sip-featurs
sip-interface
sip-manipulation
sip-monitoring
translation-rules

4 system
fraud-protection
host-route
network-interface
nip-config
phy-interface
redundancy-config
SnMp-community
spl-config
sysiem-config
trap-receiver
web-server-config

Show advanced

2

Modify SIP manipulation

Name:

Description:

Split headers:

Join headers:

CigRules
Add -

Name

rejectoption

|Reizet_oFTIONS

Add

Add

Element type
hezdarrule

Back

B Save 4F Wizards ~ 4} Commands ~

realm-config
steering-poal

b security

4 session-roufer
access-control
account-config
filter-config
ldap-config
local-policy
local-routing-config
media-profile
session-agent
Session-group

session-recording-group
session-recording-server

session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

Mame:

Header name:
Action:
Comparison type:
Msqg type:
Methiods:

Match value:
Mew value:

CigRulss

Modify SIP manipulation / header rule

||'Ejec'.opt|}'1

request-uri

reject >

casg-zansitve b

request -
Add

OFTIONS
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5.13 Session translation Rule

The following session-translation rule is configured on the SBC which strips the ‘+’ from the called

number of the request-uri as the numbers are defined without + on the SIP Server.

The session translation rule is applied as out-translationid on the genesys Realm.

B Save 3 Wisas + £ Commands =

¥ Oejects Translation nules
} media-manages S S &
b securty
4 pessicntouter
aceess-control
aczouni-consy
aceount-greup
abowed.slements-protie
P cass.peofie
dismater-manpulston

Cl Trpe

nforseennt profia
enum-coasg
fiter-config

h323
home.subscriber.erver
htp-alg

hitconty

Hag-contig

Iozalpotey

4 Objects

b media-manager

b security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

translation-rules
b system

Show advanced

= Copy | Deleis | DelewAN U

A s¥ie

Modify Session translation

Id:

Rules calling:

Rules called:

Searsh

khange1

Add

change

Add

change

| Back |
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A basic configuration on the Oracle SBC to route calls to and from Genesys server environment is now
complete. The following sections highlight some of the useful tips to configure the Oracle SBC in order to
successfully resolve and overcome interoperability challenges in a SIP trunking environment between the
Genesys SIP Server and Service provider network. It is outside the scope of this document to include all
the interoperability working information as it will differ in every deployment.

6. Enabling Remote worker (for remote workers registering into Genesys SIP server
via the Oracle SBC)

A section of the testing also included remote endpoints that register through the Oracle SBC to the SIP
server. This would require additional configuration to be configured on the Oracle SBC along with the SIP
trunking config as mentioned in the earlier description of the test bed.

To complete the particular testing we have configured endpoints which register onto the SIP Server

through the SBC.SBC terminates the call to the number based on the registration information present in
the cache.

Below figure illustrates how remote workers register onto the SIP Server via the SBC
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through ESBC
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2 inteleP oo

L]
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In order to achieve the requirement we have made below configuration on the Oracle SBC

Realm — remoteworker

Steering Pool associated with the Realm remoteworker

Sip-interface associated with the Realm remoteworker

(Optional) A local-policy to route the registration requests from this Realm to the SIP Server.

Note - The local-policy element is optional as we can enable the Route to registrar parameter on the sip-
interface config to route the requests to the Registrar. The registrar host and port is configured in the sip-
config element on the SBC.

The remote endpoint sends register requests from Genesys Realm onto the SBC and then SBC registers
these endpoints onto the SIP Server maintaining the registration cache in its database to route inbound
calls to these endpoint. Below are the snippets from the Oracle SBC WebGUI for the remote worker
configuration.
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6.1 Realm ‘remoteworker’

5 o & Cameant-

I Objects
4 media-managsr
codec-policy
medis-manager
media-policy

steering-pool

b security

4 zession-router
access-control
account-config
filter-config
|dap-config
local-policy
local-routing-config
media-profile
SEEsion-3gent
SESSion-groun
session-recording-group
secsion-recording-senver
sessign-translstion
sip-config
sip-festure
sip-interface
sip-manipulation
sip-monitoring
translation-rules

A zystem
fraud-protection
host-route
network-intzrface
ntp-config
phy-interface
redundaney-canfig
ENMp-Community
spl-config
system-config
trap-receiver
web-server-config

Show advanced

Modify Realm config

Identifler:

Dascription:

Ratwork Intarfaces:

MM In reabm:

G0 % anable:
Madla policy:
Clasa profibe:

In transiatiania:
Out transiationid:
In manipulatienid:

Out manipulationid:

Access control fruat leval:

Rafer call tranefar:

Hold refer reinviis:

Cryn rafar ferm:

Codac palicy:

Codac maniP In raaim:
RTCP policy:

Zasalon recording aarvar:

Monitaring Nitara:

remalewarker

Add

e0pd:0

Add

Back
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6.2. Steering Pool associated with realm remoteworker.

ORACLE

Home EeEGGTNE LM Monitor and Trace  Widpets  System

B Save 4F Wizards- 4f Commands -

4 Objects

4 media-managar
codec-polcy
media-mansger
media-policy
realm-config

B security

A z=zzign-routsr
aceess-control
account-gonfig
filter-config
Idap-caondig
local-palicy
local-routing-config
media-grofile
SEEsion-3gent

Modify Steering pool

IP address: ||172_ 18.0.255
start port: 10000
End port: 10gs
Raalm I0: remalewarkear

Hatwork Interfaca:

w

w

|Range: 1. 85535)

|Rangs: 1..85535)
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6.3 Sip-interface associated with realm remoteworker.

Registration caching must be enabled on this sip-interface so that SBC caches the registration of the
subscriber which register through this sip-interface.

v
4F Wizards ~ 4} Commands ~

4 Objecis

4 media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool

) security

4 zession-router
access-control
account-config
filier-config
Idap-config
lecal-policy
lecal-routing-config
media-profile
session-agent
sessicn-group
sessicn-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-manipulation
sip-monitering
franslation-rules

4 system
fraud-protection
host-route
network-interface

Show advanced

3

Modify SIP interface

State:
Realm ID:

Description:

SIP ports.
Add

Address Port
172.18.0.255 5050

4
Mat fraversal:
Registration caching:
Route to registrar:
In manipulationid:
Cut manipulationid:

Service tag:

remotaworkar
Transport protocol
uopP
none
Back

TL S profile Allow anonymous

al
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6.4 Local-policy

B Save 4F Wizards~

4 Objects
4 media-manager

codec-policy
media-mansger
media-policy
reakm-cenfig
steering-paol

P securnty
4 zzscion-routsr

sccess-control
account-config
filter-config
|dap-config

localpolicy

local-routing-config
media-prafile
s=ssion-3gent
SEEsion-groug

session-recording-group
secsion-recording-senver

s=ssion-tranziation
sip-config
sip-feature
sip-interface
sip-manipulation
cip-monitoring
translation-rules

A syctem

fraud-protection
host-route

network-interface
ntp-config
phy-interface
redundancy-config
SNMp-CoOmmunity
spl-config
cystem-config
trap-recever
web-server-config

Show advanced

4 Commands -

Modify Local policy

From address:

To addrazs:

Source reahm:

Dezcription:

Policy priorty:
Pdlicy aliributes
Add
Hext nop

172.18.0.124

Add

Add

Add

remateworker

mone

Actian

e

Back

Coat
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7. Test cases requiring authentication.

There are two test cases that require SIP Digest authentication.

SIP Authentication for outbound calls
SIP Authentication for incoming calls

The SIP Server is configured to challenge the identity of SBC when SBC sends a SIP INVITE to
the SIP Server DN configured to demand authentication.

The inbound call made from PSTN to that DN. SIP Server send challenges to SBC by sending a 401
unauthorized message to the SBC.SBC further responds with a new INVITE based on the
authentication attributes configured on the Session-agent. There is no configuration required for
Outbound calls from Genesys SIP server.

In order to achieve the required configuration and pass the test scenarios we have configured below
parameters onto the SBC for the SIP Trunk Session-agent.

4 Objects Modify Session agent
P media-manager Monitoring hiters: Add
b security
4 session-router
access-control

account-config

account-group

allowed-elements-profile
P class-profile

diameter-manipulation Auth sttribute
enforcement-profile Add
enum-config
Auth realm Username Password In dialog methods
filker-config |
Switch user 0 TR mite
b h323
home-subscriber-server
hitp-alg
iwf-config
Idap-config
local-policy
Session recording server: -
lecal-respense-map
local-routing-config Session recording required:
media-profile Hold refer reinvite:
net—manage.ment-control Send TOP fin:
gos-consirainis
response-map SIP recursian palicy: ~
service-health Smi icsi match for invite:

Add
session-agent-id-rule
session-consiraints
session-group
session-recording-group
session-recording-server
session-timer-profile
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8. Test Plan Executed.

8.1 Equipment Requirements

Table below identifies equipment used for testing

Product Version Units | Notes

SIP Server 8.1.1 1 Standalone deployment
Resourse manager (RM) 9.0 1

Media Control Platform (MCP) 9.0 1

Genesys Management Framework | 8.1 1

T-Lib Client Desktop Test 1 EpiPhone application
application

Oracle SBC SCZ900p3 or above 1

SIP End Point 3

PSTN phone 2

Execution of test plan requires having PSTN phones and Oracle SBC to be configured with Genesys.
Below figure illustrates the setup required for test bed.

Two PSTN phones representing external numbers has to be configured for accessing Genesys SIP
Server through Oracle SBC, and be accessible as outbound destination from SIP Server.

2 SIP phones are configured with Sip Server as local Sip Endpoints. Genesys EpiPhone test
application is configured to simulate Agent Desktops for 2 local Sip Endpoints.

Genesys EpiPhone is used to issue 3PCC Apply Treatment and Route requests. Internal SIP
endpoints can be registered at SIP Server or provisioned. EpiPhone is a test tool for testing Genesys
SIP Server. It provides functionality of Genesys T-Library GUI client with call/parties visualization and
3rd party call control. From EpiPhone GUI it is possible to perform all 3PCC requests required for
execution of current test plan. This include Treatment request and Route requests, thus we don’t
need to include URS in the testing environment.
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T-Lib Client Desktop | SIP-DNT
Test application  |e
(EPIPHONE) e T

- SIP Server

SC5

‘\-——-er

SIP-ON2

Configuraltion server

8.2 Default Sip Server Options

The default Sip Server Options configuration is as below. Configuration changes will be required on
the Genesys SIP Server Trunk, DN objects as per the test case requirement in order to pass the test
scenarios.

SIP Server Application Options TServer section
SIP-hold-rfc3264=true

router-timeout=30

default-dn=

blind-transfer-enabled=true
resource-management-by-rm=true
msml-support=true

sip-enable-moh=true

8.3 Sample Epiphone configuration

Below is the sample EPIphone configuration from the Test Bed. Here the DN’s and Route Points are
configured for the SBC Trunk. Please note the below configuration is just for reference as it will
change with respect to each environment.
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[HOME]

server = (host="${loc_host_ip}", port=${loc_tserv_port})

sip-proxy = ${loc_host_ip}:${loc_sip_port};transport=udp

sip-register = true

dnl = 100001, sip-port = ${sip_port_dnl}, sip=simple, play=DN1, [AA] on-invite = 486

dn2 = 100011, sip-port = ${sip_port_dn2} , sip=simple, play=DN2

dn3 = 100021, sip-port = ${sip_port_dn3}, sip=simple, play=DN3

dn4 = 17814437266, sip-port = ${sip_port_dn4} , sip=simple, play=DN4

dn5 = 100041, sip-port = ${sip_port_dn5} , sip=simple, play=DN5

dn10 = 17814437285, pool="shared"

dnll = 9001, pool="shared",script="annc=(PROMPT=(\"1\"=(INTERRUPTABLE=1,ID=1)))"
dnl2 = 9002,
pool="shared",script="collect=(MAX_DIGITS=4,RESET_DIGITS=11,BACKSPACE_DIGITS=22,TOTA
L_TIMEOUT=1000) annc=(PROMPT=(ID=1))"

43 |Page



8.3 Test Plan executed

The following Test Plan has been executed against this setup and results are documented below.

Inbound Call to Agent released by caller Yes
Inbound Call to Agent released by agent Yes
Inbound Calls rejected Yes
Inbound Call abandoned Yes
Inbound Call to Route Point with Treatment Yes
Interruptible Treatment Yes
IVR (Collect Digit) Treatment Yes
Inbound Call routed by using 302 out of SIP Server signaling path Yes
1PCC Outbound Call from SIP Endpoint to external destination Yes
3PCC Outbound Call to external destination Yes
1PCC Outbound Call Abandoned Yes
Caller is put on hold and retrieved by using RFC 2543 method Yes
T-Lib-Initiated Hold/Retrieve Call with MOH using RFC 3264 method Yes
3PCC 2 Step Transfer to internal destination by using re-INVITE method Yes
3PCC Alternate from consult call to main call Yes
1PCC Unattended (Blind) transfer using REFER Yes
1PCC Attended Transfer to external destination Yes
3PCC Two Step Conference to external party Yes
3PCC (same as 1PCC) Single-Step Transfer to another agent Yes
3PCC Single Step Transfer to external destination using REFER Yes
3PCC Single Step Transfer to internal busy destination using REFER Yes
Early Media for Inbound Call to Route Point with Treatment Yes
Early Media for Inbound Call with Early Media for Routed to Agent Yes
Inbound call routed outbound (Remote Agent) using INVITE without SDP  Yes
Call Progress Detection Yes
Out of Service detection Checking MGW live status Yes
SIP Authentication for outbound calls Yes
SIP Authentication for incoming calls Yes
T-Lib-Initiated Answer/HoId/Retrieye Call for Remote SIP endpoint which Yes
supports the BroadSoft SIP Extension Event Package

3PCC Outbound Call from Remote SIP endpoint to external destination Yes
3PCC 2 Step Transfer from Remote SIP endpoint to internal destination  Yes
1PCC A_ttended Transfer from Remote SIP endpoint to external Yes
destination
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9. Enabling Remote worker (for remote workers registering into Genesys SIP server
via the Oracle SBC over secure connection)

Testing is performed for Genesys remote Agents to connect to the Oracle SBC over a secure connection.
Agents register and make calls over a secure connection through the Oracle SBC.

In order to perform the testing we have used TLS/SRTP protocol between the SIP server and the SBC.
This requires additional configuration/configuration changes to the configuration mentioned
in section 6 of the document.

Below figure illustrates how remote workers register onto the SIP Server via the SBC over a secure
connection.

Endpoints register onto SIP server via SBC over a TLS connection. The audio on inbound calls and
outbound calls from the endpoints is secured via SRTP.
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The following additional configuration objects are configured on the Oracle SBC to create a secured
connection between Genesys side and the SBC.

e Signaling Security configuration
e Media Security configuration

9.1 Signaling Security configuration

9.1.1 Certificate Records

“Certificate-records” are configuration elements on Oracle SBC which captures information for a TLS
certificate such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate signing request,
and import the necessary certificates into the SBC’s configuration.
GUI Path: security/certificate-record

ACLI Path: config t->security->certificate-record

For the purposes of this application note, we’ll create three certificate records on the Oracle SBC.
They are as follows:

SBC Certificate (end-entity certificate)

Genesys Endpoint Certificate

Root CA certificate

The SBC'’s end entity certificate is what is presented to Genesys signed by your CA authority.

For Testing we have created a Certificate Authority (CA) on the Windows Server that is running the

Genesys Framework components in our Lab Server. For the purpose of App note we have signed the
SBC end entity certificate and the Genesys Endpoint Certificate from the same CA.
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To configure the certificate record:

Click Add, and configure the SBC certificate as shown below:

tiscert — is the name of SBC endpoint certificate record created on the SBC.

B Save 4} Wizards- 4} Commands -

4 Objects
) media-manager
4 security
) admin-security
auth-params
authentication
authentication-profile
cert-status-profile
b ike
) ipsec
) media-security
password-policy
public-key
security-config
ssh-config
tis-global
tis-profile
) session-router
) system

Show advanced

Modify Certificate record

Name:

Country:

State:

Locality:
Organization:
Unit:

Common name:
Key size:
Alternate name:
Trusted:

Key usage list:

|Nscen

us
california
Redwood

Engineering

sheinternal

2043

Add

digitalSignature
kevEncipherment

Back
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4 Objects Modify Certificate record
) media-manager
4 security

) admin-security
auth-params
authentication serverAuth
authentication-profile
cert-status-profile

b ike

b ipsec

P media-security

Extended key usage list: Add

_ Key algor:
password-policy il -
public-key Digest algor: sha2s6 v
security-config Ecdsa key size: p256 =
ssh-config Cert status profile list: Add
tls-global
tls-profile
) session-router
) system
| Back |

Show advanced

Click OK at the bottom

Using this same procedure, configure certificate records for Root CA and Genesys Endpoint Certificate.
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genesysep: - is the name of Genesys Endpoint Certificate which is created for communication between
the SBC and Genesys Sip Server.

! Objects

P media-manager

4 security

F admin-security

auth-params
authentication
authentication-profile
cert-status-profile

b ike
b ipsec
) media-security
password-policy
public-key
security-config
5sh-config
tis-global
tis-profile
} session-router
b system

Show advanced

4 Opjects
P media-manager
4 security
P admin-security

auth-params
authentication
authentication-profile
cert-status-profile

certificate-record

b ike
P ipsec
P media-security
password-policy
public-key
security-config
ssh-config
tis-global
tls-profile
} session-router
b system

Show advanced

certificate-record

B Save iF Wizards- 4} Commands -

Modify Certificate record

Name:

Country:

State:

Locality:
Organization:
Unit:

Common name:
Key size:
Alternate name:
Trusted:

Key usage list:

Modify Certificate record

Extended key usage list:

Key algor:
Digest algor:
Ecdsa key size:

Cert status profile list:

| penesysep

us
MA
Burlington

Engineering

WINGENPE
1024

Add

digitalSignature
keyEncipherment

Add

clientAuth
senveriuth

rsa
sha
p256

Add
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genesysca :- is the name of certificate record created for certificate authority which is used to sign the

certificates.

B Save 4} Wizards- 4} Commands -

4 Objects
P media-manager
4 security
) admin-security
auth-params
authentication
authentication-profile
cert-status-profile
b ike
b ipsec
} media-security
password-policy
public-key
security-config
ssh-config
tis-global
tis-profile
b session-router
b system

Show advanced

Modify Certificate record

Name:
Country:
State:
Locality:
Organization:

Unit:

Common name:

Key size:

Alternate name:

Trusted:

Key usage list:

|benesysca

us
MA
Burlington

Engineering

WINGENPE-CA-1
2043

Add

digitalSignature
keyEncipherment
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B Save it Wizards - 4 Commands -

4 Objects
P media-manager
4 security
b admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
b ike
P ipsec
P media-security
password-policy
public-key
security-config
ssh-config
tis-global
tls-profile
b session-router
b system

Show advanced

Modify Certificate record

Extended key usage list:

Key algor:
Digest algor:
Ecdsa key size:

Cert status profile list:

9.1.2 Generate Certificate Signing Request

Add

serverAuth

rsa
sha256
p256

Add

Back

Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end
entity only. This is not required for the Genesys Endpoint Certificate and the CA certificate that

have been created.

On the certificate record page in the Oracle SBC GUI, select the SBC’s end entity certificate that was

created above, and click the “generate” tab at the top:
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= Save {F Wizards - 4} Commands -~ 'D'Qiscard Search
m

4 objects Certificate record ﬂ
» media-manager Search Criteria: All
A security Add Edit Copy Delete Delete All Upload Download | Generate Import Search
» admin-security
auth-params
authentication
authentication-profile
cert-status-profile
b ike
P ipsec
b media-security
password-policy
public-key
security-config

Name Country State Locality Organization Unit Common name

genesysca us MA Burlington Engineering WINGENPE-CA-1 -
genesysep us MA Burlington Engineering WINGENPE

tiscert us california Redwood Engineering shcinternal

A window as show below will pop up.

Generate certificate response #
Copy the following information and send to a CA authority
-—-BEGIMN CERTIFICATE REQUEST-— -
MICTTCCAIUCAQAWITELMAKGATUEEBRMCYY M CzAJEgMNVEAQTAK1EME
MwWEQYDVQQH
EwpCdXJsa\VWasndGoOuMROwEDY DVQGQKEWFomdpomyVicmiuZzEuMCwGATU
EAxMIY3Vz
dGZXJzLnRIbGVjaGFILmatdGVzdDAZMTY 2O Tc3LmNvbh TCCASIWDOY JKo
ZlhvcM
AQEBBQADgQEPADCCAQoCgIEBAKY ZWQFS/+hubzcHIZIZuumDoZ MW 1 mw
njnsd-+Dul
S5deMIOpWT 5T S0jadKs0fLSgWhGIADOgLAQSSREOSILOpuVWNywRESNL+S
suCH2
pOP3IQNFInXS12QVUoQx+LQAGEedHYNjyIHIOICEDCNN S OwEQEVE StgXend
WA EwWE
JtwuwsenhHEdepbg8geiXatd 7S CoyFZ5HMWWERSSWEY I0aMiLU o8dg3wTihm
pal
pU73vEn3JDJgPVHad XiTwx ChuhDdws805bhCME TeHs X IR+ dk/ ST O Lgfy D/
Yiu -

[ Close |

Copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

Also note, at this point, a save and activate is required before you can import the certificates to each
certificate record created above.
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9.1.3 Import Certificates to SBC

Once certificate signing request has been completed — import the signed certificate to the SBC.
Please note — all certificates including Root CA and Genesys Endpoint certificates are required to be
imported to the SBC.

Click import and that will open the window to import the certificate. You can either specify the certificate
file path or copy the certificate contents and paste on the window.

Once all certificates have been imported, issue save/activate from the WebGUI.

 ———————————————————————————————————
Save Wizards - Commands » Discard Search
- o

Certificate record l
Search Criteria: All

Add | Edit | Copy | Delete | Delete All | Upload | Download | Generate | Import |Searcl| | Search  Clear
4 admin-security Name ‘ Country | State ‘ Locality ‘ 0 izati | Unit. ‘ Common name:
a““‘pa_m"!s genesysca us MA Burlington Engineering WINGENPE-CA-1 B
Atz N _nn e genesysep us MA Burlington Engineering WINGENPE
authenticatiol i
n-pro tiscert Us califomia Redwood ineer ! sheinternal

cert-status-profile

b ike

b ipsec

b media-security
password-policy
public-key
security-config

e e e

Import certificate

Format: |m,_a|'

Import method:  ® File O paste

Certificate file: |
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9.1.4 TLS Profile

TLS profile configuration on the SBC allows for specific certificates to be assigned.

GUI Path: security/tls-profile

ACLI Path: config t->security->tls-profile

Click Add, use the example below to configure

Here genesystls is the name of the tls-profile that has been created for the use encryption with Genesys

side.

SPr—

4 Objects
P media-manager
4 security
P admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
b ike
) ipsec
) media-security
password-policy
public-key
security-config
ssh-config
tls-global
) session-router
) system

Show advanced

Click OK at the bottom

Modify TLS profile

Name:

End entity certificate:

Trusted ca certificates:

Cipher list:

Verify depth:

jpenesystls
tiscert
Add

genesysca
genesysep

Add
ALL

an

Back

{Ranma* 0 10
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9.2 Media Security Configuration

This section outlines how to configure support for media security between the Oracle SBC and Sip

Server/Agent Endpoints.

9.2.1 sdes-profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be

used are configured.

GUI Path: security/media-security/sdes-profile

ACLI Path: config t->security->media-security->sdes-profile

Click Add, and use the example below to configure

B Save {} Wizards - £} Commands -

rtcp-policy
static-flow
steering-pool
tcp-media-profile
4 security
b admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
P ke
b ipsec
4 media-security
dtls-srip-profile
media-sec-policy
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config

Show advanced

.

Modify Sdes profile

Name:

Crypto list:

Srip auth:

Srip encrypt:
SITCP encrypt:
MKi:

Egress offer format:

Use ingress session params:

des1

Add
AES_CM_128_HMAC_SHA1_32
AES_CM_128_HMAC_SHA1_B0
ARIA_CM_192_HMAC_SHA1_32
ARIA_CM_192_HMAC_SHA1_80

[ < I I <]

same-as-ingress

Add

| Back |

Click OK at the bottom
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9.2.2 Media Security Policy

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or

any of them) and, if SRTP needs to be used, the sdes-profile that needs to be used.

In this example, we are configuring two media security policies. One to secure and decrypt media toward

Genesys side and other for non-secure media facing PSTN side.

GUI Path: security/media-security/media-sec-policy
ACLI Path: config t->security->media-security->media-sec-policy

Click Add, use the examples below to configure.

mspl is the name of the media-sec-policy for the secured side.

H Save 4} Wizards - 4} Commands -

rtcp-policy «| Modify Media sec policy
static-flow
steering-pool Name: msp1
tep-media-profile pass through: O
4 security
P admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
b ike
b ipsec
4 media-security | Inbound
dtls-srtp-profile Profile: sdes v
sdes-profile

sipura-profile
password-policy Hide egress media update: O

Options: Add

Protocol: sdes -

nublic-kev

dtls-srip-profile
- !_C)utbou nd
sdes-profile Profile: <des -
sipura-profile Mode: o .
password-policy Protocol:
public-key
security-config
ssh-config -

sdes w7

Back

Show advanced
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removecrypto is the name of the media-sec-policy for the non-secured side.

rtcp-policy
static-flow
steering-pool
tcp-media-profile
4 security
) admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
) ike
b ipsec
4 media-security
dtls-srip-profile
media-sec-policy
sdes-profile
sipura-profile
password-policy

dtls-srip-profile
media-sec-policy
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config

Show advanced

Modify Media sec policy

Name:
Pass through:

Options:

« | Inbound
Profile:

Mode:

Protocol:

Hide egress media update:

a | Qutbound
Profile:

Mode:

Protocol:

9.3 Changes to SBC configuration.

Fempovecrypto

O

Add

rtp

none

rp

none

Back

The following changes are made to the SBC to the SBC configuration objects to incorporate the tls/srtp
related parameters functionality.
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9.31. Change to the sip-interface configuration object

Sip-port ‘5061’for tls is added on the sip-interfaces facing the Genesys side.

B Save 4} Wizards - 4} Commands -
Idap-config «| Modify SIP interface
local-policy
local-response-map State:
local-routing-config Realm ID: e -
media-profile o
Description:

net-management-control
gos-constraints
response-map

; SIF port:
service-health pors
session-agent Add
session-agent-id-rule Address Port Transport protocol | TLS profile Allow anonymous
session-constraints 10.232.50.50 5061 TLS genesystis all
session-group 10.232.50.50 5060 uDP all
session-recording-group
session-recording-server
session-timer-profile
session-ransiation N 4
sip-advanced-logging Initial inv trans expire: 0 (Range: 0..999999999)
ST Session max life limit: 0
sip-feature
sip-feature-caps Proxy mode: v

| Back |
Show advanced
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B Save 4} Wizards -

local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring

Show advanced

#+ Commands -

Modify SIP interface

State:
Realm ID:

Description:

SIP ports
Add

Address
10.232.50.60
10.232.50.60

4
Initial inv trans expire:
Session max life limit:

Proxy mode:

Port
5061
5080

v
remoteworker
Transport protocol
TLS
UDP
0
0

| Back |

w
TLS profile Allow anonymous
genesystls all
all
»
(Range: 0..999999999)
w

Registration caching must enabled on the sip-interface associated with realm ‘remoteworker’.

local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring

Show advanced

Modify SIP interface

4
Initial inv trans expire:
Session max life limit:
Proxy mode:
Redirect action:
Nat traversal:
Nat interval:
TCP nat interval:
Registration caching:
Min reg expire:
Registration interval:
Route to registrar:
Secured network:

Uri fgdn domain:

Options:

none
30
90

300

3600

Add

| Back |

(Range: 0..999999999)

(Range: 0..4294967295)
(Range: 0..4294967295)

(Range: 0..999999999)
(Range: 0..4294967295)
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9.3.2 Change to the realm-config configuration object

Media-sec-policy msp1l is added to the realms facing Genesys side to secure the media towards sip
server. The policy is added on realms genesys and remoteworker.

4 Dbjects « | Modify Realm config
4 media-manager
codec-policy Identifier: [penesys
dns-alg-constraints Description:
dns-config
ice-profile
media-manager
media-policy
msrp-config Network interfaces: Add
playback-config M10:0.4
realm-config
realm-group
ricp-policy
static-flow
steering-pool
tcp-media-profile
4 security
4 admin-security
audit-logging Mm same ip:
auth-params
authentication
authentication-profile -

Addr prefix: 0.0.0.0

Mm in realm:

Mm in network:

(< I < I

QoS enable:

O

| Back |
Show advanced
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4 Dbjects ~ | Modify Realm config
4 media-manager M bandwidth
ax bandwidth: .
codec-policy 0 (Range: 0..999999999)
dns-alg-constraints Max priority bandwidth: 0 (Range: 0..999999999)
dns-config Parent realm: v
ice-profile DNS realm: =
media-manager ) )
media-policy Media policy: o
msrp-config Media sec policy: msp1 .
playback-config RTCP mux: 0O
realm-config
Ice profile: o
realm-group
rtcp-policy Teams fodn:
static-flow Teams fgdn in uri: O
SEEMIHIEE SDP inactive only: O
tcp-media-profile )
A security DTLS srtp profile: o
4 admin-security Srtp msm passthrough: O
audit-logging Class profile: o
auth-params n translationid:
authentication i fransfationic: v
authentication-profile -
| Back |
Show advanced
4 Opjects ~ | Modify Realm config
4 media-manager
codec-policy Identifier: [Femoteworker
dns-alg-constraints Description:
dns-config
ice-profile
med ia—ma_nager Addr prefix: 0.0.0.0
media-policy
Network interfaces:
msrp-config Add
playback-config M10:0.4
realm-config
realm-group
ricp-policy
static-flow
steering-pool
tc;%medla—proﬁle Mim in realm: 0
4 security
4 admin-security Mm in network:
audit-logging Mm same ip:
TR QoS enable: O
authentication
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uiz-Lunny
ice-profile
media-manager

media-policy
msrp-config
playback-config

realm-config

realm-group
rtcp-policy
static-flow
steering-paol
tcp-media-profile
A security
4 admin-security
audit-logging

auth-params
authentication
authentication-profile

Show advanced

QoS enable:

Max bandwidth:
Max priority bandwidth:
Parent realm:
DNS realm:
Media policy:
Media sec policy:
RTCP mux:

lce profile:
Teams fgdn:
Teams fgdn in uri:

SDP inactive only:

NTI € artn nenfilne

mspi

| Back

(Range: 0..999999999)

(Range: 0..999999999)

Media-sec-policy removecrypto is added to the realm facing the PSTN side SIPtrunk to remove the
crypto attributes towards the PSTN side. This change is made because the sip trunk only supports

UDP/RTP protocols.

4 Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
ricp-policy
static-flow
steering-pool
tcp-media-profile

4 security

4 admin-security
audit-logging

auth-params
authentication
authentication-profile

Show advanced

B Save 4} Wizards - 4} Commands -

| Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in realm:
Mm in network:
Mm same ip:

QoS enable:

|B1PTrunk

0.0.0.0

Add
M00:0

(< < <]

<]

Back
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4 Opjects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-group
ricp-policy
static-flow
steering-poal
tcp-media-profile

4 security

4 admin-security
audit-logging

auth-params
authentication
authentication-profile

Show advanced

»

Modify Realm config

WIETL I reann:

Mm in network:
Mm same ip:

QoS enable:

Max bandwidth:
Max priority bandwidth:
Parent realm:
DNS realm:
Media policy:
Media sec policy:
RTCP mux:

Ice profile:
Teams fgdn:
Teams fqdn in uri:

SDP inactive only:

NTI € artn nrafilae

< < I

4]

=

rempovecrypio

O

Back

(Range: 0..999999999)
(Range: 0..9999999993)
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9.3.3 Change to the session-agent configuration object.

The session-agent configured for Genesys sip server is modified to reflect the tls port on the sip server
and the transport protocol of tls.

B Save 1F Wizards - £} Commands - o Q, Search
bhaza «| Session agent
home-subscriber-server Search Criteria: Al
http-alg Add Delete All Upload Download Search
iwf-config Hostname IP address Port State App protocol Realm ID Description
Idap-config 172.18.0.124 172.18.0.124 5069 enabled SIP genesys Genesys Agent e
local-palicy 172180133 172180133 5060 enabled siP genesys

TEISERITEETED 68.68.117.67 68.68.117.67 5060 enabled SIP SIPTrunk

local-routing-config
media-profile
net-management-control
qgos-constraints
response-map
service-health

session-agent-id-rule

H Save {f Wizards - 4} Commands -

b h3z23 «| Modify Session agent
home-subscriber-server
http-alg Hostname:
iwf-config IP address:
ldap-config Port:
local-policy
State:

local-response-map
local-routing-config
media-profile App type:
net-management-control
gos-constraints
response-map Realm 1D:
service-health Egress Realm ID:
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging -
Show advanced

App protocol:

Transport method:

Match identifier
Add

Identifier rule

[i72.18.0.124
172.18.0.124
5069

SIP

StaticTLS

genesys

Genesys Agent

Match value

| Back

(Range: 0, 1025..65535)
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9.3.4 Local-policy

There is no change made to the local-policy and a local-policy like below is configured to route
registrations from realm remoteworker to the sip server on realm genesys.

Alternatively route-to-registrar parameter can also be used on the remoteworker sip-interface to routethe
register request to sip-server.

L - e

P class-profile ~| Modify Local policy
diameter-manipulation
enforcement-profile From address: Add
enum-config
filter-config

b haz3
home-subscriber-server
http-alg
iwf-config
Idap-config

To address: Add
local-response-map .
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group -

Source realm: Add

remoteworker

| Back |
Show advanced

b haz23 Description:
home-subscriber-server
hitp-alg
iwf-config state:
Idap-config
local-response-map
local-routing-config Add
media-profile Next hop Realm Action Terminate recursion Cost
net-management-control 172.18.0.124 genesys none disabled 0
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule 4
session-constraints
session-group -

Policy priority: none v

Folicy attributes

| Back |
Show advanced
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9.5 Genesys side configuration.
The following configuration is required on the Genesys side for the successful implementation.

Note: All the Genesys components of the Lab are running on Windows Server 2012.

The steps differ when the Genesys applications are running on Unix based systems. For the purpose of
App note we have provided steps required to be configured for Windows based Genesys application.
These steps may vary depending upon your implementation type and changes should be made
accordingly to your setup. Steps below are for the use of simple TLS and additional

steps need to be configured if mutual authentication is required.

9.5.1 Prerequisites.

Before starting to configure your secure connections with TLS, you must have done the following:

Generated certificates, with associated private and public keys, and CRLs. Made certificates available for
applications on hosts.

TLS certificates must be generated and installed appropriately on any host that runs Genesys applications

that utilize TLS secure connections. A certificate is generated and signed using a certification authority
(CA) entity, which is able and authorized to issue certificates signed with its own name.
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9.5.2 Generate Certificate

Generate a certificate on a computer that is running the Windows Server operating system, and has
Windows Certificate Services installed and configured. Configure your Windows Server to act as a
certificate authority.

MMC - [Console Root\Certification Authority (Local)] =|a
File Action View Fevorites Window Help [-[=]x]
Y EE ]

“ Console Root Name Description Actions

4 .ZIJ C—E’tp‘f:::z;(m“‘ Computer) || g WINGENPE-CA-1 Certification Authority Certification Authority (Local) =

| Certificates Mere Actions »
1 Trusted Root Certification

1 Enterprise Trust

1 Intermediate Certification |
| Trusted Publishers

“| Untrusted Certificates
Third-Party Root Certificat,
Trusted People

Client Authentication Issug
“| Other People

“1 BitLocker Drive Encryption
| Remote Desktop
Certificate Enrollment Req
Smart Card Trusted Roots

Trusted Devices

T T T T TTTTTTTVTTT

b ] Web Hosting

b G Certificates - Current User
I gl Certification Authority (Local)

< ] >

e ¢ ey A

<] s

e Open a web browser, and enter the following URL.:
http://<server-name>/certsrv
where <server-name> is the server that runs the Windows Server operating system, and on which
Windows Certificate Services is installed and configured.

¢ On the Microsoft Certificate Services Welcome page, click Request a certificate.

¢ On the Request a Certificate page, click Advanced certificate request.

o Create a certificate signing request and submit the request to CA for approval. Make sure to
include the following extended key attributes on your certificate request.
(Client Authentication and Server Authentication)
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MMC - [Console Root\Certificates (Local Computer)\Personal\Certificates]

F " Certificate -
General | Detalls | Certification Path
Show: ued By “ Expiration Date  Intended Purpases  Friendly Name Status  Certificate Te... || Actions
INGENPE 1/1/2089 Server Authenticati.. <None> Certificates N
Field value - INGENPE-CA-1 6/18/2025 <All» <None» More A R
=] signature hash algorithm shal INGENPE-CA-1 6/19/2021 Server Authenticati... genesyscert ore Actions
Issuer WINGENPE MSve-WINGENPE 10/8/2029 Server Authenticati.. WMSVC WINGENPE -
=] vatid from Saturday, January 1, 2000 12...
=] valid to Thursday, January 1, 2099 12... | = More Actions 4
=] subject WINGENPE
=] Public key RSA (1024 Bits)
Enhanced Key Usage Server Authentication (1.3.5....
{51 Authority Key Identifier KeyID=6b 554443 3d 3387 ... |+
[Server Authentication (1.3.6.1.5.5.7.3.1)
(Client Authentication (1.3.6.1.5.5.7.3.2)
Edit Properties... | | Copy toFie... |
< n > < n
Personal store contains 4 certificates.
- — o L, 10:41 PM
= = o to ) = .
ClalFl m A< s wmo

-

o After you submit the certificate request, the confirmation page appears, followed by the Certificate
Issued page.
e On the Certificate Issued page, click Install this certificate.

9.5.3 Genesys sip server configuration.

The figure below illustrates the tls related configurations performed on the Genesys sip server.

sip-port-tls is the tls port configured for the Genesys Sip Server. We have used port 5069 for the tls

communication.

sip-tls-cert — is the thumbprint of the certificate which is created for the use of tls on sip server.
Since we are using simple TLS, sip-tls-mutual is set to false.
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— © Genesys Adminitrstor, Server- v X _

< Genesys

Genesys Administrator

Tenant: Enuronmens |2

« - C A Notsecure | wingenpe/wcm/default.aspx#genadmin=navhist%3AmenulD%3DMENU_CONF_ENV_APPs_PROPERTY%26PTenantDBID%3D1%260wnerDBID%3D1%260wnerType...

New Window | Logout | Gt~ | @~

* 60

PROVISIONING > E > > SIPServer

i [« | E] - Started - Primary - \Applications\
[ Search ¥ cancel [ Save 5 Close [ save [ Save sulew | [ZEReload | 1 stort [l Stop [ Graceful Stop
| Environment = [ G ” Options ” Permissions " Dependencies ” Alarms ” Logs }
[3) Alarm Conditions ] New [z Delete % Export Tf Import View:| Advanced View (Options) |v m
[ Scripts Hame « Section Option Value
3 Application Templates T ts || Fiiter || Fitter || Filter ]
[ Applications 2 TServer (8 Items)
[ Hosts TServensip-porkiis TServer sip-poritis 5069
5 Selutions TServerisip-tis-cert TServer sip-tis-cert 12.dB 85 11 dd 744 4c 96 7d d12a €3 3129 95 dd 32 82 0a
5 Time Zanes TServersip-tis-certkey TServer sip-tis-certkey

TServensip-lis-cipher-list TServer sip-tis-cipher-list

[ Business Units/Sites TServer/sip-tis-crl TServer sip-tis-crl
(3 Tenants TServerisip-is-mutual TServer sip-tis-mutual false
[} Table Access Points TServensip-lis-targek-name-check TServer sip-tis-target-name-check no
[ Formats TServer/sip-tis-trusted-ca TServer sip-tis-trusted-ca
[ Fields
L Switching
|3 Routing/eServices
3 Desktop
[ Accounts
[ g Voice Platform Ac ndows
3} Outbound Contact 4 4 page[t JoF1| b ¥l | &2 Go to System in Control Panel to acti Rispaiiiapbieds1-8 of 8
© Ready | 6/25/2020
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9.5.4 Trunk configuration

On the SBC trunk the following options is modified for the use of tls on Sip server.

[TServer]/contact = <SBC-IP>:<tls_sip_port_of _SBC>;transport=tls

@ Microsoft Active Directory Certif. X | £ Genesys Administrator, Server:v. X | 4= -|a
< C A Notsecure | wingenpe/wem/default.aspx#genadmin=navhist%3AmenulD%3DMENU_CONF_SW_SWITCHs PROPERTY%26PTenantDBID%3D1%260wnerDBID%3D1%260wnerTy...  ¥¢ e [+]
= Genesys

| MORTORIS Bt OPERATOMS | i

Genesys Admit

[] DN - \Switches\Switch\DNs\Local DN\

X | pvironment

New Window | Logout | Gt~ | @~

¥ cancel (= = e save & New
Switching > Switches > Switch
Configuration Options Permissions Dependencies |
Navigation Switch - \Switches) ‘ | Tasks
. ] Mew [i5¢ Delete g Export o Import View: | Advanced View (Annex) ~
o Search ¢ Cancel | Create -
Name ~ Section Option Value
o Environment e | - i
= T | Filter Filter Filler Filler | ¥/ Create Range of
o Switching 1~ (] New .. (2 New Folder | | hl| || DM
- = TServer (5 Items)
3 DNG
=y TServericontact TServer contact 10.232.50.50:506 1 fransport=tis Orchestration -
¥ T TServerioos-check TServer oos-check 10
P View: Swilch » (JDMs 3
= TServerioos-force TServer oos-force 5
P 100001 N
3 S ¥ | 100011 TServerirecord TServer record false
3 Switches W 1000z TSewerirefer-enabled Tserver refer-enzbled  trus Routing =
= IVRs k100031 <7 Load Strategy
b 100041
b 1234567890
b 17814437266 =
b 17814437285
b 17814437293
b 17814437386
b s000 =
b g001
o Routing/eServices b a002
o Desktop b oo
o Accounts b DMSML
o Voice Platform b DN [4 4 |pagelt |of1| b Wl | & Displaying objects 1- 5 of 5 /| Copy Object ™
Outhound Contact Page|l |of 1 e bjeg fiz6 -
= d - 2 - ! 71 Pare Ohiark Eram
wingenpe/wem/defaultaspxs 6/25/2020
T | = - =7 | 11:20 PM
& E|C e[ = et = . )
‘ |'=H \ \\ \ S = BED s

9.5.5 SRTP between Agent and SBC

From the SIP Server perspective there is no configuration required for SRTP for secured media to work.
SRTP is negotiated like any other media is negotiated with other party you will be interfacing with.

So in this scenario SBC performs the SRTP SDP negotiation with the B party and secured media is sent
based on negotiated information. SIP server only relays the information to the Agent

10.Caveats

Oracle SBC does not support CPD Call Progress Detection, The functionality is available on the Genesys
SIP server where Media Server (Genesys) detects the CPD and sends the result to SIP Server.
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