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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with Zoom Phone- Premise Peering - BYOC.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Twilio Elastic Sip Trunk with Zoom BYOC. The solution contained within this document has been tested
using Oracle Communication SBC with OS 840p3B version.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Zoom BYOC and Twilio Elastic Sip Trunk related parameters. Many SBC applications may have
additional configuration requirements that are specific to individual customer requirements. These
configuration items are not covered in this guide. Please contact your Oracle representative with any
guestions pertaining to this topic.

Please find the related documentation links below:

2.1. Twilio Elastic SIP Trunking

Twilio Elastic SIP Trunking is a cloud-based solution that provides connectivity for IP-based
communications infrastructure to connect to the PSTN for making and receiving telephone calls to the rest
of the world via any broadband internet connection. Twilio’s Elastic SIP Trunking service automatically
scales, up or down, to meet your traffic needs with unlimited capacity. In just minutes you can deploy
globally with Twilio’s easy-to-use self-service tools without having to rely on slow providers.

Sign up for a free Twilio trial and learn more about configuring your Twilio Elastic SIP Trunk.

2.2. Zoom BYOC

https://zoom.us/docs/doc/Zoom-Bring%20Your%200wn%20Carrier.pdf
https://zoom.us/phonesystem

https://zoom.us/zoom-phone-features

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements. There are some public facing IPs (externally routable
IPs) that we use for our testing are masked in this document for security reasons.

The customers can configure any publicly routable IPs for these sections as per their network
architecture needs.
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https://www.twilio.com/sip-trunking
https://www.twilio.com/try-twilio
https://www.twilio.com/docs/sip-trunking

3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Zoom BYOC Model using Oracle Enterprise SBC. There will be steps that require navigating the Zoom
configuration, Oracle SBC GUI interface. Understanding the basic concepts of TCP/UDP, IP/Routing, DNS
server and SIP/RTP, TLS/SRTP are also necessary to complete the configuration and for troubleshooting,
if necessary.

3.2. Requirements

¢ Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version
e Zoom BYOC Model running Zoom Client.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used SBC Version Zoom Client version
Revision 1 8.4.0 Version: 5.2.0 (42619.0804)
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3.3. Architecture

A Open Internet
AQ—

Mobile/At Home

6.)
S
3.

Global PSTN
Origination/Termination
In 100 Countries

Enterprise
Network

w

\
Twilio Elastic

Signaling —>
SIP Trunking gnaiing

Media

The configuration, validation and troubleshooting are the focuses of this document and will be described in
three phases:

Phase 1 — Configuring the Zoom Phone platform.

Phase 2 — Configuring the Oracle SBC.

Phase 3 — Configuring the Twilio Elastic SIP Trunk
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4. Zoom Phone configuration.

This Section describes the steps to configure BYOC Phone Numbers on the Zoom Admin Portal
and assign the BYOC Number to a User. For detailed assistance with setting up and configuring
your Zoom Phone System, please reach out to Zoom Sales: https://zoom.us/contactsales

4.1. Create a Zoom User.

Navigate to Admin>User Management > Users.

Click Add to create new Zoom users. Provide the necessary details about the New User and
Click on Add to Add the User.

Add Users

Add users with their email addresses
You can add users of all types to your account If you enter the email address of account owners, all users on
their accounts will be added to this account.

Use comma to separate multiple email addresses.

User Type @ Q Basic On-Prem ®
Meeting Basic

Department eg. Product

Job Title eg. Product Manager

Location eg. San Jose

User Group No Group

m Cancel

once the New User is added it will start reflecting in Admin >Users Section on the Web portal

4.2. Add BYOC number

Navigate to Phone Systems Management > Phone Numbers > BYOC
Select Add to add external phone numbers provided by Twilio Trunk into the Zoom portal.
Site - Choose the relevant Site on which the Number needs to be added. For Example Main Site.
Carrier —.Choose BYOC
Numbers- Put the BYOC DID Number provided by Twilio Trunk.
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Ny ~—-_—

SIP Group — Optional Parameter (Can be Left Blank) Acknowledge that the Phone Number belongs to
your organization.

Click Submit.

1A &

Add BYOC Numbers

Site Main Site

Carrier

Numbers 7814437387

SIP Group Choose a routing path for calls to/from the numbers

{Optional)
Select ~

I acknowledge that by checking the box, | attest that the phone numbers to be imported belong to me
or my organization

4.3. Assign the BYOC number to a User

The BYOC Number will now be visible in the Unassigned Tab on the portal. Click on Assign to Tab to
assign the Number to a User.
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User Manugement
Room Manugement
< Phore Yystem Management

Users & Rooms

CONTACT SALES SORDULE A MEETING
Assigned  Unassigned  Ported  BYOC
Add
Q Numbes Type (AR Status (AR}
b Capab
e wed
Massachuietis. United Todl Numbser Incomeng & Outgoing Normal Main Site
Stales
11) 443 t United Sttey Toll Number Ioming & Outgoing Normal Muin it
234 (& United Suales Toll Number Wcoming & Outgoiey Normal Main Site
781 4437284 [T) United $eates Toll Number Incoming & Quigoing Normal Maln $it

JON A MIETING

Sine (AF)

HOSTAMEETING »

e

Assign Number
Number (781) 443-7387 (BYOC)

Assign to User

[ Enter Ext. or name

Cancel

5. Infrastructure Requirements.

The table below shows the list of infrastructure prerequisites for deploying Zoom Premise Peering.
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See Zoom Documentation for More Details

6. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Zoom BYOC and Twilio
Elastic SIP Trunking. If the Oracle SBC being deployed is new, with no existing configuration, the simplest
way to configure it to interface with Zoom Phone System is by utilizing the Configuration Assistant feature.

6.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software — this software with the configuration listed below
can run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6300
e AP 6350
e VME

7. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

7.1. Establishing a serial connection to the SBC
11|Page


https://blog.zoom.us/wordpress/2019/07/01/bring-your-own-carrier-byoc-flexibility-cloud-phone/

N -

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence
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Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.

Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.

Setup product type to Enterprise Session Border Controller as shown below.
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To configure product type, type in setup product in the terminal
139#

Enable the features for the ESBC using the setup entitlements command as shown
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The SBC comes up after reboot and is now ready for configuration.

Go to configure terminal->system->http-server-config.
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Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.

7.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC_MGMT _IP>.

Signinto E-SBC
Enter your details below
ORACLE Username

Enterprise Session Border Controller l

Password

The username and password is the same as that of CLI.
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Dashboard Q ) l
Highest task CPU usage e Current memory usage e Historical memory usage
0 - 3036

25M
234
— Trend
B Aiocated 3233M
W Free
232M

Alarms

Severity Description

Go to Configuration as shown below, to configure the SBC

[€LUETIEICIEE  Monitorand Trace  Widgets  System

£ Wizards £} Commands Verify Search
Media-manager Configuration Objects
security >
session-router » Name Description
access-control Configure a static or dynamic access control list
system >
account-config Configure Quality of Service accounting
authentication-profile Configure authentication profile
certificate-record Create, generate, and import a certificate
class-policy Configure classification profile policies
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
http-client Configure an HTTP client
http-server Configure an HTTP server %
Displaying 1- 11of 42
Show All

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webgui/esbc_scz840 webqui.pdf

The expert mode is used for configuration.
Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.
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7.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

Dashboard
£} wizards « £+ Commands w
~

http-client Modify System Config
http-server

Hostname OracleSB|
network-interface

Description
ntp-config
phy-interface
redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config

Acp TLS Profile =
trap-receiver

b OK Delete
Show All

Verify

Show Configuray

Please enter the default gateway value in the system config page.

ORACLG Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

Dashboard
5 Wizards v {3} Commands +
A
http-client Modify System Config
hitp-server uisplaying U - U oru
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart W7 enable
redundancy-config

Telnet Timeout o ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0..65535 )
spl-config HTTP Timeout 5 (Range: 0..20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
N OK Delete
Show All

Verify Discarc

Show Configu

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/releasenotes/esbc _scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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7.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

Please configure MOO for Zoom side and M10 for Twilio side.

Parameter Name

Zoom Side (M00)

Twilio Elastic Sip
Trunk side (M10)

Slot 0 0
Port 0 1
Operation Mode Media Media

Please configure MOO interface as below.

OIR/ALLE Enterprise Session Border Controller

Dashboard EEIIETEIMM Monitor and Trace

£ Wizards v £ Commands v
A
host-route Add Phy Interface
http-client
Name
http-server
Operation Type
network-interface
Port
ntp-confi
v:onig Slot
phy-interface Virtual Mac
redundancy-config Admin State
snmp-community Auto Negotiation
spl-config Duplex Mode
system-config Speed
trap-receiver
v

MO0

Media v

0 (Range:0.5)

0 (Range: 0..2)

V enable

+ enable

FULL v

100 v

OK Back

Save Verify
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Please configure M10 interface as below

Dashboard JEEJIETELLIEE  Monitor and Trace

¢.V\ﬁzards . Q N Save Verify
A
session-router 4 Add Phy Interface
system v

Name M10
fraud-protection

Operation Type Media v
host-route

Port 0 (Range: 0.5)
http-client

Slot ] (Range: 0.2)
http-server Virtual Mac
network-interface i

Admin State | enable
ntp-config Tati

Auto Negotiation | enable
phy-interface Duplex Mode FULL v
redundancy-config Speed 100

v
snmp-community
v 0K Back

Show All

7.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name Zoom side network interface Twilio side Network interface
Name MO0 M10
Host Name customers.telechat.o-
test06161977.com
IP address _ 155.212.214.102
Netmask 255.255.255.192 255.255.255.0
Gateway —— 155.212.214.1
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Please configure network interface M0O as below

ONRALLE Enterprise Session Border Controller

Configuration [EEGTTGTEN RIET

L Wizards £} Commands Verify
di 2
media-manager 3
Add Network Interface
security 3
Marme
session-router > L M
systern . Sub Port Id 0 ( Range: 0.4095)
Description
fraud-protection
host-route
hittp-client
hitp-server Hostname customers.telechat.o-testO6161977.cor
IP Address
network-interface
Pri Utility Addr
nip-config
Sec Utility Addr
phy-interface
N 0K Back
Show All

Similarly, configure network interface M10 as below

ORACLE Enterprise Session Border Controller

Dashboard [QEEINENE M Monitor and Trace

£ Wizards v £+ Commands v Save Verify
A
session-router 4 Add Network Interface
system v
Name M10 v
fraud-protection
Sub Port Id 0 (Range: 0..4095)
host-route
Description
http-client
http-server

network-interface

Hostname
ntp-config

IP Address 155.212.214102
phy-interface

Pri Utility Addr

redundancy-config
Sec Utility Addr
snmp-community
v oK Back

Show All
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7.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 1.

Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

£+ Wizards v
media-manager

codec-policy

media-policy

realm-config

steering-pool
security
session-router

system

Show All

£} Commands v

Modify Media Manager

State

media-manager

Flow Time Limit
Initial Guard Timer
Subsq Guard Timer
TCP Flow Time Limit
» TCP Initial Guard Timer
TCP Subsq Guard Timer

Hnt Rtcp

Algd Log Level

Mbcd Log Level

v enable

86400

300

300

86400

300

300

enable

NOTICE

NOTICE

Delete

( Range: 04294967295 )
( Range: 04294967295 )
( Range: 04294967295 )
( Range: 0..4294967295)
( Range: 04294967295 )

( Range: 04294967295 )

Monitor and Trace

Verify

Widgets

ORACLE Enterprise Session Border Controller

£} Wizards w
media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router
system
fraud-protection

host-route

Show All

£} Commands v

A

Modify Media Manager

Media Policing
Max Arp Rate
Max Signaling Packets
Max Untrusted Signaling
Min Untrusted Signaling

» Tolerance Window
Untrusted Drop Threshold
Trusted Drop Threshold
Adl Monitor Window

Trap On Demote To Deny

2.2 0K

+ enable

0
0

1

30

30

enable

Delete

Dashboard

| ey e e wrn ey

(Range:0.100)

( Range: 0..4294967295)

(Range: 0.100 ) ===
(Range:0.100) ¢

( Range: 0..4294967295)
(Range:0.100)
(Range:0.100)

(Range:5.3600)

Monitor and Trace

Verify
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7.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the two realms used in this configuration:

Identifier Zoom TwilioSipTrunk
Network Interface MO0 M10
Mm in realm | 1%|
FQDN Telechat.o-
test06161977.com
Media Sec policy sdespolicy sdespolicy
Access Control Trust High High
Level
Codec-Policy OptimizeCodecs OptimizeCodecs

In the below case, Realm name is given as Zoom for Zoom Side.
Please set the Access Control Trust Level as high for this realm

ORACLE Enterprise Session Border Controller

Dashboard (€ TICL I Monitor and Trace  Widgets

£} Wizards v £} Commands v Save Verify
media-manager v . .
Modify Realm Config

codec-policy

Identifier
media-manager Zoom)

media-policy Description Realm for Zoom Cloud Voice
realm-config
steering-pool
security » Addr Prefix 0.0.00
session-router » Network Interfaces MOC:0 X
system » Media Realm List
Mm In Realm

+ enable

Back

Shous ATl
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ORACLE Enterprise Session Border Controller

Configuration

Monitor and Trace ~ Widgets

{au Wizards v
media-manager
codec-policy
media-manager
media-palicy
realm-config
steering-pool
security
session-router
system
fraud-protection

host-route

Show All

~

{3} Commands w

Modify Realm Config
Average Rate Limit 0
Access Control Trust Level high
Invalid Signal Threshold 0
Maximum Signal Threshold 0
Untrusted Signal Threshold 0
Nat Trust Threshold 0
Max Endpoints Per Nat 0
Nat Invalid Message Threshold 0
Wait Time For Invalid Register 0
Deny Period 30
Back

( Range: 0..4294967295)

————

( Range: 04294967295 )
( Range: 0..4294967295)
( Range: 0..4294967295)
( Range: 0..65535)
( Range: 0..65535)
( Range: 0..65535)
( Range:0,4.300)

( Range: 04294967295 )

Verify Discard Se.

Similarly, Realm name is given as TwilioSipTrunk for Twilio Elastic SIP Trunking side.
Please set the Access Control Trust Level as high for this realm too.

ORACLE Enterprise Session Border Controller

Dashboard

Configuration Monitor and Trace

a- Wizards
media-manager
codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router
system
fraud-protection

host-route

Show All

ﬁ Commands »

A
Add Realm Config
Identifier TwilioSipTrunk
Description
Addr Prefix 0.0.0.0
Network Interfaces MI10:0.4 %
Media Realm List
Mm In Realm | enable

v oK Back

Save Verify
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ORACLE Enterprise Session Border Controller

Dashboard N T:Vieliiil Monitor and Trace

L Wizards v %} Commands v Save Veerify
di "
media-manager v .
Add Realm Config
codec-policy
Out Translationid v
media-manager
In Manipulationid v
media-policy
Out Manipulationid v
realm-config
Average Rate Limit 0 ( Range: 04294967295 )
steering-pool Access Control Trust Level high e ——=———— ]
securtty ’ Invalid Slgnal Threshold 0 ( Range: 0.4294967295 )
session-router » Maximum Signal Threshold 0 ( Range: 0.4294967295)
system v Unirusted Signal Threshold 0 ( Range: 04294967295 )
Nat Trust Threshold .
fraud-protection g (Range:0.65535)
Maw FCndnninds Nar Rad
hnct_rnnte A/
oK Back
Show All

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-
controller/8.4.0/security/sbc_scz840 security.pdf
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7.8. Enable sip-config

SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config and in options, add the below

e add max-udp-length =0
For more info, please refer to SBC security guide given in the above section.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets
£+ Wizards v £} Commands v Verify
A
local-routing-config Modify SIP Config
media-profile
Shate | enable
session-agent Didog'T
ialog Transparency 7| enable
G Home Realm ID Zoom
: ding-
session-recording-group Egress Realm ID
session-recording-server ki =
session-translation Registrar Domain 5
ip-conf
sip-config Registrar Host *
sip-feature
Registrar Port 5060 (Range: 0,1025..65535 )
sip-interface Init Timer 500 (Range: 04294967295 )
sip-manipulation & Delete
Show All
ORACLE Enterprise Session Border Controller B
Dashboard [EETEIIEE Monitor and Trace  Widgets
£ Wizards v £} Commands v Verify
A
session-recording-group MOdify SIP Conﬁg
session-recording-server S r L L R S e
Invite Expire 180 (Range: 04294967295
session-translation
Session Max Life Limit 0
sip-config
Enforcement Profile
sip-feature
Red Max Trans 10000 (Range: 0.50000 )

sip-interface

Options
P max-udp-length=0 X
sip-manipulation
SPL Options
sip-monitoring
SIP Message Len 0 ( Range: 0..65535)
sti-server Enum Sag Match
enable
translation-rules Extra Method Stats
| enable
system »
N oK Delete
Show All

26 |Page



7.9. Configuring a certificate for SBC

This section describes how to configure the SBC for both TLS and SRTP communication with Zoom and
Twilio Elastic SIP Trunking.

Zoom allows TLS connections from SBC'’s for SIP traffic, and SRTP for media traffic. It requires a
certificate signed by one of the trusted Certificate Authorities.

The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

e SBC - 1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC

The following, DigitCert GlobalRootCA and DigiCert SHA2 Secure Server CA are the root and

intermediate CA certificates used to sign the SBC’s end entity certificate

To trust Zoom certificates, your SBC must have below DigiCert Global Root CA,
DigiCert Global Root G2 and DigiCert Global Root G3 installed.

Note: Since both Oracle SBC and Zoom use DigiCert Global Root CA only one
certificate record should be created for the DigiCert Global Root CA certificate.

Step 1 - Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below.

We are creating this certificate for Zoom Side. The certificate can be from any root which is

supported by Zoom.

ORACLE Enterprise Session Border Controller

NN4600-139 10138194139  SCZ9.0.0 Patch 3 (Build 290)

media-manager

security

authentication-profile

certificate-record

tis-global

tis-profile

session-router

system

Show All

Configuration  View Configuration

»

v

Q

Modify Certificate Record

Name

Country

State

Locality
Organization
Unit

Common Name
Key Size

Alternate Name

DigiCertRoot

us

MA

Burlington

Engineering

DigiCert Global Root CA

2048

Back
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ORACLE Enterprise Session Border Controller

media-manager »

security v

authentication-profile

certificate-record

tls-global
tis-profile
session-router >
system >
Show All

£} Wizards v £} Commands v

Configuration Monitor and Trace

Modify Certificate Record
Alternate Name
Trusted + enable
Key U List
Ve digitalSignature X
keyEncipherment X
Extended Key Usage List
v sage serverAuth X clientAuth X
Key Algor = v
Digest Algor sha256 v
Ecdsa Key Size p256 .
Cert Status Profile List
OK Back

Widgets

The table below specifies the parameters required for certificate configuration.
Modify the configuration according to the certificates in your environment.

DigiCertRootG3

Common DigiCert SHA2 DigiCert Global DigiCert Global DigiCert Global
CA
Key Size 2048 2048 2048 2048
Key-Usage- digitalSignature digitalSignaturekey digitalSignature digitalSignature
List keyEncipherment Encipherment keyEncipherment keyEncipherment
Extended serverAuth serverAuth serverAuth serverAuth
Key Usage
list
Key algor rsa rsa rsa rsa
Digest-algor Sha256 Sha256 Sha256 Sha256
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Certificate Issuer Organization
Common Name or Certificate Name
Buypass AS-983163327 Buypass Class 2 Root CA
Buypass AS-983163327 Buypass Class 3 Root CA
Baltimore Baltimore CyberTrust Root
Cybertrust, Inc Cybertrust Global Root
DigiCert Inc DigiCert Assured ID Root CA
DigiCert Inc DigiCert Assured ID Root G2
DigiCert Inc DigiCert Assured ID Root G3
DigiCert Inc DigiCert Global Root CA
DigiCert Inc DigiCert Global Root G2
DigiCert Inc DigiCert Global Root G3
DigiCert Inc DigiCert High Assurance EV Root CA
DigiCert Inc DigiCert Trusted Root G4
GeoTrust Inc. GeoTrust Global CA
GeoTrust Inc. GeoTrust Primary Certification Authority
GeoTrust Inc. GeoTrust Primary Certification Authority - G2
GeoTrust Inc. GeoTrust Primary Certification Authority - G3
GeoTrust Inc. GeoTrust Universal CA
GeoTrust Inc. GeoTrust Universal CA 2
Symantec Corporation Symantec Class 1 Public Primary Certification Authority - G4
Symantec Corporation Symantec Class 1 Public Primary Certification Authority - G6
Symantec Corporation Symantec Class 2 Public Primary Certification Authority - G4
Symantec Corporation Symantec Class 2 Public Primary Certification Authority - G6
Thawte, Inc. Thawte Primary Root CA
Thawte, Inc. Thawte Primary Root CA - G2
Thawte, Inc. Thawte Primary Root CA - G3
\VeriSign, Inc. \VeriSign Class 1 Public Primary Certification Authority - G3
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\VeriSign, Inc. \VeriSign Class 2 Public Primary Certification Authority - G3
VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G3
\VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G4
VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G5
VeriSign, Inc. VeriSign Universal Root Certification Authority

AffirmTrust AffirmTrust Commercial

AffirmTrust AffirmTrust Networking

AffirmTrust AffirmTrust Premium

AffirmTrust AffirmTrust Premium ECC

Entrust, Inc. Entrust Root Certification Authority

Entrust, Inc. Entrust Root Certification Authority - EC1

Entrust, Inc. Entrust Root Certification Authority - G2

Entrust, Inc. Entrust Root Certification Authority - G4

Entrust.net

Entrust.net Certification Authority (2048)

GlobalSign GlobalSign
GlobalSign GlobalSign
GlobalSign GlobalSign

GlobalSign nv-sa

GlobalSign Root CA

The GoDaddy Group, Inc.

Go Daddy Class 2 CA

GoDaddy.com, Inc.

Go Daddy Root Certificate Authority - G2

Starfield Technologies, Inc.

Starfield Class 2 CA

Starfield Technologies, Inc.

Starfield Root Certificate Authority - G2

QuoVadis Limited

QuoVadis Root CA 1 G3

QuoVadis Limited

QuoVadis Root CA 2

QuoVadis Limited

QuoVadis Root CA 2 G3

QuoVadis Limited

QuoVadis Root CA 3

QuoVadis Limited

QuoVadis Root CA 3 G3

QuoVadis Limited

QuoVadis Root Certification Authority

Comodo CA Limited

IAAA Certificate Services
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AddTrust AB AddTrust Class 1 CA Root

AddTrust AB AddTrust External CA Root

COMODO CA Limited COMODO Certification Authority
COMODO CA Limited COMODO ECC Certification Authority
COMODO CA Limited COMODO RSA Certification Authority
The USERTRUST Network USERTrust ECC Certification Authority
The USERTRUST Network USERTrust RSA Certification Authority
T-Systems Enterprise Services

GmbH T-TeleSec GlobalRoot Class 2
T-Systems Enterprise Services

GmbH T-TeleSec GlobalRoot Class 3

Similarly, Twilio Elastic SIP Trunking uses certificates from a CA (Certificate Authority) for establishing the
TLS connections from SBC’s for SIP traffic, and SRTP for media traffic. It is important that you add the
following root certificate to establish TLS connection from the link given below:

https://www.twilio.com/docs/sip-trunking#rootCA

— =ATX7/A_L_—- cneerprse sessoon soraer concrorer

Dashboard Configuration Monitor and Trace

ﬂ- Wizards v ﬁ Commands w Verify
media-manager > . -
Modify Certificate Record

security v

Name
authentication-profile TwilioRootCACertChain

Country
certificate-record us
State
tls-global MA
Locality
tls-profile Burlington
. Organization Engineering
session-router >
ynit Solutions
system >
Common Name Chain CA Cert
Key Size 2048 .

Alternate Name

Back
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Dashboard

Configuration

Monitor and Trace

£F Wizards v
media-manager
security

authentication-profile
certificate-record
tls-global

tls-profile

session-router

42+ Commands

>

v
Key Size

Alternate Name

Trusted

Key Usage List

Extended Key Usage List

Modify Certificate Record

2048 v

+ enable

digitalSignature X

keyEncipherment

serverAuth %
system >
Key Algor 1sa v
Digest Algor sha256 v
Ecdsa Key Size p256 v

OK Back

Show All

Step 2 — Generating a certificate signing request

(Only required for the SBC’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

o Select the certificate and generate certificate on clicking the “Generate” command.
o Please copy/paste the text that gets printed on the screen as shown below and upload to
your CA server for signature.

Generate certificate response X

Copy the following information and send to a CA authority

--—--BEGIN CERTIFICATE REQUEST----- -
MIICvTCCAaUCAQAWRTELMAKGA1TUEBhMCVVMxCzAJBgNVBAgTAK1BMR
MwEQYDVQQH
EwpCdXJsaW5ndGOuMRQWEgYDVQQKEwtFbmdpbmVicmluZzCCASIwDQY
JKoZihveN
AQEBBQADggEPADCCAQOCggEBALzZMGOrclE8r+f2nK1zIMcTJaLVdh+1WR
+vWmKnn
/nvifp7sKsUVFKX0bAJZUSSASEpdHfYLCO9G7jMz7dKJOSUCO0q6GKcFBKtvhBIf

.I}gmaScSUMIc+qu9G+2Fsd44mY/KMxPFQnMXECgT?RAyhKLjOzoxindQ5zb [
IX:-CiB%2dAPqu mwBwc2zx101bawk9W/sk202gKWISB6rOw2I1CblVyekn7SUEPB
f1;(?['\1':!’:”\1/1!3mvNQWbFfchoCAzdngvathbvhu76nGJPnCquJoHR7dTDGGX
\gvlzl-f\zlg\&\;sleEhOO RCKtAItTNeV4KdcGeYrYZIkvJZIHHpT/7TmkCAWEAAaAzMD
EGCSqG S2

| Close
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e Also, note that a save/activate is required

Step 3 — Deploy SBC & root certificates

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the
SBC. Once done, issue save/activate from the WebGUI

Import certificate X
Format: Itry-all |v @
] Import method: @ Fjle () paste
F Certificate file: | Browse...

| Cancel

Repeat these steps to import all the root and intermediate CA certificates into the SBC for Zoom Side:
* DigiCertintermediate

* DigiCertGlobalRootCA

* DigiCertGlobalRootG2

* DigiCertGlobalRootG3

At this stage all the required certificates have been imported to the SBC for Zoom and the Twilio
Elastic SIP Trunk.
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7.10. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
The below is the TLS profile configured for Zoom side.

Zoom supports the following signaling ciphers that need to be added to the TLS profile:

* TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA-384
* RSA-WITH-AES-256-CBC-SHA-256

ORACLE Enterprise Session Border Controller

Dashboard JEEQIETCILEN Monitorand Trace  Widgets

£} Wizards v £} Commands v Verify
d' ~
media-manager > . .
Modify TLS Profile
security v
Name TLSTeamsCarrier
authentication-profile
cntificie racoid End Entiy Certificate TeamsCarrierCert v
Trusted Ca Certificates
tis-global GoDaddyRoot X
GoDaddyinter %
tis-profile
Cipher List
session-router v DEFAULT X
access-control Verify Depth 10 (Range: 0.10)
Mutual Authenticate
account-config v enable
TLS Version fsvi2 v
filter-config
Options
Idap-config
X OK  Back
Show All
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Similarly, configure the TLS profile shown below for the Twilio Elastic SIP Trunk side:

N | X /™A b\ ENTETPIISE DESSION BOraer Lontrolner

£ Wizards v £} Commands v

A
certificate-record

tls-global

tls-profile
session-router v

access-control

account-config

filter-config

Idap-config

local-policy

local-routing-config

media-profile

Show All

Modify TLS Profile

Name Twilio

End Entity Certificate TeamsEnterpriseCert

Trusted Ca Certificates

TwilioRootCACertChain %

GoDaddyinter x
GoDaddyRoot %
DigiCertRoot x
DigiCertinter X

BaltimoreRoot X

Cipher List
DEFAULT x

Verify Depth 10

Back

Dashboard

{Ranpe- 0 10)

Configuration

Monitor and Trace

Verify

7.11. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.

Please configure the below settings under the sip-interface.

- Tls-profile needs to match the name of the tls-profile previously created

- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.Below is the sip-interface Configured for Zoom side.

UIIRALLYS Enterprise Session Border Controller

Darshibsoard

Monilor and Trace

Widgels

£ Wizards w £F Commanck

media-profile ~
session-agent

Session-group
session-recording- group
session-recording-server
session-translation

sip-config

sip-feature

sip-interface
sip-manipulation

Sip-monitonng

ati s

Showe All

Modify SIP Interface

Stale

| enable
Realm 13 Zoom
Description
SIP Ports
Audd
Address Port Transport Protocol
Back

TLS Profile

TLSTeamsCarrier

Allow Anomymous

agents.only

verify

Rulti Home Addrs

Shiow Confij
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Similarly, Configure sip-interface for the Twilio Elastic SIP Trunk side as below:

ORACLE Enterprise Session Border Controller Qv
Dashboard Configuration Monitor and Trace Widgets
41 Wizards « £ Commands « Save Verify Discard
media-profile A
Modify SIP Interface ERSAEE
session-agent
session-group State ' enable
session-recording-group Realm ID TwilioSipTrunk v
session-recording-server Description
session-translation
sip-config
sip-feature SIP Ports
sip-interface
Add
sip-manipulation Address « Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-monitoring 155.212.214102 5061 TLS Twilio agents-only
sti-server he OK Back
Show All

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

7.12. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path. Session-agents are config elements which are trusted agents who
can send/receive traffic from the SBC with direct access to trusted data path.

Configure the session-agent for Zoom with the following parameters.
Go to session-router->Session-Agent.

- hostname and IP address as “ 162.12.232.59”

- port 5061

- realm-id — needs to match the realm created for Zoom
- transport set to “StaticTLS”

- ping-method —OPTIONS message

- ping-interval to 30 secs
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ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£ wizards v £ Commands v Save Verify
g
~

filter-config Modify Session Agent
Idap-config

Hostname 16212.252.59
local-policy

IP Address 16212.232.59

local-routing-config

port 5061 ( Range: 0,1025..65535 )

media-profile State | enable

session-agent App Protocol SIp -

session-group App Type -

session-recording-group Transport Method StaticTLS -

session-recording-server Realm ID Th .

session-translation Egress Realm ID .

sip-config v 0K Back

Chowc Al

Similarly, configure the session-agents for the Twilio Elastic SIP Trunk as below

- Host name to “oracle.pstn.twilio.com™*, port to 5061
- realm-id — needs to match the realm created for the Twilio Elastic SIP Trunk
- transport set to “staticTLS”

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

L3 Wizards v 4%} Commands « Save Verify
~

local-policy Modify Session Agent
local-routing-config

Hostname oracle.pstn.twilio.com
media-profile

IP Address
session-agent

Port 5061 (Range: 01025_65535 )
session-group

State + enable
session-recording-group

App Protocol sIp =
session-recording-server

App Type v
session-translation

Transport Method StaticTLS o
sip-config

Realm ID TwilioSipTrunk v
sip-feature

Egress Realm ID -
sip-interface

Y OK Back
Show All
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*NOTE: Connection to Twilio Elastic SIP Trunking is available in multiple geographic
edge locations. If you wish to manually connect to a specific geographic edge
location that is closest to the location of your communications infrastructure, you may
do so by pointing your communications infrastructure to any of the following localized
Termination SIP URIs:

{example}.pstn.ashburn.twilio.com (North America Virginia)
{example}.pstn.umatilla.twilio.com (North America Oregon)
{example}.pstn.dublin.twilio.com (Europe Ireland)
{example}.pstn.frankfurt.twilio.com (Europe Frankfurt)
{example}.pstn.singapore.twilio.com (Asia Pacific Singapore)
{example}.pstn.tokyo.twilio.com (Asia Pacific Tokyo)
{example}.pstn.sao-paulo.twilio.com (South America S&o Paulo)
{example}.pstn.sydney.twilio.com (Asia Pacific Sydney)

Click here for more information on Twilio Elastic SIP Trunking IP Address

7.13. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Zoom side to Twilio side, Use the below local —policy

ORACLE Enterprise Session Border Controller

DESLLLEIGEM  Configuration Monitor and Trace

£+ wizards v £ Commands v Save Verify

~
session-router v Modify Local Policy

access-control
From Address
*X
account-config

To Address

filter-config *X
|dap-config Source Realm Zoom X
local-policy Description
local-routing-config
media-profile
session-agent

State ' enable
session-grou

group Policy Priority — -
session-recording-group
oK Back

Show All
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ORrRACLE Enterprise Session Border Controller v

Dashboard Configuration Monitor and Trace Widge

£+ wizards v {3} Commands Save Verify Disca
Idap-config Iy
Modify Local Policy
local-policy

Description
local-routing-config

media-profile

session-agent

State

session-group + enable
Policy Priority
session-recording-group [one; v
sesswon-re(mdmg-server POII(V Atributes
session-translation Add
sip-config Next Hop Realm Action Terminate Recursion Cost State App Protocol Lookup Next Key
oracle.pstn.twilio.com TwilioSipTrunk  none disabled 0 enabled single
sip-feature
cin intarfara v oK Back
Show All

To route the calls from the Twilio Elastic SIP Trunk side to Zoom side, Use the below local —policy

ORACLE Enterprise Session Border Controller

Dashboard ERELIEVETOIE Monitor and Trace

Q- Wizards v ﬁ Commands v Save Verify
Idap-config A
Modify Local Policy
local-policy
local-routing-config From Address o
media-profile To Address
*X
session-agent
Source Realm i
TwilioSipTrunk X
session-group
Description
session-recording-group
session-recording-server
session-translation
sip-config State V' enable
sip-feature Policy Priority — v
cin intarfara v oK Back

Show All
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ORACLE Enterprise Session Border Controller

Q- Wizards v & Commands v

~

session-router v
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

session-recording-group

Modify Local Policy

wesLnpuUn

State
Policy Priority
Policy Attributes

Add

Next Hop Realm

16212.232.59 Zoom

| enable

none

Action

none

Back

Dashboard JEEENCHIIN Monitor and Trace  Widgets

Terminate Recursion Cost State App Protocol Lookup

disabled 0 enabled single

Verify

Next Key

7.14. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

Zoom side steering pool.

ORACLE Enterprise Session Border Controller

Configuration

Monitor and Trace

ﬁ- Wizards v ﬁ Commands v
media-manager v
codec-policy
IIII’[iId-I’IHlIdBl’r
media-policy
realm-config

steering-pool

security »

SesSIon-router 2

system »
Show All

Add Steering Pool

IP Address
Start Port
End Port
Realm Iy

Network Interface

0K

10000

19999

Zoom

{ Range: 1.65535)

{ Range: 1.65535)

Verify
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Twilio side steering pool.

ORACLE Enterprise Session Border Controller

DEELGEIGE  Configuration Monitor and Trace

g- Wizards v & Commands w Save Verify
media-manager v .
Add Steering Pool
codec-policy
IP Address
media-manager 155.212.214102
Start Port -
media-policy 20000 (Range:1..65535)
) End Port 29999 (Range:1.65535)
realm-config
Realm ID TwilioSipTrunk v

steering-pool

Network Interface

security »
session-router »
system »
OK Back
Show All

7.15. Configure sip-manipulation

To simplify the ORACLE SBC sip manipulation, from GA Release SCZ830m1p7, there is a new
parameter introduced under the Session agent configuration element. The parameter name is Ping
response.

Ping Response:

When this parameter is enabled, the SBC responds with a 200 OK to all Sip Options Pings it receives from
trusted agents. This takes the place of the current Sip Manipulation, RepondOptions.
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ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace

£} Wizards v £} Commands v Save Verify

uccvune g
filter-config Modify Session Agent
Idap-config

Hostname 16212.252.59
local-policy

IP Address 16212.232.59
local-routing-config Port

" 5061 ( Range: 0,1025..65535 )
media-profile State  enable
session-agent App Protocol sIp -
session-group App Type -
session-recording-group Transport Method StaticTLS -
session-recording-server Realm ID Zoom -
session-translation Egress Realm ID -
sip-config 0K Back
Chow an

ORACLE Enterprise Session Border Controller

Dashboard Configuration

Monitor and Trace

Widgets

£} Wizards +

nmer-conng
Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

Show All

£} Commands v

"

Modify Session Agent

Out Translationid
Trust Me

Local Response Map
Ping Response

In Manipulationid
Out Manipulationid
Manipulation String
Manipulation Pattern

Trunk Group
Max Register Sustain Rate

oK

-
enable
.
voemte e )
v
-
0 (Range: 0999999999 )

Back

Verify Discard Se

Show C:

42|Page



Foy

'y [ 17
\ r J ' ¥, Y4/,
\ : ! .

7.16. Configure Codec Policy

The Oracle Session Border Controller (SBC) uses codec policies to describe how to manipulate SDP
messages as they cross the SBC. The SBC bases its decision to transcode a call on codec policy
configuration and the SDP. Each codec policy specifies a set of rules to be used for determining what
codecs are retained, removed, and how they are ordered within SDP.

Note: this is an optional config — configure codec policy only if deemed required
Go to media manager ---- codec policy

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£} wizards v 43} Commands v Save Verify
di ~
media-manager v -
Add Codec Policy
codec-policy
Name
media-manager OptimizeCodecs
Allow Codecs
media-policy PCMU ¥ Telephone-event X
realm-config
Add Codecs On Egress
steering-pool PCMU %
security > Order Codecs
session-router v Packetization Time 20
access-control Force Ptime enable
account-config Secure Dtmf Cancellation enable
v
filter-ronfio oK Back
Show All

Assign this codec policy to both the Zoom and Twilio Realm.
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7.17. Configure sdes profile

Please go to > Security - Media Security >sdes profile and create the policy as below.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace ~ Widgets

£} wizards v £} Commands v Save Verify
certificate-record x
Add Sdes Profile
factory-accounts
ke » Name SDES
Crypto List
ipsec » P AES_CM_128_HMAC_SHA1 80 X
local-accounts AES_CM_128_HMAC_SHA1 32 X
media-security v Siip Auth +| enable
Srtp Encrypt
dtls-srip-profile ttp Encryp! + enable
SrTCP Encrypt
media-sec-policy e +| enable
Mki
sdes-profile enable
ess Offer Format :
sipura-profile Eer same-as-ingress v
Use Ingress Session Params
password-policy
- v 0K Back
Show All c

7.18. Configure Media Security Profile

Please go to > Security > Media Security >media Sec policy and create the policy as below:
Create Media Sec policy with name SDES which will have the sdes profile created above.
Assign this media policy to both the Zoom and Twilio Realm as they both use TLS/SRTP.

ORACLG Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£ Wizards v {3 Commands v Verify

certificate-record =
Add Media Sec Policy

factory-accounts

ike » Name SDES
ipsec » Pass Through enable
local-accounts Options
media-security v
4 Inbound
ditls-srip-profile Profile SDES v
media-sec-policy Mode srtp v
Protocol
sdes-profile —— M
Hide Egress Media Update enable
sipura-profile
password-policy 4 Outbound
A2 OK Back

Show All (;I
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8. New SBC config/Deployment Using Configuration Assistant

When you first log on to the E-SBC, the system requires you to set the configuration parameters
necessary for basic operation. To help you set the initial configuration with minimal effort, the E-SBC
provides the Configuration Assistant. The Configuration Assistant, which you can run from the Web
GUI or the Acme Command Line Interface (ACLI), asks you questions and uses your answers to set
parameters for managing and securing call traffic. You can use the Configuration Assistant for the
initial set up to make to the basic configuration. Please check "Configuration Assistant Operations" in
the Web GUI User Guide and "Configuration Assistant Workflow and Checklist" in the ACLI
Configuration Guide

Please note, applying a configuration to the SBC via the Configuration Assistant will overwrite
any existing configuration currently applied to the SBC. We highly recommend this only be used
for initial setup of the SBC. This feature is not recommended to be used to make changes to
existing configurations.

8.1. Section Overview and Requirements

This section describes how to use our Configuration Assistant feature as a quick and simple way
to configure the Oracle SBC for integration with Zoom BYOC and Twilio Elastic SIP Trunking. The
pre-requisite are given below.

e SBC running release SCZ840p7 or later which will have this template package by default
added to the SBC code.

e TLS certificate for the SBC preferably in PKCS format, or access to Zoom supported CA to
sign certificate once CSR is generated by the SBC. For Twilio side, list of supported CA’s
can be found here

The following outline assumes you have established initial access to the SBC via console and
completed the following steps:

¢ Configured boot parameters for management access

e Setup Product

e Set Entitlements

o Configured HTTP-Server to establish access to SBC GUI

8.2. Initial GUI Access

The Oracle SBC WebGui can be accessed by entering the following in your web browser:
http(s)://<SBC Management IP>.

The username and password are the same as that of the CLI.

If there is no configuration on the SBC, the configuration assistant will show immediately upon login
to the SBC GUI as shown below
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https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/8.4.0/configuration/sbc_scz840_acliconfiguration.pdf
https://www.twilio.com/docs/sip-trunking#rootCA

Configuration Assistant - Select Deployment

Select a PBX Template

ZoomPhane
Microsoft Teams
Microsoft ACS
Cisco

Avaya Session Manager

Upload a Configuration
Drag and Drop
+

Select a file or drop one here.

o Please click below link for additional template packages.

Select a SIP Trunk Template

Select PBX Template to list the corresponding SIP Side template

Upload a Template Package
Drag and Drop
+

Select a file or drop one here.

https://www.oracle.com/technical-resources/documentation/acme-packet.html

As we can see, there are some templates of PBX populated in the template and we can select the
PBX template that we want to use with our Twilio trunk and for this document, we have selected

ZoomPhone template and once we select that, it asks us to select the SIP trunk template. After we
select Twilio trunk template, the Next option would be enabled.

Configuration Assistant - Select Deployment

Select a PBX Template

ZoomPhone
Microsoft Teams
Microsoft ACS
Cisco

Avaya Session Manager

Upload a Configuration
Drag and Drop
+

Select a file or drop one here.

o Please click below link for additional template packages.

Select a SIP Trunk Template

VerizonRetaillpTrunking
TwilioSIPTrunking
GenericSipTrunk
IntelepeerSipTrunking

ATTIPtrunking

Upload a Template Package
Drag and Drop
+

Select a file or drop one here.

https://www.oracle.com/technical-resources/documentation/acme-packet.html
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Back

PBX Template SIP Trunk Template
Notes for ZoomPhone Notes for TwilioSIPTrunking
Warning: Warning:

- Proceeding with the Configuration Assistant results in erasing the existing
configuration.

Pre-requisites:

- Connect Port O of the Session Border Controller (SBC) to your network.

- Add the SRTP license to the system (Virtual Machine Edition only).

- Ensure that Transcoding resources are installed on your system (Hardware only).
- Configure at least one Transcoding core on your system (Virtual Machine Edition
only).

- Enable the Advanced entitlement on the system.

- Set Session Capacity in the entitlement.

- Set the system time.

[ Arkican.

- Proceeding with the Configuration Assistant results in erasing the existing
configuration.

Pre-requisites:

- Connect Port 10of the Session Border Controller (SBC) to your netwark.

- Ensure that Transcoding resources are installed on your system (Hardware only).
- Configure at least one Transcoding core on your system (Virtual Machine Edition
only).

- Add the SRTP license to the system.

- Enable the Advanced entitlement on the system.

- Set Session Capacity in the entitlement.

- Set the system time.

[ S, Ak,

Click Next and we get the below screen where we need to enter the details for SBC configuration.

Configuration Assistant - Zoom Phone Network

A
e @ O O O O © 0 60 0 0 ECE
Zoom Root SBC Zoom  Transcodi... Twilio Twilio  Transcodi... Root SBC
Phone Trusted  Certificate  Destination ElasticSIP Session Trusted  Certificate
Network  Certificate Trunk Agent Certificate  for Twilio v
Let's configure the interface that communicates with Zoom Phone
Realm Name @ A
Required
Port Number @
Port 0 v
Required
Slot Number @
Slot 0 v
Required v
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8.3. Configuration Assistant Template Navigation

8.3.1. Page 1-Zoom Phone Network

Page 1 of the template is where you will configure the network information to connect to Zoom
Network.

Configuration Assistant - Zoom Phone Network

~
<. @ @ & © 6 © 0 6 0 © EXE
Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate for Twilio v
Let's configure the interface that communicates with Zoom Phone
Realm Name @ ~
Required
Port Number @
Port O v
Required
Slot Number @
Slot 0 v
Required w

Next to each field is a help icon. If you hover over the icon, you will be provided with a description or
definition of each filed. Also, pay close attention to which fields are listed as “required”.

8.3.2. Page 2- Import DigiCert Trusted CA Certificate for MS Teams side.
Page 2 of this template is where the SBC will import the DigiCertRoot CA certificate, which Zoom

uses to sign the certs it presents to the SBC during the TLS handshake. Importing the Zoom Root CA
certs is enabled by default.

Configuration Assistant - Root Trusted Certificate

>

e @@ G O 6 © 0 6 0 © EE

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate for Twilio v

Let's start provisioning the root trusted certificate for Zoom.

Serial Number: A

08:3b:e0:56:90:42:46:b1:al:75:6a:c9:59:91:c7:4a
Signature Algorithm: shalwithRSAEncryption

Issuer:
C=Us
O=DigiCert Inc
OU=www.digicert.com
CN=DigiCert Global Root CA

Validity
Not Before: Nov 10 00:00:00 2006 GMT
Not After : Nov 10 00:00:00 2031 GMT

Subject:
Cc=us
O=DigiCert Inc
Ou=www.digicert.com 7
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8.3.3. Page 3 - SBC Certificates for Zoom side

PKCS12 Import

By default, the SBC is set to import a certificate in PKCS 12 format. This is the simplest and
recommended way to add a certificate to the Oracle SBC. Using this method, you will add the SBC’s
hostname under “FQDN or Common Name” field, upload a certificate from a supported CA, and enter
the certificates password.

Configuration Assistant - SBC Certificate

>

v O O O O O O 0O 60 0 O CE

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate for Twilio v

Let's start provisioning certificates for the SBC

Required A

Fully Qualified Domain Name or Common Name €]

Required
PKCS12 certificate (.p12 or .pfx) @
.+, upload
Required

PKCSI2 certificate password @

Certificate Signing Request (CSR)

The alternative to importing a PKCS12 certificate to the SBC is to configure a certificate and generate
a certificate signing request that you will have signed by a supported CA

Same as PKCS12, you will enter the SBC’s hostname under “FQDN or Common Name” and
“Country” field (required) and answer the remaining question presented on this page (optional).

Configuration Assistant - SBC Certificate

e OO O O O 0 0 O 0O 6 CE:

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate  for Twilio v

Let's start provisioning certificates for the SBC

Certificate provisioning type @ A
CSR v
Required

Fully Qualified Domain Name or Common Name @

Required

Country @

state @ v
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8.3.4. Page 4 - Zoom Destination

Page 4 of the template is where you will configure the Zoom Session Agent details where you will

enter the next hop IP address and port for sip signaling to and from your Zoom Phone Network.
Please fill the required fields and click Next.

Configuration Assistant - Zoom Destination

)
<= @0 0 0 6 o O ®
Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate  for Twilio v
Let's configure the Session Agent(s) for Zoom Cloud Voice
Zoom Session Agent hostname ® &

Required

Zoom Destination IP Address @

Zoom Destination Port @

Required

Nid 7anm nrovida a carnnd Unctnama 71D oY . ~
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8.3.5. Page 5 - Zoom side Transcoding

Page 5 is where you will be able to configure transcoding between the SBC and Zoom side.

Once transcoding features is set to “yes”, you will then have an option to select additional media
codecs you want included in offers/answers toward Zoom. If you select yes to either question
regarding media codecs, you will be presented with a required drop down. You can select as many
codecs from the list presented.

Configuration Assistant - Transcoding

(. @ O © 0 0 O 0O O 0O © CE’

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate  for Twilio v

Let's configure transcoding

Do you want to enable transcoding features? (® No C Yes

Do you want to select media codecs (SBC to ® No C Yes
Zoom Phone)?

select media codecs @

G722 ¥ PCMU x

Required

8.3.6. Page 6 - Twilio Elastic SIP Trunk Network

Page 6 of the template is where you will configure the network information to connect to Twilio Elastic
SIP trunk Network. Please fill the required fields and Press Next.

Configuration Assistant - Twilio Elastic SIP Trunk Network

~
<. @00 0 0 0 0O 6 © 0 EXE
Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate for Twilio v
Let's configure the interface that communicates with Twilio Elastic SIP Trunk Network
Realm Name @ a
Required
Port Number @
Port1 v
Required
Slot Number @
Slot 0 v
Required v
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8.3.7. Page 7 - Twilio Session Agent

Page 7 of the template is where you will configure the Twilio Session Agent details where you will
enter the next hop IP address and port for sip signaling to and from your Twilio Elastic SIP trunk.
Please fill the required fields and click Next.

Configuration Assistant - Twilio Session Agent

A~
e @00 0 0 0 0 & O 0 EXS
Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate  for Twilio v
Let's configure session agent for Twilio
Twilio Session Agent hostname @ ~
Required
Twilio Session Agent IP Address @
Twilio Session Agent Port ]
Required
Nn wna hava a carnnd Lnctnama 71D addrace far T N Arem v

8.3.8. Page 8 - Twilio side Transcoding

Page 8 is where you will be able to configure transcoding between the SBC and Twilio Trunk.

Once transcoding features is set to “yes”, you will then have an option to select additional media
codecs you want included in offers/answers toward Twilio trunk. If you select yes to either question
regarding media codecs, you will be presented with a required drop down. You can select as many
codecs from the list presented.

Configuration Assistant - Transcoding

e @O0 0 0 0 0 0 0 0 ©EE/

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network  Certificate Trunk Agent Certificate  for Twilio v

Let's configure transcoding
Do you want to enable transcoding on the SBC? @ No c Yes
Do you want to select media codecs for your @ No O Yes
Twilio Elastic SIP trunk?

Select media codecs @

G729 ¥ PCMA %

Required
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8.3.9. Page 9 - Import Digi Cert Root CA Certificate for Twilio Side

Page 9 of this template is where the SBC will import the DigiCert Root CA certificate, which Twilio
uses to sign the certs it presents to the SBC during the TLS handshake. Importing the DigiCert Root

CA certs is enabled by default.

Configuration Assistant - Root Trusted Certificate

Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network  Certificate Trunk Agent Certificate  for Twilio

Let's start provisioning the root trusted certificate for Twilio Elastic SIP trunk.

Do you consent to installing the DigiCert Root @ No (] Yes
Cert

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
08:3b:e0:56:90:42:46:b1:a1:75:6a:c9:59:91:7:4a
Signature Algorithm: shalwithRSAEncryption
Issuer:
Cc=us
0O=DigiCert Inc
OU=www.digicert.com
CN=DigiCert Global Root CA

e @O0 0 0 0 0 0 0 0 O ED

>

8.3.10. Page 10 - SBC Certificates for Teams side

This page also follows the same procedure as page 3 and the screen also looks exactly similar to

page 3. We can follow the same steps to import certificate for Twilio side too.

8.4. Review

At the end of the template, you will notice in the top right, a “Review” tab. If all 10 pages presented
across the top are showing green, indicting there are no errors with the information entered, click on

the “Review” tab.
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Configuration Assistant - SBC Certificate for Twilio

<. 000000 0 0 0O
Zoom Root SBC Zoom Transcodi... Twilio Twilio Transcodi... Root SBC
Phone Trusted Certificate  Destination Elastic SIP Session Trusted Certificate
Network Certificate Trunk Agent Certificate  for Twilio v

Let's start provisioning SBC certificates for Twilio Side

Certificate provisioning type €] "
CSR v
Required
Fully Qualified Domain Name or Common Name @
sbc.com
Required
Country @]
us|
Gtate @ v

The screen looks like below after clicking the Review Tab.

Configuration Assistant - Summary

Download Apply
Zoom Phane Network # Edit Configuration TwilioCSR CSR
Realm Name
Zoom [51 Copy
Port Number
certificate-record
Port 0 name DigicertRoot
commen-name DigiCert Global
Slot Number certificate-record
Slot 0 name DigiCertRootCert

Network IP Address

common-name
certificate-record

DigiCert Root CA

name TwilioCSR
10456 commen-name sbc.com
extended-key-usage-list serverAuth
Network IP subnet mask ClientAuth
certificate-record
255.255.255.0 name Z0omCSR
state California
Network Gateway IP Address locality Redwood City

Oracle Corporatic
Oracle CGBU-LABS

organization
unit

10.4.51

On the left side of the review contains the entries for each page. Each page has an “Edit” tab that
can be used to make changes to the information entered on that specific page without having to go
through the entire template again.

On the right side of the review page, under the “Configuration” tab is the ACLI output from the SBC.
This is the complete configuration of the SBC based on the information entered throughout the
template. Also on the right side of the review page you may see another tab, “TwilioCSR CSR”.

On Page 3 or page 10 of the template, if you chose CSR from the drop down menu instead of PKCS,
the SBC configures a certificate record and generates a certificate signing request for you. Also, if
you choose CSR on both pages (pages 3 and 10), there will be two CSR's on the review page.

54|Page



Configuration Assistant - Summary

Download w Apply

Zoom Phone Network # Edit Configuration TwilioCSR CSR

Realm Name
Zoom [0 Copy

Port Number

————— BEGIN CERTIFICATE REQUEST-----
Port0 MIICUjCCAaICAQAWVZELMAkKGALUEBhMCVVMXCZAJBYNVEAGTAKLBMRMWEQ YDV
EwpCdXJsaW5ndGIuMROWEGYDVQQKEWT FhmdphmV1lcmluZzEQMA4GALUEAXMHC 2.

Slot Number TmNVHTCCASTWDQY JK0Z ThveNAQEBBQADGgEPADCCAQGCOgERANU+/ t B lwlgLEE:

Slot 0 4r53BgZ10PnAE3WDzZwPi50+4 I 7¥mgWeB44QmGENURVFZz 3po991yLIxXovked41T]

° PRsvkBx+38hzvWrgT4BnS3RzhBPdeb2zyyv2/65hBKW1yVO58EFfhx77tDOx1B6:

Network IP Address b2RS frlaVQiKOEl?NdehIlZEETLlquxlEZmZO 5800MH1VSSRUIMs 6SnjRBDH/(

Z+pSpULUHYAKDA] 6krt/ROYOtgIdhy/OAZZ 6xMAOVI L FXMQDALIWGbgQGYN 7111

10456 Zkop4gP+EDXhVm/ 125PehDGNRNOQWrrs0QFp+sL11J]yZopekSxAa9FtB4 3mxéel

£QROXSkCAWEAR2AeMBWGCSgGSIh3DQEJDI EPMAOWCWY DVROPBAQDAGWGMAOGC S

Network IP subnet mask SIb3DQEBCWUAA4 IBAQBitfBFZekZWAZLFUULCTReUWP INUE3JC2 SFAQKGOM/ 56¢

hgCxIChS 60OWNVEaspP/eNf 3b3Epx4BoFEAVN/ 56h0G5W3Q+5xalVIEDRTtyp 3

255.255.255.0 Uw/ 50t 2yAQ/eiMYTHeXNe Y/ MMhJUXwe vinmbk ORhpDax o 3RqFCTeVBM1 1CGT T

OfYXPZVINZ 6JX1+8nDwmBVSzpdbPiKVooUpéch7+kInocCTOUbIBiHBIQYTEZG!

Network Gateway IP Address ¢iJY3NgHKHonQ1RgrInYHCuvmkYdfuSCNQMeze+h8107 yMdMkzHE1u548JhTUR
10451 1tFLPeJ+rDChN/ y3EwlROYm+bnBARTi tst TWCLXF

Click the copy button under the CSR, and paste the output into a text file. Next, provide the txt file to
your CA for signature. Once the certificate is signed by a Twilio supported CA, you will need to import
that certificate into the SBC manually, either via ACLI or through the GUI.

Note: if you chose to import a certificate in PKCS12 format on page 3 and 10, the CSR tab will not be present
under review.

8.5. Download and/or Apply

Now that the entries provided throughout the template have been reviewed, and the CSR has been
copied into a text file (optional), the template provides you with the ability to “Download” the config by
clicking the “Download” tab on the top right. Next, click the “Apply” button on the top right, and you
will see the following pop up box appear.

Configuration Assistant - Epilogue

s Perform the following actions after the system reboots to complete the deployment.
Actions to be performed for ZoomPhone Actions to be performed for TwilioSIPTrunking
Security: Security:
- If you opted to generate a CSR during the SBC certificate provisioning step, - If you opted to generate a CSR during the SBC certificate provisioning step,
please make sure to import the signed certificate after the reboot. please make sure to import the signed certificate after the reboot.
- If you are going to use the SBC to interwork between SRTP and RTP, please - If you are going to use the SBC to interwork between SRTP and RTP, please
make sure you assign the media security policy named "RTP" to the realm make sure you assign the media security policy named "RTP" to the realm
with non secure media. with non secure media.
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Now you can click “Confirm” to confirm you want to apply the configuration to the SBC. The SBC will
reboot. When it comes back up, the SBC will have a basic configuration in place for ZoomPhone with
Twilio SIP trunking.

8.6. Configuration Assistant Access

Upon initial login, if the Configuration Assistant Template does not immediately appear on the screen,
you can access by clicking on the “SYSTEM?” tab, top right of your screen. After that, click on the
“Configuration Assistant” tab, top left. This allows end users to access the Configuration Assistance
at any time through the SBC GUI.

ORACLE Enterprise Session Border Controller v admin v

Dashboard  Configuration ~ Monitor and Trace ~ Widgets SEN]

SolutionsLab-vSBC-1 10114 SCZ8.4.0 Patch 8 (Build 485)

System Configuration Assistant Force HA Switchover ) Reboot Y, Support info mation

FleManagement ' File Management Objects

System Operations 4
Name Description
Audit Log Audit changes by all users on the system.
Backup Configuration Manage backup configurations.
Configuration CSV Upload/Download/Delete configuration CSVs.
Fraud Protection Table Manage fraud protection table.
Local Route Table Manage Local route table.
Log System logs.
Playback Media Upload/Download/Delete playback media.
SPL Plug In Upload/Download/Delete SPL plugins.
Software Image. Unlnad/Downlnad/Delete software images

9. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements
are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent

- New steering-pools

- New local-policy

- New sip-manipulation
- New Codec Policy

- SDES Profile

- Media-sec-Policy

Please follow the steps mentioned in the above chapters to configure these elements.
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10, Twilio Elastic SIP Trunking Configuration

From your Twilio Console, navigate to the Elastic SIP Trunking area (or click on the GTP icon on the left
vertical navigation bar).

SUPER NETWORK

# Phone Numbers I
C;r' Elastic SIP Trunking I

10.1. Create am IP-ACL rule

Click on Authentication in the left navigation, and then click on |P_Access Control Lists.

B>

Elastic SIP
Trunking

Dashboard

Trunks

IP_ Access Control
Lists

#
;6; Authentication
&)

Credential Lists

Create a new IP-ACL, for example call it "Oracle" and add your SBCs IP addresses.
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https://www.twilio.com/console
https://www.twilio.com/console/sip-trunking/dashboard
https://www.twilio.com/console/sip-trunking/authentication/ip-acls
https://www.twilio.com/console/sip-trunking/authentication/ip-acls

Oracle

Properties

FRIENDLY Oracle
NAME

ip-acLsip Al

ASSOCIATED O
5IP TRUNKS

ASS0CIATED —
S5IP DOMAINS

IP Address Ranges

IP Access Control Lists may have up to 100 IP addresses.

° IP ADDRESS RANGE FRIENDLY NAME

155.212.214.102 / 32
155.212.214.102 - 155.212.214.102 155.212.214.102 X

10.2. Create a new Trunk

For each geographical region desired (e.g., North America, Europe), create a nhew Elastic SIP Trunk.

Now clickon 1 FUNKS again on the left vertical navigation bar, and create a new Trunk.

Create A New SIP Trunk

Name your new SIP Trunk, then configure it in the following steps.

FRIENDLY NAME

Under the General Settings you can enable different features as desired.
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Features

To learn more about SIP Trunking features, please see our user documentation. [
Call Recording (i)

Calls will be recorded.

Call Recording

‘ Record from ringing v

Recording Trim

Silence will not be trimmed from recording

Secure Trunking(®)

TLS must be used to encrypt SIP messages on port 5061, and SRTP must be used to encrypt the media
packets. Any non-encrypted calls will be rejected

Call Transfer (SIP REFER) (D)

Twilio will consume an incoming SIP REFER from your communications infrastructure and create an INVITE
Enabled .
message to the address in the Refer-To header

[] Enable PSTN Transfer(@)
Allow Call Transfers to the PSTN via your Trunk.

Symmetric RTP(Q)

Twilio will detect where the remote RTP stream is coming from and start sending RTP to that destination
instead of the one negotiated in the SDP

» Additional Features

In the Termination section, select a Termination SIP URI.

Termination URI

Configure a SIP Domain Name to uniquely identify your Termination SIP URI for this Trunk. This URI will be used by your
communications infrastructure to direct SIP traffic towards Twilio. Be sure to select a localized SIP URI to ensure your traffic takes
the lowest latency path. If a localized version isn't selected, then your traffic will be sent to US1. Learn more about Termination
Settings =

TERMINATION SIP URI oracle .pstn.twilio.com

Show Localized URIs

Click on "Show localized URI's" and copy and paste this information as you will use this on your SBC to
configure your Trunk.
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NORTH AMERICA VIRGINIA  oracle.pstn.ashburn.twilio.com

MORTH AMERICA OREGON  oracle pstn.umatilla.twilio.com

EUROPE DUBLIMN  oracle.pstn.dublin.twilio.com

EUROPE FRAMKFURT  oracle.pstn.frankfurt.twilio.com

SOUTH AMERICA sAD  oracle.pstn.sao-paulo.twilio.com
PAULD

ASIA PACIFIC SINGAPORE — oracle.pstn.singapore.twilio.com

ASIA PACIFIC TOKYO  oracle.pstn.tokyo.twilio.com

ASIA PACIFIC SYDNEY  oracle.pstn.sydney.twilio.com

or

Assign the IP ACL ("Oracle”) that you created in the previous step.

Authentication View all Authentication lists

The following IP ACLs and Credential Lists will be used to authenticate the INVITE for termination calls inbound to Twilio.
IP ACCESS CONTROL LISTS Oracle x W °

CREDENTIAL LISTS Click to select a Credential List N °

In the Origination section, we'll need to add Origination URI's to route traffic towards your Oracle SBC.
The recommended practice is to configure a redundant mesh per geographic region (in this context a
region is one of North America, Europe, etc.). In this case, we configure two Origination URIs, each
egressing from a different Twilio Edge.

Click on ‘Add New Origination URI’, we'll depict the configuration for North America:

60|Page




Add Origination URL

ORIGINATION SIP URI

sip:155.212.215.102;edge=ashburn [2=]
PRIORITY 10
Priority ranks the importance of the URI. Values
range from 0 to 65535, where the lowest number
represents the highest importance.
WEIGHT

10

Weight is used to determine the share of load
when more than one URI has the same priority.
Its values range from 1 to 65535. The higher the
value, the more load a URI is given.

ENABLED I ON

Cancel Add

Continue to add the other Origination URIs, so you have the following configuration:

Origination URIs

Configure the |P address (or FQDN) of the network element entry point into your communications infrastructure (e.g. IP-PBX,
SBC).

Show more about provisioning for high service availability

o ORIGINATION URI FRIORITY WEIGHT ENABLED
sip:155.212.214.102;edge=ashburn 10 10 v
sip:155.212.214.103;edge=umatilla 20 10 v

In this example, Origination traffic is first routed via Twilio’s Ashburn edge, if that fails then we'll route from
Twilio’s Umatilla edge.
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10.3. Associate Phone Numbers on your Trunk

In the Numbers section of your Trunk, add the Phone Numbers that you want to associate with each
Trunk. Remember to associate the Numbers from a given country in the right Trunk. For example,
associate US & Canada Numbers with the North American Trunk and European Numbers with the
European Trunk etc.

Numbers View my Addresses

Emergency Calling Update: Each number must be associated with an emergency address with matching 1SO Country. Please
select numbers to enable from one country at a time.

O

NUMBER FRIENDLY NAME COUNTRY EMERGENCY CALLING STATUS EMERGENCY ADDRESS H

+1.—4 Us Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 | ]

+1 3 US Enabled 375 BEALE ST 3rd flaor suite, SF, CA, 94105 [
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11. Verification of Sample Call flows

Once the configuration is complete, we can try making sample calls and can check the signaling
path between Twilio Elastic Sip Trunk (PSTN Users) and Zoom Users. For our testing, we used the
single network interface for both Zoom and Twilio side as below.

1. Make Call from Zoom user to the Twilio Elastic Sip Trunk and check the call flow.
The calls flow from Zoom SIP Interface to Twilio Elastic SIP Trunking Interface and to Twilio
Session Agent and the call reaches the PSTN user after that.

ORACLE Enterprise Session Border Controller admin 4

Dashboard  Configwation JENCHHVENGRIETCE Widgets  Syste

Sessions
Session List 404916604_123706062@16212.23259 X

Registrations o
[+] Session Summary

Subscriptions 162.12.232.59 |— 54.172.60.1
o 2021-0331
Notable Events 02:48:30.624 = INVITE (217276) —
20210331
02:48:30.624
20210331
02:48:30.625
20210331
02:48:30.626
3031-0331
02:48:30.626
2021-03-31
02:48:30.626
20210331
02:4830.715

— Status:100 (217276)

MEDIA FLOW ADD, ID=50331649, DIRECTION=CALLING

MEDIA FLOW ADD, ID=50331650, DIRECTION=CALLED

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+917338391101 @oracle.pstn.twilio.com:506 | stransport=tls>

INVITE (217276) —

— Status: 100 (217276) L

Refresh Export diagram Export session details

ORACLE Enterprise Session Border Controller

Dashboard  Configuration Monitor and Trace

Sessions
Session List 404916604_123706062@16212.23259 X

Registrations 2021-03.31
02:48:36.967
2021-03-31
Notable Events 02:48:36.969
2021-03-31
02:48:36.969
2021-03-31
02:48:36.969
2021-03-31
02:48:37.099
2021-03-31
02:48:37.100
2021-03-31
02:49:09.898
2021-03-31
02:49:09.899
2021-03-31

— Status:200 (217277) +
Subscriptions

MEDIA FLOW MODIFY, ID=50331650, DIRECTION=CALLED

MEDIA FLOW MODIFY, ID=50331649, DIRECTION=CALLING
— Status:200 (217277) +
B ACK (217277) —
B ACK (217277) —

- BYE (217278) —

B BYE (217278) —

Refresh Export diagram Export session details
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2. Make Call from the Twilio Elastic Sip Trunk to Zoom User and check the call flow.
The calls flow from Twilio Elastic SIP Trunking Interface to Zoom SIP Interface and
the call reaches the Zoom user after that.

ORACLE Enterprise Session Border Controller

Sessions
SessionList  ad0a917a0264e3276¢81e841aedb37f9@0.000 X
Registrations
[+] Session Summary
e

i 54.172.60.1 162.12.232.59

: 2021-03-31 03:12:26.270}-» INVITE (88021
Notable Events

Dashboard

Configuration

Monitor and Trace

admin y

Widgets  Systel

2021-03-31 03:12:26.270 | ¢——
2021-03-31 03:12:26.271
2021-03-31 03:12:26.271

Status:100 (880210)

MEDIA FLOW ADD, ID=100663297, DIRECTION=CALLING
MEDIA FLOW ADD, ID=100663298. DIRECTION=CALLED

]20214)3-31 03:12:26271

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+18507904044(@162.12.232.59:506 1 transport=tls>

2021-03-31 03:12:29.190
2021-03-31 03:12:29.190
2021-03-31 03:12:29.190 [ ¢——

2021-03-31 03:12:29.284 [

2021-05-53105:12:20.271 = TNVITE (880210) =51
2021-03-31 03:12:26.368 (—= Status:100 (880210) ]
2021-03-31 03:12:26.840 — Status:180 (880210) “
2021-03-31 03:12:26.841 [ — Status:180 (880210) ]

2021-03-31 03:12:29.189 — Status:200 (880210) +

MEDIA FLOW MODIFY, ID=100663298, DIRECTION=CALLED
MEDIA FLOW MODIFY, ID=100663297, DIRECTION=CALLING

Status:200 (880210) +
ACK (880210) o

Refresh  Export diagram

Export session details

ORACLE Enterprise Session Border Controller

Dashboard

Configuration

Monitor and Trace

Sessions
Session List  ad0a917a0264e3276c81e841aedb37f9@0.0.00 ¥
REEI‘SUHUOI'IS s e e " = N T T A mmmELy "
2021-03-31 03:12:26.368 ——  Stafus:100(880210) .
Subscriptions 2021-03-31 03:12:26.840 ——  Status:180(880210) 4—
2021-033103:12:26.841 [«+——  Status:180 (380210) “
Hotabie Events 2021-03-31 03:12:29.189 ——  Stafus:200 (880210) .
20210331 03:12:29.190 MEDIA FLOW MODIFY, ID=100663298, DIRECTION=CALLED
2021-03-31 03:12:29.190 MEDIA FLOW MODIFY, ID=100663297, DIRECTION-CALLING
2021-03-3103:12:29.190 [+——  Status:200 (880210) a—
2021-03-31 03:12:29.284 [ ACK (880210) —
2021-03-31 03:12:29.285 Ly ACK (880210) —
2021-03-31 03:13:06.676 — BYE (299944) .
2021-03-31 03:13:06.676 | +— BYE (299944) “
2021-03-31 03:13:06.781 [ Status:200 (299944)  ——»
2021-03-31 03:13:06.782 Ly Status:200 (209944)  ——
2021-03-31 03:13:06.782 MEDIA FLOW DELETE, ID=100663297, DIRECTION=CALLING
2021-03-31 03:13:06.782 MEDIA FLOW DELETE, ID=100663298, DIRECTION=CALLED

Details for INVITE (880210)

Refresh Export diagram Export session details
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Appendix A

Following are the test cases that are executed as part of Zoom BYOC Model with the Twilio Elastic SIP
Trunk (PSTN user).

Serial Test Cases Executed Result
Number
1 Zoom user disconnects an inbound connected call Pass
2 Zoom user disconnects an outbound connected call Pass
3 Twilio Elastic SIP Trunk user disconnects an inbound connected call Pass
4 Twilio Elastic SIP Trunk User disconnects an outbound connected Pass
call
5 Zoom user places inbound call from Twilio Elastic SIP Trunk user on Pass

hold and then resumes

6 Zoom user makes outbound call to Twilio Elastic SIP Trunk user and Pass
put that call on hold and then resumes

7 Twilio Elastic SIP Trunk user places inbound call from Zoom user on Pass
hold and then resumes

8 Twilio Elastic SIP Trunk user makes outbound call to Zoom user and Pass
put that call on hold and then resumes

9 Zoom user places inbound call from Twilio Elastic SIP Trunk user on Pass
hold for over 15/30 minutes and then resumes

10 Zoom user makes outbound call to Twilio Elastic SIP Trunk user and Pass
places the call on hold for over 15/30 minutes and then resumes

11 Inbound Twilio Elastic SIP Trunk call to Zoom blind transferred to Pass
second Zoom/ PSTN User

12 Outbound Twilio Elastic SIP Trunk call from Zoom user blind Pass
transferred to second Zoom/ PSTN User

13 Inbound Twilio Elastic SIP Trunk Call to Zoom consultatively Pass
transferred to Zoom/ PSTN User

14 Outbound Twilio Elastic SIP Trunk call from Zoom user consultatively Pass
transferred to Zoom/ PSTN User

15 Zoom user makes outbound call to Twilio Elastic SIP Trunk user and Pass
makes a conference call by adding another Zoom/ PSTN user.
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16 Twilio Elastic SIP Trunk user makes outbound call to Zoom user and Pass
Zoom user makes a conference call by adding another Zoom/ PSTN
user.

17 Zoom user calls an IVR number and navigates through the IVR menu Pass

after call connection

18 Zoom user calls into an external conference bridge and pastes a Pass
string of conference ID into Zoom which is recognized by Device and
IVR

19 Zoom user mutes inbound call from Twilio Elastic SIP Trunk user and Pass

then unmutes

20 Zoom user mutes outbound call made to Twilio Elastic SIP Trunk Pass
user and then unmutes

21 Twilio Elastic SIP Trunk user mutes inbound call from Zoom user Pass
user and then unmutes

22 Twilio Elastic SIP Trunk user mutes outbound call made to Zoom Pass
user user and then unmutes
23 Twilio Elastic SIP Trunk User disconnects outbound call to Zoom Pass

user before it is answered

24 Zoom user disconnects outbound call to Twilio Elastic SIP Trunk user Pass
before it is answered
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