ORACLE

1\ .
& S 2\ S

Oracle SBC with NICE Systems
Recorder with Zoom and Genesys
Environment

Technical Application Note

ORACLE

COMMUNICATIONS




Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.

Revision History

Version Description of Changes Date Revision Completed

1.0 Oracle SBC with NICE 31% August 2020
Systems Recorder with Zoom
and Genesys Environment

1.1 App note updated with minor | 31 March 2021
changes (Removed Caveat
section as the bug fix is
working now)
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with Nice Recording Server Environment.

2. Document Overview

This document is intended for use as a guide for a successful integration of both NICE Systems
Recorder and Oracle Communications Session Border Controller. It outlines the architecture design,
Oracle SBC configuration, as well as test cases executed as part of the interoperability testing.

This document is divided into two sections where the first section covers the interop testing of Oracle
SBC with Nice recorder in Zoom Environment and the second section covers the interop testing of Oracle
SBC with Nice recorder in Genesys Environment. In both these scenarios, Teams side is used as common
side to call zoom and Genesys and the calls are recorded using Nice Recorder.

The SBC supports the SIP Recording (SIPREC) standard as per RFC 6341 which is used for
recording the call and sending the recorded stream to the NICE recorders. The SIPREC protocol is the
protocol used to interact between a Session Recording Client (SRC - the role performed by Oracle SBC)
and a Session Recording Server (SRS- Nice recorder).

NICE Interaction Management can record multiple media— digital and analog—in TDM, voice over IP
(VolP), session initiation protocol (SIP)-based and hybrid environments. The Nice Interactions Center
receives the call status, monitors call events, and stores them in its databases for other system functions
such as queries, reports, etc. and uses them when interaction-based recordings are implemented to
determine whether to record a call.

The below componenets are part of Nice Recording solution:

NICE VoIP Logger: A Logger was setup for Active Recording and is used in an Active VolP Recording
environment. The NICE VolP recording solution enables customers to effectively capture, evaluate,
analyze and improve multimedia interactions taking place on an IP network. Once the VoIP audio is
recorded, it can be saved, archived, queried, and played back as easily as analog or digital recorded
audio.

Voice Recording SIP Proxy (VRSP): The VRSP functions as a SIP Proxy. It is used to set up SIP-based
calls between the SBC and the NICE VolP Logger. It is recommended to deploy VRSP redundancy in
order to guarantee recording.

Please note that the IP address, FQDN, config name and its details given in this
document is used as reference purpose only. The same details cannot be used in
customer config and the end users can use the configuration details according to
their network requirements. There are some public facing IPs (externally routable IPs)
that we use for our testing are masked in this document for security reasons.

The customers can configure any publicly routable IPs for these sections as per their
network architecture needs.
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3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Oracle SBC to interop with the NICE Recorder, Zoom Server and Genesys Server for this testing. There
will be steps that require navigating Oracle SBC GUI interface, understanding the basic concepts of
TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the configuration and for
troubleshooting, if necessary.

3.2. Requirements

e Fully functioning Nice Recording Server.

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.3.0 version
e (Genesys SIP server

e Zoom admin portal and client.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Oracle SBC with Nice Recorder in Zoom Environment:

Software Used Nice Version SBC Version Zoom Client version
Revision 1 6.15 8.3.0 5.2.0
Oracle SBC with Nice Recorder in Genesys Environment:
Software Used Nice Version SBC Version Genesys SIP Server
Revision 1 6.15 8.3.0 8.1
In Scope:

The following step-by-step guide configuring the Oracle SBC focus on the testing performed
between Oracle SBC and Nice Recorder. The test cases focuses on recordings done with Zoom server
and Genesys SIP server using Nice recorder.

Out of Scope:

. Configuration of Network management including SNMP and RADIUS

. Complete configuration of the Zoom side, Teams Side, Genesys Server side and the

NICE recorder.
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4. Configuring Oracle SBC with NICE Recorder for Zoom and

Genesys Environment

4.1. Network Architecture for Zoom Side

Zoom Client uses this Net
Zoom Softphones connection to connectwith

Open Internet

Zoom
Web

Portal Z0OM

SIP SIGNALLING ==
—————

Zoom

Microsoft
Teams

Enterprise
Network

Nice
Recorder

As shown in the network diagram, the Oracle SBC is connected as an edge component in Zoom
environment. For the purpose of this interop testing, the calls are made from Teams side to Zoom

side and vice versa through the Oracle Communications SBC. The recording will be made in Zoom

side and will be verified as part of this testing.
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4.2. Network Architecture for Genesys Side

SIP SIGNALLING =
0

— Gel Pure E

/Jl@\ () Genesys Pure Engage

J 5IP Feature Server

@ \ N SIP proxy Server G
|

E

* Microsoft
Teams

Nice Recorder

Enterprise Network

As shown in the network diagram, the SBC is connected as an edge component in a Genesys enterprise
environment. The core side of the Enterprise consists of Genesys SIP server and two phones registered to
it. For the purpose of this interop testing, the calls are made from Teams side to the Genesys side and
vice versa through the Oracle Communications SBC. The recording will be made in Genesys side and will
be verified as part of this testing.

The calls are recorded by a NICE recorder which is added to the SBC configuration using session-
recording-server and session- recording-group. The session recorders are defined in the session-
recording-group. Another field with reference to call recording in the realm-config is the session-
recording-required. If session-recording-required = enabled, then the calls between the two parties
will not go through unless the session recorder is ready and available to record. As a pre-requisite,
we also configure SBC to send OPTIONS to Nice Server and it should be responded by the NICE
recorder.

4 .3. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.3 software — this software with the configuration listed below
can run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6350
e AP 6300
e VME
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4.4. New SBC Configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

4.5. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

r
r
.
L I-
r
T
L1
-
T

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.
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Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam to access
bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
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Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

1 entitlement

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.

Tra SIL (0-10 : 50

The SBC comes up after reboot and is now ready for configuration.

10| Page



R T

Go to configure terminal->system->web-server-config.

Enable the web-server-config to access the SBC using Web GUI. Save and activate the config.
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4.6, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url https://<SBC_MGMT_IP>.

OoORACLE

Welcome to Enterprise Session Border Controller

Username:

Password:

The username and password is the same as that of CLI.

DF\)AC I_E Your system's operafion has tripgered 1 alarms., Motifications » | admin |
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Configuration as shown below, to configure the SBC.

ORACLE

Home EelIGINENTLL M Monitor and Trace Widgets System

i Notifications « | admin -

S Save 4} Wizards -~ 4} Commands -

Configuration objects

P media-manager Name

» security access-control

P session-router account-config

P system certificate-record
codec-palicy
filter-config

fraud-protection
host-route
Idap-config
local-policy
local-routing-config
media-manager
media-policy
media-profile
network-interface
ntp-config
phy-interface
realm-config

redundancy-config

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting

Create, generate, and import a certificate

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an LDAP server, filter, and policy

Configure a session request routing policy

Configure local routing servers

Configure media policy, attributes, and settings
Configure a media profile and apply it to a realm
Configure a media profile and apply it to a media type
Configure layer3 network interfaces

Synchronize the Network Time Protocol among servers and clients
Configure physical interfaces

Configure a realm for media management

Configure a routing policy for SIP server failover

o Q, search

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/cd/F13782 01/doc/esbc scz830 webqui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.
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4.7. Configure system-config

Go to system->system-config

Home EeLULNEUlLM Monitor and Trace Widgets System

E Save 1 Wizards~ 4} Commands ~

ORACLE

>

capture-receiver Modify System config

fraud-protection

host-route Hostname: oracleSBC
http-client Description:

http-server

network-interface

network-parameters Location: Burlington, MA
ntp-config

Mib system contact:
phy-interface

redundancy-config
snmp-address-entry
snmp-community Acp TLS profile: v

snmp-group-entry SNMP enabled:
snmp-user-entry

Mib system name:

Mib system location:

]

. Enable SNMP auth traps:
snmp-view-entry
spl-config Enable SNMP syslog notify:
system-access-list Enable SNMP monitor traps:

system-config

. Enable env monitor traps:
threshold-crossing-alert-group

I N A R

trap-receiver Enable mblk_tracking:

web-server-config v
OK | | Delete

Show advanced

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/cd/F13782 01/doc/esbc scz830 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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4.8. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

We will create the physical interface as given below for our testing.

You will first configure the slot 0, port O interface designated with the name MOO.

We also create slot M10 and M11 after that.

The below table lists the phy-interface created.

redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry

Parameter Name MO0 M10 M11

Slot 0 0 1

Port 0 1 1

Operation Mode Media Media Media

Home EITITEIGHN Monitor and Trace Widgets  System

[ Save 4} Wizards- {} Commands~ o o

capture-receiver A| Phy interface
. Search Criteria: All

fraud-protection
Y Add Delete All | Upload | Download Search
http-client Name Operation type Port Slot Virtual mac Admin state Auto negotiation
http-server Moo Media 0 0 enabled enabled
network-interface M10 Media 0 1 enabled enabled
network-parameters M1 Media 1 1 enabled enabled
ntp-config
phy-interface
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4.9. Configure Network Interface values

To configure network-interface, go to system->Network-Interface.

The public network interface is used for Teams and Zoom which is M0OO interface.

The Genesys uses the network interface M10.

The network interface used for Nice Call Recording is M11.

Teams side and Zoom side

ORACLE

capture-receiver
fraud-protection
host-route
http-client
http-server
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list
system-config
threshold-crossing-alert-group
trap-receiver
web-server-config

Show advanced

A Save F Wizards~ 4 Commands~

~

Home NeLLITNENTLE Monitor and Trace Widgets System

Modify Network interface

Name:
Sub port id:

Description:

Hostname:
IP address:
Pri utility addr:
Sec utility addr:
Netmask:
Gateway:
+ Gw heartbeat
State:
Heartbeat:

Retry count:

o

—J

255.255.2565.192

—

Back

(Range: 0..4095)

(Range: 0..65535)

(Range: 0..65535)

ORACLE

capture-receiver
fraud-protection
host-route
http-client
http-server
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list
system-config
threshold-crossing-alert-group
trap-receiver
web-server-config

Show advanced

~

Home QeJGITEUGLE Monitor and Trace Widgets System

I& Save 4t Wizards~ %} Commands ~

Modify Network interface
DNS IP backup1:
DNS IP backup2:
DNS domain:
DNS timeout:
DNS max ttl:
Signaling mtu:

HIP IP list:

ICMP address:

customers.telechat.o-test06161977.com
1

86400

Add

Add

Back

(Range: 0..4294967295)
(Range: 30..2073600)

(Range: 0, 576..4096)
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Genesys Side

ORACLE

Home Monitor and Trace Widgets System

realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

b security

) session-router

4 system
capture-receiver
fraud-protection
host-route
http-client
http-server

network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community

Show advanced

network-interface

B save 4F Wizards~ 4} Commands -

>

Name:
Sub port id:

Description:

Hostname:
IP address:
Pri utility addr:
Sec utility addr:
Netmask:
Gateway:
« | Gw heartbeat
State:
Heartbeat:

Retry count:

Modify Network interface

10.232.50.55

255.255.255.0

10.232.50.1

O

Back

(Range: 0..4095)

(Range: 0..65535)
(Range: 0..65535)

Nice Side

ORACLE

capture-receiver
fraud-protection
host-route
http-client
http-server
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
shmp-community
snmp-group-entry
shmp-user-entry
shmp-view-entry
spl-config
system-access-list
system-config
threshold-crossing-alert-group
trap-receiver
web-server-config

Show advanced

Home QeGIiihiieuLl Monitor and Trace Widgets System

B save 4} Wizards- 4} Commands -~

~| Modify Network interface

Name:
Sub portid:

Description:

Hostname:
IP address:
Pri utility addr:
Sec utility addr:
Netmask:
Gateway:
4| Gw heartbeat
State:
Heartbeat:

Retry count:

o

192.168.3.25

2556.255.255.0

192.168.3.1

O

Back

(Range: 0..4095)

(Range: 0..65535)

(Range: 0..65535)
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4.10. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC

manager and configure the below option for generating rtcp reports.

audio-allow-assymetric-pt

xcode-gratuitous-rtcp-report-generation

Go to Media-Manager->Media-Manager

. Enable the media

ORACLE

H save 4F Wizards -

media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy

Show advanced

Home [EeLLGITTENLL Monitor and Trace

4+ Commands ~

~

Widgets System

Modify SIP config

State:

Dialog transparency:
Home Realm ID:
Egress Realm ID:
Nat mode:

Registrar domain:
Registrar host:
Registrar port:

Init timer:

Max timer:

Trans expire:

Initial inv trans expire:

Invite expire:

Teams

None

5060

500
4000

Session max life limit: o

| Delete

(Range:
(Range:
(Range:
(Range:
(Range:

(Range:

0,
0.
0.
0.
0.
0.

, 1025..65535)
..4294967295)
..4294967295)
..42949867295)
..999999999)

..4294967295)

ORACLE

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

) security

4 session-router
access-control
account-config

Home Monitor and Trace Widgets System

Notifications ~ | admin ~

[H Save 4 Wizards - % Commands ~

Modify Media manager

State:

Flow time limit:
Initial guard timer:
Subsq guard timer:
TCP flow time limit:

TCP initial guard timer:

TCP subsq guard timer:

Hnt ricp:
Algd log level:
Mbcd log level:

Options:

86400 (Range:
300 (Range:
300 (Range:
86400 (Range:
300 (Range:

300 (Range:

NOTICE v

NOTICE

<

Add

audio-allow-asymmetric-pt
xcode-gratuitous-rtcp-report-generation

0..4294967295)
0..4294967295)
0..4294967295)
0..4294967295)
0..4294967295)

0..4294967295)

ﬁ Discard Q Search
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4.11. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

In the below scenarios, Realm name is given as ZoomRealm for Zoom side

ORACLE

Home QoG ElChM Monitor and Trace Widgets System

E Save 4F Wizards - 4

playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool

Show advanced

Commands ~

|4 Objects Modify Realm config
4 media-manager
codec-policy Identifier: ZoomRealm
dns-alg-constraints Description:
dns-config
ice-profile
media-manager Addr prefix: 0.0.0.0
ey Network interfaces: Add
msrp-config
M00:0.4

tcp-media-profile Mrm in realm:

b security
A Mm in network: v
) session-router
b system Mm same ip:
QoS enable: ()

OK | | Back

Similarly, relam name is given as genesys for Genesys side

ORrRACLE

Home Qelonili[VgU+LM Monitor and Trace Widgets System

= Save 4F Wizards ~

¥ Objects

4 media-manager
codec-policy
dns-alg-constraints

playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool

fraud-protection

Show advanced

44 Commands ~
~ | Modify Realm config

Identifier: penesys

Description:

dns-config
ice-profile
media-manager Addr prefix: 0.0.0.0
media-polic
palicy Network interfaces: Add
msrp-config
M10:0.4

tcp-media-profile Mm in realm: O
P security
) session-router Mm I network:
4 system Mm same ip:
capture-receiver QoS enable: [}

Back
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The relam name is given as Teams for Teams side (used as common realm)

ORACLE

|4 Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-group
rtcp-policy
static-flow
steering-pool
tep-media-profile

P security

} session-router

b system

Show advanced

Home [Eellyiils[NIelssM Monitor and Trace Widgets System

B Save 4t Wizards -~ 4% Commands ~

Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in reaim:
Mm in network:
Mm same ip:

QoS enable:

freams

carrier tenant telechat.o-
test06161977.com

0.0.0.0

Add
M00:0.4

NENRNEN

| Back

Similarly, Realm name is given as NiceRealm for Nice Recording Realm

ORACLE

E Save 4} Wizards - i} Commands -

>

I Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtep-policy
static-flow
steering-pool
tcp-media-profile

) security

4 session-router
access-control
account-config
account-group v

Show advanced

Home ReIiili[IelGHM Monitor and Trace Widgets System

Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in realm:
Mm in network:
Mm same ip:

QoS enable:

NiceRealm

0.0.0.0

Add

M11:0.4

O

O &K

Back |
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4.12. Enable sip-config

SIP config enables SIP handling in the SBC.
Add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config.

In options add max-udp-length =0.
inmanip-before-validate

ORrRACLE

Home QEetllili[Ieiidsll Monitor and Trace Widgets System

I Save 44 Wizards -~ 4% Commands ~

media-profile
net-management-control
qos-constraints

Modify SIP config

Registrar host:

response-map Registrar port: 5060 (Range: 0, 1025..65535)
service-health Init timer: 500 (Range: 0..4294967295)
session-agent .

i < . Max timer: 4000 (Range: 0..4294967295)
session-agent-id-rule .
SossionToonstrants Trans expire: 32 (Range: 0..4294967295)
session-group Initial inv trans expire: o} (Range: 0..999999999)
session-recording-group Invite expire: 180 (Range: 0..4294967295)
session-recording-server ) ) o

R R Session max life limit: o)
session-timer-profile
session-translation Enforcement profile:
sip-advanced-logging Red max trans: 10000 (Range: 0..50000)
sip-config i .

Options: Add

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy

Show advanced

inmanip-before-validate
max-udp-length=0

Delete
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4.13. Enable Session recording server in SBC

We need to add the Nice recording servers on the SBC so that we can enable the recording leg from
the SBC to the Nice server. If we want Nice recorder to work in TLS mode, please select port as 5061
and Transport method to Static or Dynamic TLS while adding the recording server to the SBC.

To add the Nice servers, Go to Session Router ---->Session recording Server

ORrRACLCE

B save 4F Wizards ~

home-subscriber-server

~

Home EeLhLiili[I=1LL Monitor and Trace Widgets System

i¥ Commands ~

Add Session recording server

Show advanced

http-alg
iwf-config Name: NiceAir1
Idap-config Description:
local-policy
local-response-map
e e -
net-management-control Mode: selective e
qos-constraints Destination: 192.168.3.212
fesponscap Port: 5060 (Range: 1024..65535)
service-health Transport method: uDP ~
session-agent
session-agent-id-rule Force parity: O
session-constraints Ping method: OPTIONS
session-group Ping interval: 60 (Range: 0..4294967295)
session-recording-group Refresh interval: = (Range:
session-recordin ge: 0..60)
session-timer-profile
session-translation
sip-advanced-logging -
- OK Back
Show advanced
OoRrRACLE
Home Monitor and Trace Widgets System
H save 4F Wizards~ 4% Commands~
ldap-config ~| Add Session recording server
local-policy
local-response-map Name: NiceAir3
local-routing-config Description:
media-profile
net-management-control
qos-constraints Realm: o
TSRS iceRealam D
service-health Mode: selective v
session-agent Destination: 192.168.3.214
SEeslEnEEm RS Port: 5061 (Range: 1024..65535)
sess!on—constralnls Transport method: StateTLS =
session-group
session-recording-group Force parity: U
session-recording-server Ping method: OPTIONS
A P Ping interval: 60 (Range: 0..4294967295)
session-translation . .
SeevEreEHE T Refresh interval: 0 (Range: 0..60)
sip-config
sip-feature
sip-feature-caps o
| OK | | Back |
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If we have more than one servers, we can add the same way like above. After adding recording server
to SBC, Please assign the exact server to the zoom and genesys realm where the calls needs to be
recorded as part of our testing. Session recording reqgired is enabled to make sure session recorder is
ready and available to record. We can also select the recorder based on whether we need normal or
secure secording.

ORACLE

Home Monitor and Trace Widgets System

= Save 4F Wizards -

¥ Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

P security

4 session-router
access-control
account-config
account-group

Show advanced

4& Commands -

~ | Modify Realm config

“uusu punuy.
Codec manlP in realm:
Codec manlP in network:
RTCP policy:

Constraint name:

Session recording server:
Session recording required:
Flow time limit:

Initial guard timer:

Subsq guard timer:

TCP flow time limit:

TCP initial guard timer:
TCP subsq guard timer:
QoS constraint:

TCP media profile:

audiotest
]

NiceAir1

OK

Back

"=:::=

..2147483647)

+2147483647)

(Range: -
(Range: -
(Range: -
(Range: =
(Range: -

(Range: -~

LA L 4 A A 4

-2147483647)
..2147483647)
-2147483647)

..2147483647)
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4.14. Enable Session recording group in SBC

We can also add session recording group in the SBC and assign the group to the realm.
The advantage of having recording group is that even one recorder of the group fails, we still
have other servers to take care of the recording.

Go to Session Router ---->Session recording group

ORACLE

Home Qeliiil+[eiiv4yl Monitor and Trace Widgets System

= Save 1f Wizards v 4} Commands ~

10CaI-1 QUUnNy-soiing

. ~ | Add Session recording group
media-profile

net-management-control

A Name: NiceGrp

qos-constraints
Description:

response-map
service-health
session-agent
session-agent-id-rule Strategy: Hunt v
session-constraints Simultaneous recording servers: 1 (Range: 1..10)

session-group

session-recording-group

session-recording-server

Session recording servers: Add

NiceAirl
NiceAir2
NiceAir3

session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
cin_ranircinn_nnlinv

oK | Back
Show advanced

We can assign this group to the exact realm where the calls needs to be recorded for our testing.

Home JeNGIEIGLE Monitor and Trace Widgets System
= Save 4F Wizards - 4% Commands~
[~ wvojects N -
) ~| Modify Realm config
4 media-manager
codec-policy wuusu punuy. audiotest v
dns-alg-constraints Codec manlP in realm: [
dns-config Codec manlP in network:
ice-profile RTCP policy: -
media-manager
" . Constraint name: v
media-policy
msrp-config Session recording server: srg:NiceGmp v
playback-config Session recording required:
realm-config . I
Flow time limit: -1 (Range: -1..2147483647)
realm-group
rtep-policy Initial guard timer: -1 (Range: -1..2147483647)
static-flow Subsq guard timer: 1 (Range: -1..2147483647)
Steerlngjpool TCP flow time limit: R (Range: -1..2147483647)
tcp-media-profile TCP initial ati
- initial guard timer: :
b security 9 -1 (Range: -1..2147483647)
4 session-router TCP subsq guard timer: -1 (Range: -1..2147483647)
access-control Qo€ constraint: —
geaainbeanla TCP media profile: -
account-group
w
allmuad_alamante_nrafila oK | Back
Show advanced
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4.15. Configuring a certificate for SBC

Nice Recording server also works in TLS/SRTP mode and it allows TLS connections from SBCs for SIP
traffic with a self-signed certificate. We need to exchange the SBC certificate and Nice certificate so that
we can use secure recording.

The step below describes how to import the Nice certificate to the SBC:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

2) Import the Nice certificates on the SBC

Step 1 — Creating the certificate record

Go to security->Certificate Record and configure a certificate for SBC as shown below.

Home ReONGINEUHM Monitor and Trace Widgets System

B Save it Wizards- 4} Commands -

ORACLE

¥ Objects Modify Certificate record
» media-manager
4 security Name: NiceAir3Gertificate
I admin-security Country: Us
auth-params State: VA
authentication
authentication-profile Locality: Burlington
cert-status-profile Organization: Engineering
certificate-record Unit;
: :::zec Common name: Nice Cert
) media-security Key size: 2048 v
password-policy Alternate name:
public-key Trusted:
security-config .
ssh-config Key usage list: Add
tls-global digitalSignature
tls-profile keyEncipherment

) session-router
b system

Back
Show advanced
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ORACLE

Home ELIGIIEUTI M Monitor and Trace Widgets System

B Save it Wizards~ 4} Commands ~

i Objects Modify Certificate record
» media-manager
4 security Extended key usage list: Add
) admin-security serverAuth

auth-params
authentication
authentication-profile
cert-status-profile

b ike
b ipsec
P media-security Digest algor: sha256 v

Key algor: rsa v

password-policy Ecdsa key size: p256 —
public-key
security-config
ssh-config
tls-global
tls-profile

) session-router

) system

Cert status profile list: Add

Back
Show advanced

The table below specifies the parameters required for certificate configuration. Modify the configuration
according to the certificates in your environment.

Parameter BaltimoreRoot DigiCertRoot

Common-name Baltimore CyberTrust DigiCert Global Root CA
Root

Key-size 2048 2048

Key-usage-list digitalSignature digitalSignature
keyEncipherment keyEncipherment

Extended-key- serverAuth serverAuth

usage-list

key-algor rsa rsa

digest-algor sha256 sha256
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Step 2 — Import Nice certificates

Once certificate record has been created — import the signed Nice certificate to the SBC.
Once done, issue save/activate from the WebGUI

ORACLE
Home Monitor and Trace Widgets System
B Save 4F Wizards- %} Commands ~
I Objects Certificate record
» media-manager Search Criteria: All
4 security Add Edit Copy Delete Delete All Upload Download | Generate Import Search
P admin-security Name Country State Locality orgahization Unit
auth-params BaltimoreRoot us MA Burlington Eng ring
authentication DigiCertinter us MA Burlington Engidgering
iteplicatinmpnnS DigiCertRoot us MA Burlington Engineering
cert-status-profile GoDaddylInter us MA Burlington Engineering
ertiﬁcate—recnrd GoDaddyRoot us MA Burlington Engineering
» !ke us MA Burlington Engineering
’ Ipsec SBCCarriercertSAN us California Redwood City Oracle Corporation
b media-security SBCEnterpriseCert us California Redwood City Oracle Corporation
password-policy
public-key
security-config
ssh-config
tls-global
tls-profile
) session-router
b system
/T AN
Home Monitor and Trace Widgets System
B save 4f Wizards- %4} Commands -
4 Objects Certificate record | Import certificate %
’ media-manager Search Criteria: All
| Format: try-all v 3
4 security Add | Edit J s kport [searcn
» admin-security Name | Import method: @ File O Paste anization i
ALIHEE TS BaltimoreRoot Certificate file: T
authentication DigiCertinter (Browse.| ineering
authentication-profile DigiCertRoot "
cert-status-profile GoDaddylInter ineering
GoDadeyRaot inecring
b ike NiceAir3Certificate ineering
» ipsec SBCCarriercertSAN | Cle Corporation
4 media-security SBCEnterpriseCert cle Corporation
password-policy
public-key
security-config
ssh-config
tls-global
tis-profile Import Cancel
) session-router
) system
Show advanced Displaying 1 -8 of 8
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4.16. TLS-Profile

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
In our config, we have already TLS profile created as TLSteamsCarrier.

So, we just need to add our certificate record to it which is shown below

ORACLE

Home Qeoeliiilh Mt/ Monitor and Trace Widgets System

EH save 4 Wizards - %# Commands~

¥ Objects Add TLS profile
P media-manager
4 security Name: TLSTeamsCarrier
P admin-security End entity certificate: SBCGarriercertsAN|

auth-params
authentication
authentication-profile NiceAir3Certificate
cert-status-profile
certificate-record

b ike

b ipsec

P media-security
password-policy Cipher list:
public-key
security-config
ssh-config
tls-global

) session-router

P system

Trusted ca certificates: Add

Add
DEFAULT

| OK | Back
Show advanced
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4.17. Configure SIP Interfaces.

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
This interface will be used by SBC to connect to Nice Server for recording.

We have added interface for UDP, TCP and TLS in the SBC.

The other sip-interface that are created for calling purpose is out of our scope.

ORACLE

Home QEeI0GIIEUGLE Monitor and Trace Widgets System

B save 4t Wizards ~ 4} Commands ~

net-management-control ~| Modify SIP interface

qos-constraints

response-map State:

service-health Realm ID: NiceRealm| =

session-agent Description:

session-agent-id-rule

session-constraints

session-group SIP ports

session-recording-group

session-recording-server Gl

session-timer-profile Address Port Transport protocol  TLS profile Allow anonymous
session-translation 192.168.3.25 5060 UDP all
sip-advanced-logging 192.168.3.25 5060 TCP all
sip-config 192.168.3.25 5061 TLS TLSTeamsCarrier all

sip-feature
sip-feature-caps

sip-manipulation Initial inv trans expire: 0 (Range: 0..999999999)

sip-monitoring Session max life limit: 0
sip-recursion-policy s oot
surrogate-agent v
OK | 1 Back
Show advanced

‘ ’
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4.18. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.
This steering pool is exclusively created for Nice recording leg.
The other steering pools that are created for calling purpose is out of our scope.

ORACLE

Home ELILTEUGM Monitor and Trace Widgets System

H Save 1f Wizards~ 4} Commands ~

dns-config A| Add Steering pool

ice-profile

media-manager IP address: 192.168.3.25

media-policy Start port: 10000 (Range: 1..65535)
msrp-config

e End port: 11000 (Range: 1..65535)
realm-config Realm ID: NiceRealm v

realm-group Network interface: v

rtcp-policy

static-flow

steering-pool
tcp-media-profile

P security

4 session-router
access-control
account-config
account-group
allowed-elements-profile

P class-profile

diameter-manipulation

enforcement-profile

| 0K || Back
Show advanced
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4.19. Verifying recorded Calls

We will make calls now and verify the recording happening between SBC and Nice.
Open the SBC ladder diagram to see the recording flow (192.168.3.25 to0 192.168.3.212).
We can see the recording flow for both normal and secure recording.

O — A~ b Notifications «
Ladder Diagram for Session - 10
’ [#] Session Summa
162.12.202.59 N (12168325 s E192.168.3.212 I) BBEBITET | A
Reg| | 20200613 150808052 INVITE (726175) —— \/" e
2020-08-13 15:03:09.053 | 4—— Status:100 (728175)
Notabl | 2020-08-13 15:03:09.063 MEDIA FLOW ADD, 1D=184549377, DIRECTION=CALLING
2020-08-13 15:03:09.065 MEDIA FLOW ADD, ID=184543478, DIRECTION=CALLED
2020-08-13 15:03:09.066 EGRESS ROUTE, TYPE=Iocal-poliy, NEXT HOP=sip:+17814437248@68.68.117.67:5060
2020-08-13 15:03:09.066 L INVITE (728175) ’
2020.08-13 15:03:09.145 ¢ Status:100 (728175) ¢
2020-08-13 15:03:09.660 ¢ Status:180 (128175)
2020-08-13 15:03:09671 MEDIA FLOW MODIFY, ID=184548378, DIRECTION=CALLED
2020-08-13 150309671 MEDIA FLOW MODIFY, [D=184549377, DIRECTION=GALLING
2020.08-13 15:03:09.674 | 4—— Status:180 (728175) .
2020-08-13 15:03:14.43 ¢ Status200 (126175) 4
2020-08-13 15:03:14.950 [ 4—— Status:200 (728175) re
2020-08-13 1508:15.079 [ ACK(T28175)  —— v
SIP Message Details
OF i /'\ —
Ladder Diagram for Session - 10
‘ [+] Session Summary / \
q 202008-13 15:03:15.097 INVITE (1002 ——
Reg' 2020-08-13 15:03:15.119 — Status:100 (1002) +—
Subsd | 20200813 150315287 | INVITE (726176)  ——
Notabl | 2020.08.13 1503:15.288 | —— Status:100 (726176) .
2020-08-13 1503:15.304 MEDIA ELOW MODIFY, ID=184543677, DIRECTION=CALLING
202008-13 15:03:15.304 MEDIA FLOW MODIFY, ID=184543378, DIRECTION=CALLED
2020-08-13 15:03:15.306 Ly e (720175) )
20200813 1503:15.408 ¢ Status: 100 (728176)
2020-08-13 15:03:15.420 ¢ Stalus:200 (128176)
2020-08-13 15:03:15.435 MEDIA FLOW MODIFY, ID=184544678, DIRECTION=CALLED
2020-08-13 15:03:15.436 MEDIA FLOW MODIFY, ID:184549X'7, DIRECTION=CALLING
20200813 1503:15438 | 4—— Siatus:200 (728176 +
20200813 1503:15.510 —— Stalus200 (1002) “
20200813 1503:15.531 ACK(1002) —b
| 2000 0R 13 4R 04 52T b4 ACK (TI84TE sw“assaga — \ /}
~
[+] QoS Stats
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We can also check the actual recording (Both Secure and normal) with playback from Nice side
Open the Nice GUI and select Business Analyzer > Queries = Public --> Complete — Last 24 hrs
You can see the recordings happened with the speaker icon to it.

You can click the speaker icon to hear the actual playback of recording from the Nice recorder Player.

P - O| {2 NICE Application Suite

GOL) http://win-dpv2pjri2ar/NiceApplications/Desktop/XbapApplications/NiceDesktop.xbap
NiCE*®

Clearsight

Monitor

Reporter | Insight Manager

PBO Requests

Unmapped, User | 3/19/2020 11:43:47 P 3/18/2020 11:4811

== 2 Search || Eoct Phe - | s |
£ Resuks for Query:  Comelete - Last 24 hours

x| ¥ | GrOUD BY: —Al 2 Records found

ot/ | Typs [Fiag mplta Stop Times | Complete D
E K u.mwaa User mmm n -1 mm !mnnzn 7 M

(B8] preference
FEoREFEEEEOEEREGE @ &8 EED

” | éNI(EApplicaﬁD.”

> r21aAm
b B 18 37020

Start: 3/20/2020 2:47:16 AM | End: 312012020 2:47:27 AM Add 00:00:00/00:00:10
i oz 004 oo0E omnE om0
r
Sumrmed ——e——— NN -
Ewvents
& Custarner
Ewventsz
O Agent ——e——— NN -
Ewventz
Time 24716 247158 24720 e Y 24724 e rivrd
Aert
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5. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration with a SIP trunk, following
configuration elements are required:

- New realm-config

- Enable Session recording server in SBC

- Enable Session recording group in SBC

- Configuring a certificate for SBC Interface

- TLS-Profile
- Configure SIP Interfaces

- Configure steering-pool

Please follow the steps mentioned in the above chapters to configure these elements.

Appendix A

Following are the test cases that are executed as part of Nice Recording with Zoom and Geneys side:

Here Al and A2 Phone refers to Zoom side and Genesys side based on our testing scenario (Core Side)

Here C phone is common which always refers to Teams side (Access side)

Serial Test Cases Executed (Incoming Calls) Result Result
Number (With Zoom) | (With Genesys)

1 C calls Al (Short time and longtime Calls) Pass Pass

2 C calls Al & Al Blind Transfer A2 Pass Pass

3 C calls Al & Al Consult Transfer A2 Pass Pass

4 C calls Al & Al Blind Conference A2 Pass Pass

5 C calls A1 & Al Consult Conference A2 Pass Pass

6 C calls A1, puts hold and resume Pass Pass

Serial Test Cases Executed (Outgoing Calls) Result Result
Number (With Zoom) | (With Genesys)

1 Al calls C(Short time and longtime Calls) Pass Pass

2 Al calls C & Al Blind Transfer A2 Pass Pass

3 Al calls C & A1 Consult Transfer A2 Pass Pass

4 Al calls C & Al Blind Conference A2 Pass Pass

5 Al calls C & A1 Consult Conference A2 Pass Pass

6 Al calls C, puts hold and resume Pass Pass
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