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Status of this memo

Oracle Corporation Best Current Practices are working documents of the Professional Services
department of Oracle Corporation, Inc. Note that other groups may also distribute working documents as
Best Current Practices.

Best Current Practices are working documents valid until explicitly obsoleted, and may be updated,
replaced or obsoleted by other documents at any time. It is recommended to use Best Current Practices
as reference material as well as to cite them in other works in progress.

Abstract

The use of the RFC 2119 keywords is an attempt to assign the correct requirement levels ("MUST",
"SHOULD", "MAY", etc.).

This document defines a series of recommendations for SIPREC configuration and troubleshooting onthe
Oracle Corporation Communications ESBC with ISR. They should be used when either (a) deploying a
new ESBC and ISR, or (b) updating an existing configuration made before Best Current Practices were in
place. When in conflict with Customer requirements or desires, the Customer’s preference SHOULD take
precedence.

Applicability

This document is applicable to E-CZ8.1.0 series ESBCs.
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| 1 Scope

1.1 Background

SIPREC (session recording protocol) is based on a collection of draft standards using SIP RFC3261. Itis
the interaction between a Session Recording Client (SRC) and a Session Recording Server (SRS) to
control the recording of media that has been transmitted in the context of a communication session (CS)
between multiple user agents.

In all cases herein, the SRC is the Oracle Corporation ESBC and SRS is an Oracle Corporation Net-Net
Interactive Session Recorder (ISR).

1.2 Intended Audience

This document is intended for use by Oracle Corporation HQ and Field Based Engineers. It assumes
the reader is familiar with basic operations of the ESBC, and has attended the following training
course(s) (or has equivalent experience):

0 https://docs.oracle.com/cd/E95619 01/html/esbc_ecz810 configuration/

Further, the test plans enclosed assume familiarity with the ESBC’s ACLI command line interface,
retrieving and reviewing log files generated by the ESBC, standard network analysis tools
(Ethereal/tcpdump), and all protocols involved in the activity.
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2 Test Bed Diagram
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The reference configuration presented here has been entered, tested, and verified on a NN4600ESBC in

the lab at Oracle Corporation.

In the example configurations, the Core Softswitch resides in a “trusted” network in the 172.16.123.0/24
subnet, and the ESBC interfaces to this “trusted” network are in the 172.16.50.0/24 subnet.

The Softswitch IP address is 172.16.123.101 and the IP address on the ESBC to which the Softswitch
sends its SIP signaling is 172.16.50.100. The ISR RSS is at 172.16.101.84

The far end devices reside on the “untrusted” network in the 172.16.122.0/24 subnet, and the ESBC

interface to this untrusted” network is in the 192.168.50.0/24 subnet.

The IP address from which the Net-Net ESBC sends its messages to the SIP trunk is 192.168.50.100.
The SIP trunk far end IP address is 172.16.122.101.
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3 Software/Hardware/Tools

3.1 Test Bed Hardware and Software Requirements

System Platform Mainboard Rev. Bootloader Software Version/Patch

Net-Net 4600 0.1 Acme Packet nnECZ810.bz
ECZ8.0.0 Patch

Net-Net ISR N.A N.A Release 6.2

3.2 Protocol Requirements

Functionalities Signaling Signaling Media Transcoding
Under Test Protocol Transport Protocol Codecs (If
Applicable)
Session Recording SIP UDP RTP N.A

3.3 Test Tool / Third Party Equipment used for Request Testing

Third Party Platform Software Version/Patch

EXFO 8.9
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4  Test Configuration

4.1 ESBC Configuration
Below is the configuration specific to SIPREC on the ESBC.

4.1.1 Session-Recording-Server

The Session-Recording-Server represents the actual session recording server that receives replicated
media and recording signaling. In this case the SRS is the RSS component of the NN-ISR. It is given a
name which serves as a unique identifier for referencing the object in the session-agent, realm-config, or
sip-interface.

Each SRS is associated with a realm-config. The realm specifies the source interface from which the
replicated traffic will originate. The destination is an IP:Port parameter (IP addressor hosthname with an
optional port) that defines the SIP address (request URI) of the actual SRS.

configure terminal [Jsession-router [Isession-recording-server

sessi on-recordi ng-server

nane CSEi sr
description CSE I SR

real m Core

node sel ective
desti nati on 172.16.101. 84
port 5060
transport - net hod UDP

4.1.2 Realm-Config/SIP-Interface/Session-Agent

As mentioned earlier the SRS name serves as a unique identifier for referencing the object in realm-
config, sip-interface or session-agent.

sessi on-recordi ng-server CSEi sr
sessi on-recordi ng-required di sabl ed

The session-recording-required is a configuration option associated with a session-agent, realm-config or
sip-interface. If this attribute is set to enabled the recording dialogue must be established prior to the
communication session being established.
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If session-recording-required is set to disabled, then the communication session between the participants
gets set up first, then the dialog between SRC and SRS will be attempted. If the call between SRS and
SRC fails, the call between the participants will be unaffected.
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4.1.3 Session-recording-group

The session-recording-group is a configuration object that is used to solve problems related to high
availability for third party call recorders. It defines a collection of one or more SRSs. Some SRSs may not
have the ability to communicate between themselves or do not have a load-balancing device fronting the
equipment to distribute the traffic in an intelligent fashion. The ESBC helps solve this problem by utilizing
SIP’s transport mechanism as well as keeping track of statistics on each SRS.

When multiple SRSs are in a SRG, the ESBC can use heuristics to intelligently route the recording dialog
to one or more SRSs utilizing the selection strategy.

sessi on-recordi ng- group

name CSEi srgroup

description

strategy Hunt

si mul t aneous-recordi ng-servers 1

sessi on-recordi ng-servers CSEi sr1 CSEi sr2
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The configuration option “simultaneous-recording-servers” controls the number of simultaneous SIP
dialogs that are established to the SRSs in the SRG. For instance, if a SRG contains 3 SRSs and
“simultaneous-recording-servers” is set to 2, the ESBC shall initiate a SIP INVITE to the next two SRSs
based on the SRG strategy. The number of simultaneous recording servers does not dictate the number
of Recording Dialogs (SIP dialogs between SRC and SRS) that are required to be active for a
communication session. If two SRSs exist in a SRG and “simultaneous-recording-servers” is set to 2, so
long as at least one recording dialogue to any of the servers completes, the recording session is treated
as being established, even if the option for “session-recording-required” is enabled. Setting “session-
recording-required” to “enabled” does not imply that the number of simultaneous-recording-servers in a
SRG MUST establish a recording dialogue for the communication session to complete.

As mentioned earlier the SRS is referenced on the session-agent, realm-config or sip-interface. This
attribute can also be used to specify the SRG. If a SRG is to be specified instead of a SRS, the SRG
group name must be prefixed with “SRG:” followed by the SRG name. This is to distinguish between a
SRS being referenced vs. a SRG being referenced. This is implemented the same way as referencing a
session-agent or a session-agent-group.

4.2 ISR Configuration

Below is the configuration on the Interactive Session Recorder (ISR):-
Site:-

Below is the home screen after a successful login into the dashboard GUI:-
ORACLE Interactive Session Recorder

Walcoma, sign in to your account.

Pazwwaord
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ORACLE Interactive Session Recorder

Recordings  Rmports  Seftings  Admin Wesome, Aomin. SiLogodl e Mol

Click on Admin in order to build a configuration on the NN-ISR.

Interactive Session Recorder

Recordings  Reports  Sefegs  Admin ‘Welcome, Admin. 8L+ Heg

Whad Wioudd Vo Lke To Marage?

BN "

T |
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Accounts:-

Define Account information using the Manage Accounts link. Enter the Account Name, Description and
max sessions limit for that Account. By default System account is configured.

ORACLE Interactive Session Recorde
Recoiidings Reajaris Sallingga Admin Welcomn, Adsin B [Logoul o HE
Home | Ascounts W Creme | Imood |
HMarte Dvics it Humbér of Roulis Recording b Beasion Caplcity

Syl sl 1 Erabisd Unimied

Disgiating 1 Avcouni

Routes:-

The Manage Routes link allows you to link the appropriate Account to the Route Type (From, To,
From/To) and Route Pattern used for determining if the call should be recorded or not.

For example in the Route below, all calls originating from prefix 555 within Account System will be
recorded.

ORACLE Inferactive Session Recorder
Mecordings  Meperts  Seftingi  Admin wakcomi, e BLogtdl 0 HElb
Hofrm | Routas & Gl | e |
A L¥] [ ] Sawch

Apzouni Thipd Paltars Wimual Patism Ruzording is Percant To Record
= Syalam Ta -, 1k Ersstan] 100 L S

Dsplaying 1 Aol
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Within Route there are additional Advanced Configuration elements:-

Rocordings  Reporis Saftings Admin Welcome, Admis. Blcopd e HeD A
Hems | Routas s Mpsads 1 Roule Groug
Acopund  Sysiem Vil Patieen  “&0HI5%.
Typa Ta k Labal
Patien L PFriarity 1]
Uptdale

= Advesced Cosfiguations

Recording Viden

Routs bode Standant {SIPREC) | Vidsa Recording i Do e [ |
Racsrding i Enaries |+ Vidies Atcica Permbision Enahid [~
Begmaniaticn Siake Detauk To Accoeni

i o M” = = Rwcond and Sive Mode

g e ! Feoond snd Save on BTMF dimi-pound &+

Alwirys Racord As Raw RTP b | W)

Racording Farmat Profile Driadil Archiving

Pscord OTMR = - Maep Apcordings Tor ] Days
Hecurding Mates and Sconng Permians "'“:;:""‘:: =

Brss apan
Allow Editing of 1] hL
o Nt bl Additional Bural Seialon Capacity 6

Allow Edling ol Raling Wi | w

Allow Bdiing of Completed Transaction  Yis| v

Allow Ediing of Motas Wies[ v ]

Sites:-

A site is where we define the RSS, ESBC and Archiver information.

Interactive Session Recorder

Recordings  Mepots  Ssiegs  Admn winicomes, Auimin. B/ Logod o Help

o ! Siles / ‘Bltn Clanoe Hame

! Rwcorders (1) 2 Locations [#] Archivers 0]
£ Rurning: 1 Disk Usags (Al Locaties) & Enabied (09
Aurning wih Emors: 0 L

H.l.:ﬂllll'l.-

X Dizabied [0}

Curment Sessions in Lse 1
Tolal Surisbons Capsadty; 300
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RSS:- Add RSS information (Name, IP Address, port) under RSS.

=] interactie Semon Recorder
jE——————— ————————————————— 41
,

Macordings.  Mapora SsiSege Admn

Hoe | Shiss | Sied | Becorders | Recordar
Recordes | 10,233, 50,724 » VoIP MedisGatwawy v, 7 OROPD bt on 51 08167113

Staius o
Uptirmie T dirgs
Sicasbanm Capacity 200

Whaisorne, Aamin. B/ Logoul  + ban

Hame

VolP IP

Agmin ®

Dala P

Birss bors Capacity

Config Lipdats Inferval {In Seconds)
Suppress SIFRES Matadats Lipdabes

Retoier
10,232 30 324
17290 0
17298081
]

N

No [¥]

Suppress SIFREC Maladata Updates ignons Tag

Martsnanzs mode

Wedsenice C

‘Webmrervics 55L Erahled?

‘Webaervics SEL Cartificala Fila
Webanrvics Port

Banisiba Cnnfiairannng

[ bt [

Yoom[r|
opMsscuykeyRTas_oerl pem
PG

Location:- Define a location for archiving recordings.

Interactive Session Recorder

Rscordings  Reports  Sallings  Admin

Wk, atmin BlLoge v Heie

Hems | §fles ! Siie] | Locations o Croale
Hema Local Recoardings Direcion Remote Access URL Dizk Usage
E ] Fisarani (173, 18001 Primary -:xl-w"lll:u':lngpd R NA0 BT SR dicgs Mis d
= Fatazichis’ {172 16.0.61) Secondary FopRtAC IR g Ailga 72, 18.0 81 B A Rich s Recendings TN -
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Archiver:- Add Archiver information if there is an archiver setup to archive recordings. For example:-
Initially we define a Location (in this case it is a directory on the RSS itself) which is then referenced on
the Archiver configuration as the Destination.

Wpsurdings  Repais  Sisiings  Aodwn Wesopea daven BULDgoE 4 Heln
Womes | Skea | 5w | Archivery o o
P fddrey Scurce Deatination Slahm Mods

iFRLET L] Faiswihe | TFT B 6 Py Frenpser 17218 087} Sevefny Eruaiee Ty &

D] 1 daohives

The recordings are stored in the recording tab ,after all the configuration is completed and for each call
recorded information is displayed as below.

Interactive Session Recorder
Recoedings  Reports Semngs Admin ‘Welcome, Admin.  SiLogne o Helo
48 From il Sizarch Adaroed Seann
Pitash =,
RE8 Ingress Cal ID Tims ¥ From Te Duraton
AN BacaE deac TEACAGASA N 2edc | NR 10,232 50 224 200026 0204:32 pm +{ETBIGHE063 +1BAAZ 2562 5 semonds =]
eciDe68] 10a084n0 1 SHEE0E504e 2ef 1 D00 232 60224 200026 126051 pm +1ETB441227 +1BARE DE6EZ 3 seonds o
I'I1IIH4H:J‘.14:|E||'HM|II'.iﬂ!’h'ckl'.lN:H-H!l’.'llﬂl“l'.I!I? 50024 SOPRL M 1206 g 1ETRI2ET LR NESET L=t -
Be10850a 3T 45T I Bbbie de TalcEThE 10 232.60. 224 2080025 D4:16:38 pm +1508565426] +1BAAZ 2062 1 second o
4 Teind 3500 1 b Toltac I haT TEATEN R0 3000310 25 50 234 S IA-25 (14755 gm R b TR b o 1 B e 15 sy =]
(504 4 2nccOTE0M80 McoBbECHG T X 10 12 50 234 F0TA0-28 01-26:34 pm +HISTEMNZET + BN 2602 © meconds )
145240a 147TDEbaalB4 2 6B Bolclentg 10,232 50 234 20rB-00-20 02:12:57 pm BTBNEGEEAE G565 3 sevonds =]
eFRRECACH 0 ] A A e A (D P DR 100 2002 B0 2 2OPRL020 020830 pm HIARSIAGS A585 B seconads =
670136180840 2a0 1S HE4 T 2000000 1 041 0 222 50 224 2015.00-20 104454 am BTBMGGMEE GG 14 seconds o
clS i TBEA SAS00P naet- el an0 LSS 10, 233 50,204 POPO- 20 S0HMA T Em LTRSS RS GESE R sty -]
o DoWningd o CIY Tk
Ll inchade Desails
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5 ACLI Commands and Statistical Definitions

SI PREC | SR# show rec
17: 03: 30- 2187

Recordi ng Agent Status

Active
Rec Sessi ons 1
Comm G oups 0
Conmm Sessi ons 1
Medi a Streans 2
Partici pants 2

Period -- -------- Lifetine
Tot al Tot al Per Max
8 8 8
0 0 0
8 8 8
13 13 13
16 16 16
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6 Debugging Methodology and Techniques
ISR.log under /cxc_common/ISR/ISRLogs provides helpful information when troubleshooting call
recording on the RSS.
Example log output for a successful call recording:-
09/ 06/ 2012 09:18:56[ INFQ  sipProxy: [Channel 1] SIPREC EVENT_NEW cal | back
09/ 06/ 2012 09:18:56[ |INFQ sipProxy: [Channel 1] Looking up call w AN:
5550000004 DNI'S: ACE6660000004
09/ 06/ 2012 09:18:56[ |INFQ cal | Manager: [Channel 1] Enqueueing SipCall, callld:
alca85bbe864aadf 1be0a5338df c33b5@.72. 16. 101. 84
09/ 06/ 2012 09:18:56[ | NFQ cal |l Manager: [Channel 1] Dequeueing SipCall, callld:
alca85bbe864aadf 1be0a5338df c33b5@L72. 16. 101. 84, queueSi ze: 1
09/ 06/ 2012 09:18:56[ |INFQ call Manager: [Channel 1] Looking up call w AN :
5550000004 DNI'S: ACE6660000004
09/ 06/ 2012 09:18:56[ |INFQ] RouteMap: Call route with ANI: 5550000004 DN S:
ACE6660000004 in-realm Core returned CALL_TYPE_CONFERENCE account Nane: System
09/ 06/ 2012 09:18:56[ | NFQ cal |l Manager: [Channel 1] Call type is changed from
CALL_TYPE_CONFERENCE to CALL_TYPE_SI PREC
09/ 06/ 2012 09:18:56] WARN] RouteMap: vDnis contains escape char '%, stripping...
09/ 06/ 2012 09:18:56[ INFQ RouteMap: [Channel 1] getRoutelnfo returned with
vDni s: 555, invitel pAddress: 172.16.50. 100, isRecordable: true
09/ 06/ 2012 09:18:56] | NFQ xm RpcQueryAgent: Xm RpcQueryAgent::execute: nethod
addDi rect VmgEntry (_connectionState 0).
09/ 06/ 2012 09:18:57[ | NFQ xm RpcQueryAgent: Xm RpcQueryAgent:: execute: method
addDi rect VngEntry conpl et ed.
09/ 06/ 2012 09:18:57[ |INFQ call Manager: [Channel 1] addDirectVngEntry return with
ACK.
09/ 06/ 2012 09:18:57[ |INFQ call Manager: [Channel 1] addDirectVngEntry is successful
with ANI: 5550000004 DNI S: ACE6660000004 channel Id 1
09/ 06/ 2012 09:18:57[ |INFQ cal | Manager: [Channel 1] routeld 1 adjusted limt is
490, adjusted burst ports is 10.
09/ 06/ 2012 09:18:57[ |INFQ cal |l Manager: [Channel 1] accountld 1 acct limt is 500.
09/ 06/ 2012 09:18:57[ |INFQ call Manager: [Channel 1] Current route (1) usage: 58,
account (1) usage: 58.
09/ 06/ 2012 09:18:57[ |INFQ sipProxy: [Channel 1] Call State Transition: Idle ->
Cal | ed
09/ 06/ 2012 09:18:57[ |INFQ sipProxy: [Channel 1] Got rtp port 22000, 22002 for
Call er->M xer RTP Stream
09/ 06/ 2012 09:18:57[ INFQ sipProxy: [Channel 1] Call State Transition: Called ->
OneVayConnect ed
09/ 06/ 2012 09:18:57[ |INFQ negotiator: added payload for type=0 (0 PCMJ 8000)
09/ 06/ 2012 09:18:57[ | NFQ event Queue: Enqueuei ng New SI PREC Cal | event
09/ 06/ 2012 09:18:57[ NOTI CE] si pProxy: [Channel 1] New Call Started,
cal | | d=alca85bbe864aadf 1be0a5338df c33b5@.72. 16. 101. 84, call erl d=5550000004
09/ 06/ 2012 09:18:57[ | NFQ event Queue: Enqueuei ng New Call event
09/ 06/ 2012 09:18:57[ INFQ sipProxy: (SIP Event - ACK received [cid =1, did =
2])
Other helpful log files:-
Admin VM:- lvar/www/user_dash/log/production.log
RSS:- /cxc_common/ISR/Archiver/Archiver.log
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9 Disclaimer

The content in this document is for informational purposes only and is subject to change by Oracle
Corporation without notice. While reasonable efforts have been made in the preparation of this publication
to assure its accuracy, Oracle Corporation assumes no liability resulting from technical or editorial errors
or omissions, or for any damages resulting from the use of this information. Unless specifically included in

a written agreement with Oracle Corporation, Oracle Corporation has no obligation to dewelop or deliver
any future release or upgrade or any feature, enhancement or function.
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distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice,
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Appendix A: Reference Configuration on Session Director

Below is the reference configuration for SIPREC on a ESBC. Note the configuration highlighted in yellow

specific to SIPREC.

| ocal - policy

from addr ess
t o- addr ess
source-realm

description

activate-tine

deactivate-tine

state

policy-priority

| ast - nodi fi ed- by

| ast - nodi fi ed-dat e

policy-attribute
next - hop
realm
action

t er mi nat e-recursi on

carrier
start-tinme
end-tine
days- of - week
cost

app- prot oco
state

met hods

nedi a-profiles
| ookup
next - key

el oc-str-1I| kup
el oc-str-match

| ocal - policy

from addr ess
t o- addr ess
source-realm

description

activate-tine
deactivate-tine
state
policy-priority

| ast - nodi fi ed- by

| ast - nodi fi ed-dat e
policy-attribute

access

N A

N A

enabl ed

none

adm n@72.41.1.2
2012-10-12 13:29:32

172.16. 123. 101

core
none
enabl ed
0000
2400
U S
10
SIP
enabl ed
single
di sabl ed

*

*

core

N A

N A

enabl ed

none

admi n@72.41.1.2
2012-04-18 13:29:18

next - hop 172.16. 122. 101
real m access

action none

term nat e-recursion di sabl ed
carrier

start-tinme 0000
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end-tine
days- of - week
cost

2400
US
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app=—pt otocot
state

nmet hods

nmedi a-profiles
| ookup
next - key

el oc-str-1kup
el oc-str-match

nmedi a- nanager

net wor k-

state

| at chi ng
flowtime-limt
initial-guard-tiner
subsq-guard-ti ner
tecp-flowtime-limt
tcp-initial-guard-tiner
t cp- subsqg- guard-ti ner

t cp- nunber - of - ports-per-fl ow
hnt-rtcp

al gd-1 og- | eve
nmbcd- | og- | eve
red-fl ow port

red- ngcp- port

red- nax-trans
red-sync-start-tine
red- sync-conp-tinme

nmedi a- pol i ci ng

max- si gnal i ng- bandwi dt h
maex- unt r ust ed- si gnal i ng
m n-untrust ed- si gnal i ng
app- si gnal i ng- bandw dt h
t ol erance-w ndow
rtcp-rate-limt

trap- on- denot e- t o- deny
anonynous- ESBCp

ar p- nsg- bandwi dt h

f ragnent - nsg- bandwi dt h
rfc2833-ti nestanp

def aul t - 2833-durati on

enabl ed

single

di sabl ed

enabl ed
enabl ed
86400
300

300
86400
300

300

2

di sabl ed
NOT| CE
NOTI CE
1985
1986
10000
5000
1000
enabl ed
10000000
100

30

0

30

0

di sabl ed
di sabl ed
32000

0

di sabl ed
100

rf c2833- end- pkt s-onl y-for-non-sig enabl ed

transl at e- non-rf c2833- event

nmedi a- supervi si on-traps

dnsal g-server-fail over

| ast - nodi fi ed- by

| ast-nodi fi ed-date

interface

nanme

sub-port-id

description

host name

i p-address

pri-utility-addr

sec-utility-addr

net mask

gat enway

sec- gat enway

gw heart beat
state
hear t beat
retry-count
retry-ti meout
heal t h-score

dns-ip-prinmary

dns-i p- backupl

di sabl ed

di sabl ed

di sabl ed

adm n@onsol e
2012-02-08 14:37:41

MO
0

192. 168. 50. 100

255. 255.255.0

192. 168.50. 1
di sabl ed
0
0
1
0
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net wor k-

dns-i p- backup2
dns-donai n
dns-ti nmeout

hi p-ip-list
ftp-address
i cnp- addr ess

snnp- addr ess

t el net - address

ssh- addr ess

signaling-ntu

| ast - nodi fi ed- by

| ast-nodi fi ed-date

interface

name

sub-port-id

description

host nane

i p- addr ess

pri-utility-addr

sec-utility-addr

net mask

gat enway

sec- gat enway

gw heart beat
state
hear t beat
retry-count
retry-ti meout
heal t h-score

dns-ip-prinmary

dns-i p- backupl

dns-i p- backup2

dns- domai n

dns-ti neout

hi p-ip-list

ftp-address

i cnp- addr ess

snnp- addr ess

t el net - address

ssh-addr ess

signaling-ntu

| ast - nodi fi ed- by

| ast - nodi fi ed-dat e

phy-interface

name
operation-type

port

sl ot

vi rtual - mac

adm n-state

aut o- negoti ati on
dupl ex- node

speed

over | oad- prot ecti on
| ast - nodi fi ed- by

| ast - nodi fi ed-dat e

phy-interface

name
operation-type
port

sl ot

virtual - mac

adm n-state

aut o- negoti ati on

11
192. 168. 50. 100

192. 168. 50. 100

0

adm n@onsol e
2012-02-08 14:36:54
MLO

0

172. 16. 50. 100

255.255.255.0
172.16. 50. 100

di sabl ed

OoOr OO

11
172.16. 50. 100

172.16. 50. 100

0
adm n@onsol e
2012-02-08 14:37:22

MDO
Medi a
0

0

enabl ed

enabl ed

FULL

100

di sabl ed

adm n@onsol e
2012-02-08 14: 34: 46

MLO
Medi a
0

1

enabl ed
enabl ed
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dupl ex- node

speed

over | oad- prot ection
| ast - nodi fi ed- by

| ast - nodi fi ed-dat e

real mconfig

identifier
description
addr - prefix

net wor k-i nt erf aces

mm i n-real m

nm i n- net wor k

mm sane-ip

mmi n-system

bw cac- non- mm
nmsmr el ease

gos- enabl e

gener at e- UDP- checksum
max- bandwi dt h

fal | back-bandwi dt h
mex- priority-bandw dth
max- | at ency

max-jitter

max- packet -1 oss

obser v-w ndowsi ze
parent-real m
dns-real m
nmedi a- pol i cy

nmedi a- sec-pol i cy

srt p- nem passt hr ough
in-translationid
out-translationid

i n-mani pul ationi d

out - mani pul ationid
mani pul ati on-string
mani pul ati on-pattern
class-profile
average-rate-limt
access-control -trust-Ileve
i nvalid-signal-threshold
maxi num si gnal -t hr eshol d
untrust ed- si gnal -t hreshol d
nat-trust-threshold
deny- peri od

ext - pol i cy-svr

di am e2- addr ess-real m
symmetric-|atching
pai-strip

t r unk- cont ext

earl y-nedi a-al | ow
enforcenment-profile
addi ti onal - prefi xes
restricted-1|atching
restriction-mask

spl - opti ons
accounti ng- enabl e
user - cac- node

user - cac- bandwi dt h
user - cac- sessi ons
icnp-detect-multiplier
i cnp-adverti senment-interval
icnp-target-ip

nmont hl y- m nut es

FULL

100

di sabl ed

adm n@onsol e
2012-02-08 14: 35:00

access
0.0.0.0
MDO: 0
enabl ed
enabl ed
enabl ed
enabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
0

0

0

0

0

0

0

di sabl ed
0

none

0

0

0

0

30

di sabl ed
di sabl ed
none

32

enabl ed
none

0

0

0

0

0

520-0062-01 Copyright © 2004, 2018, Oracle and/or its affiliates. All rights

reserved

Page 25

of 33




Best Current Practice SIPREC for ISR with ESBC Configuration & Troubleshooting Guidelines July 2018

net - managenent - cont r ol di sabl ed
del ay- nedi a- updat e di sabl ed
refer-call-transfer di sabl ed
refer-notify-provisional none
dyn-refer-term di sabl ed
codec- pol i cy

codec- nani p-i n-realm di sabl ed

constrai nt - nane
call -recordi ng-server-id

xng-state Xxng- unknown
hai rpin-id 0
stun-enabl e di sabl ed
stun-server-ip 0.0.0.0
stun-server-port 3478
stun-changed-i p 0.0.0.0

st un- changed- port 3479

mat ch- nedi a- profiles
gos-constraint
sip-profile
Sip-isup-profile

sessi on-recordi ng- server

sessi on-recordi ng-required di sabl ed

bl ock-rtcp di sabl ed

hi de- egr ess- medi a- updat e di sabl ed

monitoring-filters

| ast - nodi fi ed- by adm n@72.41.1.2

| ast-nodi fi ed-date 2012-10-12 13:30: 56
real mconfig

identifier core

description

addr - prefix 0.0.0.0

networ k-interfaces

MLO: O

mmin-realm enabl ed

nm i n- net wor Kk enabl ed

mm sane-ip enabl ed

mmin-system enabl ed

bw cac- non- mm di sabl ed

msm r el ease di sabl ed

gos- enabl e di sabl ed

gener at e- UDP- checksum di sabl ed

max- bandwi dt h 0

fal | back-bandw dt h 0

max- priority-bandw dth 0

max- | at ency 0

mex-jitter 0

maex- packet -1 oss 0

observ-w ndow- si ze 0

parent-real m
dns-realm

medi a- pol i cy

nedi a- sec-pol i cy
srt p- nem passt hr ough di sabl ed
in-translationid
out-translationid

i n-mani pul ationi d
out - mani pul ationid
mani pul ati on-string
mani pul ati on-pattern
class-profile

average-rate-limt 0
access-control -trust-| evel none
i nvalid-signal-threshold 0
maxi nunt si gnal -t hreshol d 0
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sessi on-

untrust ed-si gnal -t hreshol d
nat-trust-threshold
deny- peri od
ext-policy-svr

di am e2- address-real m
symmetric-|atching
pai-strip

t runk- cont ext

earl y-nedi a-al | ow
enforcement-profile
addi ti onal - prefi xes
restricted-1atching
restriction-mask

spl - options

accounti ng-enabl e
user - cac- node

user - cac- bandwi dt h

user - cac- sessi ons
icnp-detect-nultiplier

i cnp-adverti sement-interva
icnp-target-ip

nont hl y- m nut es

net - managenent - contro
del ay- nedi a- updat e
refer-call-transfer
refer-notify-provisiona
dyn-refer-term
codec- pol i cy
codec- mani p-in-realm
constrai nt - nane

call -recordi ng-server-id
xng-state

hairpin-id

stun-enabl e
stun-server-ip
stun-server-port
stun-changed-i p

st un- changed- port

mat ch- nedi a- profil es
gos-constraint
sip-profile
sip-isup-profile

sessi on-recor di ng- server
sessi on-recordi ng-required
bl ock-rtcp

hi de- egr ess- nedi a- updat e
monitoring-filters

| ast - nodi fi ed- by

| ast - nodi fi ed-dat e
agent

host nane

i p-address

port

state

app- protoco

app-type
transport - met hod
realmid
egress-realmid
description

carriers

al | ow next - hop-1p
constraints

max- sessi ons

0
0
30

di sabl ed
di sabl ed

none
32

enabl ed
none
0

0
0
0

0

di sabl ed
di sabl ed
di sabl ed
none

di sabl ed

di sabl ed

Xng- unknown
0

di sabl ed
0.0.0.0
3478
0.0.0.0
3479

CSEi sr

enabl ed
di sabl ed
di sabl ed

adm n@.72.41.1.2
2012-10-12 13:59:40

172.16.123.101
172.16.123. 101
5060

enabl ed

SIP

UbP
core

enabl ed
di sabl ed
0
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max- i nbound- sessi ons
max- out bound- sessi ons
max- burst-rate

max- i nbound- burst-rate
max- out bound- burst-rate
max- sustai n-rate

maex- i nbound- sustai n-rate
max- out bound- sustai n-rate
m n-sei zures

m n-asr

tinme-to-resune
ttr-no-response

i n-service-period

bur st -rat e- wi ndow

sust ai n-rat e-w ndow
reqg-uri-carrier-node

pr oxy- node
redirect-action

| oose-routing enabl ed
send- nedi a- sessi on enabl ed
response- map

pi ng- et hod

pi ng-i nterval 0

pi ng- send- node keep-alive
pi ng-al | - addr esses di sabl ed
pi ng-i n-servi ce-response-codes

out - servi ce-response- codes

| oad- bal ance- dns- query hunt

medi a- profiles

spl - options

in-translationid

out-translationid

trust-nme di sabl ed
request - uri - headers

st op-recurse

| ocal -response- map

pi ng-to-user-part

pi ng-from user-part

li-trust-ne di sabl ed
i n-mani pul ationi d

out - mani pul ationid

mani pul ation-string

mani pul ati on-pattern

p-asserted-id

t runk- group

gOOOOOOU‘IOOOOOOOO

mex-regi ster-sustain-rate 0
early-nedi a-al | ow
invalidate-registrations di sabl ed
rf c2833- node none

rf c2833- payl oad 0

codec-policy
enforcement -profile

refer-call-transfer di sabl ed
refer-notify-provisional none
reuse-connections NONE

t cp- keepal i ve none
tcp-reconn-interval 0
mex-regi ster-burst-rate 0

regi ster-burst-w ndow 0

sip-profile

sip-isup-profile

kpm -i nt erwor ki ng i nherit
nmonitoring-filters

sessi on-recordi ng- server
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sessi on-recordi ng-required

| ast - nodi fi ed- by

| ast-nodi fi ed-date
sessi on- agent

host nane

i p- addr ess

port

state

app- prot oco

app-type

transport - net hod

realmid

egress-realmid

description

carriers

al | ow next - hop-1p

constraints

max- sessi ons

max- i nbound- sessi ons

max- out bound- sessi ons

max- burst-rate

max- i nbound- burst-rate

max- out bound- burst-rate

max- sustain-rate

max- i nbound- sustai n-rate

max- out bound- sustai n-rate

m n-sei zures

m n- asr

time-to-resune

ttr-no-response

i n-service-period

bur st -rat e-w ndow

sust ai n-r at e-wi ndow

reqg-uri-carrier-node

pr oxy- node

redirect-action

| oose-routing

send- medi a- sessi on

response- map

pi ng- met hod

pi ng-interval

pi ng- send- node

pi ng- al | - addr esses

pi ng-i n-service-response- codes

out - servi ce-response- codes

| oad- bal ance-dns- query

medi a- profiles

spl - opti ons

in-translationid

out-translationid

trust-nme

request - uri-headers

st op-recurse

| ocal -response- map

pi ng-to-user-part

pi ng-from user-part

li-trust-me

i n-mani pul ationid

out - mani pul ationid

mani pul ation-string

mani pul ati on-pattern

p-asserted-id

t runk- gr oup

nax-register-sustain-rate

di sabl ed
adm n@72.41.1.2
2012-10-12 13:28:49

172.16.122. 101
172.16. 122. 101
5060

enabl ed

SI P

UDP
access

enabl ed
di sabl ed
0

gOOOOOOU'IOOOOOOOO

enabl ed
enabl ed

0
keep-alive
di sabl ed

hunt

di sabl ed

di sabl ed
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ear| y-nedi a-al | ow

invalidate-registrations

rf c2833- node

rf c2833- payl oad

codec- pol i cy

enforcement -profile

refer-call-transfer

refer-notify-provisiona

reuse-connections

t cp- keepal i ve

tcp-reconn-interva

max-regi ster-burst-rate

regi ster-burst-w ndow

sip-profile

sip-isup-profile

kpm -i nt erwor ki ng

moni toring-filters

sessi on-recordi ng-server

sessi on-recordi ng-required

| ast - nodi fi ed- by

| ast-nodi fi ed-date
sessi on-recordi ng- server

name

descri ption

real m

nmode

destination

port

transport - met hod

| ast - nodi fi ed- by

| ast - nodi fi ed-dat e
sip-config

state

oper at i on- node

di al og-transparency

home-real mid

egress-realmid

nat - node

regi strar-domain

regi strar-host

regi strar-port

regi ster-service-route

init-timer

max-timer

trans-expire

invite-expire

i nacti ve-dynam c-conn

enforcement -profile

pac- net hod

pac-interva

pac- strat egy

pac- | oad- wei ght

pac- sessi on- wei ght

pac-r out e- wei ght

pac-callid-lifetinme

pac-user-lifetinme

red- si p-port

red- max-trans

red-sync-start-tinme

red-sync-conp-tine

add- r eason- header

si p- nessage- | en

enum sag- nat ch

extra-nethod-stats

di sabl ed
none
0

di sabl ed
none
NONE
none

0

0

0

i nherit

di sabl ed
adm n@72.41.1.2
2012-10-12 13:30:16

CSEi sr

| SR RSS

core

sel ective

172.16. 101. 84

5060

UDP

adm n@72.41.1.2
2012-10-12 13:36: 39

enabl ed
di al og
enabl ed
core

None

*

*

5060
al ways
500
4000

8

180

32

10
PropDi st
1

1

1

600

3600
1988
10000
5000
1000

di sabl ed
4096

di sabl ed
di sabl ed
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rph-feature di sabl ed

nsep- user-sessions-rate 0

nsep- sa- sessions-rate 0

regi stration-cache-limt 0

regi ster-use-to-for-Ip di sabl ed

opti ons max- udp- | engt h=0

refer-src-routing di sabl ed

add- uci d- header di sabl ed

proxy-sub-events

al | owpani -for-trusted-only di sabl ed

pass- gr uu- cont act di sabl ed

sag- | ookup- on-redirect di sabl ed

set - di sconnect -ti me-on- bye di sabl ed

| ast - nodi fi ed- by adm n@72.41.1.2

| ast-nodi fi ed-date 2012-03-26 17:44:42

sip-interface

state enabl ed

realmid access

description

Si p- port
addr ess 192. 168. 50. 100
port 5060
transport - prot ocol UbP

tls-profile
nmul ti - home- addr s

al | ow anonynous agents-only
i ms-aka-profile
carriers
trans-expire 0
invite-expire 0
max-redirect-contacts 0
pr oxy- node
redirect-action
cont act - node none
nat -traver sal none
nat-interval 30
tcp-nat-interval 90
regi stration-caching enabl ed
m n-reg-expire 300
regi stration-interval 3600
route-to-registrar enabl ed
secur ed- net wor k di sabl ed
teluri-schene di sabl ed
uri-fqdn-donain
spl - opti ons
t rust - node al |
maex- nat - i nt erval 3600
nat-int-increnment 10
nat -t est-i ncrement 30
si p- dynami c- hnt di sabl ed
st op-recurse 401, 407
port-map-start 0
port - map- end 0
i n-mani pul ationid
out - mani pul ationid
mani pul ation-string
mani pul ati on-pattern
sip-ins-feature di sabl ed
subscri be-reg-event di sabl ed
operator-identifier
anonynous-priority none
max- i ncom ng-conns 0
per-src-ip-max-incom ng-conns O
inactive-conn-tinmeout Q
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unt rust ed- conn-ti meout

net wor k-i d

ext - policy-server

defaul t-1ocation-string

char gi ng- vect or - node

char gi ng- f unct i on- addr ess- node

ccf - addr ess

ecf - addr ess

termtgrp-node

inmplicit-service-route

rf c2833- payl oad

rf c2833- node

constraint - nane

response- map

| ocal -response- map

i ms- aka-feature

enforcement-profile

rout e-unaut hori zed-cal | s

t cp- keepal i ve

add- ESBCp-invite

add- ESBCp- profiles

sip-profile

sip-isup-profile

t cp- conn-dereg

regi ster-keep-alive

kpm - i nt er wor ki ng

t unnel - name

sessi on-recordi ng-server

sessi on-recordi ng-required

| ast - nodi fi ed- by

| ast-nodi fi ed-date
sip-interface

pass
pass

none

di sabl ed
101
transparent

di sabl ed

none
di sabl ed

0
none
di sabl ed

di sabl ed
adm n@72.41.1.2
2012-10-12 13:41:18

state enabl ed
real mid core
description
si p- port
addr ess 172. 16. 50. 100
port 5060
transport - prot ocol ubP
tls-profile
mul ti - home- addr s
al | ow anonynous agents-only
i me-aka-profile
carriers
trans-expire 0
invite-expire 0
max-redi rect-contacts 0
pr oxy- node
redirect-action
cont act - node none
nat -traversal none
nat -i nterval 30
tcp-nat-interval 90
regi strati on-caching di sabl ed
m n-reg-expire 300
regi stration-interval 3600
route-to-registrar di sabl ed
secur ed- net wor k di sabl ed
teluri-schene di sabl ed
uri-fqdn-domain
spl - options
trust - node al |
mex- nat - i nt erval 3600
nat-int-increnment 10

520-0062-01 Copyright © 2004, 2018, Oracle and/or its affiliates. All rights

reserved

Page 32

of 33



mailto:admin@172.41.1.2

Best Current Practice SIPREC for ISR with ESBC Configuration & Troubleshooting Guidelines July 2018

nat -t est-increnent
si p- dynam c- hnt
st op-recurse
port-map-start
port - map- end
i n-mani pul ationi d
out - mani pul ationid
mani pul ati on-string
mani pul ati on-pattern
sip-ims-feature
subscri be-reg-event
operator-identifier
anonynous-priority
max- i ncom ng- conns
per-src-ip-nmax-incom ng-conns
i nactive-conn-ti meout
unt r ust ed- conn-ti neout
network-id
ext-policy-server
defaul t-1ocation-string
char gi ng- vect or - node
char gi ng- f unct i on- addr ess- node
ccf - addr ess
ecf - addr ess
termtgrp- node
inmplicit-service-route
rf c2833- payl oad
rf c2833- node
constrai nt - nane
response- map
| ocal -response- map
i ms- aka-feature
enforcement -profile
rout e-unaut hori zed-cal | s
t cp- keepal i ve
add- ESBCp-invite
add- ESBCp- profiles
sip-profile
sip-isup-profile
t cp- conn-dereg
regi ster-keep-alive
kpm -i nt erwor ki ng
tunnel - name
sessi on-recordi ng-server
sessi on-recordi ng-required
nodi fi ed- by
| ast-nodi fi ed-date
st eeri ng- pool
i p- addr ess
start-port
end- port
realmid
net wor k-i nterface
| ast - nodi fi ed- by
| ast-nodi fi ed-date
st eeri ng- pool
i p- addr ess
start-port
end- port
realmid
net wor k-i nterface
| ast - nodi fi ed- by
| ast-nodi fi ed-date
system config

30
di sabl ed
401, 407
0
0

di sabl ed
di sabl ed

none
0

0
0
0

pass
pass

none
di sabl ed
101
transparent

di sabl ed

none
di sabl ed

0
none
di sabl ed

di sabl ed | ast -
adm n@onsol e
2012-02-08 14:40:58

192. 168. 50. 100
49156
65535
access

adm n@onsol e
2012-02-08 14:38:59

172. 16. 50. 100
49156
65535
core

adm n@onsol e
2012-02-08 14:39:18
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host nane
description

| ocation

m b- syst em cont act
m b- syst em nane

m b-system | ocation
snnp- enabl ed enabl ed
enabl e-snnp-auth-traps di sabl ed enabl e-
snnmp- sysl og-noti fy di sabl ed enabl e- snnp-
noni tor-traps di sabl ed enabl e-env-
moni tor-traps disabl ed snnp-sysl og- hi s-

SIPREC with | SR Testing

table-length 1

snnp- sysl og- | evel WARNI NG

system| og- 1| evel WARNI NG

process-1o0g- 1| evel NOTI CE

process-1 og-i p-address 0.0.0.0

process-| og- port 0

col | ect
sanpl e-i nterval 5
push-interval 15
boot -state di sabl ed
start-tine now
end-tinme never
red-coll ect-state di sabl ed
red- nax-trans 1000
red-sync-start-tine 5000
red-sync-conp-tine 1000
push- success-trap-state di sabl ed

call-trace di sabl ed

internal -trace di sabl ed

log-filter al

def aul t - gat enay 172.41.0.1

restart enabl ed

exceptions

tel net-ti meout 0

consol e-ti meout 0

renot e- cont r ol enabl ed

cli-audit-trail enabl ed

I'i nk-redundancy-state di sabl ed

source-routing di sabl ed

cli-nore di sabl ed

t er mi nal - hei ght 24

debug- ti nmeout 0

trap-event-lifetine 0

def aul t - v6- gat enay e

i pv6-si gnal i ng-ntu 1500

i pv4-signaling-ntu 1500

cl eanup-ti me- of - day 00: 00

snnp- engi ne-i d-suffix

snnp- agent - node viv2

conmm noni t or
state di sabl ed
gos- enabl e enabl ed
sbc-grp-id 0
tls-profile
network-interface wanconO: 0

| ast - nodi fi ed- by
| ast-nodi fi ed-date 2012-

adm n@onsol e

02-08 14:34:26
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