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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.
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1 Revision History

Version Date Revised Description of Changes
1.0 09/27/2020 Initial publication
1.1 01/11/2022 e Removed Reference to Teams
Sip-All FQDN
e  Added new MSFT Networks for
ACL Config

2 Intended Audience

This document describes how to configure the Oracle SBC to interwork between Verizon Business Sip Trunk
and Microsoft Teams Direct Routing. This paper is intended for IT or telephony professionals.

Note: To zoom in on screenshots of Web GUI configuration examples, press Ctrl and +.

3 Related Documentation

3.1 Verizon Business

e https://www.verizon.com/business/products/voice-collaboration/voip/ip-trunking/

3.2 Oracle SBC

e Oracle® Enterprise Session Border Controller Web GUI User Guide

e Oracle® Enterprise Session Border Controller ACLI Configuration Guide

e Oracle® Enterprise Session Border Controller Release Notes

e https://docs.oracle.com/cd/F12246 01/doc/sbc_scz830 security.pdf

3.3 Microsoft Teams

e https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure

e https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-
and-provision-users

e https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-
sbc

5|Page


https://www.verizon.com/business/products/voice-collaboration/voip/ip-trunking/
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_webgui.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_configuration.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_releasenotes.pdf
https://docs.oracle.com/cd/F12246_01/doc/sbc_scz830_security.pdf
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

0 TR

4 Validated Oracle Versions

Verizon Business and Microsoft has successfully conducted testing with the Oracle Communications SBC
versions:

SCZ830

Please visit https://docs.microsoft.com/en-us/microsoftteams/direct-routing-border-controllers for further
information.

These software releases with the configuration listed below can run on any of the following products:

- AP 1100
- AP 3900
- AP 4600
- AP 6350
- AP 6300
- VME

5 About Teams Direct Routing

Microsoft Teams Direct Routing allows a customer provided SBC to connect to Microsoft Phone System. The
customer provided SBC can be connected to almost any telephony trunk or interconnect 3rd party PSTN
equipment. The scenario allows:

e Use virtually any PSTN trunk with Microsoft Phone System;

e Configure interoperability between customer-owned telephony equipment, such as 3rd party PBXs,
analog devices, and Microsoft Phone System
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6 Infrastructure Requirements
The table below shows the list of infrastructure prerequisites for deploying Direct Routing.

Infrastructure Prerequisite Details
Certified Session Border Controller (SBC)

SIP Trunks connected to the SBC
Office 365 tenant

Domains

Public IP address for the SBC

Fully Qualified Domain Name (FQDN) for the SBC
See Microsoft's Plan Direct Routing document

Public DNS entry for the SBC

Public trusted certificate for the SBC

Firewall ports for Direct Routing signaling

Firewall IP addresses and ports for Direct Routing media
Media Transport Profile

Firewall ports for client media

7 Configuration

This chapter provides step-by-step guidance on how to configure Oracle SBC for interworking with Verizon
Business and Microsoft Teams Direct Routing Interface.

Below shows the connection topology example for Verizon Business and Microsoft Teams.
There are multiple connections shown:

e Teams Direct Routing Interface on the WAN
e Verizon Business Sip trunk terminating on the SBC
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Verizon Business IP trunk With Microsoft
Teams Media Bypass

Microsoft
Teams

Verizon W IKE/IPSEC TLS/SRTP
Business S ﬁt

(. v
v
e -» HTTP Rest
q « > SIP
e » RTP
Enterprise
Network

These instructions cover configuration steps for the Oracle SBC to interface with both Microsoft Teams Direct Routing Interface and
Verizon Business IP Trunk.

7.1 Prerequisites

Before you begin, make sure that you have the following per every SBC you want to pair:
- Public IP address

- FQDN name for each registered subdomain representing individual tenants using the multitenant Direct
Routing Trunk. Each FQDN must resolve to the Public IP address

- Public certificate, issued by one of the supported CAs (refer to Related Documentation for details about
supported Certification Authorities).

- IPSEC Template Provided by Verizon Business to establish IKE/IPSEC tunnel
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7.2 About SBC Domain Name

The SBC domain name must be from one of the names registered in “Domains” of the tenant. You cannot use
the *.onmicrosoft.com tenant for the domain name. For example, on the picture below, the administrator
registered the following DNS names for the tenant:.

DNS Name Can Be Used For SBC Example of FQDN names

Valid FQDN:
e  customers.telechat.o-test06161977.com
e  Sbcbl. telechat.o-test06161977.com
e  Ussbhcls. telechat.o-test06161977.com
telechat.o-test06161977.com YES e  Europe. telechat.o-test06161977.com
Invalid FQDN:

e  Shcl.europe.telechat.o-test06161977.com
(this would require registering domain name
“Europe.adatum.biz’)

. . Using *.onmicrosoft.com domains is not supported
solutionslab.onmicrosoft.com NO
for SBC names

Below is an example of registered DNS names in the customer tenant.

e telechat.o-test06161977.com

Note: The above FQDN'’s are examples only and not to be used outside of this document. Please use
FQDN's that are applicable to your environment.

Microsoft 365 admin center

Home > Domains
Home View | All domains v Search domains 0
Users Domain name Status
Groups telechat.o-test06161977.com (Default) Setup complete
customers.telechat.o-test06161977.com Setup complete
Groups
solutionslab.onmicrosoft.com Setup complete

B Billing

For the purposes of this example, the following IP address and FQDN is used:

FQDN Names Public IP Address

telechat.o-test06161977.com 141.146.36.68
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8 Configure Direct Routing

The steps outlined below is the minimum required configuration to pair your SBC with Microsoft Teams Direct
Routing Interface. This is to be used as an example only, and we highly recommend you work with your
Microsoft Account representative to implement the correct configuration for your specific environment.

8.1.1 Access Teams Admin Center

The first step is to access the Teams Admin Center with administrator admin credentials:

a8 Microsoft
Sign in

testing@solutionslab.onmicrosoft.com

Can't access your account?

Sign in with a security key (2)

Back Next
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8.1.2 Configure Online PSTN Gateway

Configuration Path: Voice/Direct Routing/SBC

Microsoft Teams admin center

Direct Routing \ Add SBC

Dashboard

telechat.o-test06161977.com
Teams

You m e the SBC's FODN that has the host name registered in DNS. For example, if your organization owns {exampleDomain1} then
Devices {exampleDomain2} is good name for the SBC, but {exampleDomain3} isn't. {link}

Locations

SBC settings

Users
When you are adding this SBC, you can turn on or off the SBC and change settings that are specific to the SBC.

Enabled @ o

Meetings

Messaging policies

SIP signaling port 5061
Teams apps
Send SIP options (O D On
Voice
Forward call history () On
Phone numbers
- - i O
Emaweng TTs Forward P-Asserted-Identity (PAl) header () () n
Dial plans Concurrent call capacity 500
Direct Routing Failover response codes 408, 503, 504
Voice routing policies Failover time (seconds) () 10
Call queues . .
Preferred country or region for media traffic Auto v
Auto attendants
SBC supports PIDF/LO for emergency calls [ ] Off
Call park policies
Ring phone while trying to find the user D On

" allina nalicioc

e Click Save at the bottom of the page

Note: Some configuration fields are not available through the Microsoft Portal, and must be set via PowerShell. Please refer to Microsoft
Teams Documentation for further details

8.1.3 Configure Online PSTN Usage

Configuration Path: Voice/Direct Routing/Manage PSTN usage Records (top right of screen)

Click Add, Type US and Canada, next, click Apply

PSTN usage records

Voice routes are linked to voice policies using
PSTN usage records. You can manage the list of
existing PSTN usage records or add new ones.

4 items

8]

US and Canada
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8.1.5 Configure Online Voice Route

Configuration Path: Voice/Direct Routing/Voice Routes

Microsoft Teams admin center

Voice routes \ Oracle_US
Dashboard

Oracle US
Teams

Devices Description

Locations

Users Priority 1

Lzl Dialed number pattern "+ T10-901085
Messaging policies

Teams apps SBCs enrolled

picics Select which SBC's you want calls to route to. All 5SBC's that you add will be tried in a random order.

Phone numbers
& Addjremove SBCs 1 item

Emergency policies

5 v SBCs
Dial plans

_ . sbc2.customers.telechat.o-test06161977.com
Direct Routing

Voice routing policies
Call queues PSTN usage records
Auto atten The voice routing policy is linked to a voice route using the PSTN usage records below. You can add existing PSTN usage records, change the order

in which the voice routing should be processed, and assign the policy to users.
Call park polici

& Add/remove PSTN usage records 1 item
Calling policies

Caller ID policies v

EI Policy packages US and Canada
b dackenin teare mirrneaft comhicern
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Dashboard

Teams

Devices

Locations

Users

Messaging policies

Teams apps

Voice

Phone numbers

) Dashboard

Teams

v Devices

Locations

Users

Meetings

Messaging policies

Teams apps

% Voice

Policy packages

7 Analytics & reports

Org-wide settings
Planning
Legacy portal [

Call quality dashboard [F

Microsoft Teams admin center

8.1.6 Configure Voice Routing Policy

Configuration Path: Voice/Voice Routing Policies

Microsoft Teams admin center

Voice routing policies \ US Only

US Only

l-’\clc a friendly description so you know why it was created

PSTN usage records

£ Add/remove PSTN usage records

US and Canada

PSTN usages are linked to both voice routing policies, which are assigned to users, and voice routes. PSTN usages are
evaluated in the order they are listed until a match is found.

8.1.7 Assign Voice Routing Policy to Users

Configuration Path: Users/Select the “User”/Policies

Assigned policies /7 £qic

Meeting policy

RestrictedAnonymousAccess

Messaging policy

Global (Org-wide default)

Live events pol

Global (Org-wide default)

App permission policy

Global (Org-wide default)

App setup policy
Global (Org-wide default)

Call park palicy

Call park

Calling policy

Global (Org-wide default)
Caller ID policy
Anonymous

Teams policy

Global (Org-wide default)

Emergency calling policy

Global (Org-wide default)

Emergency call routing policy
Global (Org-wide default)

Dial plan

Global (Org-wide default)

Voice routing policy

Oracle_US

Next to Voice Routing Policy, Click Edit and Assign. In this example, we have selected Teamsuserl.:

Policy package .7 £qit

Package assigned

None
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For More Information about configuring Microsoft Teams to Connect to your SBC, Setting up users, or
configuration voice routing, please refer to the Related Documentation Section of this guide.

9 Oracle SBC Configuration

There are two methods for configuing the OCSBC, ACLI or GUI.

For the purposes of this note, we’ll be using the OCSBC GUI for all configuration examples. We will however
provide the ACLI path to each element.

This guide assumes the OCSBC has been installed, management interface has been configured, product
selected and entitlements have been assigned. Also, web-server-config has been enabled for GUI access. If
you require more information on how to install your SBC platform, please refer to the ACLI configuration guide.

To access the OCSBC GUI, enter the management IP address into a web brower.
When the login screen appears, enter the username and password to access the OCSBC.

Once you have accessed the OCSBC, at the top, click the Configuration Tab. This will bring up the OCSBC
Configuration Objects List on the left hand side of the screen.

Any configuration parameter not specifically listed below can remain at the OCSBC default value and
does not require a change for connection to MSFT Teams Direct routing or Verizon Business to
function properly.

Please note, the below configuration example assumes Media Bypass is enabled on the MSFT Teams Tenant.
This configuration outlined below is based on the latest OCSBC software release, SCZ830M1P8A, which
contains new parameters designed to simplify the SBC’s configuration for Microsoft Teams. If running a release
prior to SCZ830m1p8A, please refer to Configuring the Oracle SBC with Microsoft Teams Direct Routing Media
Bypass — Enterprise Model for instruction on how to configure.

ORACLE

Home Menitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

b media-manager Name Description

’ security access-control Configure a static or dynamic access control list

b session-router account-config Configure Quality of Service accounting

b system account-group Configure accounting group
allowed-elements-profile Configure allowed elements profiles
audit-logging Configure audit-logging parameters
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9.1 Global Configuration Elements

Before you can configuration more granular parameters on the SBC, there are three global configuration
elements that must be enabled to proceed.

e  System-Config
¢ Media-manager-Config
e Sip-Config

9.1.1 System Config

To configure system level functionality for the OCSBC, you must first enable the system-config

GUI Path: system/system-config

ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config

e Hostname

e Description

e Location

o Default Gateway (recommended to be the same as management interface gateway)

Home Monitor and Trace Widgets System

FH Save 4} Wizards - £} Commands -

ORACLE

¥ Objects Modify System config
) media-manager
P security Hostname: telechat.o-test06161977
b session-router Description: Teams Carrier Model QGSBC
4 system

capture-receiver
fraud-protection
host-route
network-interface
network-parameters

Location: Bediord, MA

Mib system contact:

Mib system name:

ntp-config Mib system location:
hy-interface
By Acp TLS profile: w
redundancy-config
SNMP enabled: rd

snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry

Enable SNMP auth traps:
Enable SNMP syslog notify:

Enable SNMP monitor traps:

spl-config
system-access-list

system-config

Enable env monitor traps:

Enable mblk_tracking:

Enahlg 12 mice ronnort:

e Click the OK at the bottom of the screen
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9.1.2 Media Manager

To configure media functionality on the SBC, you must first enabled the global media manager
GUI Path: media-manager/media-manager

ACLI Path: config t->media-manager->media-manager-config

The following options are recommeded for global media manager when interfacing with MSFT Teams Direct
Routing

e Options: Click Add, in pop up box, enter the string: audio-allow-asymmetric-pt
e Click Apply/Add Another, then enter: xcode-gratuitous-rtcp-report-generation
(requires a reboot to take effect)

¢ Max-Untrusted-Signalling=1
e Min-Untrusted-Signalling=1
e Hit OKin the box

Home EoILGITELLLE Monitor and Trace  Widgets  System
B Save 4F Wizards - 4} Commands -
i Objects Modify Media manager

4 media-manager
codec-policy State: vl
dns-alg-constraints Flow time limit: 36400 (Range
dns-conrig Initial guard timer:
ice-profile ’ 300 {Range
media-policy TCP flow time limit: 25400 (Range
TEP<EET TCP initial guard timer: — (Range
playback-config
realm-config TCP subsq guard timer: 300 (Range
realm-group Hnt rtcp:
ricp-policy Algd log level: NOTICE v
SEUETT Mbcd log level:
steering-pool ' NOTICE h
tcp-media-profile Options: Add

4 Secu.my audio-allow-asymmetric-pt

b session-router xcode-gratuitous-rtcp-report-generation

b system

9.1.3 Sip Config

To enable sip related objects on the OCSBC, you must first configure the global Sip Config element:

GUI Path: session-router/sip-config

ACLI Path: config t->session-router->sip-config

The following are recommended parameters under the global sip-config:
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= Options: Click Add, in pop up box, enter the string: inmanip-before-validate
= Click Apply/Add another, then enter: max-udp-length=0

= Home Realm ID: Teams

e Press OK in box

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4} Commands -

e RCTRER O T [ . )
enum-config Modify SIP config
filter-config
State: I
P h323 g
home-subscriber-server Dialog transparency:
http-alg Home Realm ID: P
wt-config Egress Realm ID:
Idap-config
local-palicy Nat mode: Mone v
local-response-map Registrar domain: «
local-routing-config Registrar host: -
media-profile Reoi "
egistrar port:
net-management-control g P 5060
fqos-constraints Init timer: 500
response-map Max timer: 4000
service-health :
) Trans expire: 32
session-agent
session-agent-id-rule Initial inv trans expire: 0
5e55i0n-constraints Invite expire: 120
session-group Session max life limit: 0
session-recording-group )
] . Enforcement profile: o
session-recording-server
session-timer-profile Red max trans: 10000
session-translation Options: Add
sip-advanced-logging
inmanip-before-validate
sip-feature max-udp-length=0

e Click OK at the bottom

9.2 Network Configuration

To connect the SBC to network elements, we must configure both physical and network interfaces. For the
purposes of this example, we will configure two physical interfaces, and two network interfaces. One to
communicate with MSFT Teams Direct Routing, and one to connect to Verizion Business IP Trunk.
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9.2.1 Physical Interfaces

GUI Path: system/phy-interface
ACLI Path: config t>system—>phy-interface

e Click Add, use the following table as a configuration example:

Name sOp0 S1p0
Operation Type Media Media
Slot 0 1
Port 0 0

Note: Physical interface names, slot and port may vary depending on environment and preference

Home Monitor and Trace Widgets System

E Save 4} Wizards - £} Commands -

ORACLE

4 Dbjects Phy interface
} media-manager Search Criteria: All
b security Add | Edit | Copy | Delete | DeleteAll | Upload | Download
) session-router Nome Operation type o —
4 system 50p0 edia . X

capture-receiver

Sroaid

s1p0 Media 0 1

e Click OK at the bottom of each after entering config information
9.2.2 Network Interfaces

GUI Path: system/network-interface
ACLI Path: config t>system->network-interface

e Click Add, use the following table as a configuration example:

Name sOp0 s1p0

Hostname (Optional)

IP Address 141.146.36.68 155.212.214.101
Netmask 255.255.255.192 255.255.255.0
Gateway 141.146.36.65 155.212.214.1

DNS Primary IP 8.8.8.8
DNS Domain Carrier Default Domain
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ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

4 Objects Network interface
} media-manager Search Criteria: All
3 security Add Edit Copy Delete Delete All Upload Download
’ session-router Name Sub port id Description Hostname IP address
4 system

s0p0 0 telechat.o-test06161977.com 141.146.36.68

E:aplure—rece!ver s1p0 0 155.212.214.101

.

e Click OK at the bottom of each after entering config information

9.3 Security Configuration

This section describes how to configure the SBC for both TLS and SRTP communication with Teams Direct
Routing and IKE/IPSEC to connect to Verizon Business IP Trunk.

Microsoft Teams Direct Routing only allows TLS connections from SBC’s for SIP traffic, and SRTP for media
traffic. It requires a certificate signed by one fo the trusted Cerificate Authorities. A list of currently supported
Certificate Authrities can be found at:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

Verizon Business requires a secure, IPSEC tunnel be established between the Oracle SBC and the VZB
network. You must obtain the IPSEC Template from your Verizon Business account team before configuring
IKE/IPSEC on the Oracle SBC.

9.3.1 Certificate Records

“Certificate-records” are configuration elements on Oracle SBC which captures information for a TLS certificate
such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate signing request, and
import the necessary certificates into the SBC’s configuration.

GUI Path: security/certificate-record

ACLI Path: config t->security->certificate-record

For the purposes of this application note, we'll create four certificate records. They are as follows:

e SBC Certificate (end-entity certificate)

o DigiCert RootCA Cert

o DigiCert Intermidiate Cert (this is optional — only required if your server certificate is signed by an
intermediate)

e BaltimoreRoot CA Cert (Microsoft Presents the SBC a certficate signed by this authority)

9.3.2 SBC End Entity Certificate

The SBC'’s end entity certificate is based on the domain structure outlined in the Configuration section of this
document. This certificate record must include the following:
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e Common name: SBC Domain Name (telechat.o-test06161977.com)
To Configure the certificate record:

e Click Add, and configure the SBC certificate as shown below:

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4} Commands -

4 Objects Modify Certificate record
) media-manager
4 security Name: TeamsEnterpriseCert
» admin-security Country: e
auth-parafms State: California
authentication
authentication-profile Locality: Redwood City

cernt-status-profile Organization: Oracle Corporation
certificate-record Unit:
b ike
» ipsec Common name: telechat o-test06161977.com
) media-security Key size: 2048 v
password-policy Alternate name:
ublic-ke:
P i 4 Trusted:
security-config
ssh-config Key usage list: Add
tis-global digitalSignature
tis-profile keyEncipherment
) session-router
4 system

capture-receiver
fraud-protection

host-route _

hitp-client Extended key usage list: Add
http-server serverAuth
network-interface ClientAuth

e Click OK at the bottom
e Next, using this same procedure, configure certificate records for Root CA and Intermediate Certificat

9.3.3 Root CA and Intermediate Certificates

9.3.3.1 Digicert Root and Intermediate Certificates:

The following, DigitCertRoot and Digicertinter are the root and intermediate CA certificates used to sign the
SBC’s end entity certificate. As mentioned above, the intermediate certificate is optional, and only required if
your server certificate is signed by an intermediate.
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9.3.3.2 Baltimore Root:

The DNS name of the Microsoft Teams Direct Routing interface is sip.pstnhub.microsoft.com. Microsoft
presents a certificate to the SBC which is signed by Baltimore Cyber Baltimore CyberTrust Root. To trust this
certificate, your SBC must have the certificate listed as a trusted ca certificate.

You can download this certificate here: https://cacert.omniroot.com/bc2025.pem

Please use the following table as a configuration reference: Modify the table according to the certificates

needed for your SBC.

Config Parameter

Baltimore Root

Digicert Intermediate

DigiCert Root CA

Common Name Baltimore DigiCert SHA2 Secure DigiCert Global Root CA
CyberTrust Root Server CA
Key Size 2048 2048 2048

Key-Usage-List

digitalSignature
keyEncipherment

digitalSignature
keyEncipherment

digitalSignature
keyEncipherment

Extended Key Usage serverAuth serverAuth serverAuth
List
Key algor rsa rsa rsa
Digest-algor Sha256 Sha256 Sha256

9.3.3.3 Generate Certificate Signing Request

Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end entity
only. This is not required for any of the Root CA or intermidiate certificates that have been created.

On the certificate record page in the OCSBC GUI, select the SBC’s end entity certificate that was created
above, and click the “generate” tab at the top:

ORACLE

B Save {} Wizards - {} Commands -
M Objects
b media-manager
4 security

b admin-security

auth-params

Add

Name ~

TeamsEnterpriseCert

Home QESGUUGTIETGLE Monitor and Trace Widgets  System

Certificate record
Search Criteria: All

Edit Copy
Country

us

Delete

Delete All | Upload | Download | Generate | Import

Locality
Redwood City

State
mia

Organization

Oracle Corporation

/
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Generate certificate response x

Copy the following information and send to a CA authority

—BEGIN CERTIFICATE REQUEST—
MICTTCCAJUCAQAWITELMAKGA1UEBhMCVVM=CzAJBgNVBAGTAKTBMR
MwEQYDVQQH

EwpCdxJsaWsndGOuMROQWEgY DVOQQOKEwWF omdpomvicmiuZzEuMCwGATU
EAxMIY3Vz

dGotZXJzLnRIbGVjaGFOLm8tdGVzdDAZMTYxOTc3LmNvb TCCASIWDQY JKo
ZlhveN
ACQEBBQADgQEPADCCAQoCQUEBAKYZWQFS/+hugzcHIzI3uumDcZNW 1 mw
njns4+Dul

S55deNIOpWT5X90jad Ks0fLBgWhGIADOgLAQESRkOSALOpuVWNyWRBINL+9
suCs2

pOPSIQNFthXxSI12QVUoCx+L QGBe4HYNjyIHIOICEDcNNSIWE QKVKStgXend
WVKWE

3towuwsehHEdepbgigeiXatd 7S Coy FZSHMWERSS WY 30alMiLUo8dg3wTihm
pal

pU73vRn3JDJgPVMNadlXi7wXC5uhDdw5805bhCMS5 TcHs X 0IR+dk/ST OLgfyDy/
Yiu v

| Close |

e copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

e Also note, at this point, a save and activate is required before you can import the certificates to each
certificate record created above.

9.3.4 Import Certificates to SBC

Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the SBC.
Once all certificates have been imported, issue save/activate from the WebGUI

ORrRACLE

Home Monitor and Trace Widgets System

B Save 4t Wizards - 4} Commands -

M Objects Certificate record
b media-manager Search Criteria: All
4 security Add Edit Copy Delete Delete All Upload Download | Generate Import
b admin-security Name ~ Country state Locality Organization

TeamsEnterprizeCert us California ' Redwood City Oracle Corporation

/

auth-params

Import certificate %
Format: try-all v
Import method:  ® File Paste
Certificate file: | Browse... |

| Import || Cancel |
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e BaltimoreRoot
o DigiCertinter
¢ DigiCertRoot

At this stage, all required certificates have been imported

9.3.5 TLS Profile

TLS profile configuration on the SBC allows for specific certificates to be assigned.

GUI Path: security/tls-profile

ACLI Path: config t->security>tls-profile

e Click Add, use the example below to configure

ORACLE

|4 Objects
) media-manager
4 security
} admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
b ike
b ipsec
} media-security
password-policy
public-key
security-config
ssh-config
tis-global
) session-router
4 system
capture-receiver
fraud-protection
host-route
htip-client

Home Monitor and Trace Widgets System

H Save 4} Wizards~ 4} Commands -

Modify TLS profile

Name:
End entity certificate:

Trusted ca certificates:

Cipher list:

Verify depth:
Mutual authenticate:

TLS version:

TLSTeams
TeamsEnterpriseCert

Add

BaltimoreRoot

Add
DEFAULT

10

tisv12

e Click OK at the bottom

T

Repeat these steps to import all the root and intermediate CA certificates into the SBC:
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9.3.6 Media Security Configuration

This section outlines how to configure support for media security between the OCSBC and Microsoft Teams
Direct Routing.

9.3.7 Sdes-profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are
configured. The only crypto-suite option supported by Microsoft is AES_CM_128 HMAC_SHA1_80 and must
be included in the crypto list

GUI Path: security/media-security/sdes-profile
ACLI Path: config t->security->media-security->sdes-profile

e Click Add, and use the example below to configure

Home QE&iiiNei @ Monitor and Trace Widgets System
= Save 1t Wizards = 4 Commands =
4 Objects Modify Sdes profile
» media-manager
4 security Name: SDES
» admin-security Crypto list:
Add
auth-params
authentication AES_CM_128_HMAC_SHA1_32
cert—status-pruﬁle AE5_CM_128B_HMAC 5HA1_80
certificate-record
b ike
b ipsec
4 media-security
dils-srip-profile Srip auth: rl
media-sec-policy Srip encrypt: 7
sdes-profile
sipura-profile SITCP encrypt: |
password-policy Mki:
pUbI'C_'keV Egress offer format: same-as-ingress -
security-config Usei .
g€ Ingress sessIon params:
ssh-config 9 P Add
tls-global
tls-profile
) session-router
b system
Options: Add
Key:
Salt:
Srip rekey on re invite:
Lifetime: 31 (Range: 0, 20..48)

Note: The lifetime parameter set to a value of 31 is required if utilizing Media Bypass on Microsoft Teams

e Click OK at the bottom
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9.3.8 Media Security Policy

T

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any of

them) and, if SRTP needs to be used, the sdes-profile that needs to be used

In this example, we are configuring two media security policies. One to secure and decrypt media toward
Microsoft Teams, the other for non secure media facing PSTN.

GUI Path: security/media-security/media-sec-policy

ACLI Path: config t->security->media-security->media-sec-policy

e Click Add, use the examples below to configure

ORACLE

|4 Objects
b media-manager
4 security
b admin-security
auth-params
authentication
cert-status-profile
certificate-record
P ike
) ipsec
4 media-security
dtls-srtp-profile
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config
tis-global
tls-profile
) session-router
) system

Home Monitor and Trace Widgets System

B Save 4F Wizards~ {} Commands ~

Modify Media sec policy

Name: EdesPolicy

Pass through:

Options:

Add

| Inbound
Profile: SDES
Mode: srip
Protocol: cdes
Hide egress media update:

« | Outbound
Profile: SDES
Mode: srip
Protocol: cdes
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ORACLE

|4 Objects
) media-manager
4 security
) admin-security
auth-params
authentication
cert-status-profile
certificate-record
b ike
b ipsec
4 media-security
dtls-srip-profile
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config
tls-global
tls-profile
} session-router
P system

Home Monitor and Trace Widgets System

B Save 4f Wizards - 4} Commands -

Modify Media sec policy

Name:
Pass through:

Options:

| Inbound
Profile:

Mode:

Protocol:

Hide egress media update:

| Outbound
Profile:

Mode:

Protocol:

[RTP

]

Add | Edit | Delete

rtp

none

rtp

none

e Click OK at the bottom of each when applicable

9.3.9 IKE/IPSEC Config

The configuration elements required for IKE are not available via the Oracle ESBC GUI, and must be

configured via ACLI.

Note: The examples provided will only display the parameters of each element that have been changed. All others can be left at default
values unless required to be changed for your specific purposes:

9.3.10 IKE Config

ACLI Path: config t->security->ike->ike-config

Type Select, and use the below example to configure the global Ike configuration on the SBC.
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9.3.11 ke Interface

ACLI Path: config t->security>ike—>ike-interface

9.3.12 Ike Salnfo

ACLI Path: config t->security—>ike->ike-sainfo

9.3.13 Security Policy

Security Policies are part of the IPSEC configuration on the SBC, and this is available through the GUI.

GUI Path: security/ipsec/security policy

ACLI Path: config t->security->ipsec->security-policy

Use the below table as an example to configure security policies on the SBC toward Verizon Business:

Name Verizon-Security- Verizon-Security- Verizon-Security- Verizon-Security-
Policy-1 Policy-1A Policy-2 Policy-2A

Network-Interface S1p0:0 S1p0:0 S1p0:0 S1p0:0

Priority 0 1 2 3

Local IP_addr match 155.212.214.101 155.212.214.101 155.212.214.101 155.212.214.101

Remote ip addr match <Vz-IPSEC-IP> <VZ-SIP-IP> <VZ-IPSEC-IP> <VZ-Sip-1P>

Local port match 500 0 500 0

Remote port match 500 0 500 0

Local IP Mask

255.255.255.0

255.255.255.255

255.255.255.0

255.255.255.255

Remote IP mask

255.255.255.224

255.255.255.255

255.255.255.224

255.255.255.255

Ike-sainfo-name

VZ1

VZ2

27 |Page




Action

Allow

IPSEC

Allow

IPSEC

Outbound-sa-fine-grained-mask

Local ip mask

255.255.255.255

255.255.255.0

255.255.255.255

255.255.255.0

Remote ip mask

255.255.255.255

255.255.255.224

255.255.255.255

255.255.255.224

ORACLE

Home [ERURIMEINN Monitor and Trace  Widgets  System

Notifications

Bl Save ¥ Wizards - % Commands -

4 (Objects
P media-manager
A security Add
P aamin-security
auth-params
authentication
authentication-profile

cer-status-profile
" d

Security policy
Search Criteria: All

Name

Verizon-Security-Folicy-1
Verizon-Security-Policy-1A
Verizon-Security-Policy-2
Verizon-Security-Policy-24

Delete All | Upload | Download

Network interface Priority
Moo-0 o
M00:0 1
Moo-0 2
M00:0 3

Local IP addr match
165212 214 101
155.212.214.101
165212 214 101
155.212.214.101

Remote IP addr match

152188 29.84 500
152.188.28.19 0
15218828212 500
152.188.28.147 0

Local port match

i Discard

Search
Local port match max
65535
65535
65535
65535

9.4 Transcoding Configuration

Transcoding is the ability to convert between media streams that are based upon disparate codecs. The
OCSBC supports IP-to-IP transcoding for SIP sessions, and can connect two voice streams that use different
coding algorithms with one another.

9.4.1 Media Profiles

For different codecs and media types, you can setup customized media profiles that serve to police media
values and define media bandwidth policies.

SILK & CN offered by Microsoft teams are using a payload type which is different usual, so to support this, we
configure media profiles on the SBC.

GUI Path: session-router/media-profile

ACLI Path: config t->session-router-> media-profile

Configure three media profiles to support the following:

e Silk Wideband
e Silk Narrowband
e CN

e Click Add, then use the table below as an example to configure each:

Parameters Silk-1 Silk-2 CN
Subname narrowband wideband wideband
Payload-Type 103 104 118
Clock-rate 8000 16000 0
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ORACLE

Home ELGINEIGIE Monitor and Trace  Widgets  System

B Save 1} Wizards- 4} Commands -

4 Objects Media profile
} media-manager Search Criteria: All
P security Add Edit Copy Delete Delete All | Upload | Download

4 session-router

Name Subname Media type Payload type Transport Clock rate
access-control cN wideband audio 118 RTP/AVP 0
CEHIEERTY SILK narrowband audio 103 RTPIAVP 000
Sl DT SILK wideband audio 104 RTPIAVP 16000

allowed-elements-profile
b classnifile

e Click OK at the bottom of each when applicable

9.4.2 Codec Policies

Codec policies are sets of rules that specify the manipulations to be performed on SDP offers allowing the
OCSBC the ability to add, strip, and reorder codecs for SIP sessions
Note: This is an optional configuration. Only configure codec policies if deemed necessary in your environment

GUI Path: media-manager/codec-policy

ACLI Path: config t->media-mangaer->codec-policy

Some SIP trunks may have issues with codec being offered by Microsoft teams, specifically Verizon requested
the SBC try to offer only one codec when possible. For this reason, we have created a codec policy
“OptimizeCodecs” for the Verizon SIP trunk to remove the codecs that are not required or supported.

Create another codec-policy, addCN, to allow the SBC to generate Comfort Noise packets towards Teams

e Click Add, and use the examples below to configure

ORACLE
Home Monitor and Trace Widgets System
B Save 4 Wizards. i} Commands -
4 Opjects Modify Codec policy
4 media-manager
Name: PptimizeCodecs

dns-alg-constraints Allow codecs: Aad
dns-config
ice-profile
media-manager G722:n0
media-palicy PCMA:ne
MSp-config CN:no
playback-config SIREN:no
realm-config EEEL"S
realm-group Add codecs on egress: Add
rtep-policy
static flow PCHU
steering-pool
tcp-media-profile

} security

b session-router

b system

QOrder codecs: Add
Packetization time: 20
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ORACLE

Home Monitor and Trace Widgets System

B Save 4t Wizards - 4} Commands -

M Objects Modify Codec policy
4 media-manager

dns-alg-consiraints Allow codecs:
dns-config
ice-prafile
media-manager SlLiino
media-palicy G728:m0
msrp-config
playback-config
realm-config
realm-group Add codecs on egress:
ricp-policy
static-flow
steering-pool
tcp-media-profile

b security

} session-router

b system

Add

Add
CN

Order codecs: Add

Packetization time: 20

9.4.3 RTCP Policy

The following RTCP policy needs to be configured for the OCSBC to generate RTCP sender reports toward
Microsoft Teams. The media manger options config, xcode-gratuitous-rtcp-report-generation, allows the
SBC to generate receiver reports

GUI Path: media-manager/rtcp-policy

ACLI Path: config t>media-manger->rtcp-policy

e Click Add, use the example below as a configuration guide

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards - i} Commands -

4 Objects Modify RTCP policy
4 media-manager
codec-policy Name: ftecpGen
dns-alg-constraints RTCP generate: allcalls =
dns-config _
_ Hide cname:
ice-profile

e Click OK at the bottom

9.4.4 Ice Profile
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SBC supports ICE-Lite. This configuration is required to support MSTeams media-bypass.
GUI Path: media-manager/ice-profile
ACLI Path: config t->media-manger—>ice-profile

e Click Add, use the example below as a guide to configure

ORACLE

Home Monitor and Trace Widgets System

B Save £} Wizards - 4} Commands-

4 Dpjects Modify Ice profile
4 media-manager
codec-policy Name: fce
dns-alg-consiraints Stun conn timeout: 0 (Range: 0..9999)
SITAEETILy Stun keep alive interval: 0 (Range: 0..300)
ice-profile o
Stun rate limit: 100 (Range: 0..999939)

media-manager

e Click OK
Note: Ice Profile should not be configured for Non Media Bypass Environment with Microsoft Teams
9.4.5 QOS Marking

QoS marking allows you to apply a set of TOS/DiffServ mechanisms that enable you to provide better service
for selected networks

GUI Path: media mangaer/media policy

ACLI Path: config t>media-manager->media-policy

ORACLE

Home RGN Monitor and Trace Widgets System

B Save 4t Wizards - { Commands -

4 Objects Modify Media policy
4 media-manager

codec-policy Name: VerizonQ0S
dns-alg-constraints Tos settings
dns-config
: Add
ice-profile
media-manager Media type Media sub type Tos value Media attributes
media-policy audio 0xb8
msip-config message sip 068
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9.5 Media Configuration

This section will guide you through the configuration of realms and steering pools, both of which are required for
the SBC to handle signaling and media flows toward Teams and PSTN.

9.5.1 Realm Config

In this example, we will configure a realm facing Microsoft Teams and a realm for Verizon Sip Trunk

GUI Path; media-manger/realm-config

ACLI Path: config t->media-manger->realm-config

e Click Add, and use the following table as a configuration example for the three realms used in this

configuration example

Config Parameter Teams Realm PSTN
Identifier Teams Verizon
Network Interface s0p0:0 s1p0:0
Mm in realm v 1%|
Teams-FQDN Telechat.o-test06161977.com
Teams fqdn in uri vl
Sdp inactive only vl
Media Sec policy sdespolicy RTP
RTCP mux vl
ice profile ice
Codec policy addCN OptimizeCodecs
RTCP policy rtcpGen
Access Control Trust High High
Level
Pai-strip enabled
Media-policy VerizonQOS

The “Teams FQDN” Field is required to allow sip messages generated by the SBC to be formatted according to
MSFT Teams Requirements. The SBC FQDN must be configured either in this realm parameter, or under the
hostname field of the network interface.

Also notice, the realm configuration is where we assignh some of the elements configured earlier in this
document, ie...

¢ Network interface

o Media security policys

o Ice profile (Only required with Media Bypass set to enabled in Direct Routing Interface)
e Codec policys

e Rtcp policy

o Media Policy
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ORACLE

Home Monitor and Trace Widgets System

B Save 4t Wizards - 4} Commands -

4 Objects Realm config
4 media-manager Search Criteria: All
codec-policy Add Edit Copy Delete Delete All Upload Download
dns-alg-constraints Identifier Description Addr prefix Network interfaces
dns-config
e il Verizon 0.0.0.0 51p0:0

media-manager

" . Teams Realm Facing Teams Direct Rou...  0.0.0.0 s0p0:0

9.5.2 Steering Pools

Steering pools define sets of ports that are used for steering media flows through the OCSBC.

These selected ports are used to modify the SDP to cause receiving session agents to direct their media toward
this system.

We configure one steering pool for Verizon and the other for Teams

GUI Path: media-manger/steering-pool

ACLI Path: config t->media-manger-> steering-pool

e Click Add, and use the below examples to configure

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4} Commands -

4 Objects Modify Steering pool
4 media-manager
codec-policy IP address: [155.212.214.101
dns-alg-constraints Start port: 10000
dns-config End port: —
ice-profile
media-manager Realm ID: Verizon v

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands-

4 Objects Modify Steering pool
4 media-manager
codec-policy IP address: [141.146 35 68
dns-alg-constraints Start port: 20000
dns-config End port: 40000
ice-profile
media-manager Realm ID: Teams v
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9.6 Sip Configuration

This section outlines the configuration parameters required for processing, modifying and securing sip signaling
traffic.

9.6.1 SIP Profile

A sip profile needs to be configured and will be assigned to the Teams sip interface. This parameter is not
currently available through the OCSBC GUI, and needs to be configured, and assigned through the OCSBC
ACLI.

ACLI Path: config t->session-router->sip-profile

9.6.2 Sip Feature

The following sip feature needs to be added to the Configuration of the SBC to enable support for the replaces,
allowing for successful consultative transfer:

GUI Path: session-router/sip-feature

ALCI Path: config t->session-router->sip-feature

ORACLE
Home Monitor and Trace Widgets System
B Save {f Wizards - £} Commands -
diameter-manipulation | Add SIP feature
enforcement-profile
enum—COnﬁg Mame: | replaces |
filter-config Realm: |Teams |v |
P h3z3
home-subscriber-server Support mode inbound: |Pass [~
http-alg Require mode inbound: |pass |V|
iwf-config Proxy require mode inbound: |pass |v|
ldap-config Support mode outbound:
local-policy ppe Pass [¥]
local-response-map Require mode outbound: | Pass |v |
local-routing-config Proxy require mode outbound: [pags v
L media.nrofile
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9.6.3 Sip Manipulation

Sip Manipulations give the SBC the capability to add, remove or modify any information contained within a sip
message.

In this example, we’ll be using sip manipulations to clean up and remove unwanted sdp attributes inserted by
Microsoft Teams, and to format the Sip Invite being sent to Verizon is properly as per Verizon requirements.
(Please see Invite syntax example below:)

GUI Path: session router/sip manipulation

ACLI Path: config t->session-router->sip-manipulation

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

ORACLE

home-subscriber-server
http-alg

iwf-config Name: [ToVerizon
Idap-config Description:

local-policy
local-response-map
local-routing-config Split headers: Add
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-ageni-id-rule
session-constraints Join headers: Add
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging

»

Modify SIP manipulation

sip-config

sip-feature CloRules

sip-feature-caps Add -

sip-interface Name Element type
Sip-manipulation RemoveXAttribute mime-sdp-rule
sip-monitoring AcmeTOFROMNat header-rule
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Mime-sdp-rule:

ORACLE

Home Monitor and Trace Widgets System

B Save %} Wizards -+

http-alg
iwf-config
Idap-config
local-policy

media-profile
gos-constraints
response-map

service-health
session-agent

session-group

sip-config

home-subscriber-server

local-response-map
local-routing-config

4+ Commands -

b

net-management-control

session-agent-id-rule
session-constraints

session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging

Modify SIP manipulation / mime SDP rule

Name:

Msg type:
Methods:

Action:
Comparison type:
Match value:
New value:
CfgRules

Add ~

Name
RemoveX

RemovexAtiribute

request v
Add

Invite

manipulate v

case-sensitive v

Element type
sdp-media-rule

Sdp-media-rule:

ORACLE

Home Monitor and Trace Widgets System

nttp-alg
iwf-config
ldap-config
local-policy

media-profile

gos-constraints
response-map
service-health
session-agent

B Save 4t Wizards -

i4 Commands ~

home-subscriber-server

local-response-map
local-routing-config

net-management-control

session-agent-id-rule

Name:
Media type:
Action:
Comparison type:
Match value:
New value:
CfgRules

Add ~

Name
RemoveA

Modify SIP manipulation / mime SDP rule / SDP media rule

RemoveX
audio
manipulate

case-sensitive

Element type
sdp-line-rule
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Sdp-line-rule:

ORACLE

Home Monitor and Trace Widgets System

B Save 4t Wizards - 4} Commands -

S — Modify SIP manipulation / mime SDP rule / SDP media rule / SDP ling
http-alg

iwf-config Name: RemoveA

ldap-config Type: a

local-policy Action: delete ~
local-response-map Comparison type:

local-routing-config ’ pattern-rule h
media-profile Match value: x-candidate-info
net-management-control New value:

one conctraintc

Header Rule:

ORrRACLE

Home Monitor and Trace Widgets System

B Save i} Wizards - {} Commands -

home-subscriber-server
nttp-alg

«| Modify SIP manipulation / header rule

iwf-config Name: JAcme TOFROMNat
Idap-config Header name: From
local-policy Action: sip-manip =
local-response-map Comparison fype: —— =
local-routing-config .
media-profile Msg type: request ~
net-management-control Methods: o
qos-constraints

INVITE

response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group

session-recording-group Match value:
session-recording-server New value: T OO
5 5

9.6.4 Sip Interface

The SIP interface defines the transport addresses (IP address and port) upon which the OCSBC
Receives and sends SIP messages

Configure two sip interfaces, one associated with Verizon Realm, the other for Microsoft Teams direct routing.
GUI Path: session-router/sip-interface
ACLI Path: config t->session-router->sip-interface

Click Add, and use the table below as an example to Configure:
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Config Parameter SipTrunk Teams
Realm ID SipTrunk Teams
Sip Proile forreplace
Sip Port Config Sip Trunk Teams
Parmeter
Address 155.212.214.101 141.146.36.68
Port 5060 5061
Transport protocol UDP TLS
TLS profile TLSTeams
Allow anonymous agents-only agents-only
Out-manipulationid ToVerizon

Please note, this is also where we will be assigned some of the configuration elements configured earlier in this

document, ie....

e  Sip-Profile
e TLS Profile

e Sip Manipulation

ORACLE

Home Q&TWHITEILLE Monitor and Trace Widgets System
B Save 4} Wizards . {} Commands -
s | siP interface
SIVR-EETE Search Criteria: Al
filter-config
’ h323 Add Delete All Upload Down
home-subscriber-server State Realm ID ~
http-alg enabled Verizon
iwf-config enabled Teams

9.6.5 Session Agents

Session Agents are configuration elements which are trusted agents that can both send and receive traffic from
the OCSBC with direct access to the trusted data path.

GUI Path: session-router/session-agent

ACLI Path: config t->session-router->session-agent

You will need to configure three Session Agents for the Microsoft Direct Routing Interface

e Click Add, and use the table below to configure:

Config parameter Session Agent 1 Session Agent 2 Session Agent 3
Hostname sip.pstnhub.microsoft.com | sip2.pstnhub.microsoft.com | sip3.pstnhub.microsoft.com
Port 5061 5061 5061
Transport method StaticTLS StaticTLS StaticTLS
Realm ID Teams Teams Teams
Ping Method OPTIONS OPTIONS OPTIONS
Ping Interval 30 30 30
Refer Call Transfer enabled enabled enabled
Ping Response A A 1%|

38| Page



0 TR

e And two additional Session Agents for Verizon Sip Trunk

Config parameter Verizon One Verizon Two
Hostname <Verizon FQDN-1> <Verizon FQDN-2>
IP-Address <IPV4 Address> <IPV4 Address>

Port 5201 6292

Transport method UDP UDP

Realm ID Verizon Verizon
Ping Method OPTIONS OPTIONS
Ping Interval 30 30

Refer Call Transfer enabled enabled

Ping Response 19| 1%|

ORACLE  Enterprise Session Border Controller

SolutionsLab-vSBC-1 10114  SCZ8.4.0 Patch 5A (Build 345)

Configuration | View Configuration

ecurity
ssion-router
access-control

count-config

fiter-con fie
Idap-config
Tocal-policy
Tocal-routing-config
media-profile

session-group

Session Agent

@®e o

Action  Sel.. Hostname

scel000011259031211 globalipco..
5100002125903 1211 globalipco

sip.pstnhub.microsoft.com

1P Address Port

152188.2919 6292

152188.28147 520

5061

5061

5061

State App Protocol

enabled sip

Realm ID

Verizon

e Hit the OK tab at the bottom of each when applicable

9.6.6 Session Agent Group

A session agent group allows the SBC to create a load balancing model:

All three Teams session agents configured above will be added to the group as well as both session agents
configured for Verizon Business

GUI Path: session-router/session-group

ACLI Path: config t->session-router->session-group

e Click Add, and use the following as an example to configure:
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ORACLE

Home Monitor and Trace Widgets System

B Save {4t Wizards - £} Commands -

e
enum-config

filter-config

h323
home-subscriber-server
http-alg

iwf-config

ldap-config

local-policy
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
sessjon-constraints

Modify Session group

Group name:

Description:

State:
App protocol:
Strategy:

Dest:

[TeamsGrp

sSIP i

Hunt v
Add

sip.pstnhub. microsoft. com
sip2.pstnhub.microsoft.com
sip3.pstnhub. microsoft.com

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards - {} Commands -

Wigiic s =gl npuianun
enforcement-profile
enum-config

filter-config

h323
home-subscriber-server
hitp-alg

iwf-config

ldap-config

local-policy
local-response-map
local-routing-config
media-profile
net-management-control

3

Modify Session group

Group name:

Description:

State:

App protocol:
Strategy:
Dest:

VerizonGrp

sip v

Hunt v
Add

scel0001.1259031211.globalipcom.com
5cel0002.1259031211.globalipcom.com

Click OK at the bottom
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9.7 Routing Configuration

This section outlines how to configure the OCSBC to route Sip traffic to and from Microsoft Teams Direct
Routing Interface and Verizon Business IP Trunk.

The OCSBC has multiple routing options that can be configured based on environment. For the purposes of
this example, we utilize Local Policy to route all sip traffic.

9.7.1 Local Policy Configuration

Local Policy config allows for the SBC to route calls from one end of the network to the other based on routing
criteria.

GUI Path: session-router/local-policy

ACLI Path: config t->session-router->local-policy

Please note, the To Address field in local policy matches the Request URI in Sip Messages.

The following local policy routes calls from Verizon to Microsoft Teams:

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4t Commands -

account-group “| Modify Local policy
allowed-elements-profile

P class-profile
diameter-manipulation
enforcement-profile
enum-config To address: Add
filter-config

P h323
home-subscriber-server
hitp-alg
iwf-config
Idap-config
local-policy
local-response-map Source reaim: Add
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent

Verizon

. . Description:
session-agent-id-rule P
session-constraints
session-group
State:

session-recording-group
session-recording-server Policy priority: none -
session-timer-profile
session-franslation

Policy attributes

- . Add
sip-advanced-logging
sip-config Next hop Realm Action Terminat]
sip-feature sag TeamsGrp Teams nong disabled
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The Following Routes Calls from Microsoft Teams to Verizon Sip Trunk.

ORACLE

Home Monitor and Trace Widgets System

B Save 4 Wizards - 4} Commands -

account-group “| Modify Local policy
allowed-elements-profile

P class-profile
diameter-manipulation
enforcement-profile
enum-config To address: Add
filter-config

P n323
home-subscriber-server
http-alg
iwf-config
Idap-config
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server Policy priority: none -
session-timer-profile
session-translation

Source realm: Add

Teams

Description:

State:

Policy atiributes

- . Add
sip-advanced-logging
sip-config Next hop Realm Action Terminat
sip-feature sag:VerizonGrp Verizon none dizabled

9.7.2 Access Control (Optional)

On all public facing interfaces, create Access-Controls to only allow sip traffic from trusted IP’s with a trust level
of high.

Microsoft recommends allowing SIP traffic from the following two networks:

e 52.112.0.0/14
e 52.120.0.0/14

Use this example to create ACL’s for both MSFT Teams networks, as well as Verizon Business IP addresses.
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ORACLE Enterprise Session Border Controller

SolutionsLab-vSBC-1 10114 SCZ8.4.0 Patch 5A (Build 345)

Conﬁguration Wiew Configuration Q
media-manager g
Add Access Control
security »
- Realm ID Teams v
session-router v
Description
access-control
account-config
filter-config
Source Address 52112.0.0/14
Idap-config Destination Address 0000
local-policy Application Protocol S|P v
local-routing-config Transport Protocol ALL v
media-profile
Access permit B
session-agent Average Rate Limit 0
session-group Trust Level high hd

In the example above, notice the trust level of the ACL matches the access control trust level of the associated
realm configured previously in this document. When these two fields match, it creates an implicit deny on this
realm, so only SIP traffic from IP addresses configured as ACL’s with matching trust level to the realm will be
allowed to send traffic to your SBC. For more information on how trust level setting in ACL’s and realms effect
traffic, please refer to the SCZ830 Security Guide, Page 3-10.

The SBC configuration is now complete. You can now save and activate the configuration.

ORACLE
Home Monitor and Trace Widgets System

B Save 4} Wizards - %t Commands -

N D — ~pjects

Confirmation -
Description
\:'i) Do you want to activate the Configure a
configuration? Configure Q
Configure af

| Activate || Cancel
Lrnﬁle Configure al

Move to verify the connection with Microsoft Direct Routing Interface
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10 Verify Connectivity
10.1 OCSBC Options Ping

After you've paired the OCSBC with Direct Routing validate that the SBC can successfully exchange SIP
Options with Microsoft Direct Routing and Verizon Business.

While in the OCSBC GUI, Utilize the “Widgets” to check for OPTIONS to and from the SBC.

o At the top, click “Wigits”

This brings up the Wigits menu on the left hand side of the screen

GUI Path: Signaling/SIP/Methods/OPTIONS

ORACI_E Enterprise Session Border Controller
SIP Cadecs Method options
SIP Errors
Refresh Settings Add to Das|
Interfac >
Message/Event Server Recent Server Total Server PerMax Client Recent Client Total Client PerMax
Methods v OPTIONS Requests 16 1417 14 18 1644 16
Retransmissicns 0 0 0 0 8 1
Method Ack
200 OK 16 1417 14 18 1644 16
Method Bys Transaction Timeouts a 0 0 0 0 0
. Locally Throttled
Method Cance

e Looking at both the Server Recent and Client Recent, verify the counters are showing OPTIONS
Requests and 2000K responses.

10.2 Microsoft SIP Tester Client

SIP Tester client is a sample PowerShell script that you can use to test Direct Routing Session Border
Controller (SBC) connections in Microsoft Teams. This script tests basic functionality of a customer-paired
Session Initiation Protocol (SIP) trunk with Direct Routing.

The script submits an SIP test to the test runner, waits for the result, and then presents it in a human-readable
format. You can use this script to test the following scenarios:

e Outbound and inbound calls
e Simultaneous ring

e Media escalation

e Consultative transfer

Download the script and Documentation here:

Sip Tester Client script and documentation
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11 Syntax Requirements for SIP Invite and SIP Options

Microsoft Teams Hybrid Voice Connectivity interface and Verizon Business IP Trunk have requirements for the
syntax of SIP messages.

This section covers high-level requirements to SIP syntax of Invite, Final Responses to Invite and Options
messages. The information can be used as a first step during troubleshooting when calls don’t go through.
From our experience most of the issues are related to the wrong syntax of SIP messages.

11.1 Terminology
e Recommended — not required, but to simplify the troubleshooting, it is recommended to configure as in

examples as follow
e Must — strict requirement, the system does not work without the configuration of these parameters

11.2 Requirements for Invite Messages
Microsoft Teams

Picture 1 Example of INVITE message

INVITE sip:17814437383@telechat.o-test06161977.com;transport=tls SIP/2.0

Via: SIP/2.0/TLS 155.212.214.173:5061;branch=z29hG4bK3rfq6ul10d8f8fonro0k0.1

From: sip:9785551212@ telechat.o-test06161977.com;transport=tls:5061;tag=0A7COBFE
To: <sip: 17814437383 @sip.pstnhub.microsoft.com:5061>

Call-ID: F3154A1E-F3AE-4257-94EA-7F01356AEB55-268289@192.168.4.180

CSeq: 1 INVITE
Content-Length: 245
Content-Type: application/sdp
Contact: <sip:9785551212@ telechat.o—test06161977.com:|5061;user=phone;transport=tls>

Allow: ACK, BYE, CANCEL, INFO, INVITE, MESSAGE, NOTIFY, OPTIONS, PRACK, REFER, UPDATE
User-Agent: Oracle SBC

Picture 2 Example of 2000K Response To Invite:

SIP/2.0 200 Ok
FROM:teamsuser2<sip:+17814437248@sip.pstnhub.microsoft.com:5061;user=phone>;tag=42d0638d0b144
TO: <sip:+17814437266@telechat.o-test06161977.com:5061;user=phone>;tag=cc256d730a030200
CSEQ: 1 INVITE

CALL-ID: 673d06ch86725ab6a3a4605967b9al74

VIA: SIP/2.0/TLS 52.114.7.24:5061;branch=z9hG4bK772330cd

Record-Route: <sip:sip-du-a-as.pstnhub.microsoft.com:5061;transport=tls;Ir>

Contact: <sip:+17814437266@telechat.o-test06161977.com:5061;user=phone;transport=tls>;sip.ice
Allow: ACK, BYE, CANCEL, INVITE, OPTIONS, PRACK, REFER

Server: T7100/1.0

Content-Type: application/sdp

Content-Length: 457

Supported: replaces

X-MS-SBC: Oracle/NN4600/8.3.0m1p8A
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11.2.1 Contact.Header
e Must have the FQDN sub-domain name of a specific Teams tenant for media negotiation.
e Syntax: Contact:: <phone number>@< subdomain FQDN >:<SBC Port>;<transport type>
e MSFT Direct Routing will reject calls if not configured correctly

Verizon

Picture 3 Example of Invite to Verizon IP Trunk

INVITE sip:+19784341227 @telechat.o-test06161977.com:5061;user=phone;transport=tls SIP/2.0
Via: SIP/2.0/UDP 141.146.36.101:5060;branch=29hG4bK5vv4871030Imclrp5uk0.1

FROM: teams user3<sip|+17813131033@141.146.36.101:5060|user:phone>;tag:190a395b2a9
TO: <sip:+19784341227@[152.188.29.19:6292|user=phone>

CSEQ: 1 INVITE

CALL-ID: 13a5f5626643579dba2687888fcelff9

MAX-FORWARDS: 69

CONTACT: <sip:+17813131033@141.146.36.101:5060;transport=udp>

CONTENT-LENGTH: 221

USER-AGENT: Microsoft.PSTNHub.SIPProxy v.2020.9.21.1 i. USWE2.2

CONTENT-TYPE: application/sdp

ALLOW: INVITE,ACK,OPTIONS,CANCEL,BYE,NOTIFY

PRIVACY: id

Route: <sip:+19784341227@scel10001.1259031211.globalipcom.com:6292;user=phone;lr>

11.2.2 From Header:

e Must contain a Verizon DID that is associated with the trunk group
e Must Contain the SBC local Sip Interface IP address and port

11.2.3 To Header

e Must Contain the Verizon Sip IP address or Hostname, and port
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11.3 Requirements for OPTIONS Messages

Picture 4 Example of OPTIONS message (Microsoft Teams Only)

OPTIONS sip:sip.pstnhub.microsoft.com:5061;transport=tls SIP/2.0

Via: SIP/2.0/TLS 155.212.214.173:5061;branch=z9hG4bKumatcr30fod0013gi060

Call-ID: 4cf0181d4d07a995bcc46b8cd42f9240020000sg52@155.212.214.173

To: sip:ping@sip.pstnhub.microsoft.com

From: <sip:ping@sip.pstnhub.microsoft.com>;tag=0b8d8daa0f6b1665b420aa417f5f4b18000sg52
Max-Forwards: 70

CSeq: 3723 OPTIONS

Route: <sip:52.114.14.70:5061;Ir>

Content-Length: 0
Contact: <sip:ping@telechat.o-test06161977.con]:5061;transport:tls>
Record-Route: <sip: customers.telechat.o-test06161977.com >

11.3.1 Contact Header

o When sending OPTIONS to the Direct Routing Interface Interface “Contact” header should have SBC
FQDN in URI

e hostname along with Port & transport parameter set to TLS.

e Syntax: Contact: sip: <FQDN of the SBC:port;transport=tis>

o |f the parameter is not set correctly, Teams Direct Routing Interface will not send SIP Options to the
SBC

12 Microsoft Teams Direct Routing Interface characteristics

Table 1 contains the technical characteristics of the Direct Routing Interface. Microsoft, in most cases, uses
RFC standards as a guide during the development. However, Microsoft does not guarantee interoperability with
SBCs even if they support all the parameters in table 1 due to specifics of implementation of the standards by
SBC vendors. Microsoft has a partnership with some SBC vendors and guarantees their device’s
interoperability with the interface. All validated devices are listed on Microsoft’s site. Microsoft only supports the
validated devices to connect to Direct Routing Interface. Oracle is one of the vendors who have a partnership
with Microsoft.
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Category Parameter Value Comments

SIP Interface FQDN Name Refer to Microsoft documentation

IP Addresses range for SIP
Refer to Microsoft documentation

interfaces
Ports and IP SIP Port 5061
IP Address range for Media Refer to Microsoft documentation
Media port range on Media Refer to Microsoft documentation
Processors

Media Port range on the client Refer to Microsoft documentation

SIP transport TLS

Media Transport SRTP

DTLS, SIPS Note: DTLS is not
supported until later time. Please
SRTP Security Context configure SIPS at this moment. https://tools.ietf.org/html|/rfc5763
Once support of DTLS announced
it will be the recommended context

Transport and c Sui AES_CM_128_HMAC_SHA1_80,
Security rypto Suite non-MKI
Control protocol for media SRTCP (SRTCP-Mux Using RTCP mux helps reduce
transport recommended) number of required ports

Supported Certification

o Refer to Microsoft documentation
Authorities

ICE-lite (RFC5245) —
Transport for Media Bypass (of recommended,

configured) - Client also has Transport Relays

G711

Silk (Teams clients)

Opus (WebRTC clients) -

Audio codecs Only if Media Bypass is used;

G729

G722
CN

Codecs o Required narrowband and

wideband

RED — Not required

Other codecs )
DTMF — Required

Events 0-16

. Silence Suppression — Not
required
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13 Appendix A
13.1 SBC Behind NAT SPL configuration

This configuration is needed when your SBC is behind a NAT device. This is configured to avoid loss in voice
path and SIP signaling.

The Support for SBC Behind NAT SPL plug-in changes information in SIP messages to hide the end point
located inside the private network. The specific information that the Support for SBC Behind NAT SPL plug-in
changes depends on the direction of the call, for example, from the NAT device to the SBC or from the SBC to
the NAT device. Configure the Support for SBC Behind NAT SPL plug-in for each SIP interface that is
connected to a NAT device. One public-private address pair is required for each SIP interface that uses the
SPL plug-in, as follows.

e The private IP address must be the same as the SIP Interface IP address.
e The public IP address must be the public IP address of the NAT device

Here is an example configuration with SBC Behind NAT SPL config. The SPL is applied to the Teams side SIP
interface.

To configure SBC Behind NAT SPL Plug in, Go to session-router->sip-interface->spl-options and input the
following value, save and activate.

HeaderNatPublicSiplflp=52.151.236.203,HeaderNatPrivateSiplflp=10.0.4.4

Here HeaderNatPublicSiplfip is the public interface ip and HeaderNatPrivateSiplflp is the private ip.

ORACLE

Home Monitor and Trace Widgets System

B Save {f Wizards - {} Commands -

diameter-manipulation «| Modify SIP interface
enforcement-profile )

TCP nat interval: 90
enum-config
filter-config Registration caching:

P h323 Min reg expire: 300
home-subscriber-server Registration interval; 23600
http-alg )
iwf-config Route to registrar:
ldap-config Secured network:
local-policy Uri fgdn domain:
local-response-map )

X Options: Add
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule )
i 9 . Spl options: HeaderNatPublicSiplfip=52.151.236.203,
L sessjon-constrain

e This configuration would be applied to each Sip Interface in the OCSBC configuration that was
deployed behind a Nat Device
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14 Caveats
14.1 No Audio-On-Hold

Microsoft has enabled the ability for the Direct Routing Interface to generate Music when a Teams Client parks
or places a call on hold. Since this feature implementation, which currently cannot be disabled, some users
have experienced no audio when trying to retrieve calls in which hold or park was initiated by a Microsoft
Teams Client

This caveat has only been applicable to SBC’s deployed as Virtual Machines, or VME SBC'’s.

To correct this, Oracle recommends enabling Restricted Media Latching on realms configured for Microsoft
Teams in the OCSBC.

The restricted media latching feature lets the Oracle® Session Border Controller latch only to media from a
known source IP address, in order to learn and latch the dynamic UDP port number. The restricting IP
addresses origin can be either the SDP information or the SIP message’s Layer 3 (L3) IP address, depending
on the configuration.

Deploying an OCSBC as a VME with Microsoft Direct routing, set this parameter to SDP.

GUI Path: media-manger/realm-config

ACLI Path: config t->media-manger->realm-config

OI_\’ACI_E Enterprise Session Border Controller
Commands »
Media Manager M Madify Realm Config
Codec Policy Nat Trust Threshold 0 "
Max Endpoints Per Nat g i
DNS Alg Constraints
Nat Invalid Message Threshold 5 s
DNS Config
- Wait Time For Invalid Register o -
lee Profile Deny Period 1 o
Media Manager Session Max Life Limit 0
Media Bolicy Untrust Cac Failure Threshold 0 A
Subscription Id Type END_USER NONE v
WMsrp Config B
Early Media Allow . <enumeration> restricted latching mode
Playback Config none ne restricted latching i
Enforcement Profile - sdp use the IP address specified in the SDP for latching
peer-ip use the peer-ip (layer 3 address) for latching
Realm Config Additional Prefixes Default: none
<none, sdp, peer-ip>
Realm Group . .
Restricted Latching sdd Y

e Click OK at the bottom
e Save and activate the configuration
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15 Call Transfers

Microsoft Teams requires the Oracle SBC to handle all call transfers initiated by a Microsoft Teams user to both
users within the same tenant and users outside of that tenant.

Verizon requires a DID that is associated with the Trunk Group be presented as either the FROM user, or as
part of a Diversion Header. When the SBC generates an Invite off the REFER received by Microsoft, it is not
always possible to guarantee the user part of the From header in that Invite will match an associated DID with
the Verizon Trunk Group. If there is no match, Verizon will not allow that leg of the transfer to complete
successfully.

In order to accommodate these requirement as well as maintain the proper header syntax and security
requirements of the Verizon IP Trunk, we’ll need to add additional header rules to the already existing sip
manipulation configured above, labeled ToVerizon.

We will create a Diversion Header that contains a location specific screening telephone number, or STN to the
transferred call leg. Using this method, the original caller id would be retained and seen as ANI at the far end.
Also, similar to the way Verizon’s Alternate Caller ID functions in the Verizon Network, when an actual STN is
carried in the Diversion Header, that header will be stripped off as the call passes through their Broad Works
servers so the call does not continue to be treated as a diverted call, while at the same time, satisfying the
security requirements on the trunk.

The below Sip Manipulation Headers rules will first check for a Referred-By Header, indicating the Invite is part
of a transfer. If there is a match, we’'ll create and add a diversion header to the Invite the Oracle SBC sends to
Verizon. That Diversion Header will contain a STN, as outlined above.

15.1 Store Referred-By Header

15.1.1 Header Rule:

ORACLE
Home Monitor and Trace Widgets System
B Save 4} Wizards - 4} Commands -
;nJm";on”ﬂg e +| Modify SIP manipulation / header rule
filter-config
b h323 Name: |StoreReferredBy
home-subscriber-server Header name: REFERRED-BY
http-alg Action: store -
iwf-config : i
Comparison type: case-sensitive A4
Idap-config
local-policy Msg type: request v
local-response-map Methods: T
local-routing-config -
media-profile nute
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule Match value:
session-constraints New value:
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15.2 Add Diversion Header

15.2.1 Header Rule:

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4} Commands -

;nu"m";m“ﬁg m | Modify SIP manipulation / header rule
filter-config
b n323 Name: AddDiversion
home-subscriber-server Header name: Diversion
hitp-alg Action: add -
e Comparison type: boolean v
Idap-config
local-policy Msg type: request v
local-response-map Methods: Add
local-routing-config -
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule Match value: $StoreReferredBy
session-constraints New value: =sipr+17813131033+@+SLOCAL_IP+>
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16 Running Configuration

Below is the CLI output of show running config short. This only reflects parameters that have been modified
from their default values.
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