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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be

incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied

upon in making purchasing decisions. The development, release, and timing of any features or functionality described for

Oracle’s products remains at the sole discretion of Oracle.

Revision History

Version Description of Changes Date Revision Completed
1.0 Zoom App note with CUCM | 25" November 2019
Integration
2.0 Zoom App Note with some 22" July 2020
minor changes
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with zoom client and Cisco CUCM.

2. Document Overview

This Oracle technical application note outlines the recommended configurations for the Zoom
softphones registering to Cisco CUCM 11.5 version as SIP basic third party endpoints using Oracle
enterprise session border controllers. Once zoom phones are registered to CUCM, certain basic and
supplementary call features are tested with Zoom Phones. The solution contained within this document
has been tested using Oracle’s Acme Packet OS 830p7 version. Our scope of this document is only
limited to zoom softphones and its features and the other features of Zoom is out of scope of this
document.

Zoom softphone is cloud based application and we can register those softphones to the CUCM using
Oracle SBC as a proxy server so that we can use Zoom softphone from anywhere. Zoom clients can
register to CUCM in 2 ways as given below:

1) By entering the CUCM IP as Registrar Server IP
2) By entering the FQDN of the CUCM provided the DNS config is there for the CUCM.

It is recommended to use Zoom Desktop Client than Web client as some of the important features will be
only available in zoom Desktop client. Hence this document covers configuration and provisioning of Zoom
softphone with Zoom Desktop Client only. Oracle ESBC - Zoom Client as a Soft Phone with Cisco CUCM
is explained in detail in the later sections.

The zoom client can also register (without using Oracle SBC) to CUCM by directly providing the CUCM IP
as registrar server, provided both zoom client and CUCM are in the same network.

The intent of this document is to register Zoom Clients as Soft Phone with CUCM using Oracle SBC, the
direct registration of Zoom client to CUCM is out of Scope of this document though it has been tested from
our side.

Cisco Unified Call Manager provides industry-leading reliability, security, scalability, efficiency, and
enterprise call and session management and is the core call control application of the collaboration
portfolio.

It should be noted that while this application note focuses on the optimal configurations for the Oracle SBC
in an enterprise CUCM 11.5 environment, the same SBC configuration model can also be used for other
enterprise applications with a few tweaks to the configuration for required features.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
CUCM Server associated parameters. Many SBC applications may have additional configuration
requirements that are specific to individual customer requirements. These configuration items are not
covered in this guide. Please contact your Oracle representative with any questions pertaining to this
topic.
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Please note that the IP address, FQDN and config name and its details given in this
document is used as reference purpose only. The same details cannot be used in
customer config and the end users can use the configuration details according to
their network requirements.

For additional information on CUCM 11.5, please visit

https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-manager-
version-11-5/index.html
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3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Zoom softphone with CUCM 11.5 version using Oracle Enterprise SBC. There will be steps that require
navigating the CUCM 11.5 server configuration, Oracle SBC GUI interface, understanding the basic

concepts of TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the

configuration and for troubleshooting, if necessary.

3.2. Requirements

e Fully functioning Cisco UCM 11.5

o Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.3.0 version

e Zoom Client configuration with softphone registered to Cisco CUCM using admin credentials

The below revision table explains the versions of the software used for each component:

This table is Revision 1 as of now:

Software Used CUCM Version SBC Version Zoom Client version

Revision 1 11.5 8.3.0 5.0.3
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3.3. Architecture

Zoom Client uses this Net
Zoom Softphones connection to connect with

Open Internet

Zoom
Web
Portal

> SIP SIGNALLING —————
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Network

The configuration, validation and troubleshooting is the focus of this document and will be described in
three phases:

¢ Phase 1 — Configuring the Cisco Unified Call Manager v11.5 for Zoom softphone
e Phase 2 — Configuring the Oracle SBC
e Phase 3 — Configuring the Zoom client softphones.
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4. Configuring the Cisco CUCM 11.5 for Zoom Softphone

The enterprise should have a fully functioning CUCM v11.5 installed and deployed.

This section explains the Cisco CUCM config which is used for configuring the Zoom client softphone and
CUCM registers those endpoints as 3rd party SIP basic endpoints. Though this topic is out of scope of
Oracle SBC, this section has been added for the convenience of the users who will be using this app note.

The same steps are given in zoom site and the link is given below for reference.

https://support.zoom.us/hc/en-us/articles/215537603-Zoom-Rooms-PBX-Support

Under this link, there is a pdf file which explains the Cisco CUCM integration with zoom.
The users can download the same and can follow the all the steps except the last step given there where
it talks about configuration in zoom.

Else, they can use the below detailed steps to configure the same:

Please login to Cisco CUCM admin web GUI with proper login credentials and perform the steps below in
the given order.

<« C A Notsecure | 10.232,50.89/ccmadmin/showtome.do * O

aliwl,  Cisco Unified CM Administration

€IS€O  for Cisco Unified Communications Solutions

Cisco Unified CM Administration

Copyright @ 1999 - 2016 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with
U.S. and local country laws. By using this product you agree to comply with licable laws and i If you are unable to comply with U.S, and local laws, return this
product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.
For information about Cisco Unified Communications Manager please visit our Unified C s System Docy tat web site.
For Cisco Technical Support please visit our Technical Support web site,
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4.1. Configuring the Phone Security Profile for SIP Phone

01) Go to System ----- Security Profile ----- Phone Security Profile

02) Simply hit Find and scroll down to the bottom of the list (you may need to click to a second page)
and locate “Third-party SIP Device Basic — Standard SIP Non-Secure Profile” and click on it

03) Once you see its properties, simply hit COPY to create a new copy of it.

04) Give the new phone security profile a name; Example: “Third-party SIP Device Basic — Digest”

05) Check the checkbox next to Enable Digest Authentication and hit Save.

%5 Phone Security Profile Configura X + ';Il-
& C A Not secure 10.232.5;899»,» r“a:ﬁv-u:; "x:net‘w:zv;,-T::TME'F;‘;_'_y.-, e1764ab7-e94t e e é

i3 Apps @ AvayaSystemMan A AvayaCM [S] EOM [8) esec [@) NTT-SBC

alili,  Cisco Unified CM Administration (PPN Cisco Unified CM Adminstration ¥ | Go |
cisco For Cisco Unified Communications Solutions admin Search Documentation About Logout

System v CallRouting v Media Resources v  Advanced Features v  Device v v User

v Buk v Help v

one Security Profile Configuration

LRI Tl Back To Find/List v

[ cory Ry Reset 2 appiyConty Gfa Add tiew

@ Status: Ready

-Phone Security Profile Information

Product Type: Third-party SIP Device (Basic)
Device Protocol:  SIP
Name*

Third-party SIP Device Basic - Standard SIP Non-Secure Profile

Description Third-party SIP Device (Basic) - Standard SIP Non-Secure Profile

Nonce Validity Time* [go0
Transport Type* TCP+UDP v

I¥! Enable Digest Authentication

-Pa ters used in Phone
SIP Phone Port* (5060

Copy Reset Apply Config Add New

@ *- indicates required item.
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4.2. End User Configuration

01) Go to User Management ---- End User and click Add New

02) Enter in your User ID, password, pin, and Last Name

03) You must also enter in a password in the Digest Credentials and Confirm.
Digest Credentials field — this is the password that the SIP client will use
to authenticate ***Update Note: If you are Active Directory Integrated, you still set
the Digest Credentials in CUCM and use these credentials on the sip client***

04) Click Save (remember the User ID and Password and DN of the device)

aliuh,  Cisco Unified CM Administration

CISCO ko1 Cisco Unified C ications Sol admin Search Documentation

System v Call Routing v Media Resources v Advanced Features v Device v v User v BukA i v Help v

End User Configuration

EWLERINY Cisco Unified CM Administration v i Go

About Logout

LERICRETNTE Back to Find List Users ¥ § Go

LB Save x Delete r{}a Add New

~Status

Status: Ready

~User Infor
User Status Enabled Local User
User ID* isrvoipl

Password Edit Credential |
Confirm Password

Seif-Service User ID [17814437295 |
L

LN | Edit Credential |
Confirm PIN

Last name* isrvoipl
Middle name

First name

Display name

Title

Directory URI
Telephone Number 17814437295
Home Number

Mobile Number

Pager Number

[T ele 20l m &)
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aliml,  Cisco Unified CM Administration [PV Cisco Unified CM Administration
c1sco

Call Routing v Media Resources v Advanced Features v Device v Bulk Administration v

ystem v Application v  User Management v Help v

Related Links:

Q Save x Delete lf‘}i Add New

Home Number
Mobile Number
Pager Number
Mail ID

Manager User ID
Department
User Locale < None > v
Associated PC/Site Code

Confirm Digest Credentials

For Cisco Unified C ations Sol admin Search Documentation About Logout

Back to Find List Users v

Go

User Profile Standard (Factory Default) User Profile ¥ | View Detail
User Rank* 1-Default User Rank v |
Service Setti

¥ Home Cluster
! Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)
Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile Use System Default v | View il
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4.3. Adding SIP Phone in CUCM

01) Go to Device ---- Phone and click Add New
02) Select Third Party Sip Device (Basic) and click Next
03) Enter in a 12 digit MAC address (any dummy MAC address)
04) Enter the pertinent information for the SIP DEVICE settings — it should mostly be configured the
same as
a standard phone on your system except for the following settings
a) in the owner user ID field select the user you created above
b) in the Device Security Profile field select the security profile you created above

¢) in the Digest User field select the user you created above

05) Click Save.

06) Configure the line settings for the SIP device — the line settings should match the line settings of
your standard user’s Cisco IP phones

There are no special attributes that we need to worry about on the line configuration.

cisco

i Apps @ AvayaSystemMan A\ AvayaCM

@% Phone Configuration X +

ahuli.  Cisco Unified CM Administration
For Cisco Unified Communications Solutions

€ C A Notsecure | 10.232.50.89/ccmadmin/phoneEdit.do?key=8bfBbed2-2252-1113-f6b9-e853b66
[E eom [ esec [@) NTT-SBC

(1) Status: Ready

System v Call Routing v Media Resources v  Advanced Features v Device v

() save P veiets [ cory Ryreset 2 appiyContig gfa Add New

admin

LT RTE BET TSY Back To Find/List

Customize and contro! Google Chrome

LEWERRERY Cisco Unified CM Administration v m

Search Documentation About

A

Modify Button Items

.......... Unassigned Associated Items
2 em:Line [2]-Add 2 new ON

1 em:line (1]- 17814437295 (no artiion)

rPhone Type

Device Protocol: SIP

Product Type: Third-party SIP Device (Basic)

Real-time Device Status

Registration: Unknown
IPv4 Address: None

r Device Information

ﬁ Device 15 Active

& Device is not trusted
MAC Address*

000C29635283

Description ISRVoip1

Device Pool* Default v | View il
Common Device Configuration < None > v | View il
Phone Button Template™ Third-party SIP Device (Basic) v

Common Phone Profile® Standard Common Phone Profile v | View Details
Calling Search Space < None > v

AAR Calling Search Space < None > v
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I @i Phone Configuration X

10.232.50.89/ccmad

6

C A Notsecure

Q@ AvayaSystemMan

Apps

Cisco Unified CM Administration

min/phoneEdit.doZkey=8bf8bed2-2 -11f3-f6b9-e853b66cc0d7

A AvsyscM [B) oM [@) esec  [@) NTT-SEC

Cisco Unified CM Adminsstration

CIS€O  ror Cisco Unified Communications Solutions d Do o
System v CallRouting v Media Resources v  Advanced Features v  Device v v  User v Buk v Hep v
phone Configuratio ed Back To Find/List
() sove P€ ociete [ ooy Pyreset 2 AvpyConty cija AddNew

Levice Mobiity Mode ™ Default y

Mobility Settings

jowner ® User Anonymous (Public/Shared Space)
Owner User 10* isrvoipl -
Mobility User 1D < None > v
Use Trusted Relay Point® Default v
Always Use Prime Line* Default ¥y
Always Use Prime Line for Voice | Default X
Message

Geolocation < None > bod

Ignore Presentation Indicators (internal calls only)
¥ Logged Into Hunt Group

! Remote Device

Numb.

P Transformation

Caller ID For Calls From This Phone
Calling Party Transformation CSS

< None > v

¥ Use Device Pool Calling Party Transformation CSS (Caller 1D For Calls From This Phone)

Calling Party Transformation CSS

< None >

T Apps @ AvayaSystemMan A\ AvayaCM

ul '
CISCO g4t Cisco Unified Communications Solutions

= tom

Cisco Unified CM Administration

[&] ESBC [@] NTT-SBC

admin

lystem ~  Cali Routing

hone Configuration

Media Resources v  Advanced Features v

I swve I veete [ copr R Reset 2 appiyonty Cia addNew

Device v

LT BT E) Back To Find/List

[IERPTT Cicco Unified CM Administration v | Go |

Search Documentation

About Logout

Calling Party Transformation CSS

< None

¥ Use Device Pool Calling Party Transformation CSS (Device Mobility Related Informati

on)

~Protocol Specific Information

BLF Presence Group™ Standard Presence group ¥V
MTP Preferred Originating Codec® | 71 1ulaw v
Device Security Profile® Third-party SIP Device Basic - Standard SIP Non-Se ¥
Rerouting Calling Search Space < None > Ad
SUBSCRIBE Calling Search Space | < None > v
SIP Profile* Standard Sip Profile - Options Enabled ISR v
Digest User isrvoipl y

Media Termination Point Required
Unattended Port
Require DTMF Reception

~MLPP and Confidential Access Level Information
MLPP Domain
Confidential Access Mode | < None >

< None >

Name. Tarq
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4.4. Associating End User to Phone

01) Go to User Management ----- End Users and search for the sip user you created above, once you

find it, click on it

02) Scroll down to Device Association and click on the Device Association button
03) Locate and select the sip device you created above

04) Check the checkbox next to this device and click Save Selected/Changes

05) Click Go next to the Back to User related link near the upper right-hand corner
06) Click Save one more time on the End User Configuration screen.

&5 End UserC

< CcC A

t Apps @ AvaysS;

10.232.50.89, ssert jo?key=d46.
an A AvayaCM [S) tOM  [@) esec  [@) NTT-SBC

alile  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions admin Search Documentation About

Media Resources v  Advanced Features v Device v

System v  Call Routing v

Qs;n I ociere o Ada New

man v
Manager User 10

Department

User Locale < None > Y
Associated PC/Site Code

Digest C
Confirm Digest Cred:

User Profile Standard (Factory Default) User Profile ¥ Misw Details
User Rank® 1-Default User Rank v

End User Configuration Related Links: [ Go |

[ Service
¥ Home Cluster
Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)
Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile Use System Default ¥ Miew Details

[ Device Inf

ontrolled Devices [SEPO00C2963528

jDauics/Ansacintion)s
Line for

You have completed the steps to configure the SIP device in Cisco CUCM.
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5. New SBC configuration
If the customer is looking to setup a new SBC from scratch, please follow the section below.

5.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.
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Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam to access
bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
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Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

in N« with entitlement
until

Enable the features for the ESBC using the setup entitlements command as shown

Save the changes and reboot the SBC.
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The SBC comes up after reboot and is now ready for configuration.
Go to configure terminal->system->web-server-config.

Enable the web-server-config to access the SBC using Web GUI. Save and activate the config.

i
I
B

5.2, Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url https://<SBC_MGMT _IP>.

19| Page



ORACLE

Welcome to Enterprise Session Border Controller

Usernama:

Password:
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Your system's operafion has triggered 1 alarms.,

Monitor and Trace  Widgets  System

Notifications = | admin =|

l& Refresh == Add widget

ighest task CPU usage {second)

100
a0
an
70
60
s0

Claar All

averity Dascription

o danmes cocurrad al tis fime

288X 8 =~

~=— authd

=g TImer
heap

s

= ASEIY

First occurred La

Current memory usage CIL M P =N A

W ccated
W Free

Historical memory usage (minute]

—=—MEmory usage (KB)_

2931712
2,930,780
2,928 848

2928916

2,927 984
2,927,053

2526121 3
2925189
2,824,257

2923325 |

Values
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& @B X0
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T T
2522091 | F ﬁ,\@ X

P @

TE T &T & T
\\bg‘.* o ﬁa“‘b .\,\\F’ {5\'?‘
£ E PP

Go to Configuration as shown below, to configure the SBC.
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ORACLE

Home QEeLITGINENTLL M Monitor and Trace Widgets System

i Notifications ~

admin ~

S Save 4} Wizards ~

P media-manager
P security

) session-router
b system

4+ Commands -

Configuration objects
Name
access-control
account-config
certificate-record
codec-palicy
filter-config
fraud-protection
host-route
Idap-config
Iocal-policy
local-routing-config
media-manager
media-policy
media-profile
network-interface
ntp-config
phy-interface
realm-config

redundancy-config

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting

Create, generate, and import a certificate

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert enfries into the routing table

Configure an LDAP server, filter, and policy

Configure a session request routing policy

Configure local routing servers

Configure media policy, attributes, and settings
Configure a media profile and apply It to a reaim
Configure a media profile and apply it to a media type
Configure layer3 network interfaces

Synchronize the Network Time Protocol among servers and clients
Configure physical interfaces

Configure a realm for media management

Configure a routing policy for SIP server failover

Q, Search

Kindly refer to the GUI User Guide

https://docs.oracle.com/cd/F13782 01/doc/esbc _scz830 webqui.pdf for more information

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured,

from the Objects tab available.
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5.3. Configure system-config

Go to system->system-config

<« cC o @ & 172.18.255.124/4 9| | Q Search n @ E =
ORACLE T admin
Home WOHGTTELGGE Monitor and Trace Widgets System
F Save 4} Wizards - 4} Commands ~ o Q, Search
4 Objects Modify System config Hide advanced | Show configuration
» media-manager
¥ security Hostname: oracleesbc2. woodgrovebank.us -
} session-router Description: Oracle SBC as proxy for zocom CUCM
A system integration
fraud-protection
host-route Location: Bedford, MA
network-interface Mib system contact:
ntp-confi
i 9 Mib system name:
phy-interface
redundancy-config Mib system location:
snmp-community Acp TLS profile: =
spl-config SNMP enabled:
system-confi
lrp»rsceiver Enable SNMP auth traps: O
web-server-config Enable SNMP syslog notify: (]
Enable SNMP monitor traps: O
]

Enable env monitor traps:

Enable mbik_tracking:

oK Delete
Show advanced

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/cd/F13782 01/doc/esbc _scz830 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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5.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

You will first configure the slot O, port O interface designated with the name sOp0. This will be the port
plugged into your inside (Zoom softphone to SBC inside) interface.

CUCM is configured on the slotlport 1 interface designated with the name s1pl. Below is the screenshot
for creating a phy-interface on sOp0

Parameter Name To Zoom Side(sOp0) To CUCM side(s1pl)
Slot 0 1
Port 0 1
Operation Mode Media Media
ORACLE ons - aamin -~
Home Monitor and Trace Widgets System
= Save 4F Wizards + 4 Commands ~ m Q, search
Objects “ | Modify Phy interface
» media-manager
P} security Name: 50p0
b session-router Operation type: e =
4 system ek
capture-receiver g 0 (Range: 0..5)
fraud-protection Slot: 0 (Range: 0..2)
host-route Virtual mac:

network-interface

Admin state: L4

network-parameters
g -

ntp-config Auto negotiation:
phy-interface Duplex mode: FULL 2
redundancy-config Speed: e =
snmp-address-entry

Wancom health score: 50 (Range: 0..100)

snmp-community
snmp-group-entry
snmp-user-entry

snmp-view-entry

spl-config

system-access-list

system-config i

Back
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5.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure two interfaces, one for zoom

side and one for CUCM side.

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name

Zoom side Network Interface

CUCM side Network interface

Name sOp0 slpl

Host Name

IP address 155.212.214.172 10.232.50.201
Netmask 255.255.255.0 255.255.255.0
Gateway 155.212.214.1 10.232.50.1

DNS-IP Primary

DNS-domain
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ORACLE

sip-monitoring A
sip-recursion-policy
surrogate-agent
survivability
translation-rules
4 system
capture-receiver
fraud-protection
host-route
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list o

Hide advanced

= Save 4t Wizards~ 4} Commands -~

Home EeLLTTEGGLE Monitor and Trace Widgets System

Modify Network interface

Name: s0p0

Sub port id: 0

Description:

Hostname:

IP address: 155.212.214.172
Pri utility addr:

Sec utility addr:

Netmask: 255.255.256.0
Gateway: 155.212.214.1
+|Gw heartbeat
State: O
Heartbeat: 0
Retry count: 0
OK I

Back

(Range: 0..4095)

(Range: 0..65535)

(Range: 0..65535)

ORACLE

sip-monitoring
sip-recursion-policy
surrogate-agent
survivability
translation-rules
- system
capture-receiver
fraud-protection
host-route
| network-interface
network-parameters
ntp-config
phy-interface
redundancy-config
shmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list

Hide advanced

Home QeGLiG[NeUGLM Monitor and Trace Widgets System

H save 4} Wizards~ 4} Commands ~

Modify Network interface

DNS IP primary: 8.8.8.8
DNS IP backup1:

DNS IP backup2:

155.212.214.172

DNS domain:

DNS timeout: 1

DNS manx ttl: 86400
Signaling mtu: 0

HIP IP list: Add
ICMP address: Add

Back

(Range: 0..4294967295)
(Range: 30..2073600)
(Range: 0, 576..4096)
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JEEr T e

<« ¢ @ @ £ 172.18.255.124/# o @ 17 Q searc n @ E =
OoRrACLE T aamin
Home E&MUGTELGOE Monitor and Trace Widgets System
E Save 4} Wizards - 4} Commands ~ o Q, Search
4 Objects Modify Network interface Show akianead
» media-manager R
b security Name: sip1 o
: session-router Sub port id: 0 (Range: 0..4095)
SR X Description:
fraud-protection
host-route
network-interface
Hostname:
ntp-config
phy-interface IP address: 10.232.50.201
redundancy-config Pri utility addr:
snmp-community Sec utility addr:
spl-config Netmask
letmask:
system-config 255.255.255.0
trap-receiver Gateway: 10.232.50.1
web-server-config =) Gw heastbeat
State: O
Heartbeat: 0 (Range: 0..65535)
Retry count: 0 (Range: 0..65535) -
Back
Show advanced

ORACLE

[H Save 4f Wizards~ 4f Commands ~

4 Objects

) media-manager

b security

b session-router

4 system
fraud-protection
host-route
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config
frap-receiver
web-server-config

~ | admin ~
Home EQilslleul M Monitor and Trace Widgets System
i Q Search
Modify Network interface Show advanced
A
DNS IF backup1:
DNS domain:
HIP IP list: Add
10.232.50.201
ICMP address: Add
10.232.50.201
v
Back
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5.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media

manager and configure the below option for generating rtcp reports.

audio-allow-assymetric-pt
xcode-gratutious-rtcp-report-generation

Go to Media-Manager->Media-Manager

ORACLE

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tep-media-profile

} security

4 session-router
access-control
account-config

Home Rl INEIGLM Monitor and Trace Widgets System

Notifications ~ | admin ~

§ Save 4t Wizards - 4} Commands ~

“ | Modify Media manager

State:

Flow time limit:
Initial guard timer:
Subsq guard timer:
TCP flow time limit:

TCP initial guard timer:

TCP subsq guard timer:

Hnt ricp:
Algd log level:
Mbcd log level:

Options:

86400
300
300
86400
300
300

NOTICE
NOTICE
Add

audio-allow-asymmetric-pt

xcode-gratuitous-rtcp-report-generation

(Range: 0..4294967295)
(Range: 0..4204967295)
(Range: 0..4204967295)
(Range: 0..4204967295)
(Range: 0..4294967295)

(Range: 0..4294967295)

ﬁ Discard O, Search
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5.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

In the below case, Realm name is given as Access_Zoom (Zoom to SBC)

Home QeLLULINELGLM Monitor and Trace Widgets System
S Save 4 Wizards - 4% Commands~
Objects Add Realm config
4 media-manager
codec-policy Identifier: Access_Zoom
dns-alg-constraints Description:
dns-config
ice-profile
media-manager Addr prefix: 0.0.0.0
media-policy Network interfaces: Add
msrp-config
playback-config s0p0:0
realm-config
realm-group
rtep-policy
static-flow
steering-pool
tep-media-profile Mm in realm:
P security M I network :
P session-router i =
) system Mm same ip: ~
QoS enable: a
OK Back
Show advanced

Similarly, Realm name is given as Core_CUCM (SBC to CUCM)

Home QEeLLUGOTELGLE Monitor and Trace Widgets System
B save & - %+ Commands -
| Objects Add Realm config

4 media-manager
codec-policy Identifier: Core_CUCM
dns-alg-constraints Description:
dns-config
ice-profile
media-manager Addr prefix: 0.0.0.0
fmodixpolicy Network interfaces: Add
msrp-config
playback-config s1p1:0
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile MM In realm: O

P security

» session-router Mm in network: s

b system Mm same ip: i~

QoS enable: ]
oK Back
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5.8. Enable sip-config

SIP config enables SIP handling in the SBC.

Make sure the home realm-id , registrar-domain and registrar-host are configured.
Also add the options to the sip-config as shown below.

To configure sip-config, Go to Session-Router->sip-config.

In options add max-udp-length =0.
inmanip-before-validate
reg-cache-mode=From ( This parameter is needed to avoid issues with the cookie, if there is
an issue with CUCM, not sending the cookie in Invites back to
the SBC)

ORACLE
Home Monitor and Trace Widgets System
= Save 4} Wizards- 4} Commands -
net-ma:agemsnl-c:ontrol “| Modify SIP config
qos-constraints State: =
response-map
sarvice-health Dialog transparency: [
session-agent Home Realm 1D: Access Foom b
session-agent-id-rule Egress Realm ID: - =
session-constraints
session-group Nat mode: None -
session-recording-group Registrar domain:
session-recording-server Registrar host:
sesslnun-nmer-prloﬁla Registrar port: 5060 (Range: 0, 1025..65535)
session-translation
sip-advanced-logging Init timer: 500 {Range: 0..4294067295)
sip-config Max timer: 4000 (Range: 0..4294967295)
sip-feature Trans expire: a2 (Range: 0..4294967295)
CIHEE Initial inv trans expire: .
sip-interface P 0 (Range: 0..999999999)
sip-manipulation Invite expire: 180 (Range: 0..4204067295)
sip-monitoring Session max life limit: i}
sip-recursion-policy - PR
surroaate-aaent ~ oK Peloia
Show advanced

ORACLE

Home Monitor and Trace Widgets System

H Save ¥ Wizards~ 4% Commands~

S
net-management-control
qos-constraints Session max life limit: 0
response-map

~| Modify SIP config

Enforcement profile: v
service-health W
session-agent ed max trans: 10000 (Range: 0..50000)
session-agent-id-rule Options: Add
el Reiamts inmanip-before-validate
session-group

max-udp-length=0
session-recording-group

session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config SIP message len: 4096 (Range: 0..65535)
sip-feature Enum sag match: O

sip-feature-caps
sip-interface
sip-manipulation

reg-cache-mode=From

Extra method stats: ~

Extra enum stats: O

sip-monitoring Registration cache limit: 0 (Range: 0..999999999)
sip-recursion-policy Baniatar ssan 0a tar tns I

v
surroaate-aaent oK Deilatn

Show advanced
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ORACLE

Home MOIGTTEIGLE Monitor and Trace Widgets System

e S

net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config
sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surroaate-aaent

Show advanced

IH Save 4% Wizards~ 4F Commands ~

Modify SIP config
State:
Dialog transparency:
Home Realm ID:
Egress Realm ID:
Nat mode:
Registrar domain:
Registrar host:
Registrar port:
Init timer:
Max timer:
Trans expire:
Initial inv trans expire:
Invite expire:
Session max life limit:

Enforcement profile:

%
=

Core_CUCM

None

4000
32

180

OK Delete

(Range: 0, 1025..65535)
(Range: 0..4294967295)
(Range: 0..4294967295)
(Range: 0..4294967295)
(Range: 0..999999999)

(Range: 0..4294967295)

ORACLE

Home ReGLULTIELGLM Monitor and Trace Widgets System

s I
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surroaate-aaent
Show advanced

i Save 4F Wizards~ 4F Commands ~

Modify SIP config
Session max life limit:
Enforcement profile:
Red max trans:

Options:

SIP message len:
Enum sag match:
Extra method stats:
Extra enum stats:

Registration cache limit:

Banintar tina ta far lne

10000

Add Edit

inmanip-before-validate
max-udp-length=0
reg-cache-mode=From

4096

OK Delete

(Range: 0..50000)

(Range: 0..65535)

(Range: 0..999999999)
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5.9. Configure SIP Interfaces.

Navigate to sip-interface under session-router and configure the sip-interface as shown below

Configure the public facing IP under sip-port of sip-interface for Zoom Client.
Set allow-anonymous to registered to ensure that this sip-interface sends REGISTER from zoom phones
to CUCM. Also, set the parameter “registration-caching” set to yes.

ORACLE

Home

e
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
saession-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config
sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surroaate-agent

Show advanced

Configuration

B Save 4f Wizards~- %} Commands -

Monitor and Trace

Widgets System

Modify SIP interface

State:
Realm ID:

Description:

SIP poris
Add Edit

Address Port
155.212.214.178 5065
165.212.214.178 5060

<
Initial inv trans expire:

Session max life limit:

Beawns masdas

Access_Zoom

Delete

Transport protocol  TLS profile

UDP
TCP

oK Back

Allow anonymous

registered
registered

{Range: 0..999999999)

ORACLE

Home ReLUUGITENGLE Monitor and Trace Widgets System

H save

£ Wizards - % C

s
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config
sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surroaate-aaent

Show advanced

Modify SIP interface

Proxy mode:
Redirect action:

MNat traversal:

Nat interval:

TCP nat interval:
Registration caching:
Min reg expire:
Registration interval:
Route to registrar:
Secured network:
Uri fqdn domain:

Options:

always
30

a0
[~

300
3600
[
O
Add E

oK Back

(Range:

(Range

(Range

{Range.

: 0..4294967295)

: 0..4294967295)

: 0..999999999)
: 0..4204967295)
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Similarly, Configure Internal IP under sip-port of sip-interface for CUCM side.

ORACLE

Home QeGLIGINEIGLHM Monitor and Trace Widgets System

B Save 4F Wizards~ 4f Commands -

TR

net-management-control
qos-constraints

| Modify SIP interface

State:
response-map
service-health Realm ID: Core_CUCM v
session-agent Description:

session-agent-id-rule
session-constraints

session-group SIP ports
session-recording-group

Add Edit Copy Delete
session-recording-server
session-timer-profile Address Port Transport protocol  TLS profile Allow anonymous
session-translation 10.232.50.5 5060 UDP agents-only
sip-advanced-loaging 10.232.50.5 5060 TCP agents-only
sip-config
sip-feature
sip-feature-caps 7 N
sip-interface
sip-manipulation Initial inv trans expire: 0 (Range: 0..999999999)
sip-monitoring Session max life limit: 0
sip-recursion-policy Brevs randa:

surronate-aaent v
Show advanced

Back

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.
Now configure where the SBC sends the outbound traffic.

5.10. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path. Configure the Cisco CUCM session-agent to SBC with the
following parameters, so that SBC can route the incoming traffic to the CUCM properly.

e  hostname to FQDN of CUCM which is “CUCM-Cisco.pe.oracle.com” in this case.
The same value is configured in Cisco CUCM under System - Enterprise Parameter >
Cluster FQDN

e  port 5060

. realm-id — needs to match the realm created for CUCM.
e transport set to “UDP+TCP”
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,/ ﬂth/»

“

nmm
cisco

C A MNetsecure

Cisco Unified CM Administration

10.232.50.89 /ccm admin/serviceParamEd t.do?service = 11 &showall=false T 8

W Cisco Unifed CM Administration G

For Cisco Unitied Communications Solutions admin ch D rant About

fystem =

Coll Rouing = Medin Resources -
interprise Parameters Configuration

o) seve g settoperan Qg Reset 2 Ay contig

Advanced Festures = Davice »

| Syncing Mode for Enterprise Groups * Differentisl Sync ¥ |Differertial Synz o
rService Manager TCP ports parameters
;grvigg Manage- TCP Server rmunication port number |gag3 8888
gerwce Manage- TCP Cient communicstion port number gss3 8889
rCRS Application Parameters
auto Attendant Installed * false
PSS Express Jostalled * false
rClusterwide Demain Configuration
Droanization Top Level Domain pe.oracle.com
CUCM-Cisco.pe.oracle.com

[

Denial-of-Service Protection

Denial-of-Service Protection *

[

TLS Handshake Timer
TLS Hardshake Timer *

&0 &0 ‘

[

s

Timer

TLS Resimption Timer *

3600 3600 ‘

ORACLE

B Save 4f Wizards- 4} Commands -

service-health
session-agent
session-agent-id-rule
session-constraints
session-group

>

session-recording-group
session-recording-server

session-timer-profile
session-translation
sip-advanced-logging
sip-config
sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surrogate-agent
survivability
translation-rules

) system

Show advanced

Home EeGLIGTIEUGLE Monitor and Trace Widgets System
Add Session agent
Hostname: CUCM-Cisco.pe.oracle.com
IP address: 10.232.50.89
Port: 5060 (Range: 0, 1025..65535)
State: %]
App protocol: SIp v
App type: v
Transport method: UDP+TCP v
Realm 1D: Core_CUCM v
Egress Realm ID: v
Description:
Match identifier
Add Edit Copy Delete
Identifier rule Match value
OK Back
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5.11. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To make outgoing calls from Zoom phone, please configure the below local policy.

ORrRACLE

Home NeLUHETIEUEU M Monitor and Trace  Widgets  System

H Save 4} Wizards~ 4} Commands ~

4 Objects ~| Add Local policy

» media-manager

P security

4 session-router To address: Add
access-control
account-config
account-group
allowed-alements-profile

F class-profile
diameter-manipulation
enforcement-profile
enum-config Source realm: Add
(A=) Access_Zoom
» h323

home-subscriber-server
hitp-alg
iwf-config
Idap-config
local-response-map
local-routing-config W

Description:

oK Back
Show advanced

ORACLE

Home QeGliihiiNelGOM Monitor and Trace Widgets System

H Save 4t Wizards~ 4% Commands ~

4 Objects ~ | Add Local policy / policy attribute
b media-manager
P security Mext hop: CUCM-Cisco.pe.oracle.com A
4 session-router Realm: ore_CUCM =
access-control Action: — =
account-config
account-group Terminate recursion: O
allowed-elements-profile Cost: 0 (Range: 0..999999999)
b class-profile State:
diameter-manipulation App protocol: =
enforcement-profile
enum-config Laclkup: single >
filter-config Mext key:
b h323
home-subscriber-server
http-alg
iwf-config
|ldap-config
local-response-map
local-routing-config v
oK Back

Chrau aduanecad
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To make incoming calls to Zoom phone, please configure the below local policy.

ORACLE

Home Monitor and Trace Widgets System

F save & Wizards ~

¢ Objects

} media-manager

b security

4 session-router
access-control
account-config
account-group

} class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config

b h323

hitp-alg
iwf-config
Idap-config

local-response-map
local-routing-config

Show advanced

allowed-elements-profile

home-subscriber-server

local-policy

#+ Commands ~

Add Local policy

From address:

To address:

Source realm:

Add Ed De

Add Edit D
1781443

Add Ed De

Core_CUCM

OK

Back

ORACLE

Home Monitor and Trace Widgets System

4 Save 4} Wizards ~

Objects

} media-manager

b security

4 session-router
access-control
account-config
account-group
allowed-elements-profile

b class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config

b h323
home-subscriber-server
http-alg
iwf-config
Idap-config
local-policy
local-response-map
local-routing-config

Show advanced

1+ Commands ~

| Add Local policy / policy attribute

Next hop:

Realm:

Action:

Terminate recursion:
Cost:

State:

App protocol:
Lookup:

Next key:

155.212.214.174
Access_Zoom
none

O

4]
=

single

OK

(Range: 0..999999999)

Back
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5.12. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

ORACLE

Home QeOLLULINTENGLE Monitor and Trace Widgets System

S Save 4} Wizards~- 4% Commands~

Objects Add Steering pool

4 media-manager
codec-policy IP address: 155.212.214.178
dns-alg-constraints Start port: 32000 (Range: 1..65535)
dns-config
ice-profile
media-manager Realm ID: ccess_Zoom ¥
media-policy Network interface: v
msrp-config
playback-config
realm-config
realm-group
rtep-policy
static-flow
tep-media-profile

P security

b session-router

b system

End port: 34000 (Range: 1..65535)

oK Back
Show advanced

ORACLE

Home Qeliiilh[HcULLIM Monitor and Trace Widgets System

B save 4F Wizards~ i} Commands ~

4 Objects Add Steering pool

4 media-manager
codec-policy IP address: 10.232.50.5
dns-alg-constraints Start port: 36000
dns-config
ice-profile
media-manager Realm ID: Core_CUCM v

(Range: 1..65535)

End port: 38000 (Range: 1..65535)

media-policy Network interface: -
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
tcp-media-profile
P security
) session-router
) system

OK | | Back |
Show advanced
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5.13. Configure SIP Port-mapping

As the CUCM is not allowing registers from the same IP/Port combination, the zoom users may find
difficulty in registering multiple End points in the CUCM as third party End points. This is the current
limitation that is with CUCM now.

To overcome this issue/limitation, we can use SBC port mapping feature which changes the source port
towards CUCM, thus changing the IP/Port combination received by CUCM, allowing multiple end points
through the SBC.

To configure the port-mapping in SBC, please go to Session router --- SIP interface where you want this
config and configure the below steps which is given as an example:

options --- tcp-port-mapping (This is only required if TCP or TLS is used between SBC and CUCM,
and this is not needed for UDP connections )

and set the following port range:

port-map-start --- 8000
port-map-end --- 8100

ORACLE

Home Q&LLTEUGHE Monitor and Trace Widgets System

& Save if Wizards~ i} Commands~

ser;/ice-healtr} A~ | Modify SIP interface
session-agent @ Aad
session-agent-id-rule

session-constraints tcp-port-mapping
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation

sip-advanced-logging Spl options:
sip-config Trust mode: all v
sip-feature
sip-feature-caps Max nat interval: 3600 (Range: 0..4294967295)
sip-interface Stop recurse: 401,407
sip-manipulation Port map start: 8000 (Range: 0, 1025..65535)
sip-monitoring - i

. ) . ort map end: 8100 (Range: 0, 1025..65535)
sip-recursion-policy
surrogate-agent In manipulationid: v
survivability Out manipulationid: —
translation-rules SIP atef featura: 1

b system v
Back

Show advanced
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After doing the above config along with all other required config, you can see that the CUCM now accepts
register request from different end points which has the same IP.

N ) AR VUL STAMIE | LV LAV 27 ST T IOIIEE IS LA U = 1013 €0 LIS = L SR S | L= WA L= L " v
alili, Cisco Unified CM Administration (ENEEUEN Cisco Unified CM Administration v
CISCO  fror cisco Unified Communications Solutions admin Search Documentation About Logout

System v CallRouting v Media Resources v Advanced Features v Device v Application v  User Management v  Bulk Administration v  Help «

Find and List Phones CEIRTCL RS Actively Logged In Device Report ¥

4}: Acdd New @ Select Al @ Clear Al % Delete Selected % Reset Selected 2 Apply Confiy to Selected
1 = JabberPcClient Smith joe2 N/& Default  SIP None None (I} i g i

= JabberPCClient2 Mike Towle miketowle N/A Default  SIP MNone (I} i g

SEP000C296352B2 SoftPhonelSR Default SIP egistered with CUCM- 10.232.50.1 /) w

SIP Cisco.pe.oracle.com

SEP000C296352B3 ISRVoipl Default SIP Mo I} B

] SEPO01AA11BS0SS SEPO01AAL1BS08S-NTT3 Default  SIP None None i) i g

2 1

SEPO026CBA7CDAZ SEPD026CBA7CDAZ Mike Lab  Default SIP None None i) H
= SEPOOE16DBADY0S SEPOOE16DBAD90S-NTT Default SIP None MNone I} Iv

SEPOOE16DBB6C2ZE SEPOOE16DBB6CZE for Andy Default SIP None None I} E
(] SEPOOE16DBB6ECFI SEPOOE16DBB6CFI- Default SIP None MNone I} Ir

88 NTTSimulatorphone

SEPOOE16DBB7331 SEPO0DE16DBB7331 for Andy Default SIP None MNone (I} IE
= SEPDC272431BCB6 SEPOC272431BCB6 Default SIP Registered with CUCM- 10.232.50.166 [{ Iv

7975 Cisco.pe.oracle.com

SEPOC272431C88C Cisco 7975 Phone for SBC Default  SIP None None i) [ih g

7975 Testing

SEP24B657B038B1 CUCM-2710-ATTFlexreach Default SIP MNone MNone [Is) [ﬂ

94971

SEPS80A209863BD SEPSB80A209863BD-PurakATT  Default SIP Reaqistered with CUCM- 10.232.50.77 (I} IH

9971 Cisco.pe.oracle.com
7] SEP64ADETI557A4 SEPB4ADE71S57A4-Cap- Default SIP None None i) Iv

8961 Group-2712

SEPAABBCCDDBOCE zoom phone Default  SIP egistered with CUCM- 10.232.50.11 i

SIP Cisco.pe.oracle.com

SEPBBCCDDEEOAFF  zoom phonel Default  SIP ReQ : B ek -l ;) i g
> SIP Cisen.ne.nracle.cnm
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6. Configure SBC for TLS/SRTP Calls from Zoom Softphone

We have seen the SBC config in the previous sections where SBC receives the calls and registration from
zoom client (Access realm) when transport protocol is either UDP or TCP. In case the SBC receives the
packets from zoom client when the transport protocol is TLS, then the SBC configuration is different and
the user has to do the below config in SBC to make the TLS/SRTP scenarios to be successful. Please
note that this config is used for access realm (Zoom to SBC) and Core realm (SBC to CUCM) is still
TCP/UDP.

6.1. Creating SBC End Entity Certificate

The first step is to create certificate record in the SBC and then adding it to TLS Profile for the zoom side.
Please go to Configuration - Security - certificate record and create the SBC certificate:

I /A LT

Home GGG Monitor and Trace Widgets System

A Save 4F Wizards ~ 4t Commands ~

» media-security
password-policy

Common name:

! Objects Add Certificate record
P media-manager
4 security Name: SBCcert
b admin-security Country: us
auth-params State: —
authentication )
cert-status-profile Locality: Burlington
certificate-record Organization: Engineering
b ike Unit: Solutions

sbc.pe.oracle.com

public-key Key size: 2048
security-config Alternate name:
ssh-config Trusted: [~
L Key usage list: Add
tis-profile
P session-router digitalSignature
b system keyEncipherment

Show advanced

OK Back
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ORACLE

Home ReLLUITEILLE Monitor and Trace

Widgets System

[ Save 4F Wizards - 4} Commands -

Objects Add Certificate record
P media-manager
4 security Extended key usage list:
P admin-security
auth-params
authentication
cert-status-profile
b ike
P media-security
password-policy Key algor:
public-key
security-config

ssh-config
tis-global Cert status profile list:

Digest algor:

Ecdsa key size:

tis-profile
P session-router
P system

Show advanced

Add

serverAuth

rsa
sha256
p256

Add

OK Back

6.2. Generate Certificate Signing Request

Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end
entity only. On the certificate record page in the SBC GUI, select the SBC’s end entity certificate that was

created above, and click the “generate” tab at the top:

ORACLE

Home EXOINITEIGLE Monitor and Trace Widgets System

Notifications +  admin

[ Save 1t Wizards~ 4} Commands -

f Objects Certificate record
) media -manager Search Criteria: All
4 security Add Edit Copy Delete  Delete All | Upload
} admin-security Name Country State
S DA CAcert us MA
authentication SBCoet Us VA
cert-status-profile
) ike
) media-security
password-policy
public-key

Download Generate  Import

Locality Organization
Bedford Oracle
Bedford Oracle

0 Discard Q Sear
Search
Unit Common name
OracleESBC
Solutions sbe.pe.oracle.com
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Generate certificate response X

Copy the following information and send to a CA authority

--—--BEGIN CERTIFICATE REQUEST-—- ~
MIICvTCCAaUCAQAWRTELMAKGATUEBhMCVVMxCzAJBgNVBAGTAK1BMR
MwEQYDVQQH
EwpCdXJsaW5ndGOuMRQwWEgYDVQQKEWtFbmdpbmViecmluZzCCASIwDQYJ

KoZlhvcN
AQEBBQADggEPADCCAQoCggEBANZyCOHdSOrrdkt07TMQ+kJiKaXGLELKI

GqB0BZB
IFKkbKQOwu1dfMgLEazpmoBDVEXHV]jDzDsg8Fpo+ddPaPW4Sz6Ncscf2UEcVU

VC3x
vJyLAIZKUCF1FATT7ESyjfomLntBmKzu/BDjS8z+0+Cnd4W7WvYzKsFZ

/FDo4n7ra
zrhXvwY7Y6y2TpkmghwgDxFFphOdts2e+kAALgC8mRIt5Xj+ve8qToExtkKmR7

N
A20x6aV3Z4N86VJIwEjt6com3pTdeynM5CRBNL5zN2syCEyU9XLOCeCQSMN

ODrpvx
HMZWInKOAf7Q43joP0utabOPzk6wmliHiVxHNKqgI95KB6PMCAWEAAaAZMDE

GCSqG v

Close

o Copy/paste the text that gets printed on the screen as shown above and upload to your CA server
for signature.

e Also note, at this point, a save and activate is required before you can import the certificate

record
created above.

6.3. Import Certificates to SBC

Once certificate signing request have been completed — import the signed certificate to the SBC.
Once the certificate have been imported, please issue save/activate from the WebGUI

Notifications ~  admin

ORACLE

Home QeUIGITETOM Monitor and Trace Widgets System

H Save iF Wizards~ 4} Commands ~

i Discard Q Sear|

I Objects Certificate record
} media-manager Search Criteria: All
“ security Add Edit Copy Delete  Delete All Upload ' Download Generate Import Search
b admin-security Name Country State Locality Organization Unit Common name
auth-params Chcert us MA Bedford Oracle OracleESBC
authentication SBCcert us MA Bedford Oracle Solutions sbc pe.oracle.com
cert-status-profile
) ike
» media-security
password-policy
public-key
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Import certificate X

Format: try-all ~

Import method: @ File (O pPaste

Certificate file: | Browse...

Import | Cancel

6.4. Creating TLS Profile

Please go to Configuration - Security > TLS profile and create the TLS profile as below:

oRrRACLE
Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

i Objects Add TLS profile
» media-manager
4 security Name: ZoomTesting

P admin-security End entity certificate: SBCeen
auth-params
authentication
cert-status-profile
certificate-record

A ke

ike-accounting-param

» media-security
password-policy
public-key Cipher list:
security-config
ssh-config
ts-global

» session-router
b system

Trusted ca certificates: Add Edi

Add Edi De

DEFAULT

oK Back
Show advanced
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6.5. Configure sdes profile

Please go to > Security - Media Security ->sdes profile and create the policy as below.

ORACLE

Home Monitor and Trace Widgets System

B save 4F Wizards~ 4} Commands ~

! Objects
P media-manager
4 security
P admin-security
auth-params
authentication
cert-status-profile
certificate-record
4 ke
ike-accounting-param
4 media-security
dtls-sritp-profile
media-sec-policy
sipura-profile
password-policy
public-key
security-config
ssh-config
tis-global
tis-profila

Show advanced

Add Sdes profile

Name:

Crypto list:

Srtp auth:

Srtp encrypt:
SrTCP encrypt:
MKi:

Egress offer format:

Use ingress session params:

sdes-profile

Add Edit Delete

AES_CM_128 HMAC_SHA1_80
AES_CM_128 HMAC_SHA1_32

ORER

same-as-ingress

Add fit Del

OK Back
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6.6. Configure Media Security Profile

Please go to - Security - Media Security >media Sec policy and create the policy as below:

Create Media Sec policy with name srtp-zoom for the access side which will have the sdes profile created

above

ORrRACLE

¢ Objects
F media-manager
“ security
P admin-security
auth-params
authentication
cert-status-profile
certificate-record
4 ike
ike-accounting-param
“ media-security
dtls-srtp-profile
media-sec-policy
sdes-profile
sipura-profile
password-policy
public-key
seacurity-config
ssh-config
tis-global
tis-profile

Show advanced

Home Monitor and Trace Widgets System

M Ssave 44 Wizards - 4& Commands -

-~ | Add Media sec policy

MName:
Pass through:

Options:

= | Inbound
Profile:

Mode:
Protocol:

Hide egress media update:

FNloutbound|

srip-zoom

Add

sdes-profile
srp

sdes

O

Back

Similarly, Create Media Sec policy with name rtp-cucm to convert srtp to rtp for the core side which will
use only TCP/UDP as transport protocol

ORrRACLE

4 Objects ~
P media-manager
4 security
P admin-security
auth-params
authentication
cert-status-profile
certificate-record
F ike
# media-security
dtls-srtp-profile
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config
tis-global
tis-profile
b session-router -

Show advanced

Home ReGLGINEUGLE Monitor and Trace Widgets System

H Save 4F Wizards - 4% Commands -

Add Media sec policy

Name:
Pass through:

Options:

= | Inbound
Profile:

Mode:
Protocol:

Hide egress media update:

- Outbound

rtp-cucm

O

Add

p

none

OK Back
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6.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below

In the below case, Realm name is given as ZoomTesting for access side (Zoom Side)
Please note that corresponding Media Sec Policy is assigned to this Realm

OrRACLE

Home QeGLUGITELGLE Monitor and Trace  Widgets System

B Save 1% Wizards -

4 Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

» security

» session-router

P system

Show advanced

i+ Commands -

Add Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in realm:
Mm in network:
Mm same ip:

QoS enable:

ZoomTesting

0.0.0.0
Add
s1p0:0

O~ ~™O

OK

Back

ORACLE

Home Meonitor and Trace Widgets System

H save 4F Wizards -

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtop-policy
static-flow
steering-pool
tep-media-profile

b security

) session-router

b system

Show advanced

+F Commands -

Add Realm config
DNS realm:
Media policy:
Media sec policy:
RTCP mux:
lIce profile:
DTLS srip profile:
Srtp mam passthrough:
Class profila:
In transiationid:
Out translationid:
In manipulationid:
‘Out manipulationid:
Average rate limit:
Access control trust level:

Invalid signal threshold:

sitp-zoom

none

oK Back

(Range: 0..4294967295)

(Ranae: 0..4204967295)
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Similarly, configure the realm for the CUCM side as given below:
Please note that the corresponding Media Sec Policy is assigned to this Realm too

ORACLE

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tep-media-profile

b security

F session-router

P system

Show advanced

Home EeGLIGTTELGUE Monitor and Trace  Widgets System

H Save 4 Wizards -+ 4} Commands -

Add Realm config

Identifier:

Description:

Addr prefix:
Network interfaces:

Mm in realm:
Mm in network:
Mm same ip:

QoS enable:

CUCMREG

0.0.0.0
Add
s1pl:0

B & O

)

oK Back

ORACLE

Home Monitor and Trace Widgets System

= Save 4t Wizards~ 4} Commands ~

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-group
rtep-policy
static-flow
steering-pool
tep-media-profile

b security

) session-router

b system

Show advanced

Add Realm config

DNS realm:
Media policy:
Media sec policy: fip-cucm
RTCP mux: O
Ice profile:

DTLS srip profile:

Srtp msm passthrough: O
Class profile:

In translationid:

QOut translationid:

In manipulationid:

©Out manipulationid:

Average rate limit: 0
Access control trust level: none

Invalid signal threshold: 0

OK

Back

(Range: 0..4294967295)

(Ranae: 0..4294967295)
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6.8. Configure SIP Interfaces.

Navigate to sip-interface under session-router and configure the sip-interface as shown below
Configure the interface IP under sip-port with TLS (5061) along with TCP/UDP for Zoom Client as below:

Home Qe iL[IIzULTLM Monitor and Trace Widgets System
B Save 4f Wizards - 4} Commands -
local-response-map ~| Modify SIP interface
local-routing-config
media-profile State:
net-management-control .
g . Realm ID: ZoomTesting v
qos-constraints
Description:

response-map
service-health
session-agent
session-agent-id-rule SIP ports
session-constraints Add Edit Copy Delete
session-group Address Port Transport protocol | TLS profile Allow anonymous
session-recording-group 155.212.214.178 5060 uDP agents-only
session-recording-server 155.212.214.178 5060 TCP agents-only
session-timer-profile 155212.214.178 5061 LS ZoomTesting all
session-translation
sip-advanced-logging
sip-config < >
sip-feature Initial inv trans expire: 0 (Range: 0..999999999)
sip-feature-caps . I

— Session max life limit: 0
sip-interface

- " ’ Browr mocdn-
sip-manipulation "

; o | Back |

Show advanced

Similarly, create one more interface for CUCM side as below with only TCP/UDP.

ORACLE

Home ESLULITTEUGHGE Monitor and Trace Widgets  System

B Save 4F Wizards- 4} Commands~

sanvice-health ~| Modify SIP interface

session-agent

session-agent-id-rule State:

session-constraints Realm ID: CUCMREG =
session-group Description:

session-recording-group
session-recording-server
session-timer-profile

SIP ports

session-translation
sip-advanced-logging o
sip-config Address Port Transport protocol  TLS profile Allow anonymous
sip-feature 10.232.50.11 5060 UDP all
sip-feature-caps 10.232.50.11 5060 TCP all
sip-manipulation
sip-monitoring
sip-recursion-policy < " &
surrogate-agent Initial inv trans expire: 0 (Range: 0..999999999)
survivability Session max life limit: o
translation-rules [

} system v

Back
Show advanced
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6.9. Configure session-agent

Please configure the Session Agent for CUCM side as below

Please go to session-router and configure session-agent as shown

ORACLE

Home Monitor and Trace Widgets System

9 Save 4t Wizards~ 4F Commands ~

sen..rioe—heellr.\ ~| Add Session agent
session-agent-id-rule Hostname:
session-constraints IP address:
session-group Fori:
sessi rdin

!on-meco d! g-group state:
session-recording-server
session-timer-profile App protocol:
session-translation App type:
sip-advancad-logging Transport method:
sip-config
sip-feature Reaim 1D:
sip-feature-caps Egress Realm ID:
sip-interface Description:
sip-manipulation
sip-monitoring
sip-recursion-policy Match identifier
surrogate-agent

T Add
survivability
translation-rules Identifier rule

b system =

Show advanced

10.232.50.88
10.232.50.88
5060 (Range: 0, 1025..65535)

|

siP v

DynamicTCP =

CUCMREG bt

Match value

oK Back

N N N N B N

Home MeLLGINELGLM Monitor and Trace Widgets System

I Save +F Wizards~ 4% Commands ~

~| Add Session agent

account-group
allowed-elements-profile

b class-profile Hostname:
diameter-manipulation IP address:
enforcement-profile Port:
enum-config Sita:
filter-config

b h323 App protocol:
home-subscriber-server App type:
http-alg Transport method:
iwf-config

Realm ID:
Idap-config
local-policy Egress Realm ID:
local-response-map Description:
local-routing-config
media-profile
net-management-control Match identifier
qos-constraints add =
response-map
service-health Identifier rule
v
ession aoen
Show advanced

CUCM-Cisco.pe.oracle.com

10.232.50.89

5060 (Range: 0, 1025..65535)
I~

o~

SiP v

StaticTCP v
CUCMREG v

Match value

OK Back

48| Page



6.10. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.
To make calls from Zoom phone, please configure the below local policy.

ORACLE

Home Monitor and Trace Widgets System

B save ir Wizards -

diameter-manipulation
enforcement-profile
enum-config
filter-config

P h323
home-subscriber-server
http-alg
iwf-config
Idap-config
local-policy
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group

S

Show advanced

4+ Commands ~

~| Modify Local policy

From address:

To addrass:

Source realm:

Add

Add

Add

ZoomTesting

Back

ORACLE

5 Save iF Wizards ~

diameter-manipulation -

enforcement-profile

enum-config

filter-config
P h323

home-subscriber-server

http-alg

iwf-config

Idap-config
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group

[ | SR ——

Clhnmias mbirmm e

Home REeLUULTNENGTE Monitor and Trace Widgets System

i+ Commands ~

Add Local policy / policy attribute

Next hop:

Realm:

Action:

Terminate recursion:
Cost:

State:

App protocol:
Lookup:

Mext key:

10.232.50.89
CUCMREG

none
O

1]

[+

single

oK Back

(Range: 0..999999999)
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ORACLE

Home MeGLILINEIGLM Monitor and Trace Widgets System

= Save 4f Wizards~ 4F Commands ~

diametsr-manipulation ~| Add Local policy / policy attribute
enforcement-profile
e confia Next hop: CUCM:-Cisco.pe.oracle.com
filter-config Risdiiers

» h323 CUCMREG
home-subscriber-server Action: replace-uri
http-alg Terminate recursion: O
iwf-config Cost: 0
Idap-confi
Iopolic st
local-response-map App protocol:
local-routing-config Lookup: single
media-profile
ne(-maﬁagement—control S
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group <
SIS e OK Back

Show advanced

(Range: 0..999999999)
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6.11. Configure steering-pool

Steering-pool config allows configuration to assign IP address(es), ports & a realm.

ORACLE

Home Qe ILIIE M Monitor and Trace Widgets System

B Save 4F Wizards -~ 4} Commands -

>

I Objects
4 media-manager
codec-policy IP address: 155.212.214.178
dns-alg-constraints Start port: —
dns-config

Add Steering pool

(Range: 1..65535)

End port: 33000 (Range: 1..65535)
Realm ID:

ice-profile
media-manager
media-policy Network interface:

ZoomTesting v

msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
tcp-media-profile
P security
4 session-router
access-control
account-config

account-group v

OK il Back
Show advanced

ORACLE

Home Monitor and Trace Widgets System

Hl Save 4 Wizards -~ 4% Commands ~

Objects Add Steering pool

4 media-manager
codec-policy IP address: 10.232.50.11
dns-alg-constraints Start port: 10000
dns-config
ice-profile
media-manager Realm ID: CUCMREG ~
media-policy Network interface: -
msrp-config
playback-config
realm-config
realm-group
rtep-policy
static-flow
steering-pool
tep-media-profile

P security

b session-router

b system

(Range: 1..65535)
End port: 10999 (Range: 1..65535)

OK Back
Show advanced
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6.12. Delayed Offer testing from Cisco CUCM to Zoom Client

In delayed offer testing from CUCM side, it is made sure that the CUCM does not include SDP in invites to
the SBC on outbound calls to zoom endpoints registered through the SBC and SBC adds the SDP
parameters to the outgoing invites to the Zoom client and then zoom client responds with its SDP on 200
OK and the call is established successfully after that. The testing is carried out in a manner that the CUCM
to SBC leg is with TCP and SBC to zoom side is with TLS protocol.

Note: Using delayed offer/answer on CUCM with SBC and zoom, one need to configure add sdp invite,
with media profiles in the corresponding sip interface of the SBC.

Note: As the Zoom client uses TCP and TLS messages and it uses TCP keep alive, this may trigger the
invalid-signal-threshold timer which is related to DDOS settings and it will be the responsibility of the End
User to take care of those settings and avoid the issue.

7. Existing SBC Configuration

If the SBC being used as Proxy for Zoom phone and CUCM integration is an existing SBC, then following
configuration elements are required:

- New realm-config
- Enable sip-config
- New sip-interface
- New session-agent
- New Local-policy
- New steering-pools

Please follow the steps mentioned in the above chapters, to configure these elements.
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8. Configuring the Zoom softphone in Admin Portal

Once the CUCM and SBC configuration is done for the zoom softphones, we can now proceed to the
zoom client side configuration. To proceed with zoom configuration, we need an admin account with a
user created with credentials (Valid Email ID and Password) in zoom admin portal

It is assumed that whoever follows this document has the account with them and we can proceed with the
steps below:

1) Please login to zoom admin portal in the local machine with admin credentials

2) After successful login, go to the user on the top right corner and click settings options.

3) After Settings options opens in a separate window, please click on the "View Advanced Features"
option in the bottom of the window.

4) After that, new web page opens and asks for the credentials again and enter the credentials again.
5) This will open the advanced features of Zoom and the actual configuration for Zoom softphones are
performed here under ADMIN option.

From now on, whenever the document refers to “Go to Advanced features" or “Admin” options, please
note that the above steps have to be performed in Zoom admin portal to perform necessary configuration.

© Sign In- Zoom X + = (s} X
C @ zoomus/sig o % O
JOIN THE ZOOM USER CONFERENCE ZOOMYT @ PIA| OCTOBER 15-16, 2019 REQUESTADEMO  1888799.9666 RESOURCES v  SUPPORT
Zoom OLUTIONS = SLANS & PRICIN CONTACT SALE JOINAMEETING  HOSTAMEETING »  SIGNIN
Sign In
solutionszoomuseri@outlook.com
Sign In
assword ¥ Stay signed in
G | Signin with Google

53|Page



-

Video

Audio

Fhone

Chat
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Recording
Advanced Features
Statistics
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Keyboard Shortcuts

Accessibility

Application
Start Zoom when | start Windows

a When closed, minimize window to the notification area instead of the task bar
Automatically copy Invitation URL to Clipboard after meeting starts

@ Confirm with me when | leave a meeting
Show my connected time

Remind me 5 minutes before my upcoming meetings

Content Sharing

Use dual moni

s
Enter full sereen automatically when starting of joining a meeting
a Enter full screen automatically when viewing screen shared by others

Maximize Zoom window automatically when viewing screen shared by others

a Scale to fit my Zoom window when viewing screen shared by others
. Enable screen sharing with GPU acceleration

Enable the remote control of all applications

Side-by-side Mode

Limit your screen share to 10 frames-per-second

View Advanced Features

SOLUTIONS ~

Zoom

R A A, AR TR RIS T S

PERSONAL
Profile
Meetings
Webinars

Recordings

ADMIN
Dashboard
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» Room Management

G Google X G Gmail

PLANS & PRICING

x | [ Facebook x

COMTACT SALES SCHEDULEAMEETING  JOINAMEETING  HOSTAMEETING ~
N 1 L LAY LA A1 YA A A 10 PN LT M 1L - M WY AP LI
Meeting Recording Telephone
Schedule Meeting
Host video

Start meetings with host video on

Participants video

Start meetings with particip.
meeting

video om, Participants can change this during the

Audio Type

ipants can join the
let them choose to use t

% | I Facebook x

2 My Settings - Zoom E3 +

SIGN QUT
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Dashboard
Audio Type
User Management

Room Management

all participants fo

Phone System Management
O Telephone and Computer Audio
»Account Management
u 8 Telephone

Advanced Computer Audio

Join before host

Allow participa e meeting before the ves

Attend Live Training

Video Tutorials Use Personal Meeting ID (PMI) when scheduling a meeting
You can Personal Me g Room to change

Knowledge Base

REQUEST ADEMO

JOIN A MEETING

7990125 RESOURCES »

HOST AMEETING ~

SUPPORT

SIGN OUT

55|Page



8.1. Delete the Users from “Users and Rooms” under “Phone System Management” of

Admin.

Please navigate to the above page and check whether a user is already present with the same user name

that is used to login to zoom client.

If it is already there, please delete that user from Admin portal as zoom softphone will not register with
CUCM as it will try to assign a DN for this user and register internally.

In our testing, we have used a user called solutionszoomuserl@outlook.com and this user should not be
listed under “Users and Rooms” page.

zoom SOLUTIONS ~

Phone

Recordings

ADMIN

Dashboard
> User Management
> Room Management

v Phone System Management

Auto Receptionists

Call Queues

PLANS & PRICING CONTACT SALES SCHEDULE A MEETING

Start meetings with host video on

Participants video

Start meetings with participant video on. Participants can change this during the
meeting.

Audio Type
Determine how participants can join the audio portion of the meeting. When
joining audio, you can let them choose to use their computer microphone/speaker
or use a telephone. You can also limit them to just one of those audio types. If you
have 3rd party audio enabled, you can require that all participants follow the
instructions you provide for using non-Zoom audio.
© Telephone and Computer Audio

Telephone

Computer Audio

Join before host

Allow participants to join the meeting before the host arrives

JOIN A MEETING HO!¢
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8.2. Csv File Creation for Zoom softphone in Zoom Admin portal

We primarily use one particular config in advanced features which is "Phone system integration" under
“Account Management” of Admin. Please navigate to this page and there is an option to download a
sample .csv file which we need to downloaded and used for Zoom softphones.

ZOO' Y\  SOLUTIONS -~  PLANS&PRICING  CONTACTSALES SCHEDULEAMEETING  JOINAMEETING  HOST AMEETING ~
Audio Type
Dashboard Determine hoy s can join the audio portion of the meeting. When

nputer micropk
f tho Jio t
Il participants f

User Management

ed, you can requ ‘ollow the

instructions you provide for using non-Zoom audio
> Room Management
o Telephone and Computer Audio
Phone System Management
Y 8 Telephone

v Account Management Computer Audio

Account Profile

Join before host O

Allow participants to join the meeting before the host arrives
F J B

Account Settings

Billing

Recoitieg Macagerneiit Use Personal Meeting ID (PMI) when scheduling a meeting C)

You can visit Personal Meeting Room to change your Personal Meeting se

IM Management

Use Personal Meeting ID (PMI) when starting an instant meeting ()

Reports

Once the .csv file is downloaded, the sample file looks like the below:
This sample file needs to edited according to the configuration of the particular user

B9 o sipaccount.csv - Microsoft Excel — X
Home | Insert Pagelayout Formulas Data Review View al@ o=
:cw,- Calibri 1 “ » S Wrap Text General ";z‘. E;tﬂ. L_llﬂ' o= n Fon- d EB
@ romscpuer| B 1 1" [ Ei"| 2 A B Segenconer| § 7% 3 U St o Gl en D Fom) gy - St
Clipboard Font Alignment Number Styles Cells Editing
G8 - =~ v
A B [3 D E F G [ H ] J K L M =
1 Domain Register Serverl Transport Protocol Proxy Serverl Register Server2 Transp Proxy Server2 Register Server: Transp Proxy Server Registration Expiry User Name Password Authori
2 CDC.WEB 192.168.0.100 upP 192.168.0.10 192.168.0.100 UDP  192.168.0.10 192.168.0.100 UDP  192.168.0.1( 60 1008 password testl
3 CDC.WEB 192.168.0.100 uppP 192.168.0.10 192.168.0.100 UDP  192.168.0.10 192.168.0.100 UDP  192.168.0.1C 60 1009 test2
4 CDC.WEB 192.168.0.100 ubppP 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP  192.168.0.1C 60 1010 null test3
5 CDC.WEB 192.168.0.100 ubpP 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP 192.168.0.1C 60 1010 null testd
6
7
8 l
9
10
alil
a7l
13
14
15
16
17
18
19
20
21
22
23
24 -
H 4 » ¥ sipaccount ©J Kl [l
Ready ||EB|3 B8 100% (- {} (+
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ElITEE = sipaccount.csv - Microsoft Excel — a %
Home | Insert Pagelayout Formulas Data  Review  Vie c@oP =
% o Calibri AN === @ Siwnepten General B <‘I e (g e Tk [ E Avosum- ,\r 3
- < Format Painter AR - i 2 [ElMerge e:Cenver~| § - %o 0 | 38 %8 Formatiing - & Table > Styles~ | = < . | @Bl - Seea~
Clipboar Font Alignmen Numbe Editing
G8 - = -
D Ei E G H I ] K L M N o P QT
1 Proxy Serverl Register Server2 Transp Proxy Server2 Register ServerzTransp Proxy Server Registration Expiry User Name Password Authorization Name Zoom User Identity Voice Mail
2 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP  192.168.0.1C 60 1008 password testl testl@zoom.us vml
3 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP  192.168.0.1C 60 1009 test2 test2@zoom.us.pc vm2
4 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP  192.168.0.1C 60 1010 null test3 test3@zoom.us.mobile vm3
5 192.168.0.10 192.168.0.100 UDP 192.168.0.10 192.168.0.100 UDP 192.168.0.1C 60 1010 null testd testd@zoom.us.pad vmé4
6
7
8
9
10
11
12
1le]
14
15
16
17
18
19
20
21
22
23
24 -
W 4 » M| sipaccount £ 4 a1
Ready | E5C B 100% (= [ (+

The .csv file has many entries which is given below:

o Domain (optional field) - Can be used to give the domain of the registrar server which is the

CUCM server in our testing.

e Registrar server IP 1, 2 and 3 (The Registrar server 2 and 3 are used if there are multiple
Registrar servers used), - Ideally CUCM server IP in our testing. We can give multiple CUCM IPs

as serverl, server 2 and server3 if multiple CUCM are in the network.

e Transport Protocol (can be UDP, TCP and AUTO)

e Proxy server 1, 2 and 3 (Used in case if more than one proxy servers are used) — Need to give
the public IP address of the Oracle SBC's SIP Interface that is facing the Zoom side.

e Registration expiry which is by default set as 60 minutes,

e User name — Directory number created in End User section of CUCM.

e Authorization Name — User ID created in the End user section of CUCM
e Password — Password of the User ID created.

e Zoom User Identity — Zoom Admin User login ID and
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Voicemail — Voicemail number, if any

We need to fill the details in .csv file with values that we have created already in CUCM and
upload the file to zoom admin portal using "Import CSV file" option.

We also use this .csv file template to do different types of zoom client registrations in CUCM
(Giving CUCM IP as registrar IP and giving CUCM FQDN as registrar IP).

When Transport protocol is set to AUTO in .csv file, the protocol can also be TLS along with
TCP/UDP. When Zoom Client sends register with TLS as protocol to Oracle SBC, SBC gets it

properly and sends it to CUCM with TCP protocol and zoom client is successfully registered with

Cisco CUCM after that and calls also works fine.

This scenario is tested with TLS only on access side (Zoom Client to SBC) and core side (SBC to

CUCM) still works with TCP/UDP protocol.

The modified .csv file uploaded to zoom client is given below for reference:

The bel
details.

ow .csv file indicates the registrar server details as CUCM IP address along with other

Modified Users1.csv - Microsoft Excel -

A B
1 Domain ?Register Serverl
2 CUCM-Cisco.pe.oracle.com10.232.50.89

S| 155.212.214.178:5065

C
Transport P
AUTO

r Proxy Serverl
155.212.214.178:5065

G
?Register ! Transport Proxy Serv ?Register ! Transport Proxy Ser Registratic User Name
60 17814437295 Abcd1234 isrvoipl  solutior

H

]

-
Password AuthorizaiZoom U

Ready

¥ | Modified Users1 £ 1 4
£ [ 100% (— [ (&)
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Modified Users1.csv - Microsoft Excel

ul X
c@od@m

X Autosum
@ Fin~
' 2 Clear -

A
7 @
Sort & Find &

o Filter = Select~

Clipboard Fomt 9 Editing

Jfx 155.212.214.178:5065 v

C D E F G H ] J K L M N o P

1 Transport Pr‘Prox Serverl TRegister { Transport Proxy Ser\ PRegister {Transport Proxy Ser Registratic User Name Password AuthorizaiZoom User Identity Voice Mail
2 AUTO 155,212.214,178:5065 60 17814437295 Abcd1234 isrvoipl  solutionszoomuserl@outlook.com

i (g = o W)

Insert Delete Forma

4 4 » ¥ Modified Users1 %3
Ready |

ES O [ 100% (—

If the customer environment has an DNS configured and if it is able to resolve the FQDN of the registrar
server which is Cisco CUCM in our case, then we can specify the FDQN in the registrar server entry
instead of giving IP address of the registrar server and zoom client will be able to register successfully to
the CUCM. The DNS config part is anyways out of scope of this document.

The below .csv file indicates the registrar server details as CUCM FQDN along with other details:

Modified Users2.csv - Microsoft Excel

- O g g = S 2

EHd - X
Home | Insert Pagelajout Formulas  Data  Review  View c@oP
=1 %o -

— 3 Copy~
Paste

AutoSum ~ Z,\? lﬁ

Fill -

Calibri -1 General

$ -

=FWrap Text

ey o Merge & . o <9 »0 Conditional Format  Cell Sort& Find &
BIruU- = 58 Merge & Center % 1 | 58 %8

¥ Format Painter

Formatting ~ as Table ~ Styles ~

Insert Delete Format

(P Clear~

Filter - Select~

Clipboard

Font Alignment Number Styles Cells Editing

B2

fe CUCM-Cisco.pe.oracle.com

A B
1 Domain ?Register Serverl
2 CUCM-Cisco.pe.oracle.com |CUCM—Ciscn.pe.ora:Ie.:om

L5 D E B G H | J K L M N (o] P
Transport Proxy S ?Registi Trans Proxy Serv ?Regis Transp Proxy Registra User Name Password AuthorizaiZoom Use Voice Mail
AUTO 60 17814437295 Abcd1234 isrvoipl  solutionszoomuserl@outloo

Q

24
H 4 b W Modified Users2 ] 4 :

[l <

1

Ready | Count:2 (|EE M 100% (=
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8.3. Csv File Upload and Registration of Zoom softphone in Admin Portal

After uploading the .csv file to the zoom Admin portal, a successful message from the portal will be

displayed for the file upload and the zoom phone should be registered successfully with CUCM after this

step.

G Google

€« C @& zoom.us/account/sipphone/sipaccoun

x | W Facebook X @ SIP Accounts - Zoom x o+ -

Update or Replace Current CSV File

Keep or update phone integration Remove the phone integration data
data for existing users, and add data for all users and replace it with the
for new users data in this new CSV file

PERSOMNAL

Profile

Meetings

Webinars

Phone

Recordings

Settings

B 5P Accounts - Zoom X

zoom SOLUTIONS =

« & @ zoom.us/account/sipphone/sipac

PLANS & PRICING CONTACT SALES SCHEDULE A MEETING JOIN AMEETING HOST AMEETING = SIGN OUT

REQIUEST A DEMO

Important Update: Zoom will update your account’s meeting and webinar password settings on Nov. 23, 2019(GMT). To learn mare or opt out of this change, click here

The CSV file was imported successfully. Internal phone integration will be available to Zoom clients within approximately one hour.

m Downlaad a C5V Sample | Export to C5V file

Import a C5V file

Last
Damain Registration  Details
Tiene

Voice
Mail

Register Register  Register
Server] Server?  Serverd

Zoom User identity User Name
CUCM-

solutionszeomuserl@outlook.com 17814437295  10.232.50.89 )
Cisco.pe.oracle.com
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O settings >

General

Domain : CUCM-Cisco.pe.oracle.com
Video Register server : 10.2322.50.89
Audio Transport protocol : AUTO
O Chat Registration expiry : 60 minutes
. Last registration : 10/11/2079 11:00 AM
Virtual Background
Username (directory username) : zoom user1
Recording
Authorization name : isrvoipl
Advanced Features Zoom user identity : solutionszoomuser1@outlock.com
Statistics Voicem : -

Feedback

Keyboard Shortcuts
Diagnostics : Report diagnostic Information (O

00000

Accessibility
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8.4. Calling Options from the Zoom Softphone

The zoom softphone option will also be available now and calls should be working from now on.
We can check the call details from SBC GUI under Monitor and trace option.

With Zoom phone and CUCM integration, the basic calls and supplementary call features like Call Hold,
Call Transfer (Consultative and Blind Transfer) and Call conference scenarios are tested and confirmed
that those call flows are working fine. The executed test cases are given in the tabular format under

Appendix A Section.

£ Zoom - Pro Acount fu *
T = Q. seuch @

7814437293 -

g i o)

ar 1 (14

No Recents
’K
OQACLG' Enterprise Session Border Controller Notifications ¥ :’ admin ¥

Home  Configuration  Monitoring

SIP Session Summary

Search Criteria: All
Refresh Search

Start Time State Gllio Request URI From URI Yo URI
G 2019-10-11 01:39:02.760 ED... 1jVU9Szxgub di sp:7814437293910.232... “zoom%20user!”<sip:l... <sip:7814437293910.2...

CWGHEOLLXMOSbbLYG... 5ip:78144372939102325

TERMINATED:

FAILE

wimiUhoc - XhMVYYZFaNH

2019-10-11 00:22:18.191 TERMINATED QfS- 2PZIVEDtweSWolYUw wp7814437293@10.232
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Appendix A

Following are the test cases that are executed as part of Zoom Client as Softphone with CUCM.

Serial Test Cases Executed Result
Number

1 Inbound Calls to Zoom client from 3rd party Phones via CUCM Pass

2 Outbound Calls from Zoom client from 3rd party Phones via CUCM Pass

3 Call Hold by remote party during 2 way audio call (Incoming call to Pass
Zoom)

4 Call Hold by Zoom phone during 2 way audio call (Incoming call to Pass
Zoom)

5 Call Hold by remote party during 2 way audio call (Outgoing call from Pass
Zoom)

6 Call Hold by Zoom phone during 2 way audio call (Outgoing call from Pass
Zoom)

7 Consultative Call Transfer from Zoom phone during incoming call to Pass
Zoom from 3rd party Phones

8 Consultative Call Transfer from Zoom phone during outgoing call Pass
from Zoom from 3rd party Phones

9 Blind Call Transfer during incoming call to Zoom from 3rd party Pass
Phones

10 Blind Call Transfer during outgoing call from Zoom from 3rd party Pass
Phones

11 Conference Call Scenario with Zoom phone included Pass

12 Do Not Disturb on Zoom Phones Pass

13 Long Duration Call (20 Minute Phone Call) Pass

14 DTMF (Verify RFC 2833 Packets are being sent through) Pass

15 Direct Outward Dialing Through CUCM Pass

16 Call Waiting Pass

17 Transcoded call through SBC Pass
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