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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes
only and may not be incorporated into any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions. The development, release, and
timing of any features or functionality described for Oracle’s products remains at the sole discretion of

Oracle.
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1 Document Overview

Zoom Phone Local Survivability (ZPLS) aka Zoom Node is the Zoom’s survivability solution of telephony services in
order to provide an additional layer of protection to ensure business continuity. An outage can be the result of an
internet service failure at a business location or a failure in multiple Zoom datacenters that prevent client devices from
reaching Zoom Phone components. With ZPLS and Oracle SBC customers can get a seamless PSTN calling
experience even when the Zoom Phones are not able to reach the Zoom Cloud.

This document focuses how to connect Oracle SBC to Zoom Phone Local Survivability only. Please follow our other
Zoom Application Notes that focus on connecting Oracle SBC with Zoom BYOC and Oracle SBC with Zoom
Cloud Peering depending upon your requirement to configure the Oracle SBC with Zoom Phone system offerings.

Related Documentation can be found below -

1.1 Oracle SBC

e Oracle® Session Border Controller ACLI Configuration Guide
e Oracle® Session Border Controller Release Notes
e Oracle® Session Border Controller Security Guide

1.2Zoom Phone

https://support.zoom.us/hc/en-us/articles/8427359971853-Zoom-Phone-Local-Survivability

1.3Revision History

As a best practice always follow the latest Application note available on the Oracle TechNet Website.
https://www.oracle.com/technical-resources/documentation/acme-packet.html

Version Date Revised Description of Changes
1.0 18/11/22 e Initial publication

1.4Validated Oracle Versions

We have successfully conducted call testing with the Oracle Communications SBC versions:SCZ9.0p4

These software releases with the configuration listed below can run on any of the following products:

- AP 1100
- AP 3900
- AP 4600
- AP 6350
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https://www.oracle.com/a/otn/docs/zoombyocappnote-vga1.6.pdf
https://www.oracle.com/a/otn/docs/zoomcloudpeering-vga1.0.pdf
https://www.oracle.com/a/otn/docs/zoomcloudpeering-vga1.0.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/configuration/sbc-configuration-guide.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/releasenotes/sbc-release-notes.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/adminsecurity/admin-security-guide.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/adminsecurity/admin-security-guide.pdf
https://support.zoom.us/hc/en-us/articles/8427359971853-Zoom-Phone-Local-Survivability
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- AP 6300

- AP3950 (Release SCZ9.0.0 Only)
- AP4900 (Release SCZ9.0.0 Only)
- VME

Please visit https://docs.oracle.com/en/industries/communications/session-border-controller/index.html for further
information.

2 Setting up Zoom Phone Local Survivability.

This section covers the steps required to configure ZPLS. Most of the content in this section is taken from Zoom’s
article https://support.zoom.us/hc/en-us/articles/8427359971853-Zoom-Phone-Local-Survivability which should be
followed for detailed steps on how to configure the Zoom Node.

Disclaimer — The content of this section is subjected to change and Oracle does not guarantee it to be up to date.
You should always follow latest Zoom configuration guide and contact your Zoom representative for Zoom side
configuration.

2.1 Zoom Phone Local Survivability (ZPLS)

The Zoom Phone Local Survivability (ZPLS) module leverages the platform and OS provided by Zoom Node and is
distributed as a Linux-based appliance that is spun up on an on-premises VMware ESXi host. Deploying the ZPLS
module allows organizations to have an on-premise failover for their Zoom Phone system.

The ZPLS module does not affect the phone service during normal operations. Phone clients and devices in
survivable Phone Sites register to the corresponding ZPLS module and are able to maintain a subset of Zoom Phone
features when connectivity to Zoom Phone is lost. When connectivity to the Zoom Phone cloud returns, clients and
devices re-register back to the cloud. During the outage neither the administrator nor the end user is required to take
any action to enable survivability- the failover and fallback process is seamless and automatic.

2.2 Zoom Node Operation Mode

Zoom'’s survivability appliance is designed to typically serve as a backup plan in strategic locations that house a large
number of employees in a single location or campus. During normal operations, Zoom Phone clients communicate
with Zoom Phone data centers directly bypassing the ZPLS module. During an outage when the Zoom Client is
unable to connect to the Zoom Phone data centers, supported clients and devices are able to register to an onsite
ZPLS module in order to maintain internal dialing functionality and basic supplementary services. PSTN connectivity
is maintained utilizing the Oracle SBC which is a trusted and certified with Zoom Phone System Network Function.
When normal operations have been restored, clients register back to the cloud and the ZPLS module returns to an
idle state.
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2.3 Supported Zoom Phone functionality during ZPLS failover

As of today the following features are supported during failover.

e Internal Extension Dialing

Dial By Name

e Contact Search/Calling (the client learns the first 25000 contacts)

e Dial From Call History (Call History in failover is uploaded to Zoom when service resumes)
e Inbound / Outbound PSTN (assumes Oracle SBC and survivable PSTN connectivity)

e Hold/Resume

e Mute/Unmute

e DTMF (RFC 2833)

e Consult Transfer

e Blind Transfer

e Call Park

e Adhoc 3-party Conference

2.4 System requirements for ZPLS module

The recommended specifications for the Zoom Phone Local Survivability module VM is as follows:
e VM Platform- VMware ESXi 6.7 or higher
e Processor- Intel(R) Xeon(R) CPU E5-2630 v4 or higher
e Dedicated threads- 8 or higher
e Memory- 16 GB or higher
e Storage space- 80 GB or higher
e Network speed- 4 Gbps or higher
o For production deployments only ‘Thick’ provisioning is supported

If you plan to choose a different configuration, contact your Zoom representative for assistance.

2.5 Deploying the Zoom Phone Survivability module.

1. Download Zoom Node OVA

2. Signinto the Zoom web portal.

3. In the navigation menu, click Advanced then Zoom Node.
4. Click Add Servers.

5. A new dialog box will appear.
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Click Generate.

o g A~ w bh e

Click Download to download the Node OVA file.

(Optional) Set the time for the Code Expiration in minutes.

Click Copy, to copy the registration code, and save it to use later in section 2.9

Deploy VM from OVA File

Within the ESXI vCenter interface, select Create/Register VM.
Click Deploy a virtual machine from an OVF or OVA file.

Enter the name of the virtual machine, then click the blue pane, and select the Zoom Node OVA file.
Select the datastore that Zoom Node will be deployed to and click Next.

In the Deployment options window, select the network mappings (VLAN), disk provisioning (thin or thick
provisioning, and other configuration options.

Review the deployment sections and click Finish to deploy the VM.

Once the deployment is completed successfully, power on the virtual machine and open the console of this
virtual machine.

2.7 Configure Zoom Node VM

1. Start up the Zoom Node VM in vCenter.

2.

In the Zoom Node VM, create a new password for the zoom-setup user, and save the password for future
use in the TUI.

Please reset the initial password of user [zoom-setupl.

Password ru :

Must be at ast 8 digits of characters long

Must contain at least one number, bol ,

one upper-case character and one lower-case character

New password:
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3. Once the password has been set, you will be prompted to modify the hostname for the server.

Current Hostname: [localhost. localdomainl
Do you want to change the hostname right now? [yes]

4. Type Yes and press the Enter key.
5. Enter the desired hostname and domain and press the Enter key.

6. Press any key to move to the main configuration menu.

. Configure platform IP addresses and hostname
. Test comnectivity to Zoom Cloud

. Register Zoom Node

. Remouve Zoom Node agent (factory reset)

. Reboot Server

. Zoom Node Server Status

. Exit Configuration Menu

Please make a selection:

7. Configuring the network interfaces

In the main menu, press 1 to open the network configuration.
The following menu will be displayed.




: localhost.localdomain
t interfaces detected are: ens192

Select interface [ens1921:

1. Save the value for Current interfaces detected are, as that will be used for the IP address configuration.

Note: If using DHCP for the subnet that the Node management server is deployed on, Zoom Node will
automatically acquire an address. This address will be listed directly below the network interface name, as well as
the Gateway and DNS addresses.

2. Press 1 to add the primary IP address.

3. Press the Enter (or manually type the name of the network interface), to choose the network interface for
configuration.

4. Enter the IP address and subnet mask using CDIR notation without spacing (ex. 192.168.200.29/24).
5. Press Enter to accept the new address.

When prompted for confirmation, type Yes and press the enter key.

Hostname: localhost.localdomair
Current interfaces detected are: ens192

Select interface [ens192]1:

Please enter your interface IP address and include the CIDR prefix as netmask.
Example: 192.168.168.18,24

Enter a IP address: 18.15.1.1686,24
Please confirm [18.15.1.188,24]1 [yesl:

7. The new IP addresses will be listed with the rest of the network information.

8. (Optional) Press 3 to update the DNS and gateway information.
Note: This step is only optional if utilizing DHCP for the subnet the server is deployed on.

10| Page



T

9. Enter the DNS and gateway information for the network interface.

Hostname: localhost. localdomain

Current interfaces detected are: ens192
ens192:

IP1 18.15.1.188-24

GATEWAY :

DNS:

Input vailable IP to update gateway, dns.
Input Enter to skip set IP. Escape to quit this operation.

10. Press Enter to confirm the new changes.

11. Press 4 to activate the network configuration.

Hostname: localhost.localdomain
Curre interfaces detected are: ens192

16.15.1.188-24
GATEWAY: 18.15.1.1
DNS: 1.1.1.11.8.8.1

Will activate interface configuration.
Flease confirm [yes]l: _

12. Under the network interface configuration menu, press 2.

13. Press the Enter key to modify the suggested interface or type the name of the desired network interface and
press Enter to modify it.

14. Type the IP address (in CDIR format), and press Enter.

15. Type YES to confirm you want to remove the address.

2.8 Test Zoom Node network connectivity

Once the network interfaces have been configured for the Zoom Node instance, network connectivity for the Node
server should be tested to ensure proper function.

Note: Internet access is required on the Server to access reach Zoom Cloud System.
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1. Inthe main menu, press 2 to open the connectivity test menu.
The following menu will be displayed.

1. Test Zoom Node Platform Conmmectivity
Z. Test Hybrid Meeting Conmnectivity

3. Test Phone Connecti

P

lease make a selection:

2. Press 1 to test connectivity for the Zoom Node platform.
3. Once the test finishes, the results for each service will be displayed.

4. (Optional) Press any key to return to the testing menu and test connectivity for the other modules.

2.9 Register Zoom Node server

Once connectivity to the Zoom Cloud has been established and verified, the Zoom Node server is ready to be
registered within the Zoom web portal.

1. Inthe main menu, press 3 to open the registration configuration.
The following menu will be displayed.

Let's get started configuring your server for Zoom Node

1. Please login to the Zoom configuration portal at https://zoom.us.
2. Select Advanced->Zoom Node and add a server.
opy and paste your code into the prompt below.(Esc and Enter to back out)

Registry Code [nws.zoom.usl:

2. Enter the registration code saved in Step 3 and press Enter.
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's get started configuring your server for Zoom Node.

Please login to the Zoom conf iguration portal at https://zoom.us.
elect Advanced->Zoom Node and add a server.
opy and paste your code into the prompt below.(Esc and Enter to back out)

Registry Code [nws.zoom.usl: L1UR84IWESQEGQD
Initializing machine ID from random generator.

Downloading and installing Zoom Node agent, please wait.
znode-agent start to install...

r I.Im'nt code:
linux, ARCH: amdbt4
htt 4 /TS Om . US/ zr/1.8/nodesagent/ instal l7os=1inux&arch=amdb64&code=L1VRE4 I ESQEGQD

»sagent does ., auton create it

r zoom exists
loading L
all temp path:

:opy cube service file to retcs/syst

ted symlink ~ stem multi-u target . wa e-agent .serv
~ated symlink ~setc st system multi-user.target .wants/znode-agent-guard .:

vice.

"or docs, help and support:
https://zoom.ussdocs/znode-agent /vl

fappy building? <3

Installation successful

Return to the Zoom web portal, and under the Servers tab, click Unconfirmed Servers.

The newly added server will be listed under Unconfirmed Servers.

Click Confirm, to authorize and complete the server registration.

In the next window enter the following information:

e Description: Description of the server.

e Location: Location of the server, which should be listed in a way to easily filter in the Servers tab.
Click Confirm.

Click the Confirmed Servers tab to view the registered server.

Click the name of the server to view the server’s properties.
After 1-2 minutes, refresh the page to verify both the node and monitor agent are running.
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The Zoom Node server is now ready to deploy services and modules.

Servers > zn-may.collabcloud.co

zn-may.collabcloud.co  Edit

N-BE

10.99.1.151,10.99.1.230,10.99.1.231 SLC Linux A ture Amdé4
tus @ Online 9072
Component

Statistics

Latest 1 hour

2.10 Zoom Phone Local Survivability Module install
1. Navigate to Advanced > Zoom Node > Zoom Node - Services-

Select Add Services on the top right hand corner of the screen.

Zoom Node -
RSONAL < Ph < Services Nodes Agents Dashboard Alerting Logs Settings Docu >
one
Profile .
| @ searcn |
| All Services v | | All Status v ‘
Webinars i
() Sservice Node Status CPU Memory  Version Location

2. Select Local Survivability as the Service . Select the server where the Local Survivability
Module needs to be installed and the Internal IP that will be used. Theremaining fields can be
set as default. Click Add.

Note: If a prefix is added, it must be less than 10 characters.
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Choose a service to add

Add Manually

Local Survivability

Choose the Node and Internal IP. You can optionally mask the Vanity name from Domain.

Add Local Survivability

Install on a node *

[ zoom-node-4

Internal IP *

[ 192.68.200.29

Internal domain

Mask .vanlty name from the Add prefix :]
domain{"zoom")

m Cance'

The Survivability service will start deploying and once deployed it will start reflecting as below.

Zoom Node - Phone v Components’ Servers' Agentss Dashboard Alerting Operation Logs  Settings

@ AZoam Node update is svallable and will be installed within 7 days. Update Postpane For 1 Week

Q Update | | Add Components | |
All Companents ~ All Status ~
[7) Component Server Status CPU  Memory  Version
[ Local Survivability LocalSurvivabllity \. Downloading 12.0%

Once the module has finished installing, the Status will be Stopped. DO NOT START MODULE UNTIL
IT IS ASSIGNED TO A SITE.
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2.11 Zoom Phone Site Configuration for Local Survivability

After the Zoom Phone Local Survivability Module has been set up, this will be assigned to a site.By default all users in
a Site will be assigned to this Local Survivability Module. Based on the hardware specification of the server, the
maximum number of devices will be restricted to 2000 or 5000 devices. In future Zoom will add the capability to
select which users and devices within a site are enabled for survivability.

1. Navigate to Phone System Management > Company Info > Account Settings >Zoom Node and enable the
Local Survivability option.

Multiple Sites
Routing

Zoom Node
Notifications
Desk Phone
Contact Center
Security
Templates

Others

Directary, or apply the policy of Location Based Routing. Any outgoing calls from the SIP Groups will be routed to the specific Route Groups.

Routing Rules  Manage

The directory backup routing rules are a series of predefined Regular Expressions. These rules are used to route outgoing calls. If a dialed
number does not match a Zoom Phone user, and does not match a defined External Contact, these rules are tested next. If a dialed number
does not match any rules, the call will be routed via the PSTN

Zoom Node
Local Survivability Manage
Local Survivability allows customers ta have basic Zoom Phone service in the event that the site lases connectivity to Zoom data centers

Zoom Phone functionality will be limited to basic extension to extension calling. PSTN calling can be added by integrating the Survivability
Node with a gateway or SBEC which has PSTN services.

Notifications

2. Select Manage and find the Local Survivability server that will be assigned to this site.

3. Select Assign to and select the appropriate site. Click Save
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Company Info > Account Settings > Local Survivability

Local Survivability

Q Status (All) - Site (All)
Display Name Server Service Status Version Assigned To
Survivability Node Local Survivability P Running 1.01 - ‘» Assign to

4. Navigate to Advanced > Zoom Node >Zoom Node - Phone > Components. Find theserver and click Start.

Zoom Node - Phone v Components Servers Agentss Dashboard Alerting  Operation Logs Settings
Q | Update Add Components |
Il Co r Il S
Compor S Sta PU ory Vi 1
Survivability Node @ Stopped 1.0.1 - | st | Configure

5. Navigate to Phone System Management > Company Info > Sitename > Settings >

Zoom Node and enable Local Survivability
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2.12 Integration Zoom Node with Oracle SBC Session Border Controllers (SBC)

Oracle SBC is required to connect to Zoom Node to provide PSTN connectivity functionality. To integrate Local
Survivability module with our SBC over a SIP trunk, perform the following steps:

Add the SBC

1.

2

Add the SBC internal IP by navigating to Company Info > Account Settings > Routing > Session Border
Controllers

Click Manage and select Add

Enter a Display Name

Enter IP address

Enable OPTIONS Ping Status

Mark In Service to bring the SBC in Service

Note: IP address should be reachable from the Local Survivability module directly. NAT is not recommended.
Currently, only port 5061 is supported by Zoom Node thus ensure that the SBC communicates to Local
Survivability over port 5061

Edit SBC

Display Name [[ Paris-5BC-1P2]

Public IP Address (3

Protoceol

Bring Your Own PBX -
Premises @

OPTIONS Ping Status (@

In-Service @

Diversion Headers

T.38 Fax @

Survivability
Public/Private IP
Address (Optional)

Assign this SBC to a Route group

1
2
3
4.
5
6

Navigate to Company Info > Account Settings > Route Groups

Click Add and select Or, add a new route group

Enter a Display Name for the Route group

Change the Type to Survivability

Click on Add and select the Session Border Controller that was added in the previoussteps

Click Save
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Edit Route Group

Display Name [[ ra

Type Survivability

Distribution Sequential

Session Border Controllers

Paris-SBC-IP2{192.168.200.32.5061) -  Add

o

Assign this Route group to the Local Survivability Module

1
2.

Navigate to Company Info > Account Settings > Zoom Node and click Manage

Select the server and click “Assign to” and select the Route Group that was created inthe previous steps.

Click Save

Edit Route Group

Display Name [[ raz|

Type Survivability

Distribution Sequential

Session Border Controllers

Paris-5BC-1P2 (192168 200.32-5061)
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3 Network Diagram

Zoom supported Clients and Devices maintain a keepalive mechanism (based on SIP OptionsPing) to the Zoom
Phone cloud. In the event of an outage the client continues to send keepalive messages in order to detect the
return of the cloud service and initiate resumption of normal operations.

Clients discover the appropriate failover ZPLS modulefrom the Zoom Phone platform during the bootup process
since the ZPLS Module is added as the tertiary User Agent Server behind the primary and backup SIP zone.

In the event that a site is offline and the keepalive mechanism to the Zoom cloud has failed, supported clients
and devices will register to the ZPLS module using SIP overTLS.

For Inbound and Outbound PSTN Connectivity Oracle SessionBorder Controller (SBC) that maintains
operational PSTN Connectivity either through a legacy TDM/analog connection or SIP Trunk leveraging a
cellular or alternate internet connection. The ZPLS module routes any foreign number that is not known locally
to the SBC.

SIF over TLY $f———3
Media

PSTN

Zoom Node

Corporate Network

* Zoom MNode — Oracle SBC Private (LAN) side
* Zoom BYOC — Oracle SBC is on Public (WAN) side
* Zoom Node stays in Dormant Mode with OPTIONS Ping
flowing to and from Oracle SBC
* (Calls come to Oracle SBC with Zoom BYOC Cloud

ORACLE
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Intermet
sBC
Zaom Naode P
Private |F 155212 714.177
P over TLS/Intran

U R o— I b

Mode Private B
Zoom 197168 100 F
Phane

Zoom Node

PSTN

Corporate Network

* Internet connectivity down between Zoom Client and Zoom
Cloud. Zoom Node starts sending calls towards Oracle SBC
* Once connection is restored, calls connect like normal operation
mode

ORACLE’

4 Configuring the Oracle SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for interworking with Zoom Node.

All testing was performed in Oracle Labs. Below is an outline of the network setup used to conduct all testing
between the Oracle SBC and Zoom Phone platform.

These instructions cover configuration steps between the Oracle SBC and Zoom Node. The complete
interconnection of other entities, such as connection of the SIP trunk, 3rd Party PBX and/or analog devices are
not fully covered in this instruction. The details of such connection are available in other instructions produced
by the vendors of retrospective components.

There are two methods for configuring the Oracle SBC, ACLI, or GUI.For the purposes of this note, we’'ll
provide both GUI Screenshots and ACLI commands.

This guide assumes the Oracle SBC has been installed, management interface has been configured, product
selected and entitlements have been assigned. If you require more information on how to install your SBC
platform, please refer to the ACLI configuration guide.

Any configuration parameter not specifically listed below can remain at the ORACLE SBC default value and
does not require a change for connection to Zoom Phone to function properly,however this should note should
be treated as basic guidelines and there may be a need to implement additional Oracle SBC configuration
parameters in your production setup.

Contact your Oracle Sales representative if you require assistance in configuring the Oracle SBC.
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Note: All network parameters, ip addresses, hosthames etc..are specific to Oracle Labs, and cannot be used
outside of the Oracle Lab enviroment. They are for example purposes only!!!

IMPORTANT - Zoom Node is the Survivability Solution from Zoom ,which means Node only comes in the call
flow when the Zoom clients are able to establish the connectivity with Zoom Cloud.Under normal
circumstances Oracle SBC connects with Zoom Cloud IPs to send receive calls.

The current application note is a subset of Zoom BYOC application note and mainly focuses on steps required
to connect Zoom Node with Oracle SBC.We have Another application Note Oracle SBC with Zoom BYOC that
provides detailed instructions on how to connect Zoom BYOC with Oracle SBC.

4.1 Global Configuration Elements

Before you can configuration more granular parameters on the SBC, there are four global configuration
elements that must be enabled (nap optional) to proceed.

e System-Config
e Media-manager-Config

e SIP-Config
e ntp-config

4.1.1 System-Config

To configure system level functionality for the ORACLE SBC, you must first enable the system-config
GUI Path: system/system-config

ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config

e Hostname

e Description

e Location

o Default-gateway (recommend using the management interface gateway for this global setting)
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system A
Modify System Config
host-route
http-client Hostname ZOOM.US
http-server Description SBC for Zoom Cloud Voice
network-interface
ntp-config
Location

phy-interface Burlington MA

Mib System Contact
redundancy-config

. Mib System Name
snmp-community

] i Mib System Location
spl-config

Acp TLS Profile

system-config -
Delete
Show All
network-interface Page 1 ofl (lof Titems) EI
Options
ntp-config
phy-interface Call Trace enable
redundancy-config Default Gateway 10:138194.129
snMp-community Restart | enable
spl-config Telnet Timeout 0 (Range: 0..65535 )
system-config Console Timeout n [ Range: (_ABG3E |
Delete

Show All

e Click the OK at the bottom of the screen.
To configure system-config from ACLI —
ACLI Path: config t->system->system-config
system-config

hostname oraclesbc.com

description SBC for Zoom Cloud Voice

location Burlington, MA

e Perform a save and activate configuration for changes to take effect.
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4.1.2 Media Manager

To configure media functionality on the SBC, you must first enabled the global media manager
GUI Path: media-manager/media-manager

ACLI Path: config t->media-manager->media-manager-config

The following options are recommended for global media manager to help secure the SBC.

e  Max-untrusted-signalling
e  Min-untrusted-signalling

The values in both these fields are related to the SBC’s security configuration. For more detailed security
configuration options, please refer to the SBC’s Security Guide.

{’} Wizards {3} Commands v
media-manager v . :
Modify Media Manager
codec-policy
State
media-manager V| enable
metiepiy Flow Time Limit 86400 ( Range: 0..4294967295 )
Initial Guard Timer 300 ( Range: 04294967295 )
realm-config
Subsq Guard Timer 300 ( Range: 0..4294967295 )
steering-pool
TCP Flow Time Limit 36400 ( Range: 0.4294967295 )
security > - :
TCP Initial Guard Timer 300 ( Range: 0..4294967295 )
session-router
’ TCP Subsq Guard Timer 300 (Range: 0.4294967295 )
system » Hnt Rtcp enable
8
Algd Log Level NOTICE =
Mbcd Log Level NOTICE
! -
Delete
Show All

e Click OK at the bottom.
To enable media-manager from ACLI —

ACLI Path: config t>media-manager->media-manager-config

media-manager

state enabled

¢ Perform a save and activate configuration for changes to take effect.
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4.1.3 SIP Config

To enable SIP related objects on the Oracle SBC, you must first configure the global SIP Config element:
GUI Path: session-router/SIP-config

ACLI Path: config t->session-router- SIP-config

The following are recommended parameters under the global SIP-config:

= Options: Click Add, in pop up box, enter the string: inmanip-before-validate
= Click Apply/Add another, then enter: max-udp-length=0

e Press OK in box

e Home Realm ID (Optional)

Configuration  ViewConfiguration ~ Q Disce € Verify | [5) Saue
local-routing-confi . .
Eeente Modify SIP Config
media-profile
State
session-agent [ enable
Dialog Transparency "
session-group | enzble
Home Realm ID Core Zoom .
session-recording-group i
Egress Realm ID -
session-recording-server
Nat Mode None .
session-translation N
Registrar Domain
sip-config
Registrar Host
sip-feature
Registrar Port 5060 (Range: 0102565535 )
sip-interface
nit Timer 500 (Range: 0.4294967295)
sip-manipulation
Max Timer 4000 (Range: 0.4294967295 )
sip-monitoring Trans Expire = (Range: 0.999999999 ) hd
Natat
local-routing-config
Red Max Trans .
media-prafile 10000 ( Range: 0.50000)
Options
session-agent inmanip-before-validate X
max-udp-length=0
session-recording-group
SPL Options
session-recording-senver
SIP Message Len Ra
nge: 0..65535
session-translation “n9 ( e )
Enum Sag Match enable
eng
sip-config
Extra Method Stats | enable
eng
sip-feature
Extra Enum Stats enable
eng
sip-interface
Registration Cache Limit 0 ( Range: 0999999999 )
sip-manipulation
Register Use To For Lp enable
sip-monitoring
Refer Src Routing | enable
eng
translation-rules
h Delste

Show All

e Click OK at the bottom

To configure sip config from ACLI.
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ACLI Path: config t->session-router->sip-config

sip-config
home-realm-id Zoom
options max-udp-length=0

inmanip-before-validate

e Perform a save and activate configuration for changes to take effect.
4.1.4 NTP Config
GUI Path: system/ntp-config

ACLI Path: config t->system->ntp-config

£} Wizards » £} commands

-

translation-rules Modify NTP Config

system -
Server
198.55.111.50 X
host-route
206.108.0.131 x
http-client
Auth Servers
hitp-server

network-interface Add Upload

o IP Address Key Id Kay
ntp-config

Mo data to display.
phy-interface

redundancy-config

e Click OK at the bottom
To configure ntp-config from ACLI —

ACLI Path: config t>system->ntp-sync

ntp-config
server 216.239.35.0

e Perform a save and activate configuration for changes to take effect.

4.2 Network Configuration

To connect the SBC to network elements, we must configure both physical and network interfaces.
For the purposes of this example, we will configure two physical interfaces, and two network interfaces.
One to communicate with Zoom Cloud Voice, the other to connect to PSTN Network.
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4.2.1 Physical Interfaces

GUI Path: system/phy-interface
ACLI Path: config t>system—>phy-interface

e Click Add, use the following table as a configuration example:

Config Parameter ZoomNode PSTN1
Name sOpl s1p0
Operation Type Media Media
Slot 0 1
Port 0 0

Note: Physical interface names, slot and port may vary depending on environment.Interface sOp0 is created for
communication with Zoom BYOC but this document only focuses on ZoomNode and PSTN connection so it can
be ignored.

Configuration View Canfiguration Q £) Verify

B) Save

media-manager »

Phy Interface

security »

session-router »

U Search
Action  Select Name Operation Type Port Slot Virtual Mac Admin State Auto Negotiation
fraud-protection
s0p0 Media Q o} enabled enabled
host-route
s0pl Media 1 o} enabled enabled

http-client
hitp-server : s1p0 Media 0 enabled ensbled

network-interface

e Click OK at the bottom of each after entering config information.

To configure phy-interface from ACLI —

ACLI Path: config t>system->phy-interface

phy-interface
name sOpl
operation-type Media
port 1
phy-interface
name s1p0
operation-type Media
slot 1

e Perform a save and activate configuration for changes to take effect.

4.2.2 Network Interfaces

GUI Path: system/network-interface
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ACLI Path: config t->system->network-interface

e Click Add, use the following table as a configuration example:

Configuration Parameter ZoomNode PSTN
Name sOpl s1p0
Hostname
IP Address 192.168.200.32 192.168.1.10
Netmask 255.255.0.0 255.255.255.0
Gateway 192.168.200.1 192.168.1.1

e Click OK at the bottom of each after entering config information

To configure network-interface from ACLI —

ACLI Path: config t->system->network-interface

network-interface

network-interface

name sOpl

ip-address 192.168.200.32
netmask 255.255.0.0
gateway 192.168.200.1

name s1p0
ip-address 192.168.1.10
netmask 255.255.255.0
gateway 192.168.1.1

e Perform a save and activate configuration for changes to take effect.

4.3 Security Configuration

This section describes how to configure the SBC for both TLS and SRTP communication with Zoom Node.The
connection between the Oracle SBC and Zoom Phone platform is secured via TLS/SRTP.

This setup requires a certificate signed by one of the trusted Cerificate Authorities.
4.3.1 Certificate Records

“Certificate-records” are configuration elements on Oracle SBC which captures information for a TLS certificate
such as common-name, key-size, key-usage etc.
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This section walks you through how to configure certificate records, create a certificate signing request, and
import the necessary certificates into the SBC’s configuration.

GUI Path: security/certificate-record
ACLI Path: config t->security->certificate-record
For the purposes of this application note, we’'ll create five certificate records.They are as follows:

e SBC Certificate (end-entity certificate)

e DigiCertGlobalRootCA- In our setup SBC certificate is signed from DigiCertGlobalRootCA

o DigiCert Intermidiate Cert (this is optional — only required if your server certificate is signed by an
intermediate).In our setup we have DigiCert SHA2 Secure Server CA as the Intermediate CA.

These Certificates can be downloaded at below links —

e https://cacerts.digicert.com/DigiCertGlobalRootCA.crt.pem
e https://www.digicert.com/kb/digicert-root-certificates.htm#intermediates

The follow certificates must be installed onto the SBC to trust the TLS Certificate provided by Zoom for TLS
negotiation.DigiCert TLS Certificates can be downloaded at below Links.

e https://cacerts.digicert.com/DigiCertGlobalRootCA.crt.pem
e https://cacerts.digicert.com/DigiCertGlobalRootG2.crt.pem
e https://cacerts.digicert.com/DigiCertGlobalRootG3.crt.pem

4.3.2 SBC End Entity Certificate
The SBC'’s end entity certificate is what is presented to Zoom Node signed by your CA authority which is
trusted by Zoom (Please see section 6.5.1 for detailed Zoom Supported CA Vendors), in this example we are
using Digicert as our signing authority. The certification must include a common name.
For this, we are using an fqdn as the common name.

e Common name: (telechat.o-test06161977.com)

To Configure the certificate record:

e Click Add, and configure the SBC certificate as shown below:
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N e

media-manager r o
Modify Certificate Record
sacurity v
Mame S
authentication-profiie SBCEnterpriseCent
Count
centificate-record L Us
tls-global State Caltfarria
fls-profe Locality Redwood City
5255h0M-TOUtEr r Organization Oracle Corporatian
SyS1ET v Uinit

fraud-pratection )
Comman Name fEiEChat.o-tast0als1eT Tenm

nost-raut2

Ky Size ~
2043 -
mitp-client _
Akernate Name
nbp-seryer
Trusted .
i /| enabie

network-interface
Atp-cont ey Lsage Lt digiaiEignature x
P keyEncipnemmeant
ghy-Interface
redundancy-contis Friended ey Ussee L SErversuth x Chientauth

SMMp-Community
spl-contig

Show All

e Click OK at the bottom
e Next, using this same procedure, configure certificate records for Root CA and Intermediate Certificates

To configure certificate-record from ACLI —

ACLI Path: config t->security->certificate-record

certificate-record
name SBCEnterpriseCert
state California
locality Redwood City
organization Oracle Corporation
unit Oracle CGBU
common-name telechat.o-test06161977.com
extended-key-usage-list serverAuth
ClientAuth

e Perform a save and activate configuration for changes to take effect.
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e Next, using this same procedure, configure certificate records for the Root CA certificates

4.3.3

Root CA and Intermediate Certificates

The following, DigitCertRootGlobalRootCA and DigiCert SHA2 Secure Server CA are the root and intermediate
CA certificates used to sign the SBC’s end entity certificate.

To trust Zoom certificates, your SBC must have below DigiCert Global Root CA, DigiCert Global Root G2 and
DigiCert Global Root G3 installed.

Note : Since both Oracle SBC and Zoom use DigiCert Global Root CA only one certificate record should be
created for the DigiCert Global Root CA certificate.

Please use the following table as a configuration reference: Modify the table according to the certificates in your

environment.

Config Digicert DigiCertGlobalRootCA | DigiCertGlobalRootG2 | DigiCertGlobalRootG3
Parameter Intermediate
Common DigiCert SHA2 DigiCert Global Root DigiCert Global Root DigiCert Global Root
9 CA G2 G3
Name Secure Server CA
Key Size 2048 2048 2048 2048
Kev-Usage- digitalSignature digitalSignature digitalSignature digitalSignature
y List 9 keyEncipherment keyEncipherment keyEncipherment keyEncipherment
Extended Key serverAuth serverAuth serverAuth serverAuth
Usage List
Key algor rsa rsa rsa rsa
Digest-algor Sha256 Sha256 Sha2s6 Sha256

4.3.4 Zoom Approved CA Vendors

Below is the list of Zoom approved CA Vendors. Oracle SBC Certificate can be signed by any of these
Certificate Authorities.

Certificate Issuer Organization
Common Name or Certificate Name

Buypass AS-983163327 Buypass Class 2 Root CA

Buypass AS-983163327 Buypass Class 3 Root CA

Baltimore Baltimore CyberTrust Root

Cybertrust, Inc Cybertrust Global Root

DigiCert Inc DigiCert Assured ID Root CA
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DigiCert Inc DigiCert Assured ID Root G2
DigiCert Inc DigiCert Assured ID Root G3
DigiCert Inc DigiCert Global Root CA

DigiCert Inc DigiCert Global Root G2

DigiCert Inc DigiCert Global Root G3

DigiCert Inc DigiCert High Assurance EV Root CA
DigiCert Inc DigiCert Trusted Root G4

GeoTrust Inc.

GeoTrust Global CA

GeoTrust Inc.

GeoTrust Primary Certification Authority

GeoTrust Inc.

GeoTrust Primary Certification Authority - G2

GeoTrust Inc.

GeoTrust Primary Certification Authority - G3

GeoTrust Inc.

GeoTrust Universal CA

GeoTrust Inc.

GeoTrust Universal CA 2

Symantec Corporation

Symantec Class 1 Public Primary Certification Authority - G4

Symantec Corporation

Symantec Class 1 Public Primary Certification Authority - G6

Symantec Corporation

Symantec Class 2 Public Primary Certification Authority - G4

Symantec Corporation

Symantec Class 2 Public Primary Certification Authority - G6

Thawte, Inc. Thawte Primary Root CA

Thawte, Inc. Thawte Primary Root CA - G2

Thawte, Inc. Thawte Primary Root CA - G3

\VeriSign, Inc. \VeriSign Class 1 Public Primary Certification Authority - G3
VeriSign, Inc. \VeriSign Class 2 Public Primary Certification Authority - G3
VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G3
\VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G4
VeriSign, Inc. \VeriSign Class 3 Public Primary Certification Authority - G5
\VVeriSign, Inc. VeriSign Universal Root Certification Authority

AffirmTrust AffirmTrust Commercial

AffirmTrust AffirmTrust Networking

AffirmTrust AffirmTrust Premium
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AffirmTrust AffirmTrust Premium ECC

Entrust, Inc. Entrust Root Certification Authority
Entrust, Inc. Entrust Root Certification Authority - EC1
Entrust, Inc. Entrust Root Certification Authority - G2
Entrust, Inc. Entrust Root Certification Authority - G4
Entrust.net Entrust.net Certification Authority (2048)
GlobalSign GlobalSign

GlobalSign GlobalSign

GlobalSign GlobalSign

GlobalSign nv-sa GlobalSign Root CA

The GoDaddy Group, Inc. Go Daddy Class 2 CA

GoDaddy.com, Inc. Go Daddy Root Certificate Authority - G2
Starfield Technologies, Inc. Starfield Class 2 CA

Starfield Technologies, Inc. Starfield Root Certificate Authority - G2
QuoVadis Limited QuoVadis Root CA 1 G3

QuoVadis Limited QuoVadis Root CA 2

QuoVadis Limited QuoVadis Root CA 2 G3

QuoVadis Limited QuoVadis Root CA 3

QuoVadis Limited QuoVadis Root CA 3 G3

QuoVadis Limited QuoVadis Root Certification Authority
Comodo CA Limited AAA Certificate Services

AddTrust AB AddTrust Class 1 CA Root

AddTrust AB AddTrust External CA Root

COMODO CA Limited COMODO Certification Authority
COMODO CA Limited COMODO ECC Certification Authority
COMODO CA Limited COMODO RSA Certification Authority
The USERTRUST Network USERTrust ECC Certification Authority
The USERTRUST Network USERTrust RSA Certification Authority
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T-Systems Enterprise Services
GmbH T-TeleSec GlobalRoot Class 2

T-Systems Enterprise Services
GmbH

T-TeleSec GlobalRoot Class 3

4.3.5 Generate Certificate Signing Request

Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end entity
only.

This is not required for any of the Root CA or intermidiate certificates that have been created.

On the certificate record page in the Oracle SBC GUI, select the SBC’s end entity certificate that was created
above, and click the “generate” tab at the top:

£F Wizards » £} Commands venfy
media-manager 3 "

Certificate Record
securty

authentication-profile

Add Delete Al Upload Downlad Q,
certificate-record
Name Country State Locality Organization Unit Comman Name
tis-global DigICertinter us Ma Engineering DIZICErt SHAZ S2CUre SErver CA
tis-profie DigicCertRoot us MA Englnesring DigiCert Global Root CA
GoDaddyinter us MA Engineering GaDaddy Secure Server CA
session-router >
GoDaddyRoot us MA Enginesring GoDaddy Class2 Root CA
system v SBCENerpriseCen California Redwood City Oracle Corporation telechat.o-12s5106161977.00m
Edit
fraud-protection
Copy
host-route Delete
ap-dient EEEE
Impart
hitp-server
sort >

network-intertace

ntp-config

o Generate certificate response x o :

Ste Re Copy the following informatian and send to a CA authority

dz|

B
HECLyFpSCRxLIUfXBUROIM:

Close
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e copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

e Also note, at this point, a save and activate is required before you can import the certificates to each
certificate record created above.

To Perform the Steps From ACLI use the below command —

generate-certificate-request SBCEnterpriseCert

This Step generates a text on Screen as shown below —

----- BEGIN CERTIFICATE REQUEST-----
MIIC4zCCAcsCAQAwazELMAKGALUEBhMCVVMxCzAJBgNVBAgTAK1IBMRMWEQYDVQQ
HEwpCdXJsaW5ndGO9uMRQWEQYDVQQKEwWtFbmdpbmViecmluZzEKMCIGALUEAXMbdGVs
ZWNoYXQuby10ZXNOMDYxN]E5NzcuY29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAr3AmjF15PclcWiB/kFEXUGNHQHIbkJi28MDbcprO/KLXIHQysSnw
UWz34XLBfLQ6rS4AMLYEMR8Nt8BGGNSIWKIR431LsX7L+yGWVRjcBFP6DIHtHOVugm
ixVaUJpg5luPY6SvT1shyu26illBsLfem43tbKq5jz/jrvalzyhlCvAQ23cloS5a
D4UiF2mNOuSgxvmkx50a3/BNYbKecLNOxvKQyyTMgffNpASbZuw+eMEUKIS5iB+AB
/AAOZRP4bn4qlE3wn8pJsNm8Pjxy4hbz24ySgmaN9iXpP1FdRwOTemfCsNazZRuK
DsviWwJfunZYTzRfDe5pJToMH4u1zt2fK1QIDAQABoDMwWMQY JKoZIhveNAQKOMSQw
[JALBgNVHQ8EBAMCBaAwWEWYDVROIBAWwWCgY IKwYBBQUHAWEWDQY JKoZIhveNAQEL
BQADggEBADDSY+u08LxmTMIsJ2Rjc8cgPZocTgBDXNOtp27S4FuB/01ikBBAG3YV
Ffp7/Q8ZeFHHgU/rMzeF8Gp0o9Cc6IUGGuUx3/ws8ZkgRBxsNIG276i7pFN1vCIEP
89AGXxtryioRMc4kcdPpLINQ10Qx1zKobHMTftGLDI6jN2pvn3zYHH8gA9V/1/yKa
3n0j33EuUTrvTIQ5P4IgyVJqSBKkdI29T1gXY608IVFLCQefTrF4TLc6teNzxXMdPw
PHoPu9hM3scGOWOHQNODXOFeq2AxBQzAa0/Cjf7Bw3I3POmMclOawgDecZ8UjHpJ
1zNX9/Gxg5X+S2QKkH|NmPK+JuePgX4l=

————— END CERTIFICATE REQUEST-----

Copy/paste the text that gets printed on the screen as shown above and upload to your CA server for signature.

Also note, at this point, another save and activate is required before you can import the certificates to each
certificate record created above.

Once you have received the signed certificate back from your signing authority, we can now import all
certificates to the SBC configuration.

4.3.6 Import Certificates to SBC

Once certificate signing request has been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the SBC.
Once all certificates have been imported, issue save/activate from the WebGUI
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£F Wizards £¥ Commands = Save ety
media-manager 3 e
Certificate Record
securtty v
authentication-profile
Add Delete Al Upload Download saarch
certificate-record
Mame Country State Locality Organization Unit Common Name
ts-glabal DIgICertinter us Ma surlingran Engineering DIEICEr SHAZ SECure Server CA
tls-profile DigiCertRoat us Ma Burlington Engineering DigiCert Global Root CA
us 1A Burlington Engineering GoDaddy Secure Server CA
sesslon-router »
us MA Burlington ENginesring GoDaddy Class2 Root CA
system v us California Redwood City Oracle Corporation telechat.o-test06161977.c0m
fraud-protection copy
host-route Delete
hp-chent Generate
Import
htp-server
sart »
network-interface
ntp-config
i
) _ertificate Rec Import certificate x
Format
Add Ditee Al phes
%509
T Import methad )
: y-al
Fase
= e - No file d
Certificate file 4, Ugioad o file chosen.
Import Cancel

Repeat these steps to import all the root and intermediate CA certificates into the SBC:

e DigiCertintermediate

e DigiCertGlobalRootCA
e DigiCertGlobalRootG2
e DigiCertGlobalRootG3

At this stage, all required certificates have been imported.

To import the certificate from ACLI follow below procedure -
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import-certificate try-all SBCEnterpriseCert

The System will show a prompt as below -

IMPORTANT:
Please enter the certificate in the PEM format.

Terminate the certificate with ";" to exit.......

MIIC4zCCAcsCAQAwazELMAKGALUEBhMCVVMxCzAJBgNVBAgTAk1IBMRMwWEQYDVQQH
EwpCdXJsaW5ndGO9uMRQwWEgYDVQQKEwtFbmdpbmVicmluZzEKMCIGALUEAXMbdGVs
ZWNoY XQuby10ZXNOMDYxNjE5NzcuY29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAr3AmjF15PclcWiB/kFEXUGNHQHIbkJi28MDbcprO/KLXIHQysSnw
UWz34XLBfLQ6rS4AMLYEMR8Nt8BGGNSIWKIR431LsX7L+yGWVRjcBFP6DIHtHOVugm
ixVaUJpg5luPY6SvT1shyu26illBsLfem43tbKq5jz/jrvalzyhlCvAQ23cloS5a
D4UiF2mNOuSgxvmkx50a3/BNYbKecLNOxvKQyyTMgffNpASbZuw+eMEUKIS5IB+AB
/AA0ZRP4bn4qlE3wn8pJsNm8Pjxy4hbz24ySgmaN9iXpP1FdRwOTemfCsNazZRuK
DsviWwJfunZYTzRfDe5pJToMH4ul1zt2fK1QIDAQABoDMwWMQY JKoZIhveNAQKOMSQw
[JALBgNVHQ8EBAMCBaAWEWYDVROIBAWWCgYIKwYBBQUHAWEWDQYJKoZIhveNAQEL
BQADggEBADD5Y+u08LxmTMIsJ2Rjc8cgPZocTqBDXNOtp27S4FuB/01ikBBAG3YV
Ffp7/Q8ZeFHHgU/rMzeF8Gp0o9Cc6IUGGuUx3/ws8ZkgRBxsNIG276i7pFN1vCIEP
89AGXxtryioRMc4kcdPpLINQ10Qx1zKobHMTftGLDI6|N2pvn3zYHH8gA9V/1/yKa
3n0j33EuUTrvTIQ5P4IgyVJqSBKkdI29T1gXY608IVFLCQefTrFATLc6teNzxXMdPw
PHoPu9hM3scGOWOHQNODXOFeq2AxBQzAa0/Cjf7Bw3I3POmMclOawgDecZ8UjHpJ
1znX9/Gxg5X+S2QkH|NmPK+JuePgX4l=

save and activate your configuration.

Repeat these steps to import all the root and intermediate CA certificates into the SBC.

4.3.7 TLS Profile
TLS profile configuration on the SBC allows for specific certificates to be assigned.
GUI Path: security/tls-profile
ACLI Path: config t->security>tls-profile
e Click Add, use the example below to configure
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Zoom supports the following signalling ciphers that need to be added to the TLS profile:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES 256 _CBC_SHA256
TLS_RSA_WITH_AES 128 CBC_SHA

Configuration | wiewconfiguration Q
media-manager > i
Modify TLS Profile
security v
Name ==
authentication-profile 12 oom
End Entity Certificate et
certificate-record SBCEnterpriseCert v
Trusted Ca Certificates -
tls-global DigiCertRoot »
DigiCertGlobalRootG2 x
tis-profile
DigiCertGlobslRootG3 X
session-router 3
Cipher List =
n TLS_ECOHE_RSA_WITH_AES_256_t
system 3
X
TLS_RSA_WITH_AES_256_CBC_SHAZ
X
TLS_RSA_WITH_AES_128_CBC_SHA
X
b
Verifv Depth an f Danra LELE
Show Al Back

e Click OK at the bottom
To configure tls-profile from ACLI —

ACLI Path: config t->security>tls-profile

tls-profile
name TLSZoom

end-entity-certificate SBCEnterpriseCert

trusted-ca-certificates DigiCertRoot
DigiCertGlobalRootG2
DigiCertGlobalRootG3

cipher-list TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA WITH_AES_128 CBC_SHA

mutual-authenticate enabled

e Perform a save and activate configuration for changes to take effect.
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4.4 Media Security Configuration

This section outlines how to configure support for media security between the ORACLE SBC and Zoom Cloud
Voice.

4.4.1 Sdes-profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are
configured.

GUI Path: security/media-security/sdes-profile

ACLI Path: config t->security->media-security->sdes-profile

Oracle SBC and Zoom Cloud Voice Support the following media ciphers for SRTP:
AEAD_AES_256_GCM

AES_CM_256_HMAC_SHA1 80

AES_CM_128 HMAC_SHA1 80

AES _CM_128 HMAC_SHA1 32

Click Add, and use the example below to configure.

Configuration | ViewConfizuration Q,

qu - ans
-

authe Modify Sdes Profile

ation

authentication-profile Name
SDES

cert-status-profile Crypto List
AEAD AES 256 GCM X

certificate-record

AES_CM_128 HMAC_SHA1 32 X

factory-accounts AES_356 CM_HMAC_SHAI_S0
x
Ike >
AES_CM_128_HMAC_SHA1 80 X
ipsec >
Srtp Auth
rip A | enable
local-account SripE
rtp Encrypt * ensble
SITCP Encrypt v ensble
Miki .
enable
Egre=s Offer Format same-a5-Ingress v
sges-prafile
Use Ingress Session Params
slpura-profile
Opticns
password-policy
-
\ oK Sack
Show Al (/‘u =

e Click OK at the bottom
To configure sdes-profile from ACLI —

ACLI Path: config t->security->media-security->sdes-profile
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sdes-profile
name SDES
crypto-list AEAD_AES 256 _GCM

AES_CM_128 HMAC_SHA1_ 32
AES_256_CM_HMAC_SHA1_80
AES_CM_128 HMAC_SHA1_80

e Perform a save and activate configuration for changes to take effect.

4.4.2 Media Security Policy

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any of
them) and, if SRTP needs to be used, the sdes-profile that needs to be used

In this example, we are configuring two media security policies. One to secure and decrypt media toward Zoom,
the other for non-secure media facing PSTN.

These are named as sdesPolicy and RTP.
GUI Path: security/media-security/media-sec-policy
ACLI Path: config t->security->media-security->media-sec-policy

e Click Add, use the examples below to configure

media-manager » . X )
Madify Media Sec Policy
seCurity v
admin-sacurity » Hame sdesPalicy
Pass Through R

auth-params enabls

thenticati Options
authentication
authentication-profile

4 Inbound
Cert-starus-profie Profile cpEs
E -
certificate-record Mode p .
ik " Protocol .
P N Hide Egress Media Update enable
media-security v
4 Outbound

atls-srip-profile Profile SDES

media-sec-policy Mode g .

soes-profile Protocol sdes -

R Back
password-paiicy -
Shaw Al ()
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media-manager
SECUrity
admin-security
auth-params
authentication
authentication-profile
Cert-status-profile
certificate-racord
ike
ipsac
meaig-security
gitis-srip-profile
media-sec-policy
soes-profie
sipura-profile

passweord-palicy

Show All ()

Modify Media Sec Paolicy

Name

RTF
Pass Thraugh .
znabiz

Options

4 Inbound

Profile

Mode rtp

Protocol nane

Hide Egress Media Update enable

4 Outbound

Profile

Mode rip

Protocol nane

Back

To configure media security from ACLI.

ACLI Path: config t->security->media-security->media-sec-policy

media-sec-policy
name
media-sec-policy
name
inbound
profile
mode
protocol
outbound
profile
mode
protocol

RTP

sdesPolicy

SDES
srtp
sdes

SDES
srtp
sdes

e Perform a save and activate configuration for changes to take effect.
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4.5 Media Configuration

This section will guide you through the configuration of realms and steering pools, both of which are required for
the SBC to handle signaling and media flows toward Zoom and PSTN.

45.1 Realm Config

Realms are a logical distinction representing routes (or groups of routes) reachable by the Oracle Session
Border Controller and what kinds of resources and special functions apply to those routes. Realms are used as
a basis for determining ingress and egress associations to network interfaces.

Realms are a logical distinction representing routes (or groups of routes) reachable by the Oracle Session
Border Controller and what kinds of resources and special functions apply to those routes. Realms are used as
a basis for determining ingress and egress associations to network interfaces.

ZoomNode Realm

This is a standalone realm facing Zoom Node.
PSTN Realm

This is a standalone realm facing PSTN/SIP Trunk
GUI Path; media-manager/realm-config

ACLI Path: config t>media-manager->realm-config

e Click Add, and use the following table as a configuration example for the three realms used in this
configuration example

Config Parameter Zoom Node PSTN Realm
Identifier ZoomNode Peer SIPTrunk
Network Interface sOp1:0 s1p0:0
Mm in realm | A
Access-control-trust-level High High
Media Sec policy sdespolicy RTP

Also notice, the realm configuration is where we assignh some of the elements configured earlier in this

document, i.e.

e Network interface
e Media security policy
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Configuration View Configuration Q Discard € Verify

media-manager v

Realm Config

codec-policy

media-manager

D & & & Search Q
media-policy
Select  Identifier Description Addr Prefix Network Interfaces MediaRealmList ~ Mm InRealm Mm In Network

realm-config

Core_Zoom Realm Facing Zoom Phone | 0.0.0.0 s0p0:0.4 enabled enabled
steering-pool

Peer_SIPTrunk Ream facing SIP trunk 0000 slp0:0.4 enabled enabled

security >

session-router » ZoomNode Zoom Node facing Realm 0000 s0pl04 disabled enabled

system v

fraud-protection

To configure realm-config from ACLI —

ACLI Path - config t>media-manger—>realm-config

realm-config
identifier Peer_SIPTrunk
description Ream facing SIP trunk
network-interfaces s1p0:0.4
mm-in-realm enabled
gos-enable enabled
media-sec-policy RTP
access-control-trust-level high
codec-policy OptimizeCodecs
hide-egress-media-update enabled
realm-config
identifier ZoomNode
description Zoom Node facing Realm
network-interfaces s0p1:0.4
media-sec-policy sdesPolicy
access-control-trust-level high

e Perform a save and activate configuration for changes to take effect.

45.2 Steering Pools

Steering pools define sets of ports that are used for steering media flows through the ORACLE SBC.

These selected ports are used to modify the SDP to cause receiving session agents to direct their media toward
this system.

We configure one steering pool for PSTN and one steering pool for Zoom Phone

GUI Path: media-manager/steering-pool

ACLI Path: config t->media-manager->steering-pool

e Click Add and use the below examples to configure.
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Configuration | viewConfiguraton ~ Q Dises 2 Verty || (8 save

media-manager v

Steering Pool

codec-policy

media-manager

B L & a
media-policy
Action Select IP Address Start Port End Port Realm ID Network Interface
realm-config
155.212.214.177 40000 60000 Core_Zoom
steering-pool
192168110 20000 40000 Peer_SIPTrunk
security >
cession router N : 192168.200.32 10000 20000 ZoomNode

system v

To configure steering-pool from ACLI

ACLI Path: config t->media-manger->steering-pool

steering-pool
ip-address 192.168.1.10
start-port 20000
end-port 40000
realm-id Peer_SIPTrunk
steering-pool
ip-address 192.168.200.32
start-port 10000
end-port 20000
realm-id ZoomNode

e Perform a save and activate configuration for changes to take effect.
4.6 Responding to Options Ping
If running release SCZ830m1p7 or later, there is a new configuration parameters on the Session Agent Config

element, called ping-response. When enabled on each agent, it will take that place of the following SIP-
Manipulation.
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local-palicy Modify Session Agent
local-routing-config
SPL Options
media-profile
Media Profiles
Sesslon-agent
In Translationid
sesslan-graup w

Out Translationid

sesslon-recording-group addrius d
sesslon-recording-server Trust Me enable
sesslon-translation Local Response Map .
sip-config Ping Responise W =nable
sip-featurs In Manipulationid RecnondORTIONS
J i v

sip-interface i iani

P Out Manipulstionid ZoomManipulation -
sip-manipulation Manipulation String
Sip-manttoring Manipulation Pattern
translation-rules

CK Back
system T
Show All

To enable ping-response from ACLI-

SolutionsLab-vSBC-2(session-agent)# ping-response enabled

e Perform a save and activate configuration for changes to take effect.

4.7 Session-Translation

The following session-translation is created and applied as out-translational on the Session-Agent towards
Carriers. This session-translation is created to remove +1 when call is sent towards Carrier as Carrier in this
case requires calls to be presented in 10 digit dial format.

Note: This rule only applies to a US based Carrier and should only be implemented if needed.

GUI Path: session-router/session-translation

ACLI Path: config t-> session-router - session-translation

45| Page



lacal-policy
local-routing-conflz
media-profile
SE5510M-3g8ENt
Sesslon-group
sesslon-recording-group
sesslon-recording-server
sesslan-translation
sip-canfig
sip-feature
sip-Interface
slp-manipulation
SIp-monitonng
translation-rules

SYSTEm

Show All

Madify Session Translation

K removeElas
Rules Calling

removeplus!
Rules Called

removeplus!
Rules Asserted Id

removeplusi x

Rules Redirect

Rules Isup Cdpn

Rules Isup Cgpn

Rules Isup Gn

Rules Isup Rdn

Rules Isup Ocn

local-policy
local-routing-config
media-profile
sesslon-agent
sesslon-graup
sesslon-recording-group
sesslon-recording-senver
sesslan-translation
sip-canflg
sip-feature
sip-Interface
sip-manipulation
slp-monitonng
translation-rules

system

Show All

Modify Translation Rules

d remaoveplus]

Tvpe delete

Add String
Add Index
Delete String

+1

Delats Index

( Range: 0999999999 )

To configure session-translation from ACLI
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session-translation

id removeE164
rules-calling removeplusl
rules-called removeplusl
rules-asserted-id removeplusl

translation-rules

id removeplusl
type delete
delete-string +1

e Perform a save and activate configuration for changes to take effect.

4.8 SIP Interface

The SIP interface defines the transport addresses (IP address and port) upon which the Oracle SBC
receives and sends SIP messages

Configure two SIP interfaces, one associated with PSTN Realm, and the other for Zoom Node.
GUI Path: session-router/SIP-interface

ACLI Path: config t->session-router-> SIP-interface

Click Add, and use the table below as an example to Configure:

Please note, this is also where we will be assigned some of the configuration elements configured earlier in this
document, ie....

e TLS Profile
e Session-timer-profile
e SIP-Manipulations

Use the following as an example to configure SIP interfaces:

Config Parameter SIPTrunk Zoom
Realm ID Peer_SIPTrunk ZoomNode

S”:,;Zﬁ\g& rrlfig SIP Trunk Zoom
Address 192.168.1.10 192.168.1.32

Port 5060 5061

Transport protocol UDP TLS

TLS profile TLSZoom

Allow anonymous agents-only agents-only
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Configuration View Configuration Q, Disca Y Verify

local-routing-config

Modify SIP Interface SR
media-profile

State
session-agent /| enable

Reaim ID ZoomMNode -
session-group
o Description Interface for Zoom Node]
sessien-recording-group
sessien-recording-server
session-translation

SIP Ports
sip-config o
sip-feature Action  Select Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-interface H 19216810.32 5061 upp TLSZoom agents-only
sip-manipulation
sip-monitoring -

Configuration View Configuration Q Disca 3} Verify B save

session-agent Madify SIP Interface Show Configuration
session-group

state V| enable
session-recording-group

Realm ID Peer_SIPTrunk o
session-recording-server .

Description Inertace for PSTN Trunk
session-translation
sip-contig
sip-feature SIP Ports
sip-interface L

Action  Select Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-manipulation
H 192168110 5060 upe agents-only

sip-monitoring
translation-rules

To configure sip-interface via ACLI.

ACLI Path: config t->session-router->sip-interface
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sip-interface
realm-id Peer_SIPTrunk
description Inerface for PSTN Trunk
sip-port
address 192.168.1.10
allow-anonymous agents-only
sip-interface
realm-id ZoomNode
sip-port
address 192.168.10.32
port 5061
tls-profile TLSZoom
allow-anonymous agents-only

4.9 Session Agents

Session Agents are configuration elements which are trusted agents that can both send and receive traffic from
the ORACLE SBC with direct access to the trusted data path.

GUI Path: session-router/session-agent
ACLI Path: config t->session-router->session-agent
You will need to configure two session agents for Zoom Phone, and in our example, one for SIPTrunk.

e Click Add, and use the table below to configure:

Config parameter Zoom Node SIPTrunk
Hostname 192.168.200.29 192.168.1.11
IP Address 192.168.200.29 192.168.1.11
Port 5061 5060
Transport method StaticTLS UDP+TCP
Realm ID ZoomNode Peer SIPTrunk
Ping Method OPTIONS OPTIONS
Ping Interval 30 30
Ping Response Enabled Enabled

e Hit the OK tab at the bottom of each when applicable

To configure session-agent via ACLI

ACLI Path: config t->session-router->session-agent
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Configuration Wiew Configuration Q @ verify
media-manzger Session Agent
security
session-router v
access-contral E & Q
) o Action Select Hostname IP Address Port. State App Protocol Realm ID Description
s 1621223259 6212.232.59 S08&1 enabled Core_Zoom SAto Zoom TLS
filter-config
dap-config 621223359 6212 23359 5061 enabled Core_Zoom SAtao Zoom TLS
local-policy 19216811 192168111 5060 enabled Peer_SIPTrunk Session-agent for SIP Trunk
local-routing-config 92.168.200.29 192168.20029 5061 enabled ZoomNode Session agent for Zoom ...
media-profile
session-agent
hostname 192.168.1.11
ip-address 192.168.1.11
realm-id Peer_SIPTrunk
description Session-agent for SIP Trunk
ping-method OPTIONS
ping-interval 60
out-translationid removeE164
out-manipulationid SIPTrunkManipulation
session-agent
hostname 192.168.200.29
ip-address 192.168.200.29
port 5061
realm-id ZoomNode
description Session agent for Zoom Node
ping-method OPTIONS
ping-interval 30

e Perform a save and activate configuration for changes to take effect.

4,10 Routing Configuration

This section outlines how to configure the ORACLE SBC to route SIP traffic to and from PSTN and Zoom
Phone Platform.

The Oracle SBC has multiple routing options that can be configured based on environment. For the purpose of

this example configuration, we are utilizing the Oracle SBC’s Local Policy Routing for all traffic to and from
Zoom.

4.10.1 Calls from PSTN to Zoom
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Zoom Node is configured to accept calls in case of connectivity with Zoom Cloud System goes down, to
achieve this Zoom Node is defined as an additional hop to the local-policy which is used to route calls from
PSTN to Zoom Phone System.

The existing local-policy routes the PSTN calls to the sag:ZoomGrp, which contains Zoom BYOC IPs.

This local-policy is modified with Zoom Node Session-Agent “192.168.200.29” defined as an additional next
hop. Below is the snippet of the modified local-policy. After trying Zoom Phone System hops, the call is
connected via Zoom Node.

Terminate recursion parameter should be disabled on the local-policy for SBC to try all the hops.

GUI Path: session-router/local-policy

ACLI Path: config t->session-router->local-policy

Configuration | viewConfigwation | Q @ Verify
codec-palicy .

Modify Local Policy
media-manager

media-policy From Address
realm-canfig

steering-pocl

security > Peer_SIPTrunk X

session-router
access-control

account-config

State  ensble
filter-conifig i

Palicy Priority e
Idap-config

Palicy Attributes

i

local-routing-conflg Action | Select NextHop Realm Action Terminate Re. Cost State App Pratocol Lookup Next Key Auth User Lo...

lacal-policy

medis-profie : SAGZoOMGR.. CoreZoom | nane disabled 0 enabled single
sesslon-sgert % ZoomMode nane disabled o enabled single

sesslon-group

4,10.2 Route Calls from ZoomNode To PSTN:

In order to route SIP traffic to and from Zoom Phone Platform, the source realm of the ZoomNode is added as
an additional realm to the local policy which routes calls from both ZoomNode and Core_Zoom realm to Carrier
Trunk.
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Configuration | ViewConfigurstion =~ Q Discard | X Verify Seve
codec-policy N
Modify Local Policy
media-managsr
media-policy From Address =
reaim-config -
*x
steering-pool
Source Reaim = ~5r
securmy N Core_zZoom ZoomMode
sesslon-router -
Description
access-control
account-canfig
filter-confi State
N ) enztle
Idap-config Plicy Priority rone .
local-poficy .
local-routing-config ]
media-prafiie Action  Select NextHop Realm Action Terminate Recursi...  Cost State App Protocol Lookup  NextKey Auth User Lookup
session-agent : 192168110 Peer_SIPTrunk none disabled o enabled single

e Click OK at the bottom of each when applicable.

local-policy
from-address *
to-address *
source-realm Core_Zoom
ZoomNode
policy-attribute
next-hop 192.168.1.10
realm Peer_SIPTrunk
local-policy
from-address *
to-address *
source-realm Peer_SIPTrunk
policy-attribute
next-hop SAG:ZoomGRPTLS
realm Core_Zoom
policy-attribute
next-hop 192.168.200.29
realm ZoomNode

5 ACLI Running Configuration
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6 Sample call flow

Following is a sample call flow for a call from Zoom Node towards Oracle SBC.

1.ZoomNode IP Address- 192.168.200.29

2.0racle SBC IP Address -192.168.200.32

3.0racle SBC IP address towards PSTN — 192.168.200.31
4.PSTN Trunk IP address — 54.170.60.2

[+] Session Summary

192,168 200.29 192,168 20032 192 168 200 31 54.172.60.2
2022-11-10 1230:45.447 | INVITE (59496930) —
2022-11-10 12:30:45.447 — Status:100 (59496930)
2022-11-10 12:30:45.448 MEDIA FLOW ADD, ID=16777221, DIRECTION=CALLING
2022-11-10 12:30:45.448 MEDIA FLOW ADD, ID=16777222, DIRECTION=CALLED
2022-11-10 12:30:45.449 EGRESS ROUTE, TYPE=local-policy, NEXT HOP=sip:+18004444444 @parisjramos.pstn twilio.com: 3060
2022-11-10 12:30:45 449 —+ INVITE (39496930) R
2022-11-10 12:30:45.489 — Status: 100 (59496930) +—
2022-11-10 12:30:47.253 — Status:200 (59496930) -
2022-11-10 12:30:47.254 MEDIA FLOW MODIFY, ID=16777222, DIRECTION=CALLED
2022-11-10 12:30:47.254 MEDIA FLOW MODIFY, ID=16777221, DIRECTION=CALLING
2022-11-10 12:30:47.254 — Status:200 (59496930) ]
2022-11-10 123047255 | ACK (59496930) —
2022-11-10 12:30:47.256 s ACK (59496930) —
2022-11-10 12:31:00957 | BYE (59496931) —
2022-11-10 12:31:00.957 - BYE (59496931) —
2022-11-10 12:31:01.029 — Status:200 (59496931) |
2022-11-10 12:31:01.029 — Starus:200 (59496931) “
2022-11-10 12:31:01.029 MEDIA FLOW DELETE, ID=16777221, DIRECTION=CALLING
2022-11-10 12:31:01.029 MEDIA FLOW DELETE, ID=16777222, DIRECTION=CALLED

Below Figure indicates the SIP and SDP Headers from Zoom Node in the SIP INVITE

INVITE sip:+18004444444@192.168.200.32:5061;transport=tls SIP/2.0

Via: SIP/2.0/TLS 192.168.200.29:5091;branch=z9hG4bKecS2m0ZjypvNr
Max-Forwards: 69

From: "19844644662" <sip:+19844644662@10001201.zoom.us>;tag=1gt6teBpDB57B
To: <sip:+18004444444@192.168.200.32:5061>

Call-ID: 40177d6e-dbc0-123b-cc8c-000c29d1£730

CSeq: 59496930 INVITE

Contact:

<sip:gw+bpXTdJltSauda XGO0UgQYGw@192.168.200.29:5091;transport=tls;gw=bpXTdJl
tSauda XGOUQYGw>

User-Agent: Zoom PBX

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY, PUBLISH, SUBSCRIBE

Supported: timer, outbound, path, replaces

Allow-Events: talk, hold, conference, presence, as-feature-event, dialog,
line-seize, call-info, sla, include-session-description, presence.winfo,
message-summary, sync-key, refer

Privacy: none

Content-Type: application/sdp

Content-Disposition: session
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Content-Length: 1683

X-DM-Info: 192.168.1.123<9356,9358,21271>

X-Instance-ID: ZoomChat pc ALNTOzpmUgQdB

X-Capability: 187151

X-Trace-ID: aZ3v81632F0UC502

Phone-Type: pstn

X-FS-Support: update display,send info

P-Asserted-Identity: "19844644662"sip:+19844644662@192.168.200.32:5061

v=0

0=FreeSWITCH 1668063757 1668063758 IN IP4 192.168.200.29

s=FreeSWITCH

c=IN IP4 192.168.200.29

t=0 0

m=audio 37688 RTP/SAVP 102 103 9 0 8 104 101

a=rtpmap:102 opus/48000/2

a=fmtp:102 useinbandfec=1; maxaveragebitrate=40000; maxplaybackrate=24000;
ptime=20; minptime=10; maxptime=40; stereo=1

a=rtpmap:103 opus/48000/2

a=fmtp:103 useinbandfec=1; maxaveragebitrate=40000; maxplaybackrate=24000;
ptime=20; minptime=10; maxptime=40

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:104 telephone-event/48000

a=fmtp:104 0-15

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=rtcp-mux

a=rtcp:37688 IN IP4 192.168.200.29

a=crypto:1 AEAD AES 256 GCM 8
inline:QW5Dsugjg+UlsoIVUK7DSBOGMLrIuMgF7iA7eAkbguCwVXwdbX6yqMj3/1M=
a=crypto:2 AEAD AES 256 GCM
inline:imVBBHS0l6uE1A9HX5JQDhVRCnNnNZc/r9VsdKE4BHMOQ4K3I8+M5wOSU6vI=
a=crypto:3 AEAD AES 128 GCM 8
inline:/Q/rEtU+N+amQPnidryHOVVFEVQiiMeUeL/DtOg==

a=crypto:4 AEAD AES 128 GCM inline:WQKy7gw8Hs]jdKm+bBBFufsN7sYOR6AEYVIlr8g==
a=crypto:5 AES 256 CM HMAC SHAl 80
inline:N+p6ptiTcfyrkFFrHzkj5XC3gQIE/fJ1gNwjCQWO/ORInKxorS6VazdxQsxVnA==
a=crypto:6 AES 192 CM HMAC SHAl 80
inline:FHIS5GYX3fuhLXZPpd4PSwMelJjr9fC707F4ohrwc8KDrTi9vBUs=

a=crypto:7 AES CM 128 HMAC SHAl 80
inline:KQ/Vv+gQBt7eT7fKn5b3XHFEUH+WGxju7cNKLgWi

a=crypto:8 AES 256 CM HMAC SHAl 32
inline:JaztTNuLnR7csxGIB60kpxRXgiWaLwYGCsuDOc10IU7gr/vNggcipdhTffELuQ==
a=crypto:9 AES 192 CM HMAC SHAl 32
inline:thnxON67Z8NFofcL9HhiZD4YCk2YmMTTMCPZu9nLONNnVNN+XFQn4=

a=crypto:10 AES CM 128 HMAC SHAl 32
inline:7rt82sPTNUOeBRpsHrFSNOgIsMkUfji3wFdcEyF1l

a=crypto:11 AES CM 128 NULL AUTH
inline:kbKk0jYyiKjrCTcznIP1GXVaVvjZ4jWui310KG7PO

a=ptime:20
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