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Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing
decisions. The development, release, and timing of any features or functionality described for

Oracle’s products remains at the sole discretion of Oracle.

The content in this document is for informational purposes only and is subject to change by
Oracle without notice. While reasonable efforts have been made in the preparation of this
publication to assure its accuracy, Oracle assumes no liability resulting from technical or editorial
errors or omissions, or for any damages resulting from the use of this information. Unless
specifically included in a written agreement with Oracle, Oracle has no obligation to develop or

deliver any future release or upgrade or any feature, enhancement or function.

Emergency 911/E911 Services Limitations and Restrictions - Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) reviewed in this customer configuration guide will propetly operate with
AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer’s responsibility to
ensure propet operation with its equipment/software vendot.

While AT&T IP Flexible Reach setvices support E911/911 calling capabilities under certain
Calling Plans, there ate circumstances when that E911/911 service may not be available, as stated
in the Setvice Guide for AT&T IP Flexible Reach found at http://new.serviceguide.att.com.
Such circumstances include, but are not limited to, relocation of the end uset’s CPE, use of a
non-native or virtual telephone number, failure in the broadband connection, loss of electrical

power, and delays

that may occur in updating the Customer’s location in the automatic location information
database. Please review the AT&T IP Flexible Reach Service Guide in detail to understand the

limitations and restrictions.


http://new.serviceguide.att.com/
http://new.serviceguide.att.com/
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Abstract

The technical application note defines a SIP configuration model suitable for Oracle’s Acme Packet
3000-4000 series Session Border Controllers (SBCs) connecting Avaya Communications Manager 6.0
from a customer premise to AT&T’s IP Flexible Reach service with MIS, PNT or AVPN transport.
The reference configuration presented was tested in AT&T’s labs.

Introduction

This Oracle technical application note outlines the recommended configuration for the Acme
Packet 3000-4000 series Session Border Controllers, the industry leading Session Border
Controllers, for connecting AT&T’s IP Flexible Reach service to Avaya Communication
Manager 6.0 customers. This document is applicable to Acme Packet OS-C versions 6.0 and
higher.

Intended Audience

This document is intended for user by Oracle Systems Engineers, Oracle Enterprise Customers and
Partners. Itassumes that the reader is familiar with basic operations of the Oracle Communications
Session Border Controller.

Support

*The AT&T website is password protected. The ID and Password are provided to each customer
when they place an order for IP Flexible Reach or IP Toll Free service.

Design Goals

The reference configuration represents the most common SIP to SIP deployment models. Originating
SIP traftic and terminating to a SIP provider via the Oracle Communications Session Border
Controller. The configuration also supports bi-directional call-flows via Local-Policy routes.

This document will annotate each configuration with information on its general applicability. The

intent is to:
e Minimize SIP to SIP interoperability issue’s by standardizing field configurations
e  Provide guidelines for new users for the Oracle Communications Session Border Controller

e Provide a configuration template, base-lining the SIP to SIP configuration (with
accompanying Diagram)

e Flexibility: how resilient the configuration is and how adaptable the configuration is when
turning up new SIP to SIP networks.

e  Performance: minimize the use of unnecessary configuration objects
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Reference Architecture

This section includes a reference architecture diagram, where the Oracle Communications Session
Border Controller is integrated as an Enterprise CPE Trunking Session Border Controller, performing
SIP between Avaya Communication Manager 6.0 in the Enterprise and the AT&T Flexible Reach

service.

The Avaya Communication Manager peers with the AT&T IP Flexible Reach service via the Oracle

Communications Session Border Controller (as depicted below).
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Service Requirements

Below is a description of setvice requirements that must be adhered to for the solution to work as

tested.

If Avaya Aura® Communication Manager receives an SDP offer with multiple codecs, where
at least two of the codecs are supported in the codec set provisioned on Avaya Aura®
Communication Manager, then Avaya Aura® Communication Manager selects a codec
according to the priority order specified in the Avaya Aura® Communication Manager codec
set, not the priority order specified in the SDP offer. For example, if the AT&T IP Toll Free
service offers G.711, G.729A, and G.729B in that otder, but the Avaya Aura®
Communication Manager codec set contains G.729B, G729A, and G.711 in that order, then
Avaya Aura® Communication Manager selects G.729A, not G.711. The practical resolution is
to provision the Avaya Aura® Communication Manager codec set to match the expected
codec priority order in AT&T IP Toll Free SDP offers.

G.726 codec is not supported between Avaya Aura® Communication Manager and the
AT&T IP Toll Free service.

G.711 faxing is not supported between Avaya Aura® Communication Manager and the
AT&T IP Toll Free service. Avaya Aura® Communication Manager does not support the
protocol negotiation that AT&T requires to have G.711 fax calls work. T.38 faxing is
supported, as is Group 3 and Super Group 3 fax. Fax speeds are limited to 9600 in the
configuration tested. In addition, Fax Error Correction Mode (ECM) is not supported by
Avaya Aura® Communication Managet.

Shuffling must be disabled on the Avaya Aura® Communication Manager “local” SIP trunk

due to codec negotiation issues with Avaya SIP telephones.

Avaya Aura® Communication Manager 6.0 inserts a leading plus sign to calling number
headers by default (e.g. Update, From, PAI, Contact). The AT&T IP Toll Free service does
not supportt the use of digit strings with a leading plus sign (“+”) in headers containing calling
numbers (Update in the case of the inbound only AT&T IP Toll Free service). The SIP-
manipulation rules in the Acme Packet 3000/4000 will remove the leading plus sign (“+7)
before sending to AT&T’s network.
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Notes on Reference Configuration

In the configuration, the Realm labeled INSIDE, and its corresponding SIP Interface address
192.168.67.130, is where the SIP signaling and eventual RTP (when signaling dictates RTP can start),
will enter and exit the Oracle Communications Session Border Controller. This address represents the
SD’s SIP Signaling target for the Avaya Communication Manager to signal to.

The Realm labeled OUTSIDE and its corresponding SIP Interface address 192.168.64.130, is where all
SIP messaging enters and exits the SD, to and from the AT&T network SIP Peering side.

The Local-Policy configurations route sessions to/from the Avaya CM to AT&T’s network.

NOTE: multiple PBXs can be suppotted on a common Acme Packet 3000/4000 by adding the

following configuration elements for each new platform:
e Realm that faces the new PBX (i.e. INSIDE-new)
e The same Physical-Interface and Network-Interface may be used
e Realm that faces IP Flexible Reach (i.e. ATT-new)
e The same Physical-Interface and Network-Interface may be used
e SIP-interface that faces the new PBX (requires a new IP address for SIP-port)
e  SIP-interface that faces IP Flexible Reach (requires a new IP address for SIP-port)
e Steering-Pool with the new “PBX facing” IP address and Realm
e  Steering-Pool with the new “IP Flexible Reach facing” IP address and Realm

e Local-Policy with Source realm of new “PBX facing” realm and Next-Hop of AT&T facing IP
address and Realm name

e Local-Policy with Source realm of new “AT&T facing” realm and Next-Hop of new PBX
facing IP address and Realm name

e Session-Agent with new “PBX facing” IP address and Realm name
Normative References

[1] Acme Packet, “Acme Packet 4000 S-C6.2.0 ACLI Configuration Guide”, 400-0061-62 Rev 2.20, Apr
2012. [2] Archer, M., “BCP SIP Peering Configuration”, 520-0038-01, Matr 2010
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Appendix A: Reference Diagram and Configuration

The Avaya CM peers with the AT&T IP Flexible Reach service via the Oracle Communications

Session Border Controller (as depicted below):

Realm

sIpfUDP

Signaling
———

e ——————

192.168.1.201

AT&T

-Flexible

NOTE: All references to the (732) digit strings in this document are unique to lab testing and will change on a per-
customer basis. Due to a limitation in Microsoft Lync software, a FROM header manipulation rule was designed to

replace the URI-USER portion of the From header with a fixed CPN if the original contained ALPHA

characters.
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local-policy
*
from-address
to—address *
source-realm THEITE
; .
BcEiveteskime H/L
deactivate-tire H/Z state
enabhled
Yopriority none
shy aduinfconsole
lastomodified-date £005-11-05 17:50:2¢
13 3
next-hop SAG:SP PFROXY
rezlm OUTSITE
action none
kemminatesrecursion disabled

carrier
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start-time oooo
end-time 2400
davs-oL-Week U-s
£ost, il
appoprofocal SIP
gtate enzbled
methods
i =51
Erom-address *
to-address -
-realm
Zoarce—rea S ITE
; .
activete-time H/R
deactivate-tire H/R
state enabled
policy-priority none
lastomodifised by aduiniconsole
lastomodified date 200%-11-04 00:5&:E55
policy-attribute
next-hop SAG: ENTEFPEISE
realm INEITE
3ctiom none
kemminatesrecursion disabled
carrier
start-time 0000
end-time 2400
daysof-week U-=
£ost, il
app-profocol sIp
gtate enzbled
methods
i =11
State enabled
latching enabled
Elow-time-limit 2400
indtial-guard-timer 300
svhsg-guard-timer 300
rep=flow-time-limit 2&400
Lopsinitisloguard-timer 200
repsaibheg-guard-timer 300
kepmnamber —of-portssper-flow 2
hnt-ricp disabled
algd-log-level HOTICE
mhed-log-leuel HOTICE
red-flow-por:t 1385
Fed-mgnR-RatE 1388
red-mpax-trans 10000
red-osmoostartotime 5000
red-synocooompoLine 1000
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media-policing enabled
max-signaling-bandwidth 775888
max-untrusted-signaling g8
min-untrusted-signaling 28
app-signaling-bandwidth -]
tolerance-window 38
rtop-rate-limit [:]
min-media-allocaticn 2888
min-trusted-allecaticn 4233
deny-allocation 4808
ancnymous - 5dp disabled
________ arp-msg-bandwidth 32608
fragment -msg-bandwidth 2
rfc2833-timestamp disabled
default-2833-duration 12
= = -for-pon-sig enabled
translate-nen-rfcas3d-event disabled
dnsale-server-failover disabled
1 _wodified {8 1
last-modified-date 2909-11-24 82:34:23
network-interface
fat=iin 2] wancoml
sub—port-id a
description
hostname
ipaddress
pri—utility—addr 183 284 1.1
sec-utility-addr 163.254.1.2
netmaak 255_255 _255_252
gateway
sec—gateway
gW-heartbeat
state disabled
heartkbezat la]
retry-count i
retry-timeout 1
health-score i}
dns-ip-primary
dns-ip-backupl
dns-ip-backpz
dns-domain
—timecut 11
ip-ip-1ist ftp-address
icmp-gddress somp-
address telnet-address
1 modified- 8 ]
last-modified-date 2899-11-84 88:33:51
netwark-interface

wancom
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sub-port-id ]
descripticn

hostname

 ip-address

pri-utility-addr 169.254.2.1
sec-utility-addr 169.254.2.2

network-interface

netmask 255.255.255,252
gateway
sec-gateway
Zu-heartbeat
state disabled
heartbeat a
retry-count [}
retry-timecut 1
health-scocre 2
dns-ip-primary
dns-ip-backupl
dns-ip-backup?
dns-domain
dns-timecut 11
TR
- m_
address
SNR-Address
telnet-address
1 —wodified- in@ 1
last-modified-date 2989-11-84 #8:33:51
nEme alpl
gub—port-id i}
description
hostname
ip—addreas 152 168 .64 130
pri—utility-addr 197 168 64 131
aec—uti lity-addr 132 168 .64 132
netmagk 285 2585 .255.0
gateway 152 168 64 .1
Sec—gateway
gi-heartbeat
Itate disakled
heartbeat a
retry—count a
retry-timeout 1
hezlth-score a
dns-ip-primary
dns-ip-backpl
dns-ip-baclkup2
dns—domain
dns-timeout 11

hip—jip—list

132.1e8 &4 130
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network-interface

ftp-address
icmp-address 192.168.64.138
snnp-address telnet-
address
last-modified-date 2889-11-86 13:33:80
name sapl
sub-port-id a
description
hostname
ip-address 192.168.67.138

pri-utility-addr
sec-utility-addr
netmask
gateway
sec-gateway
gw-heartbeat
state
heartbeat
retry-count
retry-timecut
health-score
dns-ip-primary
dns-ip-backupl
dns-ip-backup2
dns -domain
dns-timeout
hip-jp-list
ftp-address
jcmp-address
snmp-address
telnet-address
last-modified-by
last-modified-date

192.168.67.131
192.168.67.132
255,255.255.8
192.168.67.1

disabled

W= m W

11
182.168.67.138
1%2.168.67.138
192.168.67.138

admindconsole
2809-11-84 91:48:53

135.8.13%.1

admingconsele
2889-11-24 28:27:52

sapl
HMedia

1

=]
e@:88:25:38:F3:69
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enabled

enabled

FULL

188

admin@console
29859-11-84 28:24:39

sapa
Media

a8

=]
80:88:25:38:F3:168
enabled

enabled

FULL

188

admingconsole
29859-11-84 22:25:41

slpa
Media

8

1
B0:88:25:a8:F3 166
disabled

enabled

FULL

18

admingconsole
2989-11-84 22:33:23

s1pl
Media

1

1

B0:88: 25383167
disabled

enabled
FULL

188
admindcensole
2889-11-84 28:33:123

wancoml
Control

1
2

12
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13

dns-realm media-policy
in-translationid out-
ionid in- 'I ioni

class-profile

g
admind@censole
2809-11-84 @8:33:51

wancomz2
Control
2
a8
9
gdmingconsole

2880-11-84 88:33:51

QUTSIDE
2.8.8.8

sape:e
enabled
enabled
enabled
enabled
disabled
disabled

disabled
]

2
2

@@ omom

MAT_IP

]

medIum
4
3888
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14

garly-media-allow

additicnal-prefixes

restricted-latching

refer-call-transfer
cc-dec-pc:-l@n::.r_

constraint-name

stun-changed-pert
match-media-profiles grs-
constral |:|'t )

last-modified by

18
@
2]

disabled
disabled

ncne

32
enabled
nong

<]

2
2
@

=]
disabled

disabled
disabled

disabled

disabled
2.8.8.8
3478
@.9.8.8

3479

admind@censole
2809-11-84 @8:41:24

INSIDE
2.8.8.8

s@pl:@
enabled
enabled
enabled
enabled
disabled
disabled
disabled
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max-bandwidth fallback-bandwidth a

max-pricrity-bandwidth

max-latency

max-jitter

max-packet-loss

chseryv-window-size

parent-realm

dns-realm

media-policy

in-translaticnid

out-translationid

in-manipulationid out-
S pulation

manipulaticn-string class-
profile

average-rate-1limit =]
access-control-trust-level high
invalid-signal-threshold =]
maximum-signal-thresheold a
untrusted-signal-threshold ]
nat-trust-threshold =]
deny-pericd 3
gxt-policy-syr
symmetric-latching disabled
paj-strip disabled
trunk-context

early-media-allow
enforcement-profile additional-
prefixes

restricted-latching none
restricticn-mask 32
accounting-enable user-cag-mode enabled
user-gac-bandwidth none

W @ @ D oW

User-gac-sessions

icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
menthly-minutes -]
net-management-control disabled
delay-media-update disabled
refer-call-transfer codec-policy disabled
codec-manip-in-realm
constraint-name disabled

mm mm

call-recording-server-id
stun-enable disabled &.8.8.8
stun-server-ip
stun-server-port 3478
stun-changed-ip 2.8.8.8
stun-changed-port 3479
match-media-profiles gos-
constraint

last-modified-by admin@consele
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16

destinaticn

gddress
network-interface

destinaticon
gddress
netwerk-interface

2823-11-84 28:49:58

enabled
INFO
75

=121
Saoa
Saa
21a
1258
130088
188
1387
12288
Saag
1888

D@D

enabled
Primary

169.254.1.1:9858
wancoml: e

169.254.2.1:0858
wancom: e

acmeshe-sec
enabled
Secondary

169.254.1.2:9858
wancoml: @

169.254.2.2:0258
wancoma2: e
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Jast-modified- i@ .
last-mpdified-date 2889-11-84 2e:34:67

hostname 135.25.29.74
ip-address 135.25.29.74
port 5868

state enabled
app-protocol SIP

app-type
transport-method Uupp
realm-id QUTSIDE
ggress-realm-id
description ATET_BE
carriers
allow-next-hop-1lp enabled
constraints disabled
max-sessions a
max-inbound-sessions ]

max-outbound-sessicns ]
max-burst-rate
max-inbound-burst-rate
max-outbound-burst-rate
max-sustain-rate
max-inbound-sustain-rate
max-outbound-sustain-rate
min-seizures

min-asr

time-te-resume
Iir-noc-response
in-service-pericd
burst-rate-window
sustain-rate-window
req-yri-carrier-mode None
proxy -mde
redirect-acticn
loose-routing enabled
send-media-session enabled
response-map
ping-method OPTIONS; hops=2@
ping-interval [z
ping-send-mode keep-alive
ping-in-service-response-codes
out-service-response-codes
media-profiles
in-translatipnid
out-translaticnid

trust-me disabled
request-uri-headers
stop-recurse
local-response-map
ping-to-user-part
ping-from-user-part
li-trust-me disabled
in-manipulationid
cut-manipulaticnid
manipulaticn-string
p-asserted-1id

DD DD @ OO DD @
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@

disabled
none
2

disabled
HONE
none
]
2
2
admingronsole
2989-12-81 14:51:84

192.168.67.218
192.168.67.218
Lasa

enabled
5IF
staticTce
INSIDE

Communication Manager 6 8
enabled

disabled
2

DD DD DHNDDD DD DD D

g

18
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lpose-routing

send-media-session enabled

out-service-response-codes media-
profiles

S Lation
out-translaticnid
trust-me
request-uci-headers stop-
FECUrSE
lpcal-response-mag.
ping-to-user-part
ping-from-user-part
T .-
1”*F354?“1?I1Qﬂlql

manipulaticn-string p-asserted-
id

enabled

OPTIONS; hops=e
68

keep-alive

enabled

disabled

disabled
none

disabled
TCP
Mone

a
-]

]
admindconsole
2889-11-84 98:54:44

SP_PROXY

enabled

sIp
BoundRobin
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20

135.25.29.74

disabled

481,487
admingronsgle
2989-12-84 28:18:41

ENTERPRISE

enabled
S5Ip
Hunt

192.168.67.2189

disabled
481,487
admingronscle

2889-11-85 17:52:47

enabled
dialeog
enabled
INSIDE
INSIDE
Hone

2
always
Sea

2204

32
188
32

18
Prophist
1
1
1
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21

pac-callid-lifetine 588
pac-user-1ifetime 3528
red-sip-port 1388
red-max-trans laeas
- - - CEga
= = = logad
add-reason-header disabled
sip-message-1en 4238
£0um-s3g-match disabled
gxbra-method-stats enabled
registration-cache-limit -]
i = =TEr- disabled
apticns max-ydp- length=8
set-inv-exp-at-1ge-rese
add-ycid-header disabled
sip-feature
name Replaces
realm
support-mede- inbound Pass
require-mode- inbound Pass
PLCXY-TEQUIrE-mede-inboynd Pass
support-mode-outhound Pass
require-mede-cutbound Pass
proxy-require-mode-cutbound Pass
ip-inters
state enabled
realm-id OUTSIDE
Cialt
sip-port
pddress 192,168, 64.138
port L2t
transport-protocol uoe
tls-profile
8llow-anonymous agents-only
ims-aka-profile
carriers
trans-expire e
invite-expire a8
max-redirect-contacts 2
proxy-mede
redirect-action
centact-mode none
nat-traversal none
nat-interyal e
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tcp-nat-interval registration- 98
caching min-reg-expire disabled
388

registraticn-interval route- 3688
to-registrar secured-network disabled
teluri-schems disabled
uci-fadn-domain disabled
trust-mede all
max-nat-interval 2688

t-int-increment 18
nat-test-increment 38
sip-dynamic-hnt disabled
stop-recurse 481,487
port-map-start 2
port-map-end 8
in-manipylaticnid Changesubhstate
out- i ioni Privacy
manipulaticn-string
sip-ims-feature disabled
operator-identifier
ancnymous-priority none
max-incoming-conns 2
per-src-ip-mx- incoming-conns e
inactive-conn-timecut @
untrusted-conn-timecut 2
network-1id
ext-policy-server
default-locaticn-string

- - pass

charging-functicn-address-mode pass
ccf-address
gcf-address
term-terp-meds none
implicit-service-route disabled
rfr2833-paylcad 181
rfr2833-mede transparent
constraint-pame response-
map
local-response-map
ims-gka-featurs disabled
enforcement-profile
refer-call-transfer disabled
route-unauthorized-calls
fop-keepalive none
add-sdp-invite disabled

add-sdp-profiles
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23

ims-aka-profile carriers
trans-expire
mexpm

;tm,um;, redirect-

acticon

ext-policy-server default-

locaticn-string

enabled
INSIDE

192.168.67.138

5868
TCP

agents-only

P mom

none
none

8

=2t
disabled
388

3608
disabled
disabled
disabled

all
Joeg

18

38
disabled
41,487
&

=]

storecontact

NAT IP rel

disabled

none
a

a
a
=]

none
disabled
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24

Privacy
s

split-headers

join-headers

header-rule

methods match-value
new-value element-
rule

methods
match-walus new-

value element-rule

methods match-value

new-value element-

rule
name,
parameter-name
Lvpe

181
transparemt

dizabled

disabled

none
disabled

gimingconzole
2agb-11-84 ga:58:18

Erom_Header

From

manipulate
case-sensitive

request

Erom_header

uri-host
replace

any
case-sensitive

SLOCAL_IP

To_Header.
To
manipulate

case-sensitive
request

To_ header.

uri-host
replace

any
case-sensitive

$REMOTE_IF
PAT_Header.
P-aAsserted- Identity
manipulate

case-sensitive
any

uri-host
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action
match-val-type
comparison-type
match-walue
new-value

name.

header-name

action

comparison-type

msE-type

methods

match-walue new-

wvalue element-rule
name.
parametar-name
tpe
action
match-wal-type
comparison-type
match-walue
new-yvalue

name.

header-name

action

comparison-type

msE-type

methods match-value

new-value element-

rule
name,
parameter-name
tupe
action
match-yal-tvpe
comparison-type
match-walue
pew-valus

DAME.

header-name

action

eomparison-typs

msE-type

methods

match-walug

- element-

rule
name,
parameter-name
tupe
action
match-yal-type
comparison-type
match-wvalue
new-yalue

name.

beader-name

action

comparison-iype

msE-type

replace

any
case-sensitive
customerb.com
SLOCAL_IP

PRI _Header.
P-Preferred-Identity

manipulate
case-sensitive
any
PRI _Logcal IF
uri-host
replace
any

case-sensitive
$LOCAL_IP

RPI_Header
Remote-Party-ID
manipulatel
case-sensitive
any

REL. header.

yri-host
replace

any
case-sensitive

SLOCAL_TP

mANIpRURT.
request-uri
manipulate
case-sensitive
request

INVITE

modRURT

uri-host
replace

any
case-sensitive

BREMOTE_IP

Diversion
manipulate
case-sensitive
any
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methods INVITE
mateh-value new-

wvalue element-rule

name. Diversion
parameter-name
type uri-host
action replace
match-val-type any
comparison-type case-sensitivel
mateh-value
nes-value FLOCAL_IP
header-rule
pRME. storexcontact
header-name X-Contact
action manipulate
comparison-type case-sensitive
mse-type request
methods INVITE
match-value
new:-yalue element-
rule
name, storeXcontact
pacameter-name.
type header-value
action store
match-val-type any
comparison-type case-sensitive
match-walue .=
new-value
header-rule
name, replacecontact
beader-name contact
action manipulate
comparison-type pattern-rule
msg-type request
methods INVITE
matech-value new-
wvalue element-rule
DAME. replacecontact.
parameter-name,
type uri-user
action replace
match-yal-type any
comparison-type pattern-rule
match-value {.*)
nem-value fstoreXcontact.storeXcontact. 5@
header-rule
name. gdelxcontact
beader-name X-Contact
actipn delete
comparison-type pattern-rule
mse-type request
methods INVITE
match-value
newzyalue
header-rule
name. manipvecomtact
beader-name Contact
action manipulate
comparison-type case-sensitive
msg-type reply
methods
match-value
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new-value element-

rule
name.
parameter-name
tvpe
action
match-val-tvpe
comparison-type
match-value
new-yalus

header-rule

name.

header-name

action

comparisonztype

mag-type

methods match-value

new-value element-

rule
name.
pacameter-pame
twpe
action
match-val-type
comparison-type
match-value
new-value

beader-rule

name.

beader-name

action

comparison-type

msE-type

methods

match-value new-

value element-rule
DAME.
parameter-name
Type
action
ratch-val-type
comparison-type
match-value
new-value

sip-manipulation
name.

description
split-headers join-

headers header-rule

matehoyalus new-

value element-rule

name.
parameter-name

wecontact

uri-host
replace

any
case-sensitive
customerb.com

SLOCAL_IP
ReferredBy
referred-By
manipulate
case-sensitive
any

referredbyhdr

uri-host

replace

any

case-sensitive

SLOCAL_IP
ReferredTo
rRefer-To
manipulate
case-sensitive

any
referto
uri-host
replace
any

case-sensitive
SREMOTE_IP

2812-81-31 11:41:55

NAT_IP rel

Inbound To
To
manipulate

case-sensitive
request

To
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type uri-host
action replace
match-xal-type any
comparison-type case-sensitive
match-value SLOCAL_IF
nem-walue customerb.com
header-rule

name. Inbound From

header-name From

action manipulate

comparison-type case-sensitive

msg-type request

methods match-walue

new-walue element-

rule
name. From
parameter-name
tvpe uri-host
action replace
match-wal-type any
comparison-type, case-sensitive
match-value
peEn-valug SLOCAL_IP
header-rule
DADE Inbound PAT direct
header-name P-asserted-Identity
action manipulate
comparison-type case-sensitive
msE-type request
methods

match-yalue new-

value element-rule

naAme. modPAT
parametar-name
type uri-host
action replace
match-yal-type any
comparison-type case-sensitive
match-value $REMOTE_IP
nem-value customerb.com
last- ified- ming 1
last-mpdified-date 2812-81-31 11:44:28
sip-manipulation
name. storecontact
s s

split-headers join-

headers header-rule

DAME. stroon
header-name Contact
action manipulate
comparison-type case-sensitive
mse-type request
methods INVITE
match-yalue new-
value element-rule
DAME. sheuval
parameter-name
type uri-user
action store
match-yal-type any
comparison-type case-sensitive
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match-value =)
new-yalue
header-rule
name. addxcontact
header-name X-Contact
action add
comparison-type pattern-rule
mse-type request
methods INVITE
match-value
nem-¥alug element-
rule
name. addx
pacameter-name.
tyvpe header-value
action replace
match-val-type any
comparison-type pattern-rule
match-value
pen-ualue sstrcon. $strval. .58
last- i fiad- ing 1
last-modified-date 2811-82-25 12:32:32
ip-mapigulati
DAMmE. Changesubstate.
description split-
headers join-headers
header-rule
pame. Subscription state
header -name Subscription-5tate
action manipulate
comparison-type case-sensitive
msg-type request
methods MNOTIFY
match-value
new-value element-
rule
name. value
pacameter-name
type header-value
action replace
match-val-type any
comparison-type pattern-rule
match-value terminated
new-=valug activesexpires=1
last- i £iad- ing 1
last-modified-date 2811-82-28 12:38:25
steering-pool
ip-pddress 192 .168.67.138
start-port 16384
end-part, 32767
realn-id INSIDE
last- i fied- ing 1
last-mpdified-date 2889-11-84 88:58:28
stegring-poal
ip-address 192,168, 64,138
start-port 15364
end-part 32767
realm-id OQUTSIDE
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syztem-confis
hostname agmesks
description
location
mik—system-contact
mik—=ys tem—name
mik—system—location
anmp—enabled enabled
enable- =pmp-3uth-traps disabled
enable-snmp-syslog-notify dizabled
enable-snomp-monitor-traps disabled
enable-gny-monitor-traps disabled
snmp-syslog-his-table-length 1
FAnA-s¥slpg-level WARNING
sustem-lag-lavel WARNING
processclogcleyel NOTICE
-Llog-ip- 9.8.8.8
progess-log-port @ collect
sample-interval 5
push-interval 15
boot-=tate disabled
start-time now
end-time never
red-collect-state disabled
red-maE-trans 1eas
= - -ti sege
- - -ti 1888
- = - disabled
call-trace disabled
Internal-trace dizabled
Log-filter all
defauli-gatemsy, 155.8.139.1
restart enabled
exceptions.
telnet-timeout @
sanspleciinsout, 8
remgte-control enabled
ehi-audit-trail enabled
link-redundancy -state disabled
source-routing enabled
cli-more dizabled
termingk-heishi 24
debugstimeoul @
Irap-svenizlifsiing 8
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