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Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing
decisions. The development, release, and timing of any features or functionality desctibed for
Oracle’s products remains at the sole discretion of Oracle.

Emergency 911/E911 Services Limitations

While AT&T IP Flexible Reach setvices support E911/911 calling capabilities in certain
circumstances, there are significant limitations on how these capabilities are delivered. Please
review the AT&T IP Flexible Reach Service Guide in detail to understand these limitations and

restrictions.
Specific IP endpoints Support

Specific IP endpoints are supported with IP Flex Reach. These endpoints must support SCCP
and NTE. The Cisco IP endpoints that support SCCP and NTE are:

VG224

7902, 7905, 7911, 7912, 7931, 7937, 7940, 7941, 7942, 7945, 7960, 7961, 7962, 7965, 7970,
7971, 7975

Future new phone models

The Cisco IP endpoints that do NOT support NTE and thus are NOT supported with IP Flex
Reach are: 7910, 7920, 7935, 7936

VG248

DPA-7610, DPA-7630

Please refer to the following Cisco website for further information.
http://www.cisco.com/en/US/docs/voice ip comm/cucm/srnd/6x/media.html#wp1055031
HIPCS is not supported with Cisco Unified Communication Manager

If the customer is in a HIPCS serving area, Cisco Unified Communication Manager SIP is not
supported. Please consult with your customer care or sales person to determine if you are in a

HIPCS serving area.

AT&T IP Teleconferencing Service is not supported when G.729 is configured on Cisco

Unified Communication Manager

Cisco Unified Communication Manager only supports a single codec on an IP trunk. Since the
AT&T IP Teleconferencing (IPTC) Service supports G.711, a Cisco Unified Communication
Manager configured for G.729 will not work with the IPTC service.


http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/6x/media.html#wp1055031
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Abstract

This technical application note defines a SIP configuration model suitable for the Oracle
Communications Session Border Controllers connecting SIP Trunks from Cisco Unified
Communications Manager (UCM) to AT&T’s IP Flex Reach service. The reference
configuration presented was tested in AT&T'’s lab.

Introduction

This Oracle technical application note outlines the recommended configuration for the Acme Packet
3000/4000 series Session Border Controllers, the industry leading Session Border Controllers, for
connecting SIP Trunks from Cisco UCM 6.x SIP to AT&T’s IP Flex Reach service. This document is
based on Acme Packet OS version C5.1.0 but is applicable to images 4.x and higher.

Many enterprise customers with installed Cisco Unified Call Manager (UCM) are migrating from 4.x
to 6.x and are exploring the new features such as SIP signaling on the trunk side instead of the legacy
H.323 protocol. This provides for a homogenous VoIP protocol moving forward which is needed for
delivering the next wave of Unified Communications across the entire business. Moving from H.323
to SIP also eases the support burden and complexities involved with supporting multiple signaling
protocols.

SIP to SIP Trunking traffic with UCM 6.x is a common migration strategy for most enterprise UCM
customers previously supporting H.323 UCM platforms. Both protocols can be supported
simultaneously on the Oracle Communications Session Border Controller. Refer to [3] for details on

UCM H.323 to SIP support on the Oracle Communications Session Border Controller.

An AT&T SIP Trunk with PRACK (RFC 3262) is utilized to ensute the media session is established
before the call is connected. This eliminates the need for MTP resources on the UCM and eliminates
the clipping that sometimes accompanies the lack of SDP Eatly Offer.

Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, and
end-users of the Session Border Controllers. It assumes that the reader is familiar with basic operations
of the Session Border Controller, and it is STRONGLY RECOMMENDED that the reader has

attended the following training courses (or can demonstrate equivalent experience):

Y EDU-CAB-C-CLI: Oracle Communications Session Border Controller
Configuration Basics

Y EDU-TS1-OE: Oracle Communications Session Border Controller
Troubleshooting Level 1
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Support

Cisco Call Manager Guide is located at the following AT&T URL:

http://www.corp.att.com/dna/support

**The AT&T website is password protected. The ID and Password are provided to each customer
when they place an order for IP Flexible Reach or IP Toll Free service.

Design Goals

The reference configuration represents the most common Cisco UCM (Cisco Call Manager)
deployment model: UCM originating SIP traffic and terminating to a SIP provider via the Oracle
Communications Session Border Controller. The config also supports bi-directional call-flows via

Local-Policy routes.

This document will annotate each configuration with information on its general applicability. The

intent is to:
e  Minimize UCM SIP interoperability issue’s by standardizing field configurations
e Provide guidelines for new users for the Session Border Controller

e Provide a configuration template, baselining the SIP to SIP configuration (with accompanying
diagram)

e Flexibility: how resilient the configuration is and how adaptable the configuration is when
turning up new UCM 6.x SIP to SIP networks

e  Performance: minimize the use of unnecessary configuration objects

SIP Peering Scenario for UCM 6.x

This section includes a reference architecture diagram, where the Session Border Controller is
integrated as an Enterprise CPE Trunking Session Border Controller, performing SIP between the
Enterprise (UCM) and the AT&T SIP Trunk supporting PRACK. This reference architecture must
be confirmed or modified by the customer according to the specific project requirements.

The Enterprise SIP UCM cluster peers with the long distance provider via the Oracle Communications
Session Border Controller. Below is the network diagram and representative call-flow.


http://www.corp.att.com/dna/support/
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Diagram 2: Call-Flow for Enterprise UCM SIP to AT&T SIP Trunk via Oracle Communications Session Border
Controller

Notes on Reference Configuration

The Enterprise UCM cluster is configured for SIP Trunking and acts as a gateway. The Oracle
Communications Session Border Controller is configured to perform SIP peering between the
Enterprise and AT&T’s network.

The realm labeled enserprise-core and its corresponding sip-interface (address 10.10.10.100) is where the
SIP signaling and RTP will entet/exit the SBC. The Enterprise UCM needs to signal to this target IP
address.
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The realm labeled peerand its corresponding sip-interface (address 192.168.1.100) is where the SIP
signaling and RTP will enter/exit the SBC to/from the Long Distance SIP Providet.

The Local-Policy configurations route sessions to/from the Enterprise UCM to the Long Distance SIP

Provider.

SIP Peering Configuration

UCME6.1 SIP ent ~ore Session Agent
(CLUSTER)
v '

T
+ i ¢

Session Agent

UCM 6.1 SIP
(CLUSTER)
, '

=
1K

Session Agent

Local-Policy: Routes Calls from UCM CLUSTER to AT&T

Local-Policy: Routes Calls from AT&T to UCM CLUSTER

Diagram 3: Network Diagram for Reference Configuration
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Appendix A: Reference Configuration

Acme Packet # show run local-

policy

from-address *

to-address *

source-realm peer

activate-time N/A

deactivate-time N/A

state enabled

policy-priority none

policy-attribute
next-hop SAG:Enterprise
realm enterprise-core-ccm
action none
terminate-recursion disabled
carrier
start-time 0000
end-time 2400
days-of-week u-s
cost 0
app-protocol SIP
state enabled

media-profiles

local-policy

from-address *

to-address *

source-realm enterprise-core-ccm

activate-time N/A

deactivate-time N/A

state enabled

policy-priority none policy-attribute
next-hop SAG:ATT
realm peer
action none
terminate-recursion disabled
carrier
start-time 0000
end-time 2400
days-of-week u-s
cost 0
app-protocol SIP
state enabled

media-profiles

media-manager

state enabled
latching disabled
flow-time-1imit 86400
initial-guard-timer 43200
subsqg-guard-timer 43200
tcp-flow-time-1limit 86400
tcp-initial-guard-timer 300
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tcp-subsq-guard-timer 300
tcp-number-of-ports-per-flow 2
hnt-rtcp disabled
algd-log-level NOTICE
mbcd-log-level NOTICE
red-flow-port 1985
red-mgcp-port 1986
red-max-trans 10000
red-sync-start-time 5000
red-sync-comp-time 1000
media-policing enabled
max-signaling-bandwidth 10000000
max-untrusted-signaling 100
min-untrusted-signaling 30
app-signaling-bandwidth 0
tolerance-window 30
rtcp-rate-limit 0
min-media-allocation 32000
min-trusted-allocation 1000
deny-allocation 1000
anonymous -sdp disabled
arp-msg-bandwidth 32000
fragment-msg-bandwidth 0
rfc2833-timestamp enabled
default-2833-duration 100
rfc2833-end-pkts-only-for-non-sigdisabled
translate-non-rfc2833-event disabled

network-interface

name Moo

sub-port-id 0

description AT&T/Peer Facing
hostname

ip-address 192.168.1.100
pri-utility-addr 192.168.1.101
sec-utility-addr 192.168.1.102
netmask 255.255.255.0
gateway 192.168.1.1

sec-gateway
gw-heartbeat

state disabled
heartbeat 0
retry-count (]
retry-timeout 1
health-score 0

dns-ip-primary

dns-ip-backupl

dns-ip-backup2

dns-domain

dns-timeout 11
hip-ip-list 192.168.1.100
ftp-address

icmp-address

snmp-address

telnet-address

network-interface
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name
sub-port-id
description
hostname
ip-address
pri-utility-addr
sec-utility-addr
netmask
gateway
sec-gateway
gw-heartbeat
state
heartbeat
retry-count
retry-timeout
health-score
dns-ip-primary
dns-ip-backupl
dns-ip-backup2
dns-domain
dns-timeout
hip-ip-1list
ftp-address
icmp-address

snmp-address
telnet-address

M10
0
Enterprise/Core Facing

10.10.10.100
10.10.10.101
10.10.10.102
255.255.255.0
10.10.10.1

disabled
0

0
1
0

11
10.10.10.100

10.10.10.100

Mga
Media
=

a2

enabled
enabled

Hla
Media
&

1

enabled
enabled

peer
@.8.8.8

M2e:e
enabled
enabled
enabled
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mn-in sy stem enabled
- _ - disabled

msm-release, dizabled

ans-enghle disabled

ma:bandwidih @

gxt-policy-sur.

pax=latency a

max-jitter @

mAx=packet-loszs -

ghserv-window-size 2

pacent-rcealm

dns=reals|

media-policy

. 1atiani

manipulationid out-
manipulationig class-

profile
avErCABE-TatR-limit -

- - - invalid-signal-
threshold 8
maximum-siznal-threshold, =
untrusied-sienal-threznold 8
demy-perind 58
symmetric-latching disabled
pai=strip dizabled
Frunk-rooiext
sarly-medis-allog
gdditional-prefixes
restricted-latching none
rastriction-mazk 32
arooynting-gnahle enabled
NEECZERC:MAdE naone
uzer=rac-handuidih 4
UsEr-fEc-sRsEians 8
pet-managenent-coniral disabled
delay-media-ypdate disabled
identifier enterprise-core-gem
adde-prefix H.8.8.8
petuock-inotecfaces

Mig:@
mn-in-realn enabled
mm-in-nefwork enabled
M-SSE-ip enabled
m-ig-sysiem enabled

- - - disabled
psp-release. dizabled
gas-enzhle dizabled
max-handwidih @
gxi-policy-suc,
max-latency a
pax-jitter @
max-packet-loss L
phserywindoy-size @
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10

gdns-realp medis-policy
in-transdationid out-

gmmm

disabled
disabled

none
32

enabled

none
a

a
dizabled
di=zabled

192.168.1.289

5860

enabled
5IP

uop

peer
ATAT Session Agent Primary

enabled
enabled

Emmmgmmmmmmmmmmmm
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11

proxy-mode redirect-action
Lonze-routing

. .
Tezponse-map.
ping-meihod
ping-imterval

RinE-in-servioe-response-oodes out-service-

response-codes media-profiles

in-manipulationid out-
manipulationid p-asserted-
id trunk-group

enabled
enabled

ORTIQNS;hops=8
a8

enabled

dizabled

a

dizabled

none
2]

197.165.1.281

Sa6a
enabled

SIP

uop

peer
ATAT Ses=zion Agent Secondary carriers
enabled
enabled

Sd o nd & & ad & &M

=
&
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12

pine-to-user-parct ping-

from-user-part
Li-trust-me
in-manipulationid out-

manipulationid p-asserted-
id trunk-group

Nome

enabled
enabled

OPIIONS;hops=8
38d

enabled

dizabled

8

di=abled
none

8

i8.18.18. 288

Sa6d
enabled

5IP

uopP
-

Enterprize SIP UCM Primary carriers
enabled

dizabled

Mmoo MM MM W MM Wm
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Tims-igoresuns 8
Hio-no-response. a
in-zervice-periog a
bucsi-rate-wiodow @
sustain-rate-windaw 8
[Eg-urni-carcier-mode Mone
Prozy-mode
i pect. acti
lpose-pouiing enabled
send-media-session enabled
response-mapg
ping-method OPTIONS; hops=8
ping-inmterval 338
gui-service-response-codes media-profiles
. ..
mmmm!_! Tationi
trust-me disabled
reguest-uci-heagders stop-
CREUCSE.
local-response-map
ing-to- = ping-
from-user-part
li-trust-me dizabled
i oulations
tpani et ionid
p-azserted-id trunk-group
mRi-register-susiain-rate @
eArly-media-aLlow
invalidate-registeations, disabled
rfczasiz-mode. none
B3 3-payload @
codec-policy
hastname 15.18.18.281
ip-address
part SEEE
state enabled
app-protorcal, SIP
pp:-ivpe
franspoci-metbod UDP
reakm-id -
description Enterprise SIP UCM Secondary
CACCABERS
- - = enabled
cpnsicaints dizabled
mas:zessions, e
pRx=inbound-sessions a
PR¥=Quthound-sessions 8
mas-hurstorats e
=4 = = @
- - - @
@
@
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E
i '
mmm @& @ &

&
i

proxy-mode redirect-action
loose-routing enabled
send-media-session emabled

response-mapg
ping-method OPTIM5ihops=8
ping-imteryal 88

gui-service-response-codes media-profiles
in-translationid out-
! letionid

frusizme dizabled
reguest-urizheaders stop-

PEEUNEE
lacal-responze-map ping-to-
user-part ping-from-user-
part
LiZtrust-me dizabled
. snulationid
asserted-id trunk-group
—regi - in- =

inyalidate-registrations dizabled
rfc2R3Z-mode nane
rfc2Rss-payload a

EFOUR-RATE ATT

state enabled

app=peaotocol EIF
StrateEy Boundrobin

192.165.1.288
102.168.1.281

enabled
481,487

Enterprise

enabled
EIP
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RaundRapin
lg.18. 19, 289
lg.18.1a. 281

dizabled
481,487

enabled

dialog

enabled

peer
enterprise-core-Lom
Public

=5 1]
6588

1988
lasag

Saea

1aa8a
disabled

d
dizabled

disabled
disabled
=]

a8

add-proy -to-tag=no
insert-grp-header max-
udp-length=8

enabled
peer

192.168.1.1898
Sa6a
uop
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%
@
m
- @

rantack-node none

paf-fraversal none

pat-interual. e
Frp-pat-imternal i
registration-caching disabled
PLO-CRE-EXPICE igg
regiztretion-interval 3588
poute-tn-registrar disabled
spoured-pefwork disabled
fluri-zchems disabled

tfrust-mods all
max=pARf=imteryal 3688
pAf=inf-inccement 18
naf-test-increment ®
sip-dynamic-hot disabled
SLOR-CREUCSE 481,487

oui-paoipulationid Frivacy
sip-ims-feature dizabled

Angnymoys-prionity none

peteork-id
ext-policy-seryer default-location-string

charging-yector-mode  none charging-function-
address-mode none gof-address

fern-terp-mode none
implicit-zervice-route dizabled
rfc2833-pavioad 181
rfc2R3i5-mode transparent
ganzirainizname response-map
lacal-response-map

enforcement-profile

refer-call-transfer dizabled

gdd-zdo-imite disabled
add-sdp-profiles

agents-only
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p-imters
realm-id

description

sip-port
address,
part,

tl=-profile
carriers
irans-expire
Imyite-expire
prozy -mode redirect-action

operator-identifier
grigrit
M- A NEAMANE: CRNE.

enabled
enterprize-core-Lon

18.18 .18, 188
Sa68
uoeE

zll

L I A ]

none
none

ig

L]
di=abled

ige
S6aed
di=zabled
dizabled
di=abled

all
SEo
18
ig
dizabled
491 487

Privacy
dizzbled

none

PECoE[C-iR-Man-ANEominE-camns @

inactive- conn-timeout

charging-vector-mogde  pass
address-mode pass gof-address

constraint-name
Fesponze-map

17

charging-function-

di=zabled
181
transparent
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18

Incal-response-map
enforcement-profile
eefer-rall-transfer
route-unauthorized-calls

fco-keepalive

new-¥alue methods

element-rule

dizabled

none
dizabled

Privacy
changing ip

PAL Hesder

P-azserted-Tdentity
manipulate

case-sensitive

any

PAT Loral TF.

uri-host
replace

any
case-sensitive

ELOCAL_IP

PRI _Header
FP-Preferred-Identity
manipulate

case-sensitive

any
PRI _Local IP
uri-host
replace
any
Caze-sensltive
$LOCAL_IP

Erom Header,

From

manipulate

case-sensitive

request
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19

name,
parameter-nane
Tupe
action
matoh-al-tyne
comparison-fype
match-walus,
neM-yalug

name

header-name

ar.ii.m_

match-value

mse-ivpe

pes-value

methods

glement-ruls
DAME.
parameter-nams
Tupe
action
matchoual-type
comparison-type.
match-yalue,
new-valus

name.

beader-name,

action

compacison-type.

match-value

msE-3ype

DEM=NELNE

methods element-rule
DEME
parameter-nams
Tupe
action
match-val-typs
comparison-type.
match-yalue,
new-valus

DADE,

beader-name,

action

compacison-type.

match-walus

meg-type

DEM=NELNE

methods element-rule
name
pargmefer-name
Tupe

From, header

yri-hast
replace
any

case-sensitive

FLOCAL_IP

To Hesder
To

manipulate
caze-zemsitive

reguest

To header

uri-host
replace
any

case-sensitive
$REMOTE_IP

BEL . Header

remote-Party-I0
manipulate

case-sensitive

any

BRI _hemder

uri-host
replace

any
case-sensitive

$LOCAL_IP

pefer header
referred-EBy
manipulate
case-sensitive

any

uri-host
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ackion
pAkch-val-type
pemparison-type.
match-value
nEw-yALUE,
header-rule
naEme,
header-name
a:tiu.u_
match-value
psE-fype.
nev-value methods
elememt-rule
NaEmE,
paraneter-name
tupe,
action
match-ual-type
comparison-type.
patch-yvalus
nEw-yALUE,
header-rule
DaEmE.
beader-name
gction
comparison:-fype
match-ualue
m=E-fype
new-value
methods elememt-rule
NEme,
paraneter-nane
Tvpe.
ackion
makch-val-type
mampscison-itype.
match-value
nEg-ywalue
steering-pool
ip-sddress,
start-port
end=part
realm-id
network-interface,
steering-pool
ip-addres=
start-part,
end-part,
realm-id

network-Limtertace

replace

2y
Case-sensitive

$LOCAL_IP

peferredio
refer-To

manipulate
Caze-tensitive

any
refertobdr
uri-host
replace
amy
caze-sensitive
.'EREHEITE_IF'

Cortacitdr,

Comtact

manipulate

case-sensitive

any

contactiostReplace.

uri-host
replace

amy
Case-sensitive

BLOCAL_IP

152.168.1.188
165584

32767
peer

18.14 .148. 188
16381

SITET
enterprize-cors-Lon
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systen-config

21

bostname

description

location
mib-system-contact mib-

sy stem-name

enable-somp-monitor-traps
enable-gny-monitor-traps
somp-syslog-hizs-table-length

Enterprize
Enterprize-30

enabled

disabled
enabled
enabled
dizabled
1

WARNING
WO RN ING

MOTILCE

g.8.8.8
a8

dizabled
dizabled

all

18z, 1658.1.1
enabled

8

a

enabled
dizabled



ORACLE

Cisco UCM 6.x SIP to AT&T SIP with
Acme Packet 3000-4000 SBC
March 2014

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
USA.

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200

oracle.com

@7 Oracle is committed to developing practices and products that help protect the environment

Copyright © 2014, Oracle and/or its affiliates. All rights reserved.

This document is provided for information purposes only, and the contents hereof are subject to change without notice. This
document is not warranted to be error-free, nor subject to any other warranties or conditions, whether expressed orally or implied in
law, including implied warranties and conditions of merchantability or fitness for a particular purpose. We specifically disclaim any
liability with respect to this document, and no contractual obligations are formed either directly or indirectly by this document. This
document may not be reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose, without our
prior written permission.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and
are trademarks or registered trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are
trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group. 0114

Hardware and Software, Engineered to Work Together



