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Disclaimer  

 

The following is intended to outline our general product direction. It is intended for information 

purposes only, and may not be incorporated into any contract. It is not a commitment to deliver 

any material, code, or functionality, and should not be relied upon in making purchasing 

decisions. The development, release, and timing of any features or functionality described for 

Oracle’s products remains at the sole discretion of Oracle. 

Emergency 911/E911 Services Limitations and Restrictions - Although AT&T provides 

911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and 

software (e.g., IP PBX) reviewed in this customer configuration guide will properly operate with 

AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer’s responsibility to 

ensure proper operation with its equipment/software vendor. 

While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain 

Calling Plans, there are circumstances when that E911/911 service may not be available, as stated 

in the Service Guide for AT&T IP Flexible Reach found at http://new.serviceguide.att.com. 

Such circumstances include, but are not limited to, relocation of the end user’s CPE, use of a 

non-native or virtual telephone number, failure in the broadband connection, loss of electrical 

power, and delays that may occur in updating the Customer’s location in the automatic location 

information database. Please review the AT&T IP Flexible Reach Service Guide in detail to 

understand the limitations and restrictions.
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Abstract 

This technical application note defines a SIP configuration model suitable for the Acme Packet 

3000-4000 series Session Border Controllers (SBCs) connecting Avaya Communication 

Manager 6.0 (IPv4 address family) from a customer premise to AT&T’s IP Flexible Reach 

service (IPv6 address family) with MIS, PNT or AVPN transport. The reference configuration 

presented was tested in AT&T’s labs. 

Introduction 

This Oracle technical application note outlines the recommended IPv4/IPv6 interworking 

configuration for the Acme Packet 3000-4000 series, the industry leading Session Border Controllers, 

for connecting AT&T’s IP Flexible Reach service to Avaya Communication Manager 6.0 customers. 

This document is applicable to Acme Packet OS-C versions 6.2.0m6 and higher. 

NOTE: This solution REQUIRES a valid IPv4/IPv6 feature license. The command line output from 

“show features” will list “IPv4-v6 interworking” if the license has been installed on the system. 

Intended Audience 

This document is intended for user by Oracle Systems Engineers, Oracle Enterprise Customers and 

Partners. It assumes that the reader is familiar with basic operations of the Session Border Controllers. 

Support 

**The AT&T website is password protected. The ID and Password are provided to each customer 

when they place an order for IP Flexible Reach or IP Toll Free service. 

Design Goals 

The reference configuration represents the most common SIP to SIP deployment models. Originating 

IPv4 Avaya SIP traffic and terminating to an IPv6 SIP provider via the Oracle Communications 

Session Border Controller. The configuration also supports bidirectional call-flows via Local-Policy 

routes. 

This document will annotate each configuration with information on its general applicability. The 

intent is to: Minimize UCM SIP interoperability issue’s by standardizing field configurations 

 Minimize SIP to SIP interoperability issue’s by standardizing field configurations 

 Provide guidelines for new users for the Session Border Controller 

 Provide a configuration template, base-lining the SIP to SIP configuration (with 

accompanying Diagram) 

 Flexibility: how resilient the configuration is and how adaptable the configuration is when 

turning up new SIP to SIP networks. 
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 Performance: minimize the use of unnecessary configuration objects 

Reference Architecture 

This section includes a reference architecture diagram, where the Session Border Controller is 

integrated as an Enterprise CPE Trunking Session Border Controller, performing SIP between 

Avaya Communication Manager 6.0 in the Enterprise and the AT&T Flexible Reach service. 

The Avaya IPv4 Communication Manager peers with the IPv6 AT&T IP Flexible Reach service via 

the Oracle Communications Session Border Controller (as depicted below). 
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Service Requirements  

This Below is a description of service requirements that must be adhered to for the solution to work as 

tested. 

 If Avaya Aura® Communication Manager receives an SDP offer with multiple codecs, where 

at least two of the codecs are supported in the codec set provisioned on Avaya Aura® 

Communication Manager, then Avaya Aura® Communication Manager selects a codec 

according to the priority order specified in the Avaya Aura® Communication Manager codec 

set, not the priority order specified in the SDP offer. For example, if the AT&T IP Toll Free 

service offers G.711, G.729A, and G.729B in that order, but the Avaya Aura® 

Communication Manager codec set contains G.729B, G729A, and G.711 in that order, then 

Avaya Aura® Communication Manager selects G.729A, not G.711. The practical resolution is 

to provision the Avaya Aura® Communication Manager codec set to match the expected 

codec priority order in AT&T IP Toll Free SDP offers. 

 G.726 codec is not supported between Avaya Aura® Communication Manager and the 

AT&T IP Toll Free service. 

 G.711 faxing is not supported between Avaya Aura® Communication Manager and the 

AT&T IP Toll Free service. Avaya Aura® Communication Manager does not support the 

protocol negotiation that AT&T requires to have G.711 fax calls work. T.38 faxing is 

supported, as is Group 3 and Super Group 3 fax. Fax speeds are limited to 9600 in the 

configuration tested. In addition, Fax Error Correction Mode 

 (ECM) is not supported by Avaya Aura® Communication Manager. 

 Shuffling must be disabled on the Avaya Aura® Communication Manager “local” SIP trunk 

due to codec negotiation issues with Avaya SIP telephones. 

 Avaya Aura® Communication Manager 6.0 inserts a leading plus sign to calling number 

headers by default (e.g. Update, From, PAI, Contact). The AT&T IP Toll Free service does 

not support the use of digit strings with a leading plus sign (“+”) in headers containing calling 

numbers (Update in the case of the inbound only AT&T IP Toll Free service). The SIP-

manipulation rules in the Acme Packet 3000/4000 will remove the leading plus sign (“+”) 

before sending to AT&T’s network. 

Notes on Reference Configuration 

In the configuration, the Realm labeled INSIDE, and its corresponding IPv4 SIP Interface address 

135.25.242.195, is where the SIP signaling and eventual RTP (when signaling dictates RTP can start), 

will enter and exit the Session Border Controller. This address represents the Oracle Communications 

Session Border Controller’s SIP Signaling target for the Avaya Communication Manager to signal to. 

The Realm labeled OUTSIDE and its corresponding IPv6 SIP Interface address 

fdbd:7d50:bbe2:5c19:192:168:101:13, is where all SIP messaging enters and exits the Oracle 

Communications Session Border Controller to and from the AT&T network SIP Peering side. 

The Local-Policy configurations route sessions to/from the Avaya CM to AT&T’s network. 
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NOTE: multiple PBXs can be supported on a common Acme Packet 3000/4000 by adding the 

following configuration elements for each new platform: 

 Realm that faces the new PBX (i.e. INSIDE-new) 

o The same Physical-Interface and Network-Interface may be used 

 Realm that faces IP Flexible Reach (i.e. ATT-new) 

o The same Physical-Interface and Network-Interface may be used 

 SIP-interface that faces the new PBX (requires a new IP address for SIP-port) 

 SIP-interface that faces IP Flexible Reach (requires a new IP address for SIP-port) 

 Steering-Pool with the new “PBX facing” IP address and Realm 

 Steering-Pool with the new “IP Flexible Reach facing” IP address and Realm 

 Local-Policy with Source realm of new “PBX facing” realm and Next-Hop of AT&T facing IP 

address and Realm name 

 Local-Policy with Source realm of new “AT&T facing” realm and Next-Hop of new PBX 

facing IP address and Realm name 

 Session-Agent with new “PBX facing” IP address and Realm name 

It should be noted that “platform specific” header manipulation rules and translation-rules should be 

configured under their respective SIP-INTERFACE rather than on a “global” level. This prevents 

unnecessary and potentially harmful SIP signaling modifications to the other PBX platforms that could 

cause certain call flows to fail. 

RFC1981 – Path MTU discovery protocol limitation 

When a router receives an IPv6 message that is too big for the router’s “outgoing link”, the router will 

return an “ICMP too big” message. The IPv6 sender should then fragment the packet and resend it. 

When Oracle sends an IPv6 packet, it does not currently support the receipt of an ICMP too big 

message and the subsequent re-transmission of a fragmented version of the original IPv6 packet. The 

issue is most common when the “outgoing link” is an IPv4 tunnel. In a VoIP scenario, this large IPv6 

packet will typically be an initial VoIP/SIP INVITE. If this situation occurs, the call being initiated by 

the INVITE will fail. 
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Appendix A: Reference Diagram and Configuration 

The Avaya CM peers with the AT&T IP Flexible Reach service via the Oracle Communications 

Session Border Controller (as depicted below): 
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