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Status of this memo

Oracle Tech Notes are working documents of the Professional Services department of Oracle, Inc.
Note that other groups may also distribute working documents as Tech Notes.

Tech Notes are working documents valid until explicitly obsoleted, and may be updated, replaced or
obsoleted by other documents at any time. It is recommended to use Tech Notes as reference material
aswell asto cite them in other works in progress.

Abstract

The use of the RFC 2119 keywords is an attempt to assign the correct requirement levels ("MUST",
"SHOULD", "MAY", etc.).

IMS-AKA (Authentication and Key Agreement) is the mechanism defined by 3GPP for
authenticating SIP registration and deriving keys for encrypting SIP signaling exchanged between
endpoints (UE) and Proxy-CSCF using | PSec.

This Technical Note documents a basic testing activity performed by Systems Engineering inOracle
labs, with the purpose of learning about IMS-AKA support on the ESBC using open-source tools for
lab testing.

Applicability
This document is applicable to 4600,6100 and 6300 seriesESBCs.
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|1 Scope

1.1 Goals

This activity was an informal testing effort aimed at learning about IMS-AKA support on theESBC
and basic lab testing using open-source tools..

1.2 Non-Goals
Thisisnot afull verification of IMS-AKA functionality or standards compliancy.

1.3 Intended Audience

This document is intended for use by Oracle HQ and Field Based Engineers. It assumes the reader is
familiar with basic operations of the ESBC, and has attended the following training course(s) (or has
equivalent experience):

EDU-CAB-C-CLI Net-Net 4000/3000 Configuration Basics
Further, the test plans enclosed assume familiarity with theESBC’'s ACLI command line interface,
retrieving and reviewing log files generated by the ESBC, standard network analysis tools
(Wireshark/tcpdump), and all protocolsinvolved in the activity.


http://guest.cvent.com/EVENTS/Info/Agenda.aspx?e=28c2c41c-2eb3-45d4-b96c-de9d0959d351#Net_Net_4000_Configuration_Basic

2 Application Overview

IMS-AKA (Authentication and Key Agreement) is the mechanism used in the IP Multimedia
Subsystem, defined by 3GPP, for authenticating SIP registration and deriving keys for encrypting SIP
signaling exchanged between endpoints (UE) and the ESBC (Proxy-CSCF) using | PSec.

IMS-AKA uses the Security Mechanism Agreement for SIP defined in [1]. The keys for the IPSec
security associations between the UE and the P-CSCF are sent to the P-CSCF in the 401 challenge to
the first REGISTER, and the UE independently derives these same keys using the challenge
information and the stored secret key. All the signaling starting with the 2nd REGISTER (with
credentials) is sent encrypted in the established |PSec SAs.

The relevant 3GPP specificationsare TS 24.229 and TS 33.203



3  Software/Hardware/Tools

3.1 ESBC Hardware and Software Requirements

ESBC Platform Mainboard Rev. Bootloader Software Version/Patch

Functional Rev: 2.15 !
NN4600 Board Rev: 3 Date: 10/17/2006 ECZ810 GA

Format Rev: 3 13:04:28
Manufacturer: Benchmark

3.2 Test Tool / Third Party Equipment used for Feature research and Testing

Third Party Platform Software Version/Patch
Fedora Core 4 with ipsec-tools-0.5-4
SIPp/ Linux
Patched SIPp version (from http://www.openimscore.org/node/85)
SVN checkout around Feb 5" 2008
OpenlM SCore

[0 svn checkout svn://svn.berlios.de/openimscore/ser_ims/trunk
0 svn checkout svn://svn.berlios.de/openimscore/FHoSS/trunk

Some extra tweaks to SIPp ipsec scripts required for HMAC-SHA1 and 3DES (key expansion).

The full SIPp tgz with tweaked ipsec scriptsis attached here

E

SIPp_IPSEC_patched
_with_KeyExpansion.t

3.2.1 Configuring SIPp

Three SIPp instances are launched in sequence, using the following script:

#1 / bi n/ bash
./sipp -t ul -i 172.18.1.200 -p 3061 172.18.1.30: 5060 -sf scenarios/regl PSECL.xml -m 1 -trace_err -ap alice -
aut h_pi pe b. dat

sleep 3

./sipp -t ul -i 172.18.1.200 -p 12345 172.18.1.30: 7000 -sf scenarios/regl PSEC2.xm -m1 -trace_err -inf
spis.csv -ap alice -auth_pipe b.dat

./sipp -t ul -i 172.18.1.200 -p 3062 -sf scenarios/regl PSEC3.xml -m1 -trace_err

These are the referenced scenario files:



http://www.openimscore.org/node/85

scenarios/regl PSEC1.xml:
sendsfirst REGISTER to ESBC' s unprotected access sip-port (5060)
receives 401 reply and establishes security associations by runningipsec/ipsec E * scriptsusing
parameters obtained from the 401 reply

scenarios/regl PSEC2.xml:
- sends second REGISTER (with auth credentials) from UE port-c (12345) to
ESBC’ s port-s (7000), protected by the installed 1PSec SA



scenarios/regl PSEC3.xml:
- receives 200 OK on UE port-s (3062), protected by the installed 1PSec SA

3.2.2 Configuring OpenIMSCore

Perform standard OpenlM SCore installation (see
http://www.openimscore.org/installation_gquide).

In this case we changed the network domain to selab.com both in the ser_ims and FHoSS
config. User ‘alice@selab.com’ is provisioned using the HSS web interface, with secret key
‘aice



http://www.openimscore.org/installation_guide

3.3 Test Bed Diagrams

Test bed 1:
______________ :
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|4 Sample Call Flows & Diagrams

A registration flow using IMS-AKA is described in the following figure:

UE NAT SBC / B2BUA / P-CSCF I-CSCF S-CSCF

{SM1} Register .

(SM1) Registar

—

(SM2) Register

(SM3) Register

N

[SM4) 401 Auth_Challengea

ra— -_[SME] 401 Auth_Challenge

r— (EMe) 401 Auth_Challenge
(EME) 401 Auth_Challenge

e

(SMT) Register
[SMT) Register

[SME) Register —
{EMS) Register

—

{SM 10) 200 Auth_OK

—
(S8 11) 200 Auth_OK

—— R

T SM 12) 200 Auth 0K

(SM 12) 200 Auth_OK

¥

Please note that this activity did not include testing with UE behind NAT, but the call flow is
Similar.

The following zip file contains:

aWireshark capture

logs (log.secured, log.sipd, sipmsg.log)
support-info

output of “show security ipsec sad M00:0 detail”

(Using test bed 2)



173 1E.2.40

17216, 7. 701

172, 18, 1FX2.1H. 2,101

17 1.IE1140 1FE 1R1.40 172_16.1.101

# Frama @ (LO0W bytea om wire, 1068 bytes captured)
L1 ookl captuare

¥ DALEFTEE Fromess], Srel 173.38.1.100 (372,
+ Encapsulating Becurity Fuploed

USET [NTApras PROTOCOT, WC PorT! TTalk ClE3aR),
= Smaion Imltiazion Frotocsl

18.1.100), DEE: 1T2.18.1.4% [172.28.1.400

osx Poet! afsi=T1lesorver (POO00

mearsTen sipiopen-1ms, TEsT IR0
Ot LTE_LE, 1, 100 - i3 branche THhGdbe -1 04 T =1 -0
Ip:ialiceBopan-ms. fant s tag-l

SL=L0dTLELTE LA, 1, 131

STEA
# Comtact: <mipzal{-elQ73, 28.1. 100 ;3033
Eepiresn 300
Contant-Length: O
securiny-clienc: Ipsec-igep; ealgedes-eded-cho; Algermic-sra-1-06 spl-caldld; pi-5a0048; port-ceallidt; porc-s=3063; geo,
secr 1 ty—war I Ty s TpSec-Sgep; ) geous-mies-cbe; algefmac-sFa-1-982 spl-Cedais: spl-selale; porU-CeB000s pOrT-Se=P0a0; ged.l
upar-agent: Sips wl.1-TLS, version 20081134
¥ cated] swtForization: oAgest o nese" il oeBopEn - 1eg, TEST", red a0 pEn- 185 TEST" , CNOnCE "S5 $67"  mc e RSO I0L  qupmauth, e s s d 72, D8 L. 00 PO, ranc e SHT e o] b

The Wireshark capture contains a successful registration, where the encrypted REGISTER
and 200 OK are decrypted using the keys obtained from the 401 reply after the appropriate
key expansion (required for HMAC-SHA1 and 3DES as per). This can be achieved by
configuring the ESP preferencesin Wireshark as follows:
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|5

Test Configuration and Debugging

51

ESBC Sample Configuration
Configure ESBC as P-CSCF

Xnet: Professional Services> EMEA, Systems Engineering > Technical Documents >
Made in EMEA > P-CSCF Configuration Guidelines v1 3.pdf

security > ims-aka-profile

imsedka-profile
ans
profeciedecbienty port
NrasesEel- S8Rl - BT
ey - log—1ias
ansn-zlg-list

sip-interface

TREL
aooa

R HIY

wel-sies heatedide 3 sl
aam-2ng-1-58 eec-teb-52

o Enableims-aka-feature and configure sip-port > ims-aka-profile

sip-interface

state

reslm—1id

description

=ip-port
address
port
transport-protocol
tls=profile
allow-anonymouns
ims—aka-profile

ims-asa-feature

security > ipsec > security-policy

enab led
access]l

172.18.1.30
3060
UDF

registersd
Ce3t
=naklad



security=policy

s poll
NATEOEK=1HTeE LRCe HOD:0
prioricy o
logal=1p=addE=matoh 172.18.1.30
EasoTe=1p=-addr-mateh 172.15.1.0
loCal=poET =match 5060

@0 TE=PoE T=Hatch o
CIRAS=PTOL0C0 l=Hateh ALL
direction baoth

100a =1 p=rask
ERBOTE=1p=maak

255.255.255,255
255.2585.255.0
action allow
1ke=aminto=Tnme

outhound=an=1 ine=gralned=mask

looal=1p=-Toaak E55.255,255.255
TEMOTRE=1p=maak ZE5.255,255. 8585
logal=por T=mask o

TR0 TE=ROLT=Taak o
TEANS=PEOTOC0 L=Thaak o

wimlid anab Led

W Ld=meiai OXFFF

Add a sip-feature for “ sec-agree”

sip-feature

securicy=policy

L

NACHOEE= InTer IRca
PTLIOTATY
logal=1p=adds -match
0 Ta= 1 = add T =Tmac ol
local=poET=satoh
0 T = POE T=TaC.oh
LIRS =JTOLOC0 L=Tatch
direction
local=1p=mask

CEOTE= 1 p=-maak
action

ike=aninto=name

ouchound=an=11ne=-grainsd=-mnak

locl=1p=maak
e CE=1p-maak
Locml=poE C=Takak

TEMOCa=-poTC mnak

TEARS=PEOTOCO L=mAak

wmlid
o L=k

nEme sec—agres
realm

support-mode-inbound Pa=s
regquire=mode=inbound Pa=s
proxy-require-mode-inbound Pa=s
supporc-mode-—outbonnd Pas=
regquire-mode—-outbound Pass
proxy-require-mode-outhound Pas=s

HA :security > 1 PSec > ipsec-global-config
In addition to the normal HA config ,for IMS-AKA feature ,configure red-ipsec-port, red-
max-trans, red-sync-start-time, red-sync-comp-time
The following snapshot gives steps to configure basic HA with IMS-AKA.

polz
EQD:D

1

172,808,030
172, 08,00

=]

0

ALL

boTh
255,255,255, 255
ZE55,2558.255.0
ipaec

Z55.255.255,255
255.255. 255,255

B5535
B5535

]
EuD 1 e
DOxFFF

connecticut(system)# redundancy

connecticut(redundancy)# select

connecticut(redundancy)# peers

connecti cut(rdncy-peer)# name connecticut
connecticut(rdncy-peer)# type Primary
connecticut(rdncy-peer)# destinations

connecti cut(rdncy-peer-dest)# address 169.254.1.1:9090
connecticut(rdncy-peer-dest)# network-interface wancomZ1:0
connecticut(rdncy-peer-dest)# done

destination
address 169.254.1.1:9090
network-interface wancoml:0

connecti cut(rdncy-peer-dest)# address 169.254.2.1:9090
connecticut(rdncy-peer-dest)# network-interface wancomz2:0
connecticut(rdncy-peer-dest)# done

destination




address 169.254.2.1:9090
network-interface wancom?2:0

connecti cut(rdncy-peer-dest)# exit
connecticut(rdncy-peer)# done

peer

name connecticut

state enabled

type Primary

destination
address 169.254.1.1:9090
network-interface wancoml:0

destination
address 169.254.2.1:9090
network-interface wancom2:0

connecticut(rdncy-peer)# name delaware
connecticut(rdncy-peer)# type Secondary
connecticut(rdncy-peer)# destinations
connecticut(rdncy-peer-dest)# address 169.254.1.2:9090
connecticut(rdncy-peer-dest)# network-interface wancomZ1:0
connecticut(rdncy-peer-dest)# done

destination*M
address 169.254.1.2:9090
network-interface wancoml:0

connecticut(rdncy-peer-dest)# address 169.254.2.2:9090
connecticut(rdncy-peer-dest)# network-interface wancom2:0
connecticut(rdncy-peer-dest)# done

destination
address 169.254.2.2:9090
network-interface wancom?2:0

connecticut(rdncy-peer-dest)# exit
connecticut(rdncy-peer)# done

peer*M

name delaware

state enabled

type Secondary

destination
address 169.254.1.2:9090
network-interface wancom1:0

destination*M
address 169.254.2.2:9090
network-interface wancom2:

connecticut(rdncy-peer)# exit
connecticut(redundancy)# done
redundancy-config"M

state enabled
log-level INFO
health-threshold 75
emergency-threshold 50
port 9090
advertisement-time 500
percent-drift 21

initial-time 1250




state

becoming-standby-time

180000

becoming-active-time 100
cfg-port 1987
cfg-max-trans 10000
cfg-sync-start-time 5000
cfg-sync-comp-time 1000
gateway-heartbeat-interval 0
gateway-heartbeat-retry 0
gateway-heartbeat-timeout 1
gateway-heartbeat-health 0
media-if-peercheck-time 0
peer*M
name connecticut
enabled
type Primary
destination
address 169.254.1.1:9090
network-interface wancoml:0
destination
address 169.254.2.1:9090
network-interface wancom?2:0
peer
name delaware
state enabled
type Secondary
destination
address 169.254.1.2:9090
network-interface wancoml:0
destination
address 169.254.2.2:9090
network-interface wancom?2:0
options
last-modified-by admin@10.196.147.157

last-modified-date

2018-08-08 05:25:18

connecticut(configure)# securityM




connecticut(security)# ipsec*M

connecticut(ipsec)# i psec-global -config"M
connecticut(ipsec-global-config)# select*M
connecticut(ipsec-global-config)# red-ipsec-port 1994"M
connecticut(ipsec-global-config)# done™M
ipsec-global-config"M

red-ipsec-port 1994"M

red-max-trans 10000"M
red-sync-start-time 5000"M
red-sync-comp-time 1000"M
rekey-on-sn-overflow enabled*M

options "M

last-modified-by admin@10.196.147.157"M
last-modified-date 2018-08-08 05:25:01"M

B

Configuration.txt

5.2 ACLI Commands and Statistical Definitions

Below are sample output for ACLI show commands.

# show sa stats ins-aka

12:35:03-191

SA Statistics ---- Lifetime ----
Recent Tot a

| MB- AKA Statistics

ADD- SA Req Rcvd 0 0

ADD- SA Success Resp Sent 0 0

ADD- SA Fail Resp Sent 0 0

DEL- SA Req Rcvd 0 0

DEL- SA Success Resp Sent 0 0

DEL- SA Fail Resp Sent 0 0

SA Added 0 0

SA Add Fail ed 0 0

SA Del et ed 0 0

SA Del ete Failed 0 0

# show security ipsec sad M)O: O detai
| PSEC security-associ ati on-database for interface ' MO: 0
Di splaying SA's that match the following criteria -

Spi ©any
direction : both
i psec-proto :any
src-addr-prefix : o any
src-port . any
dst-addr-prefix ;any
dst - port ©oany
trans-proto © ALL
I nbound, SPI: 2033

desti nati on-address :172.18.1.40
vl an-id 0

i psec- protocol . ESP

sad- i ndex .0

Per Max

[eNeoNoNoloNoNoNoNoNe)




encr-al go

aut h-al go

match fields
src-ip
dst-ip
src-port
dst - port
vl an-id
trans-proto

mask fields
src-ip
dst-ip
src-port
dst - port
vl an-id
pr ot oco

flags -

26932080, Is:

byte count limt -

3des
hmac- shal

172.18.1.101
172.18.1.40
3062

8000

0

ALL

255. 255, 255. 255
255. 255, 255, 255
1

1
0
0

40000000

hard ms: OXFFFFFFFF, hard |s: OxFFFFFFFF

soft ms: OxFFFFFFFF

hard Iimt -

hard: OxFFFFFFFF

seq ms: Ox

I nbound, SPI: 2034

destinati on-address

vl an-id

i psec- protoco

sad- i ndex

encr-al go

aut h- al go

match fields
src-ip
dst-ip
src-port
dst - port
vl an-id
trans-proto

mask fields
src-ip
dst-ip
src-port
dst - port
vl an-id
pr ot oco

flags -

26932080, |s:

byte count limt -

soft |s: OxFFFFFFFF

sof t: OxFFFFFFFF

seq I's: Ox 0

172.18.1. 40
0

ESP

1

3des

hmac- shal

172.18.1.101
172.18.1. 40
12345

7000

0

ALL

255. 255, 255. 255
255. 255, 255. 255
1

1
0
0

40000000

hard ms: OxFFFFFFFF, hard |s: OxFFFFFFFF

soft ms: OXFFFFFFFF

hard Iimt -

hard: OxFFFFFFFF

seq ns: Ox

Qut bound, SPI: 2048

sour ce- addr ess
desti nati on-address
sour ce- port
desti nation-port
trans-proto

vl an-id
sad- i ndex
encr-al go

aut h-al go

nmu

flags -

Ox 293000040000000

byte count limt -

soft |s: OxFFFFFFFF

soft: OxFFFFFFFF

seq I's: Ox 0

172.18.1. 40
172.18.1.101
8000

3062

ALL

0

0

3des

hmac- shal
1428

hard ms: OxFFFFFFFF, hard |s: OxFFFFFFFF

soft ns: OxFFFFFFFF

soft |s: OxFFFFFFFF




time limt -
hard: OxFFFFFFFF, soft: OxFFFFFFFF
seq ms: Ox 0, seq Is: Ox 1

Qut bound, SPI: 1024

sour ce- addr ess : 172.18.1.40
desti nati on-address :172.18.1.101
sour ce-port : 7000
destination-port ;12345
trans-proto : ALL

vl an-id 0

sad- i ndex o1

encr-al go . 3des

aut h- al go : hmac-shal
nmu 1 1428

flags -

0x 293000040000000

byte count limt -
hard ms: OxFFFFFFFF, hard |s: OxFFFFFFFF
soft me: OXFFFFFFFF, soft |s: OxFFFFFFFF

tine limt -
hard: OxFFFFFFFF, soft: OxFFFFFFFF
seq ms: Ox 0, seq Is: Ox 0

# show security ipsec statistics M)0:0 sad

<enter> select all entries

direction sel ect by direction

dst - addr-prefix sel ect by renote ip-address prefix
dst - port sel ect by destination port

i psec- protocol sel ect by ipsec protoco

spi sel ect by security-policy-index
src-addr-prefix sel ect by source ip address prefix
Src-port sel ect by source port

trans- protocol sel ect by transport protoco

5.3 Debugging Methodology and Techniques
Check sipmsg.log, log.sipd, log.secured

Check keysin WWW-Authenticate header of 401 Unauthorized reply




Tirez: Sounce | Destiration Frotocol Info B

172.14.]. 200 172.148.1.30 Request: REGISTER =ip:selab.com
172.13.2.30 17 Request: REGISTER sip:

V4T4T 172.14, 2. 300 a7 2.30 Ficl the UE

= alle ng
0. 106582 172.14.1.30 172.14. 1. 200 STatus: 401 unauthorized - Challenging The UE

d.2F83:23 AF3.14.1.200 1723.14.1. 30 ESP {SPI=0wx000d07Ff4)
3. 302685 172.14.2.30 172.14.2.300 Request: REGISTER sipisalab, com

T3
L vETsTeI TR T

© status-Line: SIR/2.0 40l wnauthorized - Challengimg the UE
B Message Header
A wiad SIPS2.00p8 172,168 2, 200; branchezohcd bidd 60, ObdeaBbS, O
A wia: SIPY2.0/Upe 172,18, 2. 30:5080; brsnch=20hGdbkigf jarlidloggedd hidkl. 1
wia: SIP/2.0/UD@ 172.1B.1. 200: 3041 ; branch=réhGabk =285 =10
i From: “alica” «sip:ralice®selab.com»;tag=1
! To: “aldce” <sipralice®salab, come tage=2edbf Tl 7CAZ 043 5c0Bdaa30eb5TE329-0d00?
Call-1p:r regs//1-26504172,18. 1. 200
C5eq: 1 REGISTER
o wetw-sutherticate: pigest realms"selab, com™, nonces"EyisarpiroryBaxskCFT2TxBrao9lgeailoLlBufeTs=", algar itha=axul-HoS,
authentication Scheme: Digest
Realm: "se&lab. com"
wWonce walue: "SyiSavpgeorvyBaxshCFFITxErAoEToandl oLl 3uféTs ="
Algorithm: Axavl-HD§
cyphering Key: ec2 731351
Inter ity Key: °0db?%8d0693a543e38Thodladf el c7” |

+

+

And use them in Wireshark (Edit>Preferences>Protocols>ESP ...) to be able to
decrypt IPSec packets

On aLinux UE, use setkey -DpP for dumping the security associations (SAD and
SPD entries)

Using NULL encryption algorithm can help



|6 Test Cases

The following registration test cases were executed successfully for understanding this feature.

6.1 Registration using HMAC-MD5 and AES

TC# | Description: Registration ussing HMAC-MD5 and AES
1
. Result /
Step | Action Defect D
1 Configure SIPp (scenarios/regl PSEC1.xml) to use HMAC-MD5 and AES ]
algorithms
2 Register user OK
6.2 Registration using HMAC-SHA1 and 3DES
TC#2 | Description: Registration usng HMAC-SHA1 and 3DES
] Result /
Step | Action Defect 1D
1 Configure SIPp (scenarios/regl PSEC1.xml) to use HMAC-SHA1 and 3DES ]
algorithms

2 Register user OK




|7 Conclusion |

IMS-AKA support in the ESBC (acting as P-CSCF) was verified in Systems Engineering lab.
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[2] 3GPPTS24.229 —“1P multimediacall control protocol based on SIP and SDP; stage
3”

[3] 3GPP TS 33.203 — "3G security; Access security for 1P-based services
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