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Purpose statement

This document outlines the recommended multipath configuration for Oracle ZFS Storage Appliance ZS9, deployed with
Oracle Linux Virtualization Manager (OLVM) 4.5, on Oracle Linux Server 8.10 (Kernel release: 5.4.17-
2136.335.4.el8uek.x86_64). The configuration ensures optimal path management, failover handling, and performance for
enterprise environments using Oracle ZFS Storage.

Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive property of
Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle software
license and service agreement, which has been executed and with which you agree to comply. This document and information
contained herein may not be disclosed, copied, reproduced or distributed to anyone outside Oracle without prior written
consent of Oracle. This document is not part of your license agreement nor can it be incorporated into any contractual

agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the implementation and
upgrade of the product features described. It is not a commitment to deliver any material, code, or functionality, and should
not be relied upon in making purchasing decisions. The development, release, timing, and pricing of any features or
functionality described in this document remains at the sole discretion of Oracle. Due to the nature of the product
architecture, it may not be possible to safely include all features described in this document without risking significant

destabilization of the code.
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Introduction

This solution paper provides the recommended configuration of multipath.conf file for Oracle ZS9 storage with Oracle Linux
Virtualization Manager (OLVM) 4.5, running on Oracle Linux 8.10. Multipath I/O is critical in enterprise environments to

ensure high availability, performance, and fault tolerance in storage operations.

This content is provided for informational purposes and self-supported guidance only. Consultancy or other assistance related
to the content is not covered under the Oracle Support contract or associated service requests. If you have questions or

additional needs, then please do reach out to your Oracle Sales contact directly.
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Multipath Configuration

Listed below is the multipath configuration file recommended for Oracle Linux Virtualization Manager (OLVM) 4.5, on Oracle
Linux Server 8.10 (Kernel release: 5.4.17-2136.335.4.el8uek.x86_64).

defaults {
user_friendly_names no
polling_interval 5

devices {
device {

vendor "SUN"
product "(Sun Storage|ZFS Storage|COMSTAR)"
failback "immediate"
path_checker tur
path_grouping_policy group_by_ prio
prio alua
no_path_retry 30
rr_weight priorities

blacklist {
protocol "(scsi:adt|scsi:sbp)"
devnode "~(rbd)[@-9]*"

Explanations and Recommendations

Defaults

The defaults section of the multipath.conf file contains global settings that apply to all multipath devices, unless overridden by
device-specific sections. Below are the recommended values for the defaults section in the multipath.conf file for Oracle ZS9

storage with Oracle Linux Virtualization Manager (OLVM) 4.5, running on Oracle Linux 8.10:
user_friendly_names no

Disables simplified device names (e.g., mpathQ). Instead, the actual WWIDs (World Wide Identifiers) are used for precise

identification of devices, important for managing storage in virtualized environments like OLVM.

polling interval 5

Sets the path check interval to 5 seconds, ensuring timely detection of path failures without overwhelming system resources.
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Devices

The devices section of the multipath.conf file in Oracle Linux defines device-specific configurations. These settings allow for

fine-tuning of the behavior for specific storage devices or types, overriding global defaults when necessary.
Each device section identifies a particular storage model or vendor and customizes multipath handling for that device.

Below are the recommended values for the devices section in the multipath.conf file for Oracle ZS9 storage with Oracle Linux

Virtualization Manager (OLVM) 4.5, running on Oracle Linux 8.10:

vendor "SUN" and product "(Sun Storage|ZFS Storage| COMSTAR)"

These match the Oracle ZFS Storage devices and apply specific multipath rules to them.
failback "immediate"

This ensures that once a preferred path is restored, the system immediately switches back to it, optimizing performance and

reducing latency.
path_checker tur

Uses the 'Test Unit Ready' (TUR) SCSI command to check the health of paths. This is lightweight and recommended for
Oracle ZFS Storage arrays.

path_grouping policy group_by_prio

Groups paths based on priority, allowing the most efficient paths to be used first, which enhances load balancing and failover
handling.

prio alua

Uses Asymmetric Logical Unit Access (ALUA), which assigns priorities to paths dynamically, ensuring that the most optimal

paths are used.

no_path_retry 30

Specifies that the system should retry a failed path 30 times before marking it as down, ensuring resilience to temporary issues.
rr_weight priorities

In a round-robin configuration, paths are weighted based on their priority. This optimizes the load balancing by favoring high-
priority paths.

Blacklist

The blacklist section of the multipath.conf file in Oracle Linux specifies devices that should be excluded from multipath
management. This is useful when there are devices that you do not want to be handled by the multipath service, such as
internal disks, certain RAID controllers, or other storage devices not intended for multipath. Listed below are some examples.

protocol "(scsi:adt|scsi:sbp)”

Blacklists certain protocols that are not relevant to Oracle ZS9, preventing unnecessary management of unsupported devices.
devnode "(rbd)[0-9]*"

Blacklists RADOS block devices (typically used in Ceph), ensuring that these devices are not managed by multipath in this

configuration.
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Connect with us

Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact.

B blogs.oracle.com n facebook.com/oracle u twitter.com/oracle

Copyright © 2024, Oracle and/or its affiliates. This document is provided for information purposes only, and the contents hereof are subject to change without notice. This document is not warranted
to be error-free, nor subject to any other warranties or conditions, whether expressed orally or implied in law, including implied warranties and conditions of merchantability or fitness for a particular
purpose. We specifically disclaim any liability with respect to this document, and no contractual obligations are formed either directly or indirectly by this document. This document may not be
reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose, without our prior written permission.

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Author: Anderson Souza
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