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Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with which you agree to comply. This
document and information contained herein may not be disclosed, copied, reproduced or distributed to anyone
outside Oracle without prior written consent of Oracle. This document is not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the
implementation and upgrade of the product features described. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development, release, timing,
and pricing of any features or functionality described in this document remains at the sole discretion of Oracle. Due to
the nature of the product architecture, it may not be possible to safely include all features described in this document
without risking significant destabilization of the code.
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Introduction

For over a decade, leading organizations across diverse sectors like banking & finance and media & entertainment
have relied on the cost-effective, petabyte-scale storage, and robust security and compliance features of on-premises
Oracle ZFS Storage Appliances (ZFSSA). This solution brief is specifically intended for existing ZFSSA customers. It
goes beyond the traditional role of storage, demonstrating how ZFSSA can serve as a foundation for building a data
lake. By leveraging their existing investment in ZFSSA, customers can gain a secure, scalable, and cost-effective data
lake solution. This approach unlocks additional value from their storage resources, transforming spare capacity into a
powerful tool for data analytics.

Data Lake Architecture

Data lakes offer a central repository capable of storing and managing a vast and diverse range of data. This includes
structured, semi-structured, and unstructured data, along with various file formats like JSON, ORC, AVRO, Iceberg,
CSV, Parquet, and XML. Data lakes excel at ingesting and processing both batch and streaming data, making them
powerful tools for fulfilling diverse data analysis goals.

Figure 1. Data Lake Architecture
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The key components of a data lake architecture include:

o Data Ingestion Layer: This layer is responsible for collecting and ingesting data from various sources into the
data lake. It includes tools and processes for data ingestion, validation, and transformation, ensuring that data is
ingested efficiently and accurately.

o Data Storage Layer: The storage layer of a data lake provides scalable and cost-effective storage for storing raw
data. It typically utilizes distributed file systems or object storage solutions to accommodate large volumes of
data. Data is stored in big data file structures such as ORC, Avro or Parquet which provides both compression,
and better access. See this article for insights.
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o Data Processing Layer: This layer enables data transformation, enrichment, and analysis within the data lake. It
includes tools and frameworks for batch processing, stream processing, and interactive querying, allowing users
to derive insights from the stored data.

o Data Organization Layer: The organization layer focuses on organizing and cataloging data within the data lake
to make it discoverable, accessible, and understandable. It includes metadata management, data cataloging, and
data governance capabilities to ensure data quality, lineage, and compliance.

o Data Security and Governance Layer: This layer ensures the security, privacy, and compliance of data stored
and processed in the data lake. It includes access control mechanisms, encryption, data masking, auditing, and
compliance monitoring tools to protect sensitive data and ensure regulatory compliance.

Leveraging Oracle ZFS Storage as a Data Lake

Oracle ZFS Storage offers flexible ingestion capabilities, allowing organizations to ingest structured, unstructured, and
semi-structured data- from various sources, including databases, loT devices, log files, and more. It offers protocol
support for all the key industry standard storage protocols as well as Oracle’s proprietary protocols that are optimized
for Oracle-on-Oracle environments.

Table 1. ZFS Storage Capabilities as a Data Lake

Data Lake Features ZFS Storage Capabilities as a Data Lake

Unified Storage e Support for structured, semi-structured and un- structured data

e  Supports major industry standard protocols for data ingestion for e.g.
HTTP/HTTPS, NFS, SMB, iSCSI, REST, FTP, JDBC etc.

Scalability e Upto 25PB on-premises storage with support for block, file and object
storage in the same platform.
Performance e ZFSSA can be built with HDDs, SSDs, or both. With HDDs, its optional to

incorporate read and/or write acceleration SSDs for improved read/writes

e  Offers multiple configurations to optimize various workload types for
performance and/or throughput

Data Tiering e Hybrid Storage Pool architecture offers data tiering for low latency 1/0

e ZFSSA combines different storage media - DRAM, flash (SSDs), and spinning
disks - to deliver exceptional performance for both reading and writing data.

o For reads, frequently accessed data is cached in high-speed DRAM for
instant retrieval, with less-used data residing in a secondary flash cache
(L2ARC). The remaining data sits on traditional spinning disks.

This tiered structure ensures that critical data is always readily available
for rapid reads.

o Writes are handled intelligently as well. They are initially placed in DRAM
for speed, then flushed to either flash or spinning disks based on the
workload. Latency-sensitive applications benefit from writes being
acknowledged after copying to a high-performance SSD, minimizing wait
times. Conversely, throughput-intensive workloads can write data
directly to spinning disks for faster transfers. This approach balances
data integrity with optimal performance, catering to the specific needs of
different applications.

Storage and Cost Efficiency e Space efficient copy on write based snapshots, clones & replication

e Storage efficiency with compression, deduplication further enables more
storage for the same price points.

o Cost effective data tiering with OCl object store enables low-cost, durable
storage for archiving

e  ZFSSA offers two powerful controllers to manage 25PB storage which is
unlike other solutions where compute must scale with storage, that increases

the total cost of ownership (TCO).
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Data Protection e Block-level replication

e Shadow migration

e Supports tar & ZFS formats for backup/recovery

Security and Compliance e Role-Based Access Control (RBAC) allows for granular control over user
permissions within the storage system

¢ Implements RAID protection, data encryption, immutable snapshots,
retention locks, audit logs, ransomware recovery, and crypto replication for
comprehensive data security and recoverability.

¢ Compliance Ready: Cohasset's Compliance Assessment report on ZFS
Storage

e Oracle optimized object storage provides extensive permissions capabilities
to separate bucket and object management, along reading and updating
objects.

Namespace
Read (GetNamespace, GetNamespaceMetadata)

Bucket

Create (CreateBucket)

4 Update (UpdateBucket, CreateRetentionRule UpdateRetentionRule, DeleteRetentionRule)
4 Read (GetBucket, ListMultipartUploads, GetRetentionRule, ListRetentionRule)

Inspect (ListBuckets, HeadBucket)

Delete (DeleteBucket)

Object

4 Create (PutObject, CopyObject, CreateMultipartUpload, UploadPart, CommitMultipartUpload)
& Overwrite (PutObject, CopyObject, CreateMultipartUpload, UploadPart, CommitMultipartUpload)
Read (GetObject, HeadObject, CopyObject)

& Inspect (HeadObject, ListObjects, CopyObject, ListMultipartUploadParts)

Delete (DeleteObject, AbortMultipartUpload)

Delete (DeleteObjectVersion)

Pre-autenticated Request
4 Manage (CreatePar, GetPar, ListPars, DeletePar)

Retention Rules

Manage (CreateRetentionRule, UpdateRetentionRule, DeleteRetentionRule)
Lock (CreateRetentionRule, UpdateRetentionRule)

¢ Oracle optimized object storage also provides retention management by

roles.
Integration e Supports backups to OCI object store (standard and archival storage)
e S3 API compatibility for seamless data transfer from Amazon S3
Investment Protection e Existing customers who want to store and/or process data can leverage

ZFSSA in the data lake capacity, thereby capitalizing on existing investment.

Oracle ZFSSA can store data in block, file and object formats and offers a cost-effective storage for long term
retention or archival storage. The ZS9-2 ZFSSA appliance can scale up to 25PB which can accommodate a large
number of starter data lakes. If organizations need to scale beyond that, they may use open-source tools like Ceph or
GlusterFS to aggregate storage across multiple ZFS appliances, creating a distributed file system for their data lake.
These open-source tools provide a unified namespace and management plane, allowing you to treat multiple ZFS
appliances as a single entity for easier administration and scalability. This distributed architecture offers greater
scalability, improved performance, and enhanced fault tolerance for handling massive datasets.

As a unified storage platform, ZFSSA can manage its own internal metadata, including file attributes, block size
information, and object size data. ZFS ensures reliable access to data in data lakes through a layered metadata
management system. Embedded metadata on each data block allows for quick retrieval without relying on a central
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source, while the stash layer synchronizes comprehensive metadata copies across nodes for data consistency —
critical aspects for efficient data discovery, maintaining data integrity, and enabling data governance within large and
ever-growing data repositories.

This allows for basic data access and retrieval. However, ZFSSA benefits significantly from leveraging external meta
store solutions. These external meta stores, like Apache Hive Meta store or Apache Atlas, provide a central repository
for comprehensive meta data details including schema information, lineage tracking, and access control. This enables
efficient data discovery, enforces data governance, streamlines data processing, and fosters collaboration — all
essential for maximizing the value of your data lake.

Use Case: Batch Ingestion for Financial Data to Oracle ZFS
Storage Appliance

This section outlines the batch Ingestion use case with Oracle ZFSSA. Batch ingestion is used for loading large
datasets at scheduled intervals. Batch processing then analyzes these datasets at once.

In financial institutions, data integrity, security, and regulatory compliance are critical. Archiving financial data is
essential for regulatory compliance, historical analysis, and disaster recovery purposes. In this use case, we'll
demonstrate how to set up a batch ingestion pipeline to archive financial data in CSV format to an Oracle ZFS Storage
Appliance (ZFSSA) object store using OCI Object Store API. The financial data includes daily transaction records,
account balances, market data, portfolio holdings, and trade history. By archiving this data to the ZFSSA,
organizations can ensure data integrity, compliance with regulatory requirements, and have access to historical
financial data for analysis and reporting purposes. The setup provides a cost-effective and scalable solution for data
archival, leveraging the robust storage capabilities of the ZFSSA.

Batch processing data pipeline automates and optimizes the process of archiving data for compliance and cost-
effective storage for later use. It involves:

1. Data Ingestion: Financial data from various sources (transactions, ERP, CRM) is gathered using ELT/ETL
tools and stored in a central data lake.

2. Data Archiving: This data can be archived for the duration set by the administrator and used later for
processing if needed. * Archival data can also be protected with a retention lock.
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Figure 2. Batch Ingestion
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Implementation Steps for Financial Reporting with Batch Ingestion and
Processing

The following experiment lays out the steps used to set up data pipeline for batch ingestion and processing:
Steps:

1. Create a data source

Set Up ZFS Storage Configuration

Ingest Data via OCI Object Store API into ZFSSA:

A wWoN

Archiving - setting up retention period

1. Create a data source

a. Choose a virtual machine (VM) as the environment for hosting your data source

b. Prepare your financial data in either CSV or JSON format and store it within the VM.
2. Set Up ZFS Storage Configuration

a. Create and configure Share

i. Loginto Oracle ZFS Storage Appliance Browser User Interface (BUI) and navigate to Shares-
>PROJECTS-> Click on +icon next to Projects and a dialog box opens->Enter the project Name-
>click Apply
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CANCEL' APPLY

Encryption
Inherit key
Key Local OKM KMIP

ii. Click the pencil icon for the DataLake project just created to create the filesystem share.

©Sun Super-User@ca-ovmstori2 LOGOUT HEQ &
SUN ZFS STORAGE 7420 i 7 —
> LT (.
— > 1t =5

Configuration Maintena < Status

Analytics

SHARES PROJECTS ENCRYPTION SCHEMA

[ Projects + All Projects

Usage 28.9%of82.1T © Projects  Total 14 Q
Referenced data 19.8T SHOW ALL : LOCAL : REPLICA
Snapshot data 383G NAME & SIZE__CREATION ENCRYPTION
Replication target 3847 | DatalLake I 195K 2024-2-26 13:02:39 off |
usage
- |E-Entain -10- 112,
— 277 |EEnta 62K  2023-101002:12:28  off
PCA 3.84T 2019-6-1 11:48:01 off

iii. Click the +icon -> + icon next to Filesystem and a dialog opens->Enter a filesystem Name and
enable permissions for User, Group and Other-> Click Apply.

- CANCEL APPLY

Project | DataLake v
| Name |datalake-zfssa |

Data migration source
User

Group |other

Permissions @ RW'X RWX RWX
User Grouj Other
O Use Windows default permissions

Inherit mountpoint

Mountpoint
Reject non UTF-8
Case sensitivity
Normalization
Encrypton
Inherit key
Key Local OKM @® KMIP

iv. This will create the file share and its mount point can be seen: /export/datalake-zfssa. Click on
the pencil icon for the file system you just created to configure the filesystem.
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Sun Super-User@ca-ovmstor12 LOGOUT © HELP =
= | SUN ZFS STORAGE 7420 / ~)

{
Configuration Maintenance Shares Status’ Analytics

SHARES PROJECTS ENCRYPTION SCHEMA

[ Projects + All Projects

Usage 28.9% of 82.1T O Filesystems LUNs Total: 52 120 w1 Q
Referenced data 1987 SHOW ALL ' LOCAL ' REPLICA

Snapshot data 38.36 NAME &+ SIZE MOUNTPOINT

Replication target 3.84T Datalake / SFZFS3 31K /export/SFZFS3

usage =

il o I Datal ake /datalake-zfssa 1 35.5K /export/datalake-zfssa A |

v. Navigate to Protocols and scroll down to NFS-> select the Share mode from the drop-down as
‘Read/write-> click Apply.

Al

Super-User@ca-ovmstori2 LOGOUT = HELP

@Sun ‘sunzrss‘roncsmo S
/
- . W [~y _— N \ L -
Configuration Maintenance Shares Status Analytics

SHARES PROJECTS ENCRYPTION SCHEMA

[ Projects DataLake - datalake-zfs... General IProtocolsI Access _ Snapshots
ovmstor12-mirror/local/DataL ake/datalake-zfssa

Usage 0.0%of 58.4T - NFS [ Inherit from project

Referenced data 355K ca-ovmstori2.us.oracle.
Totalspace 355K | Share mode | Read/write v

Disable setuid/setgid file creation [

Static Properties Prevent clients from mounting subdirectories [}

Greaton date 2oaiazs Anonymous user mapping
Compression 1.00x

Case sensitivity Mixed Character set | default v

Reject non UTF-8 yes Security mode | System icati v
zzrmallua"uon Nan; Enforce reserved ports for system authentication []

Effective read limit wniied ONES

Effective write limit unlimited

No exceptions defined. Click the & button above to add an exception.

b. Create a user

i.  Within the BUI, navigate to Configuration ->USERS-> click the +icon -> + icon next to Users and
a dialog opens-> Select the Type as ‘Local’ from the drop-down menu ->Enter a username and
provide a password-> Click Add.

CANCEL

Properties

This & a localy-defired appilance adm inistralr.

Type Local v
Username  Datalake User

User ID @ auto
Full Name datalake_user

Require session annotation [
Kiosk user {
Kiosk SCraen bt Mea-cvmaton 2 215
status/dashboard

SMB enabled user

Roles Exceptions
Tomal 2
NAME « DESCRIPTION TYPE
basic Basic administration Local
L) orade_agert Role that limits access t... Local
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c. Configure protocol service

i. Navigate to Configuration -> SERVICES -> HTTP->Click the power-on icon to turn it on & the
circle to the left of HTTP will turn green.

Super-User@ca-ovmstori2 LOGOUT | HELP

©Sun
SUN ZFS STORAGE 7420

Conguralon »

m STORAGE NETWORK SAN CLUSTER USERS PREFERENCES SETTINGS ALERTS

Data Services

“ NFS Oniine  2023-3-29 01:43:44 ¥4 U
© iscsl Online  2023-3-29 01:43:40 ¥ ()
© smB Oniine  2023-3-29 01:43:38 ¥ ()
S FTP Online __2023-3-29 01:43:38 €4 (!
o HTTP Online  2024-2-27 13:53:51 ¥4 () |
~ NDMP Online 2023-3-29 01:43:46 ¥2 ()
“ Remote Replication Online 2023-3-29 01:43:28 ¥4
~ Shadow Migration Online  2023-3-29 01:43:37 ¥2 (U
© SFTP Online  2023-10-10 04:32:30 ¥4 ()
U SRP Disabled 2023-3-29 01:40:44 ¥4 ()
¢ TFTP Disabled  2023-3-29 01:43:44 ¥4 ()
© Virus Scan Disabled  2023-3-29 01:40:43 ¥4 ()
© Cloud Disabled 2023-3-29 01:40:37 ¥4 )

ii. Double click on HTTP to enter the set-up screen -> Click OCI->under OCI API, check ‘Enable OCI’
checkbox and in Default path enter the mountpoint (/export/datalake-zfssa) for the share which
you will create for data lake.

Super-User@ca-ovmstori2 LOGOUT HELP

.Sun ‘ SUN ZFS STORAGE 7420

ORACLE

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES SETTINGS ALERTS

[z] Services CHTTP Properties WebDAV  Swift S3 OClI Logs
& Back to Services €2 () 2024-3-11 22:08:19 Online REVERT APPLY

HTTP File Sharing

Provide access 1o flesystems OCIAPI

using the HTTP/WebDAV protocol

To share a filesystem using HTTP, Enable OCI
select Shares from the main Default path lexport/datalake-zfssa
navigation, edit a flesystem or
project. and select Protocols.
Some selected SSLITLS protocol

versions andlor ciphers will be G Keys 1o

romoved after updating toanew  yopFIED o USER COMMENT FINGERPRINT

software version when they are no

longer supported. 2024-2-27 135245 sfzfst 82:10:62:5d:18:¢1:7b:ba:cf.65:11:80:b6:e4:¢7:12
See Also 2024-3-13 16:16:18 dluser 8a:10:62:5d:18:c1:7b:ba:cf:65:/1:80:b6:e4:c7:f2
Help: HTTP

Apache HTTP Server Project Page
Wikpeda: ObjectStore
Wikdpeda: WebDAV

iii. Click on the +icon-> + icon next to Keys, to create the user key. Enter a name for User -> then
enter public key credentials generated as part of the private/public key pair -> click Apply.

1. Use the OCl documentation to create public/private keys.
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CANCEL

[Uw |DataLake_user |

Comment | ]

Key [~-———BEGIN PUBLIC KEV--—
MIIBI]ANBOkqhKiGIwBBAQEFAAD
Py7arZyIcpgoh8241nAjZUSbS2)

1oZYmIn3di57nzRHAS2phzc67

dDyUBZxB+V+Ivhn@@YCISXVX1
XwaFv4KY4Q5BETYZaZBHsdyBCC
doETAE35x0500x6BKYVeSUCKMnQ
YQIDAQAB

END PUBLIC KEY-----

3. Ingest Data via OCI Object Store APl into ZFSSA
a. Create a config file for creating a bucket in Oracle ZFSSA

i. Note: To access ZFSSA via OCI CLI -> CLI, download the OClI cli tool from here.

1. [Default]

2. user=ocidl.user.ocl. dluser

3. fingerprint=7e:b4:31:e6:e3:04:9d:b3:88:a3:74:d7:13:0.:9d:2d
4. key_file=~/.oci/oci_api_key.pem

5. tenancy=ocid1.tenancy.ocl.nobody

6. region=us-ashburn-1

1. Default OCI Location: This entry is identified as the default location to use for OCI cperations if you don't specify one, as multiple locations can be configured in the file.

2. ZFS User ID: This identifies the user for ZFS access, formatted as "ocidl.user.ocl.{zfs user)".

3. API Public Key Fingerprint: Remember from the last blog post, this fingerprint is crucial. It identifies the specific API public key entry on ZFS that matches the private key you'll be sending.
4. Private Key File: This file holds the private API key corresponding to the public key added to ZFS.

5. 0C1 Client Configuration (Not Used by ZFS): Though not used by ZFS, this setting is mandatory for the OC client. Use the previously identified default entry.

6. OCI Client Configuration (Not Used by ZFS): Similar to the previous point, this setting is required for the OCI client but not used by ZFS.
7. Optional Passphrase (if applicable): If the private key was created with a passphrase, enter it here. This passphrase unlocks the private key.

b. Creating a bucket in ZFSSA
i. Seethe OCl documentation on bucket creation. | created the following bucket.

oci os bucket create -c datalake-zfssa -ns datalake-zfssa --endpoint
http://ca-ovmstorl2.us.oracle.com/oci —-profile default --name
datalake files

where:

--endpoint: it is the <url>/oci. For my ZFSSA itis

--endpoint http://ca-ovmstorl2.us.oracle.com/oci

-ns: this is the namespace and is the share on the ZFSSA. In my config, it is:

-ns datalake-zfssa

-C: this is the compartment-id and is also the share on the ZFSSA. In my configit is:
-c datalake-zfssa

--name: the name of the bucket | want to create, in my case it is:

--name datalake files

12 Oracle ZFS Storage Appliance as a Data Lake / Version [1.0]
Copyright © 2024, Oracle and/or its affiliates / Public

R TR R [ S



https://docs.oracle.com/en-us/iaas/Content/API/Concepts/cliconcepts.htm
https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/managingbuckets_topic-To_create_a_bucket.htm#top

ORACLE

"data": {
"approximate-count": null,
"approximate-size": null,
"auto-tiering": null,
"compartment-id": "datalake-zfssa",
"created-by": "DatalLake User",
"defined-tags": null,
"etag": "bd49bfa296eb505db25bbcbb2bab23af",
"freeform-tags": null,
"id": "bd49bfa296eb505db25bbcbb2bab23af",
"is-read-only": null,
"kms-key-id": null,
"metadata": null,
"name": "datalake files",
"namespace": "datalake-zfssa",
"object-events-enabled": null,
"object-lifecycle-policy-etag": null,
"public-access-type": "NoPublicAccess",
"replication-enabled": null,
"storage-tier": "Standard",
"time-created": "2024-03-14T00:18:51+00:00",
"versioning": "Disabled"

b

"etag": "bd49bfa296eb505db25bbcbb2bab23af"

}

c. Ingesting data into the bucket

i. See the OCl documentation on uploading an object storage object into a bucket. | uploaded the
sample.csv file | had created for this experiment into datalake_files bucket in ZFSSA.

oci os object put -ns datalake-zfssa -bn datalake files --file
/home/opc/sample.csv —--name sample.csv —--metadata '{"description":"Sample
CSV data"}' --profile default --endpoint http://ca-

ovmstorl2.us.oracle.com/oci

4. Archiving - Setting up retention period

The following document provides information to configure and use the file retention feature within ZFSSA OS
version: 8.8.45 and above:
https://support.oracle.com/knowledge/Sun%20Microsystems/2867335 1.html#aref section25

Important Requirements and Settings:

The following are requirements to use the file retention feature:
e The ZFS Appliance MUST be on OS version 8.8.45 (i.e. 2013.06.05.8.45) or higher.
e Deferred updates MUST first be applied on the storage pool.

e Filesystems that are intended to contain file retention data can ONLY be created in a storage pool that has
redundancy (i.e. Mirror or RAID-Z).

e If using OS version(s) 8.8.45 - 8.8.50 and log devices are present they MUST be mirrored, otherwise file
retention policy cannot be set.

Non-mirrored log devices are permitted in OS versions 8.8.51 and higher.

e If using OS version(s) 8.8.45 - 8.8.56 and metadevices are present they MUST be mirrored, otherwise file
retention policy cannot be set.
13 Oracle ZFS Storage Appliance as a Data Lake / Version [1.0]
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Non-mirrored metadevices are permitted in OS versions 8.8.57 and higher.

e The file retention feature is enabled at the initial point of creation on a new filesystem. File retention CANNOT
be enabled on an existing filesystem.

e 0S 8.8.45 requires the NTP service to be functional. The ZFS Appliance MUST be able to reach an NTP server,
and the sync_always setting MUST be enabled.

e Root login MUST be disabled for the BUI (https) and CLI (ssh).

e Each administrator should have their own account for auditing purposes.

There could be another use case for batch ingestion and processing where the batch data after ingestion needs to be
processed for generating reports. In that case at regular intervals, a batch processing framework (e.g., Apache Spark)

cleanses, transforms, and calculates metrics on the data in batches. Financial reports (income statements, balance

sheets, etc.) are then generated using reporting or data visualization tools, providing valuable insights for decision-

making.

Other Use Cases

This table provides examples of how ZFS can be used as a data lake foundation, tailored to specific industries and
requirements. ZFS offers flexibility to support both stream and batch processing pipelines and can integrate with
additional open-source and proprietary tools needed to build pipelines for various analytical objectives. (Note: These

tools are not part of the core Oracle solution but offer potential integration options for specific use cases.)

Table 2. Data Lake Pipeline Use Cases

Processin . . .
Industry Use Case Name Data Source Data Type r ng Additional Tools Considerations
Frequency
Banking & Fraud Detection Transaction logs, customer Structured, semi- Real-time Apache Spark, Low latency, real-time
Finance data, network activity structured (streaming) Kafka alerts, high data volume
Banking & . . .Ma.'km data, eFonomlF Structured, Spark, Hadoop, Historical anaIySIIS,
. Risk Analysis indicators, social media Batch ) complex calculations,
Finance . unstructured Hive .
sentiment regulatory compliance
Personalized Real-time Real-time
Media & User behavior, content Unstructured, ) Spark, Kafka, recommendations, user
R Content . . (streaming) and R . .
Entertainment R metadata, streaming data semi-structured Elasticsearch segmentation, offline
Recommendations batch

analysis

Viewing statistics, social

Identify trends, predict

data

structured

Tableau

Media & . . Unstructured, Spark, Hadoop, .
edia Content Analytics media engagement, nstructure Batch park, Radoop audience preferences,
Entertainment X semi-structured Hive L
content creation tools optimize content strategy
. . . . . . Low lati f |
Real-time Patient Sensor data, medical Structured, semi- Real-time Apache Flink, ow a- ency 'a.noma M
Healthcare . R . . detection, critical care
Monitoring records, vital signs structured (streaming) Apache Pulsar o
monitoring
L . . Statistical analysis,
. Cl | trials data, Structured, . T
Healthcare Medical Research nica ”? s .a 8 genomic ructure Batch Spark, Hadoop, R disease modeling, drug
data, medical images unstructured .
discovery
Sales data, customer Real-time Personalized
. Product o Structured, semi- . Spark, Kafka, recommendations,
Retail - behavior, product (streaming) and ; . S
Recommendations X : structured Neo4j inventory optimization,
information batch K .
campaign targeting
. Predict future d d,
. . Sales history, weather data, | Structured, Spark, Hadoop, re. Ic. u ure deman
Retail Demand Forecasting X . Batch optimize inventory levels,
social media trends unstructured Prophet X - .
improve pricing strategies
. . . Real-ti Apache Kafka, Al ly detection,
Industrial Asset Sensor data, machine logs, Structured, semi- ea lme pache tatka nor.na-y € e.c on
loT - . (streaming) and Prometheus, predictive maintenance,
Monitoring performance metrics structured . ..
batch Grafana operational efficiency
. Anal ity trends,
Traffic data, energy Structured, semi Spark, Hadoo ontai‘r‘ﬁfec:e\;ofr:es
loT Smart City Analytics consumption, public safety ! Batch park, P, p

allocation, improve citizen
services
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Best Practices for Optimizing ZFSSA according to Data Lake
Use Case Requirements

The following steps describe best practices for tuning ZFSSA to obtain optimal results for specific use cases.

Table 3. Best practices for tuning ZFSSA

BUI Label CLI property name Value Image
Data Compression ® Settolz4 — E—
Compression —
Controls how data Read only a
o . a
StOt’ed in fl’eSyStem is Update access time onread a &
Non-blocking mandatory locking &
compressed Data deduplication (waming) o
Checksum & LZJB (Fastest)
Cache device usage &
Synchronous write bias & GZIP-2 (Fast)
Database record size & GZIP (Default)
Additional replication & GZIP-9 (Best Compression)
Virus scan a LJ
Prevent share destruction a
Restrict ownership change a
Synchronous | logbias e SettoLatency for prioritizing low |~ = e
Write bias I t Mountpoint & |/export/datalake-objects
atency Read only a [
controls the behavior Update access time on read &
®  Setto Throughput for Non-blocking mandatory locking @ (
OfZFS when C e - N Data deduplication (warning) g [
svnchronizing data prioritizing high throughput - o
ronizi g v
v g Checksum & [Fiicherd (Standard) V]
writes to the D O
underlying storage [ymetvonous wrte bis] ¢ v Latency
Database record size &  Throughput
poo’ Additional replication & [Normal (Single Coﬁ v
Virus scan & [
Prevent share destruction & [
Restrict ownership change &
Cache device | secondarycache e  Setto All data and metadata for | “eertes Kbert o prfc
. Mountpoint & [/expor/MySQL-ZFS.
usage smaller files accessed frequently Readonly a ()
defines how dedicated and write heavy workloads Update access time on read &
ca Ch e devic es are A Non-blocking mandatory locking & 7\
d for storing dat ®  Setto do not use cache devices Data deduplcation (warning) & ()
used for storing data - [ E—
g aat for most data lake workloads with Dota comprescion & (08
and metadata within . Checksum 3 [Fietcherd (Standard) |
large files, read heavy workloads ¥ Al data and metadata
a ZFS storage pool - — T
& cost efflClency Synchronous write bias
. Do not use cache devices
. Database record size &
®  Notrecommended setting Additonairpicaton 3 [Noma (Snge Gopy)
Metadata onl Virus scan & ()
v Prevent share destruction & [J
Restrict ownership change &
Conclusion

Turning your existing Oracle ZFS Storage Appliances into data lake makes smart business sense. It's secure, scales
easily, and maximizes your current storage investment. This lets you use spare capacity for valuable data analysis,

giving you the insights, you need to make data-driven decisions.
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