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Agenda

« Microservices Architecture

« Kubernetes and Cloud Native Platform
« Development of Microservices

» Business Transactions

« Demo
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What is a Microservice?

API
» Well-defined APIs
* Private datasets I
* Independent development and Corvice
deployment
» Bounded Context
* Loose coupling across microservices

Bounded Context (e.g. Sales)




Microservices Architecture

Web interface . Mobile f.’»rd LEIRg)
interface interface

APl Gateway

Catalog Service q——pJN0] (o [TRY-1 V1o Customer Service |  """*" » Horizontal scaling

DataSet X DataSet Y DataSetz | """t » Sharding




Communication across microservices

* Synchronous

* REST or gRPC based
* Asynchronous
» Events
» Pub/Sub, Notification
» Loose coupling
* Immutability

» Event sourcing




Event Broker

Example CloudEvent...

Microservice data sharing pattern cloudEvents\Version” - "0.1"

"eventType": "com.example.someevent”,

'source” : "/mycontext”,
CloudEvents standard ‘eventID" : "A234-1234-1234"

"eventTime": "2018-04-05T17:31:00/Z"

‘comExampleExtension?” : "value”,

‘comExampleExtension2” : {

"otherValue": 5

}I

‘contentType" : "text/xml",

"data” : "<much wow=\"xml\"/>"

cloudevents /




Event Sourcing

Microservices interact by "sourcing events” in/out from the Event store via the

Event Broker

- The Event store is the single source of truth (Kafka, vanilla Oracle DB, or AQ in future)

- Producers: log events in the Event store then publish a notification

- Consumers: notified when Events are published then “read” the Event store

Web Server

Orders Service

Publish & Persist
Event #1

Persist State

change i

Inventory Service| =—> .

Notified & Consume
Event #1

Event #1

Event Broker & Event Store




Command Query Responsibility Segregation - CQRS

Separation of responsibilities
- Commands: make changes to state/data -- do not query state

- Queries: view state/data (subscribe to data events, scale with materialized views) -- do not
change state

- Often combined with (and required for) Event SOUrciNg  yjaterialized views

- Should not be a higher level pattern or in-memory
‘ i » | Shipping Service
Web Server | ——>| Orders Service — Query
Command

Event broker & Event Store




Microservices: Benefits and Challenges

Benefits Challenges

* Freedom to use different * Increased communication/latency
technology stacks

« Complexity in development
» Faster development,

* Tracing and correlation
deployment and release 5

» Potential to achieve . Qesmency_
maximum HA and scalability ~ ° Data consistency
» Freedom to choose different * Data management

data models
* Cloud native model
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Kubnernetes

“Open-source system for automating deployment, scaling, and
management of containerized applications”

 Planet Scale
* Never Outgrow

* Run Anywhere

Source: Kubernetes.io




Roadmap: Enterprise Container Platform

OClI Cloud
Services
Container
Pipelines,
Jenkins X,
- OCl Registry #
: Istio ﬂ Telemetry Adapter
Functions @
OKE Cluster -

Compliance/Governance/Auditing/Policy Mgt/Scanning/Signing
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Container Application Life Cycle (OKE)

An Open, Fully-Managed Kubernetes Platform & Private Registry

Container Native: Standard Upstream Kubernetes;
Fully Managed Lifecycle; Integrated Registry

Any CI/CD -i.e. Build
Jenkins, Oracle

Test
Pipelines, etc.
74

Developer Friendly: Simple, Streamlined User
Interface; REST API; Helm, and DNS Built-in

Test

Enterprise Ready: Oracle Cloud Infrastructure

Test OCI Registry OCI Container Engine Performance; Highly Available; Secure with OCI Access
Push) for Ku:oernetes Controls
- ol v Ny, .
VCN .
~ o D @ ™ |

Exposed Kubernetes |
Service K8S Cluster

’Gég\ | LU () | Lo [ (%) Node Pool
000 ([ ] O00 |00




OCI Service Broker for Kubernetes

* |Implements Open Service Broker AP

» Downloadable open source tool to deploy
in a Kubernetes cluster

» Eases adoption of OC| Cloud Services oo
o.-e0 BROKER AP

* Provision/binding to OCI cloud services

« (Consolidate DevOps tooling

« App and cloud resource lifecycle alignment
» Application portability



https://github.com/oracle/oci-service-broker

OCI Service Broker for Kubernetes

: u; BROKER AP é u; BROKER AP
| >kubectl

5...co BROKERAPI

>kubectl
I App
Add Service Broker to Use kubectl to provision Use kubectl to deploy apps
your Kubernetes Cluster and bind to OCI services that use the OCI services

~ 1]
torage

Oracle Cloud Infrastructure




Architecture

Kubernetes Cluster

>kubectl -f create

193pyright © 2019 Oracle and/or its affiliates.

Create Service

Parameter Description Type

ewallet.pl2 Oracle Wallet. string
cwallet.sso Oracle wallet with autologin. string
tnsnames.ora Configuration file containing service name and other connection details. string
sqlnet.ora string
ojdbc.properties string
keystore.jks Java Keystore. string
truststore. jks Java trustore. string
user_name Pre-provisioned DB ADMIN Username. string

Secret contents vary depending on the OCl service type




Kubernetes / Microservices

|deal for microservices...

- Pods, a runnable unit of work (container images developed by different
teams into a single deployable unit); usually holds 1 or 2 containers

- Services, an abstraction to define a logical set of Pods and a policy by which
to access them

- Load balancing, naming and discovery isolate one microservice from
another

- Namespaces provide isolation and access control so that each microservice
can control the degree to which other services interact with it.

- Api-registry: tracks of all available services and the resources they expose.




Microservices Platform & Service Mesh

tion model... Sidecar is inserted for every

Instead of a direct communica




e S
Istio
« Routing Rules
* blue/green, canary, mirror/shadow

« Security
» Resiliency
» Retries, timeouts, circuit breaker, fault injection

« Telemetry
* Tracing, metrics, logs
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Best Practices for Microservices Development

Build

Cl/C JTest

Web interface

4 Test
@
Test

) \//

OCI Registry

Patching/Upgrade L]
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8
. \<'°“sh> API Gateway

Essential Characteristics
« Domain based separation
« APl versioning and backwards-compatibility
* Readiness and health check
* Retries and timeouts
* |dempotency
« Asynchronous interactions
« End-to-end tracing
« Restartable/recoverable batch jobs
« /Zero downtime Database Connectivity
« Business Transactions across microservices




i ST SR T T G S
The State of Java

Frameworks for Writing Microservices

Larger

Full-Stack

@ Spring Boot

MicroProfile Based

@ Open Liberty Zpoyarad  THORNTAIL " Helidon MP

Microframeworks .
.’avahn Spark ----- "MICRO " Helidon SE

Smaller

27



What is Helidon?

- Open source Java libraries for writing microservices
- Small and fun to program in

- Provides all that good Cloud Native stuft
- REST, Metrics, Health, Tracing, Security, Configuration, Docker

- Built on top of Netty
- Just a Java SE application — no App Server!
- Comes in two API flavors:




- Reactive Microframework .
- Tiny Footprint g
- Functional style .
- Simple and transparent .
- GraalVM Native Image .
Routing routing = Routing.builder() @Path("hello")
.get("/hello", (req, res) -»> public class HelloWorld {
res.send("Hello World")) @GET
.build(); public String hello() {
return "Hello World";
WebServer.create(routing) }
.start(); }




Zero downtime Database Connectivity

Key Technologies

 Planned Maintenance

* Qracle Connection/Session Pool

* Leverage FAN/FCF

* Transactional Disconnect with Transaction Guard (TG) and Transparent
Application Failover (TAF)

* Unplanned Outages
« Transparent Application Continuity
* Retries and Timeouts




e | [\ 11117 1
Zero downtime Database Connectivity

Planned Maintenance

» Drain work from target instance

« Supports well behaved applications using Oracle pools: ODP.NET, OC|
Session Pool, Python, . . ., Weblogic Active GridLink, UCP

« Connections migrate away from the target instance when request
completes

* Transactional Disconnect with Transaction Guard (TG) and
Transparent Application Failover (TAF)
* Applications with one COMMIT per request

« (Connection terminated at transaction boundary; TAF replaces it with new
connection




Zero downtime Database Connectivity

Unplanned Outages
Transparent Application Continuity (TAC)

Uses Application Continuity and
Oracle Real Application Clusters

Request | Transparently tracks and records session
information in case there is a failure

@ Built inside of the database, so it works without
[ 4

anyv application changes
OCI - Container y pp 8

Engine for Kubernetes Transparent Rebuilds session state and replays in-flight
Application transactions upon unplanned failure
Continuity Planned maintenance can be handled by TAC

to drain sessions from one or more nodes

Adapts as applications change:
Errors/Timeouts hidden protected for the future




Secure Deployment

e Application

Use hardened images and keep updated with latest patches
Use TLS for communication

Control Network Ingres and Egress rules

RBAC

Use Kubernetes secrets or other secure mechanisms

Rate Limits

e Autonomous Database
e Use walletsand TLS 1.2
e Restrict database access to specific IP addresses

34






Business Transactions across Microservices

- Helidon Long Running Activities

- Data Models

- Leverage AQ for atomic Event + RDBMS updates
- SAGA




Long Running Activities
(LRA: github.com/eclipse/microprofile-lra )

Annotation Description

@LRA Controls the life cycle of an LRA.

@Compensate Indicates that the method should be invoked if the LRA is cancelled.

@Complete Indicates that the method should be invoked if the LRA is closed.

@Forget Indicates that the method may release any resources that were allocated for this LRA.
@Leave Indicates that this class is no longer interested in this LRA.

@Status When the annotated method is invoked it should report the status.
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Multi Model Data: Two Technologies Approaches

Single-model database engines Multi-model database engines
(One database per data model) (Single database for all data models)

Relational data (T;%rf,ﬁh,\i,,e |_S)
4
R
> 4

’6
Free Text and Docs W 1 d
\5 Spatlal Data (PDF, DOC,) Spatial data

+ Multimedia, expressions, event stores, domain specific data, ...




e T AR N AR
Data Models

Views/Materialized Views

Database Instance

Databases (Heterogeneous)

39



PDB Sharding for Microservices
Scalability, fault isolation and geo-distribution

« PDB Sharding in DB 19c¢
« Each PDB can be sharded across multiple CDBs

* Provides fault isolation and geo-distribution for
Mmicroservices

« Loss of an entire CDB makes only part of a PDB
unavailable

* Also allows each microservices to scale its PDB
individually

« More efficient use of resources compared to scaling a
monolithic application (CDB).

40
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® il ® il ®
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Atomicity of Persisting Events and Database States

Several Techniques Persist State
change
1. Use db table as message queue s Somas ;,i
manually re-inventing AQ
2. Outbox table Publish &fersist
Tail db transaction log and publish each -

message/event inserted into the outbox to Event #1
the message broker.

5. Oracle Advanced Queue (AQ)




The AQ Approach

Consume &
Publish Events

The system is simple
Events can have rich data structures

Insert
Update
Delete
[ Tables }
AQ

AQ is one type of event store.
Everything under a single local Tx.
AQ can communicate with

other event stores using
(exactly once) propagation




Oracle Database AQ Support for Microservices

- Queue operations and DML Data and message in the same local
transaction

- Sharded Queues furnish high scalability

- Client initiated notification

- Handles large message backlogs

- Queue level access privileges (enqueue, dequeue) supports CQORS

- High Availability and Disaster Recovery
- 16 year history




e 0 axt L TRRBONS BIRAYRY
SAGA Pattern and Workflow ... -

SAGA SAGA
“A saga is a sequence of local transactions. ‘
Each local transaction updates the state
(database) T1 T2
and publishes a message or event to trigger the

Persist Persist Persist Persist

; ) ' Persist
next local transaction in the saga. P | vent  State

State Event Stat

If a local transaction fails because it violates a
business rule then the saga executes a series of cOnsJPe
t

compensating transactions that undo the Even
changes that were made by the preceding loca

transactions.”

Confidential — Oracle Internal/Restricted/Highly Restricted E



https://microservices.io/patterns/data/saga.html

SAGA Consistency

Two approaches for compensating failed member(s) of a distributed Tx

- Choreography
- The services interact with each other to coordinate well known /defined activity

e.g., the inventory service fails an order from the order service when the order
cannot be fulfilled

- Orchestration
An orchestrator is used to coordinate the activity; all messages are passed through it

- The Business Process Management and Notation (BPMN) is an example of a mature
orchestration.

Compensation functions could be complex/error-prone; what about
automating these?




SAGA: Automating Compensation & Escrow

- Automating Compensation
- Use ‘naturally existing operations: Add/subtract x
- SQL UPDATE can be used to specify arithmetic functions

- +/-are inverse to each other and are commutative

- Multiple sagas can update the same record in parallel
. Compensation can be automated

- Constraints: Escrow Technology

. Theitems in stock, balance of an account, ... have to be >= 0
. The credit limit is $x

46
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