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帿Ⰶ✫鍒Oracle�Key�Vault㺙ꛬ⥂ꤗ盲(OKV)
§ OKV嚋鶣
§ OKV䎾欽㖞兞
§ OKV⸓䩛怵爙

• OKV歲꬗⟄对嚋䙁涸➝絏
• OKV盗椚TDE�Master�key
• OKV盗椚侨䰘䎽㺙瀦

§ Q/A
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OKV嚋鶣
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一切从Oracle侨䰘䎽剒㣐⻊㸝Ⰼ卹匬MSA霹饰
侨䰘䎽霄꡼遤⚹䱽ⵖ

唬崵꣈姺霉⠮

侨䰘끮⸓㸝Ⰼ

鷳僈侨䰘⸈㺙
（TDE）

㺙ꛬ꧋⚥⥂
盗䎽
（OKV）

侨䰘⸓䙖膴併
（Data Redaction）

侨䰘䎽꣈抠㟖

Events

〄梡併䠭侨䰘

贞䬾⚁欽侨䰘䎽

叻皊㸝Ⰼ

溫姻䎾欽㸝Ⰼ

㹎雦侨䰘ㄤ✲⟝傈䘋
侨䰘꧋⚥㹎雦
Audit Vault

险䫣

䫣デ

瘻殜
侨䰘꫽䙖膴併
(Datamask and subseting)

Test Dev

暵勉欽䨪霄꡼ꣳⵖ
（Database Vault）

䜌䠑霄꡼"鵳♶勻"
併䠭侨䰘"溏♶錛"
呍䗱侨䰘"䭭♶饥"
鵵錞乼⡲"饆♶䱈"

欽䨪

䎾欽

Datasafe
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TDEⰢꝶ卹匬

Oracle Key 
Vault 

侨䰘⸈㺙㺙ꛬ歋TDE荈⸓⴯䒊ㄤ盗椚

⚺⸈㺙㺙ꛬ㼆侨䰘⸈㺙㺙ꛬ鵳遤⸈㺙

- OR 

⚺㺙ꛬ鸑䌢㶸⪰㖈Oracle꛸⺫䧴Oracle㺙ꛬ䎽⚥

Oracle Wallet 
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Tablespace 
Key 

Table 
Key 

Master 
Key 

TDE�⸈㺙⴩

TDE�⸈㺙邍瑟ꢂ
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Oracle鷳僈侨䰘⸈㺙--卹匬⿺㺙ꛬ盗椚

㺙ꛬ䎽俒⟝keystore
OR 

Oracle㺙ꛬ⥂ꤗ䎽 痦♲倰⸈㺙劼

㼆OKV꛸⺫涸㺙瀦⸈㺙

OR 

痦♲倰⸈㺙劼
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邍瑟ꢂ㺙ꛬ

邍㺙ꛬ

⚺㺙ꛬ

⴩⸈㺙

邍瑟ꢂ⸈㺙
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⢪欽鷳僈侨䰘⸈㺙⸈㺙꫽䙖侨䰘
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Disk

Backups

Exports

Off-Site

• ⸈㺙邍瑟ꢂ䧴⴩
• 偽꨽刿佖䎾欽玐䎸
• ꬋ䌢⡛涸䚍腊䒓Ꝉ
• 㖈絁/猌絁鴲獴鷥고
• ⢪欽꛸⺫䧴�Key�Vault�鵳遤㺙ꛬ盗椚
• ♸�Oracle�䪮助꧋䧭
Exadata,�Compression,�ASM,�Data�Guard,�
GoldenGate,�DataPump,�Multitenant
Fusion�Applications,�eBusiness�Suite,�
PeopleSoft,�JD�Edwards,�SAP,�˘

阻止对任何地方的静态数据的带外访问
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欽✵㺙ꛬㄤ劼㺙盗椚涸�Oracle�Key�Vault
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Key Vault Cluster

ZDLRA

Secrets
Golden

Gate

欽䨪荈㹁
⛐

Wallets
keystore Solaris

Oracle DB TDE
deployments

盗椚侨涰♰⚡畮挿涸㺙ꛬ/猽㺙
• 㖈絁霄꡼ㄤ㶸咓
• ꛏ㼆�TDE�⚺㺙ꛬ盗椚鵳遤✫⠏⻊
• Oracle�禹⴩畮挿
• 鷓欽✵�CծJavaծREST涸荈㹁⛐畮挿涸�SDK

可⚌紩ⵆ⥂䫡
• 䭯絯〳欽䚍ㄤ〳䪈㾝䚍
• Ⱘ剣Ⰼ㽷♧荝䚍涸䘯鸟劥㖑霄꡼
• 咨欽�REST�API�㹊梡荈⸓⻊
• 劥㖑ㄤ✻侨䰘䎽
• 咨欽�OCI�僥⫸䘯鸟鿈縭
• Microsoft®�Active�Directory佅䭯
• 崨遤涸�HSM�⡲⚹⥌⟣root
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OKV⚁⚹넞〳欽䚍ㄤ匧䔂涸〳䪈㾝䚍罜霃雦

㶸⪰ㄤ盗椚侨⼪⚡侨䰘䎽涸⸈㺙㺙ꛬ/꛸⺫

Key�Vault�蒜挿㖈⚁欽炽⟝♳劥㖑鿈縭䧴㖈�OCI�䋑㖞涸✻⚥
鿈縭

鸑鵂㢴⚺꧋纈䲿⣘䭯絯〳欽䚍

l 㖈♧⚡꧋纈⚥剒㢴鿈縭�16�⚡蒜挿

l 欽✵劥㖑霄꡼ㄤⰌ㽷♧荝䚍涸Ⰼ鵶䱹蒜挿
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OKV鵳遤�ZDLRA�䔱咓⸈㺙
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㖈�Oracle�侨䰘䎽㢊⟧✻剪⸉⚥㶸⪰㢊⟧

l ⵄ欽歋�Oracle�盗椚涸絑崸넞佪涸✻㶸⪰㽻㼜鷥고䪈㾝ⵌ劥
㖑煂䌄⛓㢪

l 嶊ꤑ煂䌄㶸⪰剪⸉

鸑鵂湬䱹➢✻㢊⟧鲽匠ꂁ縨✻侨䰘䎽⸈鸟侨䰘♳✻

l 㶸咓㢊⟧䊺⸈㺙
l ⢪欽�Oracle�Key�Vault�鵳遤㺙ꛬ盗椚

Compressed & 
Encrypted

Oracle Cloud

Instantiate 
into 

DBCS/ExaCS

DB Backup Cloud Service

13

Protected Databases 
via RMAN

On-Premises

Oracle Key Vault 
Servers
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OKV盗椚Oracle�GoldenGate trail�file�key
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• Trail�file⸈㺙⚺㺙ꛬ♸⸈㺙侨䰘ⴔ猌
• 絟㼆鷳僈�ˊ偽꨽刿佖䎾欽玐䎸傁㹁䊨⡲崨玐
• 㸤侮涸㺙ꛬ欰ㄐワ劍盗椚⺫䭍�㺙ꛬ鲰䰃㺙ꛬ鵂劍
• 佅䭯荈䌄㺙ꛬ�(BYOK)

Trail files

Extract

Distribution 
Services

TCP/IP

Key Vault Cluster 
(up to 16 nodes)

Replicat

Receiver 
Services Trail files
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⢪欽OKV鵳遤㺙瀦盗椚
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• ꧋⚥⴯䒊ㄤ鲰䰃㺙瀦

• 盗椚プ䱇✮䧴丵Ꝉ畮挿㼆㺙瀦涸〫靀霄꡼终ꣳ

• 䭽꨽蜦》㺙瀦

• 畮挿⚺劼♳涸ꨪ㺙瀦駈鶺

• 偽꨽➃䊨䎁곫涸刿䔂㣐涸㺙瀦

• ⢪欽�REST�APIծC-SDK�䧴�Java�SDK�鲽匠綘ⱗ膃劥

Administrators

Regular maintenance scripts 
(read-only access to passwords)

Create & share passwords
(read-write access to wallet)
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OKV荈⸓⻊�API
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欽✵霃㢊荈⸓⻊涸倝㢪錜�RESTful�API�䱹〡⺫䭍
• 剪⸉㐼盗椚

• Endpoint鿈縭ㄤ盗椚
• 霄꡼盗椚

• 盗椚endpoint絆ㄤ꛸⺫
• ⤛鵳㺙ꛬㄤ猽㺙涸㸝ⰌⰟ❧

• 㸝Ⰼ㼆韌
• 㺙ꛬㄤ劼㺙欰ㄐワ劍盗椚

• 港䱽
• 剪⸉㐼鵘遤朐ⲃㄤꂁ縨港䱽

• 㢊⟧鵮⾲
• 荈⸓盗椚鵴玐湡涸㖑涸㢊⟧

Get�server�status

$�okv server�status�get�
{
"result"�:�"Success",
"values"�:�[�{
"uptime"�:�"�1�day,�7:50�HH:MM",
"freeSpace"�:�"90%",
"backupStatus"�:�"Successful�backup�done�today",
"alertsRaised"�:�"1"
}�]
}

Or�just�the�uptime

$�okv server�status�get�|�./jq .values[].uptime
"�1�day,�7:50�HH:MM"
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OKV�Key�Use�Cases 

Online key 
management 

Master Key 

Upload 
Wallet 

upload / download 

Download 

Wallet Backup 

User 

Wallet 

Register 

Fetch 

Secrets 
App 

Copyright © 2023, Oracle and/or its affiliates 

Online secrets 
management 
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OKV㺙瀦盗椚䊨⡲崨玐

1.�㖈玐䎸剪⸉㐼♳ꂁ縨㺙ꛬ⥂ꤗ盲涸鵶䱹ꂁ縨կ
2.�⚹玐䎸䧴侨䰘䎽畮⴯䒊endpointկ
3.�䪾㺙瀦ㄤ㺙ꛬ鸑鵂endpoint♳⠛ⵌ㺙ꛬ⥂ꤗ盲կ
4.�♳⠛鵂玐꨽銳䲿⣘♧⚡㺙瀦ㄤ㺙ꛬ涸locateぜ㶶た꬗僽鸑鵂鵯⚡ぜ㶶》♴㺙瀦ㄤ㺙ꛬկ


Key Vault Cluster 1.�〄鷐玐䎸ぜ㶶痗⚮

2.�鵥㔐㼆䎾涸UUID
盗椚プ⢪欽㺙瀦涬䔶䧴絶䫡䊨⡲

3.�〄鷐UUID霼宠㺙瀦䧴key

膃劥䭭㺙瀦4.�鵥㔐㺙瀦ㄤkey

玐䎸䧴侨䰘䎽
盗椚プ䧴
玐䎸゗⸓絶䫡膃劥
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OKV⚹荈䊹玐䎸盗椚㺙瀦䧴ꂁ縨俒⟝(偽꨽⥝佖玐䎸➿瀦)
1.�鸑鵂㹁⛐涸䎾欽玐䎸䪪ⵌUUIDկ


䪾欽䨪㺙瀦䧴侮⚡ꂁ縨俒⟝♳⠛ⵌOKV 2.�鸑鵂UUID䪪ⵌpassword䧴ꂁ縨俒⟝կ

3.�䪾溫㹊password剏䰃䧴⢪欽倝ꂁ縨剏䰃կ
4.�゗⸓䎾欽玐䎸
5.�䪾溫㹊涸㺙瀦剏䰃㔐⿡䧴ⴵꤑ倝涸ꂁ縨俒⟝

Java 玐䎸䧴Ⱖ➭䎾欽玐䎸

Key Vault Cluster 
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OKV䎾欽㖞兞
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OKV䎾欽㖞兞1�ˊ�꧋⚥盗椚Oracle�wallet�ㄤ�Java�keystores

Copyright © 2023, Oracle and/or its affiliates

〳⟄㼜㸝Ⰼ㼆韌꧋⚥㶸⪰㖈�Oracle�Key�
Vault�⚥䎇⢪欽荈⸓騈驶ծ㢊⟧ㄤ䛪㢕劼
ⵖ㼆Ⱖ鵳遤盗椚կ

• Oracle�Wallet(꛸⺫俒⟝)
ü 欽✵⸈㺙涸㼆獦㺙ꛬ⺫䭍�TDE�⚺⸈㺙㺙
ꛬծ㺙瀦㸝Ⰼ㢪鿈㺙瀦㶸⪰ㄤ�X.509�
霆⛼緸絞⸈㺙կ

ü Oracle�Key�Vault�佅䭯勻荈䨾剣「佅䭯涸�
Oracle�侨䰘䎽晜劥涸꛸⺫俒⟝կ

• Java�keystore
ü 㼆獦㺙ꛬծꬋ㼆獦㺙ꛬ㥵猙ꛬㄤ�X.509�
霆⛼կ

ü 佅䭯�JKS�ㄤ�JCEKS�碫㘗涸�Java�㺙ꛬ䎽կ
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OKV䎾欽㖞兞2�ˊ�꧋⚥盗椚⳪霆俒⟝㺙瀦♸猽ꛬ
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• Oracle�Key�Vault�〳⟄㢊⟧ꤑ�Oracle�꛸
⺫ㄤ�Java�㺙ꛬ䎽⛓㢪涸⳪霆俒⟝㺙
瀦SSH猽ꛬ瘝⟄⤑Ɤ劍⥂殆ㄤ䛪
㢕կ

• Oracle�Key�Vault�♶鍒區⳪霆俒⟝ꅽ涸
㹊꣢ⰻ㺂կ�〫僽㼜侮⚡俒⟝㶸⪰⚹♶鷳
僈㼆韌⟄⤑絊畮蜦》霪⳪霆俒⟝կ

• ⳪霆俒⟝⺫ゎ㺙ꛬծ㺙瀦ծSSH�㺙ꛬծ
Kerberos�俒⟝ㄤ�X.509�霆⛼կ
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OKV䎾欽㖞兞3�ˊ�꧋⚥盗椚�TDE�⚺⸈㺙㺙ꛬ
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• 㖈絁⚺㺙ꛬ腊㢿鸑鵂緸絞鵶䱹꧋⚥盗椚
鷳僈侨䰘⸈㺙�(TDE)�涸⚺㺙ꛬ⟄剏➿
⢪欽劥㖑�Oracle�꛸⺫俒⟝կ

• 㖈絁⚺㺙ꛬ⛲僽䩛⸓㼜劥㖑꛸⺫俒⟝㢕
ⵖⵌ㢴⚡畮挿涸⤑䰦剏➿倰呩կ
ü 嫱㥵䔲�TDE�㖈�Oracle�Real�Application�
Clusters�(Oracle�RAC)�䧴�Oracle�Data�Guard�
瘝侨䰘䎽꧋纈♳鵘遤傞Ⱏ❧�TDE�⚺⸈㺙㺙
ꛬ罜♶僽絶䫡劥㖑꛸⺫ⶰ劥
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OKV盗椚TDE�key䌢錛卹匬RAC+ADG+Restore DB


Two active nodes Key 
Vault Cluster 

TDE Wallets 
keystore Clone Encrypted 

PDB with TDE 

Two nodes of Oracle 19c 
RAC Active Data Guard 

With TDE tablespace 

RMAN backup restore DB 
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OKV佅䭯㢴㖑⿽崞卹匬
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Region 1： A read-write Paris plus a read-only

Region 2： A read-write Paris

write

read

read

write

write

read

write

read

Region 3 ： A read-write Paris

https://docs.oracle.com/en/database/oracle/key-vault/21.5/okvag/multimaster_concepts.html#GUID-583277E3-5BB4-4D73-8000-C6D6A440C4DB

Reference:

Oracle DB

Oracle DB

Oracle DB

read-write Paris

read-write Paris

read-write Paris

read-only
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㹐䨪呩⢾-厤佟䏎厤翟腊鿈꡶
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㹐䨪꨽宠
㹐䨪㣐ꆀ⢪欽TDE侨䰘䎽⸈㺙⸆腊⟄对膃劥㺙瀦꨽銳꧋⚥䒭㺙ꛬ盗椚禹絡勻盗椚TDE涸㺙ꛬ⟄
对欽䨪㺙瀦ㄤ㺙ꛬ㺙ꛬ盗椚禹絡鵮䗳곢넞䏞〳欽⚂㸝Ⰼկ

㹐䨪涸鷥䭊
㹐䨪餝✈✫�14�〵�Oracle�Key�Vault�(OKV)�䎇䘯鸟鴲獴Ⱖ�TDE�㺙ꛬ⟄ⵄ欽�OKV�涸䘯鸟䚍腊ծ넞〳
欽䚍ㄤ〳䪈㾝䚍➭及ꅾ倝靈侮✫炽⟝㸝Ⰼ垷㗌涸欽鸀⟄♸�OKV�꧋䧭⯎䔲⥌⟣⟄忘駈㸝Ⰼ銳宠կ

⚹➊⛎鷥䭊�Oracle�Key�Vault�(OKV)
• OKV�⚹�Oracle�侨䰘䎽䊨⡲餏鲿䲿⣘刿⢕䚍腊կ
• 㢴⚺꧋纈卹匬䲿⣘㺙ꛬ涸䭯絯〳欽䚍կ
• OKV�靀/ⱗ㼆卹匬䲿⣘㺙ꛬ涸䭯絯〳欽䚍կ
• 湱ず涸�OKV�〳欽✵盗椚TDE⟄对Oracle�GoldenGate㺙ꛬ⟄꣭⡛㢕勇䚍䎇㟞䔂㸝Ⰼ䚍
• 〳⟄盗椚膃劥㺙瀦对玐䎸ꂁ縨併䠭⥌䜂կ

鵯㼆㹐䨪䠑㄂满➊⛎
1. 佅䭯넞䚍腊ծ넞〳欽䚍ㄤ㸝Ⰼ涸㺙ꛬ盗椚禹絡կ
2. Oracle�Key�Vault�䲿⣘涸꧋⚥䒭㺙ꛬ盗椚㖈ꛏ㼆㸝Ⰼ✲⟝ㄤ⹗程鲱⟝涸Ⱆ぀䧶殜⚥〄䮦满ꅾ
銳⡲欽կ

3. �㹐䨪〳⟄䘯鸟㼜倝蒜挿幑⸈ⵌ➭及涸�OKV�緸絞偽雿㸐及鿈縭㖈ㆭꅽկ
4. �㹐䨪〳⟄ⵄ欽�OKV�抳崞涸꧋纈劼ⵖ勻䌐⸔忘駈港盗銳宠⺫䭍侨䰘끸殆ꣳⵖկ
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DEMO怵爙

1:��OKV歲꬗⟄对嚋䙁涸➝絏

2:��OKV盗椚TDE�Master�key

3:��OKV盗椚侨䰘䎽㺙瀦
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