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SR EERL KIS

Alerts

Reports w
Policies .

Audit Vault
Server

Oracle Database MySQL
Microsoft SQL Server PostgreSQL
IBM Db2

SAP Sybase

RMERR &« BRIES

Linux
Windows
AIX
Solaris
Microsoft Active Directory

Application tables, XML, CSV,

JSON, MongoDB, REST
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(ATP,ADW) ,Exadata,

RAC

IBM Db2: LUW, AIX

Microsoft SQL Server

SAP Sybase ASE
MySQL
PostgreSQL

Oracle Solaris

Oracle Linux

Red Hat Enterprise Linux

Microsoft Windows Server
IBM AIX Power Systems
SuSE Linux

Microsoft Active Directory

Oracle ACFS
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Oracle Audit Vault and Database Firewall 20 Ravadminv @ Help

@ Targets U Database Firewalls % Settings

Z}5MongoDB

- {EFHQuick JSON {E A BHr3SEY

- JIMongoDBERIHMEHEITKERE B
EJZ Access Rights

(_cancet ][ save

Quick JSON

Audit Connection Details Audit Collection Attributes

Host Name / IP Address *

- e
I I=I 160
i% mlu\ 2 king Definitions - Orac X [&) Execution: dbm02_PDB2 - Orac X Register Target x| +
A —— AN
(] I H \ M O n 80 D B $ -L II AY O PA https:/f146.56.170.235/console/f?p=7700:249:3406315323817::N0:249:P249_REG_ON:TRUE&cs=3vDFDnRrLmehMN2HvMsAJgdaNmafb1UugBm9aHajKxAEpehNcvOTGNCIKQxCOIBJzdOARQDAUGOxX 3GHEE7REpKQ pid
Oracle Audit Vault and Database Firewall 20 Ravadmin v @ Help

HRiSEENFFARETS R Audit Vault Server H1RY . X Py

Audit Trails

Quick J50N

Target Groups
Description

Access Rights

Audit Connection Details Audit Collection Attributes

Name

av.collector.qck.username

avcollector.qck.eventtime

avcollector.qek starttag

av.collector.securedTargetversion
av.collector.timezoneoffset
av.collector.qek.os username
av.collector.qck.eventname
avcollector.qck.commandclass

av.collector.qek.client.ip
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BREY (BT HEAT)

av.collector.qck.starttag

atype

av.collector.qck.eventtime

$.ts.$date

av.collector.qck.username

$.users[0].user

av.collector.qck.os.username

$.users[0].user
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{£ AVDF 12.2 Fh {£AVDF 20rR
« {§EfO0racle Streams I AKWEHRIETENESZHE - {§H Oracle GoldenGate 191 ££ BB FEESK Oracle 20EE
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« MOracle DB19C ZJfg, Oracle Streams A B FF
- SiRfBLLRIBIINTORE :
« Oracle GoldenGate 2 Oracle #EEREFIFE RS = - SHEPIE
- RURHRIEIERE
« Oracle GoldenGate BIREVERIFH]
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GoldenGatefEpRIZET IS

1. 1£ CDB 4562 BB HEAINRRYHTA
F. GoldenGate FBF3XENESHE

2. Bt EREH GoldenGate &l

3. 1 GoldenGate B8RS EEF /1 BTREN
SEFTHYIEUE

= ORACLE’ oracle GoldenGate Administration Server 20.1.0.0.0 for Oracle (slc16fri)

scott

Security

Overview
Configuration
Profile
Diagnosis
Debug Log

Administrator

LR 3: BRI

Database Key Management Parameter Files Tasks

Credentials =4 ©
Search in table

Domain Alias A  UserID Action
inst2 tkggadmin_inst2 tkggadmin@inst2 i ’
inst1 tkggadmin_inst1 tkggadmin@inst1

ws_domain ws_alias scott

For connecting to a database and managing Checkpoint Tables, Transaction Information and Heartbeat Table, please click: A

Credential Domain: @  orcl
* Credential Alias: @  orcl
* User ID: @ ic##avggadmin@(DESCRIPTION:(ADDF
* Password: eeeeeseeecce

* Verify Password: eeeeeeecceee
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Security

Overview

ORACL.G' Oracle GoldenGate Administration Server 20,1.0.0.0 for Oracle (slc16fn)

Extract Options

Add Extract

Add Extract

Basic Information
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GoldenGate EERVIEALTTE

4

Step 4: 2HCUS

extract AVDF_Extract_ HR

ES3VEFEFEOF, ASHLIE~EEIREELEEE useridalias <credential_userid_alias> domain <credential domain>

DDL /DML

5. R BIEFH

exttrail <sub_directory>/<trail_name>

DDL INCLUDE OBJNAME accounts.*
DDL INCLUDE OBJINAME scott.emp
TABLE accounts.*;

TABLE scott.emp; DML 328X

OUTPUTFORMAT XML _AUDIT_VAULT XML&

Trail AR

SOURCECATALOG cdb1_pdb1 BirEUERE

DDL $2EX

<« C A Notsecure | denac256.us.oracle.com:9000

E?E-LXEEJ%&TIEE@E*E = ORACLE oracle GoldenGate Administration Server 19.1.0.0.4 for Oracle 19¢ (denac256)

. Extracts Q 1
Running

scott

Ste p 5 Security

0 O gr O +  Replicats

Failed

! INT_EX_1 -Action v

INTEGRATED ‘
Lag 0 sec Details

Overview
) : Stop
Configuration
Stop (in the background)

Profile

Force Stop
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Oracle Audit Vault and Database Firewall 20 & avadmin v © Help

# Home @ Targets o Agents U Database Firewalls £ Settings

Targets

OraST T |.”umw | ’

Audit Trails Name *

Type
Target Groups D tion

Access Rights

Trail Location

Target Tvpe
UNIFIED_AUDIT_TR

Target

Audit Trail Type 1AM 10N LOG

1t Plugin
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Oracle Audit Vault and Database Firewall 20

@Ta rgets

Audit Policies
PlI Exfiltration Mon

Database Firawall
Policies

Alert Policies Policy Name PIl Exfiltration Monitor
"

Description

Rule Name

Pll table monitor

Rule Name *

Statement
Classes

0 Alerts |l Reports

PIl table monitor Description

Available Selected

Compaosite Data Manipulation
Composite with Transaction

Data Control

Data Definition

Procedural

Capture number of rows returned for SELECT

queries

Action

Available Selected

DEMO_HR_ROLES(pdb1) DEMO_HR_EMPLOYEES(pdb1)

DEMO_HR_USERS(pdbT) EMPLOYEESEARCH_PROD.DEMO_HR_EMPLOYEES(pdb1)
DUAL(pdb1) DEMO_HR_SUPPLEMENTAL_DATA(pdb1)
SYS.DUAL(pdb1)

Always v Threat Severity Moderate

«  (FEREIEEXSAN
- BEA)EAY: SELECT

IWERTER

7
« N ATFSELECTiEQRIHIN
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Oracle Audit Vault and Database Firewall 20 & avauditor v @ Help

@ Home @ Targets ici [sl Reports £F Settings

Activity Reports Database Firewall Monitored

Event Time | - Target User Command Text Policy Name
Summary Reports

s a Detect data
HCM EMPI‘_OYEES where email = SELECT exfiltiation g;t::;se

attempts

Compliance Reports 1/22/2021 2:40:40 PM "dba_charles@example.com”

PDF/XLS Reports select e.* from (select e *, avg(salary) over (partition by Detect data
1/22/2021 2:40:38 PM "dba_charles@example.com” department_id) as avgsalary from HCM.EMPLOYEES e ) e SELECT exfiltration
where e.salary < e.avgsalary attempts

database
objects

saved Reports select e.* from (select e.*, avg(salary) over (partition by Detect data

21 2:40:37 PM "dba_charles@example.com” department_id) as avgsalary from HCM.EMPLOYEES e ) e SELECT exfiltration
where e_salary > e .avgsalary attempts

database
objects

Report Schedules

Detect data
" . SELECT DEPARTMENT_ID, AVG(SALARY) FROM ) database
40 = s .
1/22/2021 2:40:36 PM dba_charles@example.com HCM_EMPLOYEES GROUP BY(DEPARTMENT _ID) ELECT exfiltration ohjois
Generated Reports attempts

select employee_id first_name,last_name, salary,

X Detect data
commission_pct, commission_pct/(salary/(000*000)) from SELECT exfiltration database
HCM.EMPLOYEES where COMMISSION_PCT is not null and objects

commission_pct/(salary/(000*000) attempts

1/22/2021 2:40:35 PM "dba_charles@example.com”

SELECT e.email as EMPLOYEE, e salary as EMP_SALARY, Hetoctdsia
m.email as MANAGER, m.salary as MGR_SALARY FROM SELECT P — database
HCM.EMPLOYEES e, HCM.EMPLOYEES m WHERE i objects

e.manager_id = m.employee_id(+) aligmpts

1/22/2021 2:40:34 PM "dba_charles@example.com”

SELECT e.email as EMPLOYEE, e.salary as EMP_SALARY, Detectdata
m.email as MANAGER, m.salary as MGR_SALARY FROM SELECT exfiltration database
HCM.EMPLOYEES e, HCM.EMPLOYEES m WHERE N objects

( att 1
e.manager_id = m.employee_id(+) attempts

1/22/2021 2:40:34 PM "dba_charles@example.com”

select e EMPLOYEE_ID, e.EMAIL, e. SALARY,

d.DEPARTMENT_NAME from HCM.EMPLOYEES e FULL Detect data
1/22/2021 2:40:32 PM "dba_charles@example.com” OUTER JOIN HCM.DEPARTMENTS d ON SELECT exfiltration

e.department_id=d.department_id order by attempts

d.department_name

database
objects
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Oracle Audit Vault and Database Firewall 20 R avauditor v @ Help

A Home @ Targets ] Policies 0 Alerts [l Reports ¥ Settings

Audit Pol : : ]
Oracle Audit Vault and Database Firewall 20 A avauditor v @ Help

Database

Policies A Home @ Targets -] Policies [\ Alerts liil Reports £* Settings

Alert Poli  Audit Policies [ — condion - Avallzoie Fielos
Row Count >= 1000 and

Alert Employee Data Exfilteration Alert Type Oracle Database Target ObjeCt LIKE “HCM.EMPLOYEES” and

Name Owner LIKE HCM

AUDIT_TYPE
Severity Warning Threshold |1 -

Alert Policies (times) AV TIME

Database Firewall
Policies

Duration GroupBy  USER_NAME CLIENT_HOST_NAME
(min) (Field)

CLIENT_ID

Description Alert when 1000 or more records are returned Condition :ROW_COUNT »>= 100@ AND :TARGET_OBJECT LIKE

"EMPLOYEES' AND :TARGET OWNER LIKE 'HCM' CLIENT_IP

CLIENT_PROGRAM

CLUSTER_TYPE

COMMAND_CLASS
Status Enabled

ERROR_CODE

O




I o st

Al
b5
Ty
[l
H
=5

Oracle Audit Vault and Database Firewall 20

@) Targets

Manage Alert Status Alert Policy Name Employee Data

Exfilteration Alert
Duration ( ) 1

Threshold (times)

BESILEN=IN—ESAE

R avauditor v @ Help

-] Policies lshl Reports £ Settings

Cancel

112212021 2:43:17 First Event Time 1/22/2021 2:40:38 PM
PM

Severity Warning Group By USER_NAME

New ¢ Description

Condition ‘ROW_COUNT >= 1000 AND :TARGET_OBJECT LIKE "EMPLOYEES’ AND :TARGET_OWNER LIKE "HCI'

Note Created

Client IP Event Status Event Time
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Oracle Audit Vault and Database Firewall 20 Ravouditor v @ Help

3 Targets 7] Policies [ Alerts l:4! Reports £ Settings

Manage Alert Status
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Oracle Audit Vault and Database Firewall 20

'ﬁ{\g Targets 2] Policies L0 Alerts [shl Reports £ Settings

Targets Audit Trails
Last1Week

W Running
B Unreachablz

Meither

Top 5 Targets By Activity Top 5 Users By Activity
Last 1 week Last 1 Week Last1Week

5Y5

dba_har =mple.com HOM dioa_charle smplecom  dbs_debra@example.com
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Oracle Audit Vault and Database Firewall 20

# Home

Audit Policies

— R
E:]tiiieasse Firewal 11_%”8

SR RETRE A9
oRiig

Unified Auditing

Alert Policies

Core Policies

Auditing * ] Critical Database Activity
/! Database Schema Changes

Logon/Logoff Events

Admin Activity Auditing * ] All Admin Ac

User Activity Auditing All User Activity

List of Users

Audit Compliance Standards Center for Internet Security (CIS) Configuration

0 Alerts

FFTE X AISRAE

Oracle Predefined P

Policy Name

ORA_ACCOUNT
ORA_DATABASE_PARAMETER
ORA_DV_AUDPOL
ORA_DV_AUDPOL2
ORA_LOGON_FAILURES
ORA_RAS_POLICY_MGMT
ORA_RAS_SESSIO

ORA_SECURECONFIG

|l Reports

& avauditor v [J] Documentation o Help

£ Settings

| cancel | | Provision Unified Policy

litional Auditing

Custom Policies

|

Policy Name

ALL_ACTIONS_BY_DORMANT_USERS

ALL_ACTIONS_BY_NAMED_USERS

ONS_BY_PRIVILEGED_USERS

ALL_ACTIONS_UNUSED_SYSTEM_PRIV

ALL_ACTIONS_USING_SYSTEM_PRIV
AUDIT_DATAPUMP
AUDIT_DB_SCHEMA_CH,
AUDIT_NON_BUSINESS_HOURS
DIRECT_DB_ACCESS
OLS_POLICY_CHANGES
REDACGTION_POLICY_CHANGES ~ #

REJECT_LIST_ACTIVITY

TABLESPACE_CHANGES

- FRSCEUERYHEE RS

- BriERAFEIE
HYSE—ER T oRES

- B —REH

- ETHUREERFEA
B RIS AL ST 5
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# Home

Audit Trails

Datab Firewall
Monitoring

Target Groups

User Entitlement
Snapshots

Datab.

tring

Audit Data Caollection

Audit Trail Location Audit Trail Status

UNIFIED_AUDIT_TRAIL Idle

i1 Policies

Audit Trail Type

Enable

Ll Reports

PDB on de fi X department

Database Firewall Monitoring

Collection Agent Last Start At

del

BT oRM

PR

FEIFERY
HE
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AP IRS

FERIFHEERD]

° Activi
summary
Report Name
All Activity

All Activity by Privileged Users

Dat: & Modification
Report Name
Data Access
Data Modification

Data Modification Before-After Values

Report Name

Failed Login Events
Login and Logout

Startup and Shutdown

Report Name

Entitlements

Database Schema

Audit Settings

Linux SU SUDO Transition

€ Entitiement Reports

Mame
Database Firewall Monitored Activity

Privileged Users Blocked Statements
Database Traffic Analysis by OS User

User Accounts

Invalid Statements

User Privileges

User Profiles

Role Privileges

Cuctal riviled a5
System Privileges Stored Procedure Modification History

J_— . Deleted Stored Procedures
Object Privileges

A\ DB Vault Activity

Mame

Database Vault Activity

{£AVDF 12.2/R

kB BT IRERFIPO K IERI G FF

2=

- AEH]

- ALILHRIET B b AIE

- AR IHERSE=STH
T

{£AVDF 20H

- IREDE
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Oracle Audit Vault and Database Firewall 20 nd Database Firewall 20

# Home @ Targets 72 Policies Q Alerts Ll Reports
# Home 8 lare L Re

Activity Reports

Summary Reports

Compliance Reports

PDF/XLS Reports

Saved Reports

Report Schedules

Generated Reports

@ Activity Reports
@ Entitiement Reports

@ 05 Correlation Reports

@ Database Firewall Reports

@ stored Procedure Changes

@ DB Vault Activity

Activity Reports

Summary Reports

Compliance Reports

PDF/XLS Reports

Saved Reports

Report Schedules

Generated Reports

All Activity by Privileged Users

Data Access & Modification

Report Name

Data Access
Data Modification

Data Modification Before-After Values

Login & Logout Events
Report Name
Failed Login Events
Login and Logout

Startup and Shutdown

Database Seftings

Report Name

Entitlements

Database Schema

All audited and menitored events by privileged users

Report Description Schedule

Details of read access events

Events that led to Data modification

Data modification events with before and after values in Oracle database

Report Description Schedule

Failed Authentication attempts

All successful login and logout events

System startup and shutdown events

Report Description Schedule

Changes in grants of Database privileges and roles

Changes in Database Schema




Campliance Reports Category

Payment Card Industry (PCl) Reports

To assoviate Target(s) with this Compliance Categary, dick on the Go bution
summary

Name Description Schedule Generated Report

Al sudited and monitored events

Description Schedule

Generated Repart Schedule Generated Report

Details of read access events

Data Modification Events that led to Data modification

Login & Logout E

Name Description Schedule Generated Report

Failed Login E 2d Authentication attempts

Login and Logout siul login and logout events

Startup and Shutdown tem startup and shutdown events

Description Schedule Generated Report

Entitiements Changes in grants of Database privileges and roles

Database Schama

Changes in Databa:

Changes in Audit 5




REPREMNFE
« NN AR B MEREEER A E N ER
- RTER. REOER
«  ZHUEREBM (AUDIT_TYPE) FERAT BT IIRETTHEE

- TN, BRIEERLT, Database Vault, Label Security, Datapump, DirectPath APl £
NEREFASE2NA LT EN

« 18T APPLICATION_CONTEXT,CONTEXT_ATTRIBUTE=<value>

«  1ESOREVFIRAILEAN AFERHI TR

All Activity
I Q, | | Actions v |
ﬂ Application Context like "%6HR_%

Target User Event Object Event Event Time | = Application Context Target Command Text
Status Owner

hr_jim@ ole.com UPDATE RECIONS sUcCESS 12 (ap 2 ) USER=HR o Hew L I'u EC 5 set REGION_MNAME="EMEA’ where

UPDATE  JOBS sUI 112212021 PUSER XTAP SER . HCM

COMMENT  EMPLOYEES SUCCEss 1222021 - S T o how
A= MU= e.com)


https://docs.oracle.com/en/database/oracle/audit-vault-database-firewall/20/sigau/audit_records_fields.html#GUID-11DEC86D-0100-4392-AB15-966A32FD81FD

ARz ¥
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. ERTEURIERS, SSIEM/Syslog SR - LDAP/BIRIAE
IS TR
Gi—HOEREECE - hEFIERE + FIPS 140-2 FeEtE
EHEHE, ESTEENAR . 2 fEi gt
- ERRERRIBNEA IP MRS
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Microsoft active directory / OpenLDAP £Ef}
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Oracle Audit Vault and Database Firewall

1251 1: LIAVDFRFHTE R

J&In 2: LA Active Directory 8 OpenLDAP AR 81{%
TR

- BR&, &8

- REHMBIFTENE (EEaET)
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Microsoft active directory / OpenLDAP £Ef}
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