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Topics Covered

o Use Cases

o Exadata OVM Software Requirements

« Exadata Isolation Considerations

e Exadata OVM Sizing and Prerequisites

o Exadata OVM Deployment Overview

e Exadata OVM Administration and Operational Life Cycle
e Migration, HA, Backup/Restore, Upgrading/Patching

 Monitoring, Resource Management
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Exadata Virtual I\/Iachinés

High-Performance Virtualized Database Platform

« XEN hypervisor

* VMs provide CPU, memory, OS, and sysadmin isolation
for consolidated workloads

e Hosting, cloud, cross department consolidation,
test/dev,
non-database or third party applications
» Exadata VMs deliver near raw hardware performance

« |/Os go directly to high-speed InfiniBand bypassing

ORACLE
VM

No Additional Cost

X8-2, X7-2, X6-2, X5-2,
X4-2, X3-2, X2-2

—<HBPiy- » Combine with Exadata network and /0
CHAIN prioritization to achieve unique full stack isolation

 Trusted Partitions allow licensing by virtual
Copyright © 2019 Oracle and/or its affiliates. m a C hi n e 3 E
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Exadata Consolidation Options

« VMs have good Isolation but poor efficiency
and high management

Dedicated . . . » VMs have separate OS, memory, CPUs, and
DB Servers patching

 [solation without need to trust DBA, System Admin
. « Database consolidation in a single OS is highl

Virtual R T it 8 shly
Machines
Many DBs in
one Server . . .

» Best strategy is to combine VMs with database
native consolidation

efficient but less isolated

e DB Resource manager isolation adds no overhead

» Resources can be shared much more dynamically

e But, must trust admins to configure systems
Eﬁ}ﬁﬁgiint -.. « Multiple trusted DBs or Pluggable DBs ina VM

o Few VMs per server to limit overhead of

fragmenting CPUs/memory/patching etc.

Copyright ® 2019 Oracle and/or its affiliates. 4 E
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Software Architecture Comparison
Database Server: Bare Metal / Physical versus OVM

Bare Metal / OVM Database Server
Physical
Database Server " dom0

Exadata (Linux, Exadata (Linux,
firmware) @; f|reware)

No change to Storage Grid, Networking, or Other
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Differences Between Physical and OVM

Details expanded throughout remaining slides

Topic How OVM differs from Physical

Hardware support 2-socket only

Cluster config System has one or more VM clusters, each with own GI/RAC/DB install

Exadata storage Separate griddisks/DATA/RECO for each VM cluster; By default no DBFS disk

config group

Dbnode disk config VM filesystem sizes are small; GI/DB separate filesystems

Software updates Dbnodes require separate domO (Linux+firmware) and domU (Linux) patchmgr
updates

Exachk Run once for domO/cells/ibswitches, run once for each VM cluster

Enterprise Manager  EM + Exadata plugin + Virtualization Infrastructure plugin

Copyright © 2019 Oracle and/or its affiliates. 6 E
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Exadata VM Usage

 Primary focused on consolidation and isolation

e (Can only run certified Oracle Linux versions
« Windows, RedHat, and other guest operating systems are not supported

o (Can virtualize other lightweight products
o E.g. Lightweight apps, management tools, ETL tools, security tools, etc.

* Not recommended for heavyweight applications
e E.g. E-business Suite or SAP application tier
* |nstead use Private Cloud Appliance
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Exadata OVM Requirements

e Hardware
o 2-socket database servers supported (X2-2 through X8-2)
e Software

« Recommend latest Exadata 18.x or 19.x software
o Supplied software (update with patchmgr - see MOS 888828.1)
e domU and domO run same UEK kernel as physical
e domU runs same Oracle Linux (OL) as physical
e domO runs Oracle VM Server (OVS) 3.x
e Grid Infrastructure / Database
 Recommend 19c with latest quarterly update
e Supported19c, 18¢, 12.2.01,121.0.2, or 11.2.0.4
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Exadata Security Isolation Recommendations

Each VM RAC cluster has its own Exadata grid disks and ASM Disk
Groups
o Setting Up Oracle ASM-Scoped Security on Oracle Exadata Storage Servers

802.1Q VLAN Tagging for Client and Management Ethernet
Networks

e Dbnodes configured w/ OEDA during deployment (requires pre-deployment
switch config)

e Or configure manually post-deployment
o (lient network - MOS 20185501 Management network - MOS 20903451

InfiniBand Partitioning with PKEYs for Exadata Private Network
e OS and InfiniBand switches configured w/ OEDA during deployment

Storage Server administration isolation through ExaCL|

Copyright © 2019 Oracle and/or its affiliates. 9 E
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Exadata OVM Sizing Recommendations

Use Reference Architecture Sizing Tool to determine CPUs, memory,
disk space needed by each database

« Sizing evaluation should be done prior to deployment since OEDA will
deploy your desired VM configuration in an automated and simple manner.

e (Changes can be made post deployment, but requires many more steps

e Sizing approach does not really change except for accommodating DOMO,
and additional system resources per VM

* Sizing tool currently does not size virtual systems
o Consider domO memory and CPU usage in sizing
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Memory Sizing Recommendations

e (Can not over-provision physical memory

o Sum of all VMs + domO memory used cannot exceed physical memory
o Sum of all VM memory <= 720 GB

o X8, X7, X6 database servers support maximum 768 GB physical memory when
deployed virtualized (non-virtualized systems support higher)

« domO memory sizing
o 8 GB (do not change unless directed by Oracle)

« VM memory sizing
 [nitially set during OEDA configuration
e« Minimum 16 GB per VM (to support OS, GI/ASM, starter DB, few connections)
o Maximum 720 GB for single VM
 Memory size on Exadata can not be changed online (VM restart required)
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CPU Sizing Recommendations

o CPU over-provisioning is possible
o But workload performance conflicts can arise if all VMs become fully active

« DomO CPU sizing

« Allocated 2 cores (4 vCPUs - do not change unless directed by Oracle)

« VM CPU sizing

e Minimum per VM is 2 cores (4 vCPUs)
o 1vCPU ==1hyper-thread; 1 core == 2 hyper-threads == 2 vCPUs

« Maximum per VM per DB Server is number of cores minus 2 for domO
E.g.: for X8-2, maximum per VM per DB Server is 46 cores (48 total minus 2 for domOQ)

o vCPU initially set during OEDA configuration

e VCPU can be changed dynamically (online while VM remains up)

Copyright © 2019 Oracle and/or its affiliates.



T g T mm— R
Local Disk Sizing Recommendations

o Total local disk space available for VMs
o XB8-3.2TB; X7X6,X5-1.6TB, 3.7TB with disk drive expansion kit; X4 - 1.6TB

o 190GB used per VM at deployment, extendable post-deployment

» Actual allocated space for domU disk images initially much lower due to sparseness
and shareable reflinks, but will grow with domU use as shared space diverges and
becomes less sparse

« QOver-provisioning disk may cause unpredictable out-of-space errors inside VMs if domO space is exhausted

. Restori)ng VM backup will reduce (may eliminate) space savings (i.e. relying on over-provisioning may prevent full VM
restore

. Lc%lr_wgkli\ged / prod VMs should budget for full space allocation (assume no benefit from sparseness and shareable
reflinks

* Shortlived test/dev VMs can assume 100 GB allocation

 DomU local space can be extended after initial deployment by adding local disk images
« Additionally, domU space can be extended with shared storage (e.g. ACFS, DBFS, external NFS) for user / app files
» Avoid shared storage for Oracle/Linux binaries/config files. Access/network issues may cause system crash or hang.

Copyright © 2019 Oracle and/or its affiliates. 13 E
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Exadata Storage Recommendation

« DATA/RECO size for initial VM clusters should consider future VM additions
e Using all space initially will require shrinking existing DATA/RECO before adding new

o Spread DATA/RECO for each VM cluster across all disks on all cells
« By default no DBFS disk group

e Enable ASM-Scoped Security to limit grid disk access

VM Cluster Grid disks (DATA/RECO for all clusters on all disks in
Cluster nodes all cells)
clul dbO1vmO1 DATAC1_CD_{00..11}_celO1 RECOC1_CD_{00..11}_celO1

db02vm01  DATACT_CD_{00.11}_cel02 RECOC1_CD_{00.11}_cel02
DATAC1_CD_{00.11}_cel03 RECOC1_CD_{00.11}_cel03

clu2 dbOlvm02  DATAC2_CD_{00.11}_cel01 RECOC2_CD_{00.11}_celO1
db02vm02  DATAC2_CD_{00.11}_cel02 RECOC2_CD_{00.11}_cel02
DATAC2_CD_{00.11}_cel03 RECOC2_CD_{00.11}_cel03
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Deployment Specifications and Limits
-m-zmmmm

g Max VMs per database server 8
E‘ Physical per database server (default/max) 25?5 SBB 2551)5 ((':;BB ;5); gg 7265;(?582 '?:g(?;
@)
E Min per VM 16 GB
@ Max per VM 464 GB 720 GB
2 Default setting Initially set during OEDA configuration
Cores/vCPU' per database server 16 24 36 44 48
D) Min cores/vCPU per VM 2 core (4 vCPUs)
EJ Max cores/vCPU per VM Cores minus 2 (domO assigned 2 cores/4vCPUs)
Default setting Initially set during OEDA configuration
Total usable disk per dbserver for all VMs 700 GB 1.6 TB 1.6 TB (3.7 TB w/ DB Storage Expansion Kit) 32TB
N 190 GB
2
N Used disk per VM at deployment Actual allocated space for domU disk images initially much lower due to sparseness and shareable

reflinks, but will grow with domU use as shared space diverges and becomes less sparse, hence
budget for these values when sizing.

Footnotes: 1) 1 core =10CPU = 2 hyper-threads = 2 vCPUs; 2) Systems deployed non-virtual support higher physical memory

Copyright © 2019 Oracle and/or its affiliates. 15




Deployment Overview
OEDA is the only tool that should be used to create VMs on Exadata

1. Create configuration with OEDA Configuration Tool

2. Prepare customer environment for OEDA deployment
Configure DNS, configure switches for VLANS (if necessary)

3. Prepare Exadata system for OEDA deployment
switch_to_ovm.sh; reclaimdisks.sh; applyElasticConfig.sh
4. Deploy system with OEDA Deployment Tool

Note: OS VLAN config can be done by OEDA or post deployment (MOS
2018550.)

Copyright © 2019 Oracle and/or its affiliates.



OEDA Configuration Tool

Configuring OVM

° Scree n tO d EC] d e O\/M Or ORACLE Engineered System Configurator
P hyS] C a l Hardware b Select Hardwars _ _
Operating System Choices. Choose custom to select

° A” Ov M Operating System A Choose Operating System Operating System per database server, and view or
) edit available machine cores when Capacity on

Operating System choices Demand is enabled

o All Physical .
e Some OVM, some physical

All Linux Physical

Custom

Copyright © 2019 Oracle and/or its affiliates.




OEDA Configuration Tool

Define Clusters

A Define Clusters

e DeC]de Cluster-c1 X | Cluster-c2 % *

N um ber Of \/M C] U Ste rs to Cluster Name * Inventory Location *

create — | T —
e D b ﬂ O d e S a ﬂ d Ce] ] S th at W] ] ] ‘ UszerCollection-1_id v | | ful1/app/19.0.0.0/grid |

make up those VM clusters

*Recommend using all cell S S '

e Whatis a “VM cluster?” ﬁ

VS dbmOdbadm(1.oracle.com

Guest dbmOdbadm01.oracle.com

® 1 Or maore user d Oom a] NS ON OVS dbm0dbadm02 aracle.com > Guest dbm0dbadm02.oracle.com
different database servers

Cell dbmOceladm0l.oracle.com = Cell dbmOceladm0.oracle.com
O ] G |/ R C h Exadata X8 Cell Mode HC 14TB Exadata X8 Cell Mode HC 14TE

running Oracle AC, eac :
Cell dbmOceladm02.oracle.com P Cell dbmOceladm02.oracle.com

accessing the same shared

Exadata storage managed by
ASM.

Copyright © 2019 Oracle and/or its affiliates.
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Cell dbmOceladm03.oracle.com
Exadata X8 Cell Node HC 14TB

Exadata X8 Cell Node HC 14TB
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OEDA Configuration Tool

Cluster Configuration

Each VM cluster has its own configuration
o VM size (memory, CPU)
e Exadata software version
* Networking config
e OS users and groups
e GI/DB version and location
o Starter database config
o ASM disk group config
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OEDA Configuration Tool

Cluster Configuration

Grid infrastructure installed in
each VM (grid disks “owned”

by a VM cluster)

Cluster 1 - DATACT / RECOCT across |
a” Ce”S Enable Sparse Diskgroup

4 Diskgroups

Rack capa ty{ 1):459828 GB
Rack used space (raw):67584 GB
Rack available spac .: 1392244GB

| Enzble Asm Scoped Security

o Cluster 2 - DATAC2 / RECOC2

across all cells

Consider future clusters when
S1ZINg

Configure Acfs

Diskgroup layout

| Custom

Diskgroup Mame Type Redundancy Size Size Typ Usable Spac Raw S
DBFS not configured s fom v o [0 [t~ |
ASM-SCOpEd Secunty perm]tS a |RE-C-0C1 |RE-CO v |l—C—— v |FT3 |usa:-|e... ‘

cluster to access only its own grid
disks. Available with Advanced
button.

Copyright © 2019 Oracle and/or its affiliates.
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OEDA Configuration Tool ...

Cluster Advanced Network Configuration
- rrin Metwork Advanced 5
 FEthernet VLAN ID and IP details 4 Prse et
« To separate Ethernet traffic across VMs, use | A e E:T'fl o
distinct VLAN ID and IP info for each cluster et | oz || @ e e o
e Ethernet switches (customer and Cisco) must Cluster pey| :
have VLAN tag configuration done before Phey * - Cose | |
OED A deploymen t — ¥ Default gateway for databa:
) ) ) Start P Addredl «| Default hostname for databaze servers
° | nfl n] Ba n d P KEY a n d | P d eta]]S 1921623212 S:TTQ::TZII“:I - @ FRJ45 1/10 Ghit SFP28 10 Ghbit
e Typically just use OEDA defaults Name Mask * | "
e Compute Cluster network for dbnode-to- OMOETY BONDED Interfaceonly  LiC? ]
dbnode RAC traffic. Separates IB traffic by ey P Gty Star P Acress *
using distinct Cluster PKEY and IP subnet for s
eaCh C]USter Start IP Address *
» Storage network for dbnode-to-cell or cell-to- 152168139
cell traffic - same PKEY/subnet for all clusters V——

Copyright © 2019 Oracle and/or its affiliates. 21 E



OEDA Configuration Tool

Installation Template

Verity proper settings
for all VM clusters in
Installation Template
so the environment
can properly
configured before
deployment (DNS,

switches, VLANS, etc.).

Copyright © 2019 Oracle and/or its affiliates.
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EXADATA

Client Access Nety

Installation Template
Cluster:Cluster-c48e00a1f-dcaS-7151-5191-e2416e1156d4 id

Cluster Information: Database:

Version 19.4.0.0.190716
Name Cluster-cl
Customer Name Customer
Application Application
Home ull/app/19.0.0.0/grid
Tiventory Location full/app/oralnventory
Baze Dir full/app/grid
Client Domain oracle.com
ASM-5coped Securiiy true
Compute Prey 0xal00
Storage Pkay 0xaal0
Backup Location

Block 5ize 8192

Database Machines

lersion 19.4.0.0.190716
Name dbldbl
Database Home full/app/oracle/product/19.0.
Irventary Location fu0l/app/oralnventory

Database Template OLTP
Database Iipe RAC Database
Character Serz AL32UTES
Baze Dir full/app/oracle
dbm01vm] . oracle.com
dbm002vm] . oracle.com
TNiatashscg Mianaw gned Ciran

Rack U Location Component Client Name Client TP Address VIP Name VIP IP Address VLANID
17 Database Server N/A N/A

VM dbm002vm1 203.0.1133 dbm002vinl-vip 203.0.113.5 2222

VM dbm002vm?2 203.0.113.131 dbm002vm2-vip 203.0.113.133 1111
16 Database Server N/A N/A

VM dbm001vm1 203.0.1132 dbm001vml-vip 203.0.1134 2222

VM dbm001vm?2 203.0.113.130 dbm001vm2-vip 203.0.113.132 1111

~ Disabled
" BONDING_OPTS5="mode=active-backup miimon=100
downdelay=2000 updelay=5000 num_grat_arp=100"

LACP
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OEDA Configuration Tool

Network Requirements

Component Domain Network Example hostname
domO Mgmt ethO dmO1dbadmO1
(one per database Mgmt ILOM dm01dbadmO1-ilom
server)
Mgmt ethO dmO1dbadmO1vmO1
Database servers domu Client bondethO dmO1clientOlvmO1
(one or more per Client VIP dmO1clientOTlvmO1-vip
database server) Client SCAN dmO1vmoO1-scan
Private ib dmO1dbadmO1vmO1-privi
Mgmt ethO dmO1celadmO1
Storage servers (same as physical) Mgmt ILOM dmO1celadmO1-ilom
Private ib dmO1celadmO1-privi
Switches (same as physical) Mgmt ethO dmO1sw-*
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Exadata OVM Basic Maintenance

Refer to Exadata Database Maintenance Guide: Managing Oracle VM
Domains on Oracle Exadata Database Machine
* Show Running Domains, Monitoring, Startup, Shutdown
* Disabling User Domain Automatic Start
« Modify Memory, CPU, local disk space in a user domain
 Remove/Create RAC VM Cluster
e Expand Oracle RAC VM cluster
o (Create User Domain without Grid Infrastructure (e.g. App VM)
 Moving a User Domain to a Different Database Server
e Deleting a User Domain from an Oracle RAC VM Cluster
e Running exachk

Copyright © 2019 Oracle and/or its affiliates.


https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmmn/managing-oracle-vm-domains.html#GUID-37703090-17FE-457E-8201-F2325D18E28B
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Exadata OVM Basic Maintenance

e Backing Up and Restoring Oracle Databases on Oracle VM User Domains
e Creating Oracle VM QOracle RAC Clusters

e Creating Oracle VM without Gl and Database for Apps

e Add or Drop Oracle RAC nodes in Oracle VM

e Expanding /EXAVMIMAGES on User Domains after Database Server Disk
Expansion

o |Implementing Tagged VLAN Interfaces

* |Implementing InfiniBand Partitioning across OVM RAC Clusters on Oracle
Exadata

e Backing up the Management Domain (domQ) and User Domains (domU) in
an Oracle Virtual Server Deployment

e Migrating a Bare Metal Oracle RAC Cluster to an OVM RAC Cluster

Copyright © 2019 Oracle and/or its affiliates. 25 E
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OEDACLI to Perform Maintenance Operations

« OEDA Command Line Interface
e QOrchestrate Exadata life cycle management tasks

o Supported post-deployment operations with VMs — Examples:
e Add/Remove VM cluster
 Add/Remove node
 Add/Remove database
 Add/Remove database home
 Add/Remove storage cell
e Resize ASM disk group
e Upgrade Clusterware

Copyright © 2019 Oracle and/or its affiliates.
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Exadata OVM Migration

« Dynamic or online method to change physical to virtual

e Data Guard or backups can be used to move databases — minimum
downtime

e« Convert one node or subset of nodes to virtual at a time

 Migrating an existing physical Exadata rack to use virtual requires

« Backing up existing databases, redeploying existing HW with OEDA and
then Restoring Databases

e Duplicating the databases to existing Exadata OVM configuration

* |f moving from source to a new target, standard Exadata migration practices
still apply.  Refer to Best Practices for Migrating to Exadata Database
Machine

Copyright © 2019 Oracle and/or its affiliates. 27 E



http://www.oracle.com/technetwork/database/features/availability/xmigration-11-133466.pdf

T g T mm— R
Exadata OVM Migration

Dynamic or online method to change physical to virtual using any of
the procedures below

Migrate to OVM RAC cluster using the existing bare metal Oracle RAC cluster with zero
downtime

Migrate to OVM RAC cluster by creating a new OVM RAC cluster with minimal downtime
Migrate to OVM RAC cluster using Oracle Data Guard with minimal downtime
Migrate to OVM RAC cluster using RMAN backup and restore with complete downtime

For requirements and detailed steps, refer to My Oracle Support note
20994881 Migration of a Bare metal RAC cluster to an OVM RAC
cluster on Exadata

Copyright © 2019 Oracle and/or its affiliates. 28 E
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Backup/Restore of Virtualized Environment

e DomO

e Standard backup/restore practices to external location

e DomU - Two Methods
e Backup within DomO: Snapshot the VM image and backup snapshot externally
o Backup within DomU: Standard OS backup/restore practices apply

e If over-provisioning local disk space - Restoring VM backup will reduce (may
ehmma)te) space savings (i.e. relying on over-provisioning may prevent full VM
restore

e Database backups/restore
o Use standard Exadata MAA practices with RMAN, ZDLRA, and Cloud Storage

e Refer to Exadata Database Machine Maintenance Guide

Copyright © 2019 Oracle and/or its affiliates. 29 E



https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmmn/index.html
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Updating Software

Componentto Method
update

Storage servers  Same as physical - run patchmgr from any server with ssh access to all cells, or use
Storage Server Cloud Scale Software Update feature (starting in 18.1).

InfiniBand Same as physical - run patchmgr from domO with ssh access to all switches.
switches

Database server Run patchmgr from any server with ssh access to all dom0Os. DomO update upgrades

—domO database server firmware. DomO reboot requires restart of all local domUs. DomU
software not updated during domO update. DomO/domU do not have to run same
version, although specific update ordering may be required (see 888828.1).

Database server Run patchmgr from any server with ssh access to all domUs. Typically done on a per-
— domU VM cluster basis (e.g. vmO1 on all nodes, then vmO02, etc.), or update all VMs on a server
before moving to next.

Grid Standard upgrade and patching methods apply, maintained on a per-VM cluster scope.
Infrastructure /  GI/DB homes should be mounted disk images, like initial deployment. 12.2 upgrade
Database MOS 2111010.1.

Copyright © 2019 Oracle and/or its affiliates. 30 E
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Health Checks and Monitoring

Exachk runs in DomO and DomU (cells and IB switches checks run with
DomO)

Run in one domO for all domOs, cells, switches
Run in one domU of each VM cluster for all domUs, GI/DB of that cluster

EM Monitoring support (MOS 19677011)
Exawatcher runs in DomO and DomU
Database /Gl monitoring practices still apply

Considerations
DomO-specific utilities (xmtop)
DomO is not sized to accommodate EM or custom agents
Oracle VM Manager not supported on Exadata

Copyright © 2019 Oracle and/or its affiliates.



EM Support for Exadata Virtualization
Provisioning
4 DB Machine sicm02.us.oracle.com @

> InC] Udes 3 Database Machine
VMs/DB/GI/AS R—

ml

M Hardw: @ Home - Open in new window
) Monitorin ’
pr itoring
Diagnostics ¥

e Including

Control 3
DB/GI/ASM Job Activity
Information Publisher Reports [ Create Cluster |
Members ’ Scale up Cluster
Scale up / down RAC ° | n C] u d es Resource Utilization » Scale down Cluster
Cluster by adding or
removing VMs D B / G I / AS M Monitoring Agents Delete Cluster

[ Provisioning I »

Increase Operational Efficiency by Deploying RAC Cluster Faster on Virtualized Exadata : E
3
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Exadata MAA/HA

« Exadata MAA failure/repair practices still applicable. Refer to MAA
Best Practices for Oracle Exadata Database Machine

 OVM Live Migration is not supported — use RAC to move workloads
between nodes

Customer Insights &

7~ Platinum

g ) r_| o
A\ Bronze / 4
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http://www.oracle.com/technetwork/database/features/availability/exadata-maa-131903.pdf
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Resource Management

* Exadata Resource Management practices still apply
e Exadata IO and flash resource management are all applicable and useful

o Within VMs and within a cluster, database resource management

practices still apply
e cpu_count still needs to be set at the database instance level for multiple

databases in a VM. Recommended min = 2
* No local disk resource management and prioritization

e |O intensive workloads should not use local disks

e For higher |0 performance and bandwidth, use ACFS or DBFS on Exadata or
NFS.
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