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INTRODUCTION TO AUDIT REPORTS FOR PIXEL PERFECT REPORTS

Now you can view Audit Data for your Pixel Perfect Reports (or Bl Publisher reports) in Oracle Analytics Cloud (OAC), where in you
can turn on or turn off the Audit logging with few clicks and view the Audit Data in few simple steps. A set of sample Audit & Usage
reports are available to download that will not only enable you to view the audit data, but will enable you to get a variety of data
insights.

TURNING ON/OFF AUDIT LOGGING

By default, Audit and Performance monitoring option has been turned OFF for all users. To turn ON this feature, one needs to login as
Administrator and check the checkbox for ‘Enable Monitor and Audit’ checkbox and set the Audit Level to Medium.

If we set the Audit Level to None, then only Performance Monitoring will be ON (refer to Note #2 below).
If we uncheck the box for ‘Enable Monitor and Audit’ then both Performance monitoring and Audit will be turned OFF.
Note:

1. No restart of any service is required to change the audit and performance monitoring setting

2. Ability to view Performance Monitoring data will be available in a future release.

ORACLE" Analytics Search Al v ©,  Administration

Administration Home Catalog New ¥ Open v

Catalog

The Catalog contains all content such as reports and data models.
Catalog Type  Oracle B EE Catzlog

Server Version 7
Connection protocol  TCP

Test Connection

Bl Publisher repository /bi/domain/fmw/user_projects/domains/bi/bidata/ components/bipubli pository

Bl Search URL  http://bics:9704/bisearch/rest/BISearchQueryService/search
BI Search Group name

Bl Search Timeout (millisecond)  &000
General Properties
System Temporary Directory
Report Scalable Threshold
Caching
Cache Expiration (minutes)

Cache Size Limit

Maximum Cached Report Definitions

Database Failover
Number of Retries
Retry Interval (seconds)

Monitor and Audit

B4 Enable Monitor and Audit
Audit Level  Medium v

Deployment Mode

1§ 1s Cloud Enabled
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VIEWING THE AUDIT DATA

You can access the Audit data by connecting to the Audit table using JNDI connection from Bl Publisher Admin Page. Just create a
SQL data source in the Data Model and fetch the audit data from bipublisher_v table view. Once you have the data, you can create the
layout using any of the layout templates. However, to create a meaningful report from Audit data you will require understanding of the
Audit events. To make this entire effort simple, we have made available few Sample Audit Reports that you can download and use. This
means now you will be able to view Audit Data in just few steps.

SAMPLE AUDIT & USAGE REPORTS

The following 6 reports are available as sample Reports built using Audit Data:

1. Audit Reports

a. Audit Data for Report Execution

b. Audit Data for Catalog Object Updates
2. Usage Reports

a. Hourly Concurrency

b. Report Execution-Time Metrics

c. Report Performance by Report Type

d. Runtime Statistics

Download Instruction

You can download the report from Bl Publisher Oracle Technology Network (OTN) Home page:

http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

A direct link to the sample reports download file is:

http://www.oracle.com/technetwork/middleware/bi-publisher/bipoacaudit-5528918.zip

Extract Audit.xdrz file from this zip file into your local machine.

Upload & Configure

You can follow the below steps to upload the Sample Audit Reports:

e Login to your BI Server with Bl Author or Bl Administrator role. URL: https://servername.companyname.com/xmlpserver
e Click on Catalog link on the Global Menu on top

e Inthe Catalog page, navigate to Shared Folders

e Click on Upload from the Task window in the Accordion Pane and select Audit.xdrz file for upload.

e After upload you will see the Audit Folder under Custom Folder with all the sample Audit Reports included

Note: If you need to use a different folder under Shared Folders, then after upload of the Audit.xdrz file, edit each report
object, click on the explorer icon in the Report Editor page and locate the corresponding data model object in the same folder
under data model sub-folder. Once re-mapped, save the report.

e Before you run the report, you need to configure the Audit Data Source. You need to login as Bl Administrator to configure a
JNDI Connection as a data source.

Click Administration > Data Sources > JNDI Connection,
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Click Add Data Source. On Add Data Source page, enter

Data Source Name: AuditViewDataSource
JNDI Name: jdbc/AuditViewDataSource

Click "Test Connection" to confirm the data source works, and click Apply to save.

Administration Home Catalog

Adrministration = JHDI > Update Data Source: AuditViewDataSource

Update Data Source: AuditViewDataSource

General
Data Source Name AuditViewDatSource
* JNDIName  jdbc/AuditViewDataSourc
Pre Process Function
Post Process Function
Ouse Proxy Authentication
Test Connection
Security

Allow Guest Access [

Available Roles Allowed Roles
Bl Consumer $ =
Bl Content Author

M @
Bl Dataload Author ove
Bl Data Model Author -
Bl Service Administrator Move Al
DV Consumer { =
DV Content Author Remove

Remove Al

e Under Security section for this Data Source, you can define the roles that will have access to the Audit Data.
e You can further add security permission to the Audit Folder to secure the access to these reports

Schedule & View Audit Reports

The Audit tables for Bl Publisher may fill up very quickly and can soon have huge amount of data stored in the tables and may even
exceed the data size limits to view these reports online. Therefore, we recommend restricting the audit reports to be run only as
scheduled Jobs. To restrict online view you can uncheck the “Run Report Online” option.
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Report Properties x

General | Caching Formatting Font Mapping Currency Format

Description  audit report for Report Author Actions on Bl Publisher Catalog
Objects

[ ] Run Report Online ]
Show Controls

Allow Sharing Report Links

Qpen Links in Mew Window
[ Awuto Run

Advanced Job Priority MNormal w

[J Enable Bursting w

[] Report is Controlled by External Application
Users cannot run or schedule report from catalog, can view history

Enterprise Scheduler Job Package Name

Enterprise Scheduler Job Definition Name

OK Cancel

NOTE: Do not enable “Auto Run” when viewing the report online as this will execute the report with default values for the parameters.

To schedule the report, you can navigate to the report in the Bl Catalog, and then click on Schedule. Select “Date From” and “Date To”
parameters, keep output format as PDF and then add delivery destinations as suitable. In case you do not want to deliver the report,
you can simply save the report output and allow the job to run on server. You will be able to view this report from Job History page
after the job completes.

SAMPLE AUDIT & USAGE REPORT DESCRIPTION

A set of sample Audit Reports and Usage Reports are shared to help you quickly access the Audit data in few easy steps. You can
further customize the layouts or even add new layouts for your requirement. We recommend that only the layouts be customized or be
created on the existing data models. We do not recommend modification of data model or addition of new data models, as this may
lead to improper handling of audit data and could potentially create performance issues.

For any requirement for specific data model, not fulfilled by the sample data model, customer can raise a service request with Oracle
Support.

NOTE:

1. ‘Date From’ and ‘Date To” are Mandatory parameters for all the reports, so that the one carefully selects the date interval. In
case these parameters are not selected, you will get a blank report.
2. User and Report Path are optional parameters, in case you like to filter the report to a specific user and specific report.
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Audit Data for Report Execution
Report Name: BIPReportAuditTrail

This report has been designed from end user or the consumer activity to execute Bl Publisher Reports. There are 5 layouts in this

report:

7

A. Report Execution History By User: This layout displays the report execution grouped by a user name. The report is sorted

by user name and the report start time.

Report Execution History by User

Usar Ragort Name Outpat | Réport | Execution | Stalus | Rieport Staet Time Repon End Time Toeal
Tyoe | Output | Type Report
Size () Time
(wec)
abraham. mason IrportAndProcess Transactons xdo pat 7.00 | Scheduler | Sucoess | 11-Feb-2018 142845 11-Feb-2019 142854 LA
+ 1
alics parkar ImportAnditocess T ransactions xio pot 6,98 | Schaduler | Succass | 11-Fab 2018 162912 115802019 152020 116
pof 6.90 | Scheduler m 11.Fab 2018 145307 1M Fab 2019 185844 97.62
G Rep xdo pat 747 | Scheduler | Success | 11-Feb-2019 152826 11Fe0-2019 152828 207
| IrvooaGenerations x00 por 525 | Scheduler Success | 11-Fed-2019 154108 MFR-2018 154194 429
| Arirtarface< xdo pof 659 | Scheduler | Success | 11-Fob 2018 160355 115052019 16:04:06 1.7
| GenersteRevenue x50 pd 6.10 | Scheduler Sucosss | 11-Feb-2019 161308 11-Fed-2019 161397 10.5¢
AwartBSChmpUTREQON x30 par 1717 | Web Success | 11-Fed-2019 134411 MF-2018 134404 230
Services |
IrvocoPrevew wio pof 16.66 | Web Success | 11-Feb 2019 1565528 11.57aD 2018 1565833 446
Servoes |
np_mgr_ | Pay Tl o pal 6.57 | Scheduler | Success | 11-Feb 2015 163030 11-Fe 2019 18:30:39 955
b +
CasrRequrement 500 par 376 | Scheduler | Sucosss | 11-Feb-2010 163313 11Fe0-2019 16:33:19 615
Bp_supv_oparations Al ramant? ayrenes 1 rTats X pat 1,60 | wWeb | Sucoass | 11-Fab-2019 173502 11-560-2019 173602 o00e
Servicas |
pt 1.62 | Web | Succens | 11-Feb 2019 17.31.98 11Fed- 2019 17:31:%6 0.05
Services |
el |
pat 162 | Web Success | 11-Feb-2019 172818 11-Fed-2019 17.28.96 007
Services |
P 162 Web Succass | 11-Feb-2018 172748 1M-Fab-2018 172748 0.06
Servicas |
pat 162 | Web Succass | 11-Feb 2019 172708 1M1-Fab 2019 172706 0.05
Services |
pdt 183 | wWeb | Success | 11-Feb-2018 172833 117e0-2019 172633 0.12
Servces
. M| 2ot | E— N— W— —
por 160 | Web | Success | 11-Feb-2018 170510 11-Fe0-2019 17.05:90 oor
Servoss
p¥ 160 | Web | Success | 11.Fob- 2019 170217 1150 2019 170007 012
Sorvoas
ot 0.46 | Web | Succons | 11-Feb 2018 163508 115002019 10.35:06 028
Servcen
+
pot 1.65 | Web Success | 11-Feb-2010 161222 NFe2019 161222 013
Servioes
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8

B. Report Design & Execution Summary: This layout displays a history of report executions. You can see the reports run

sorted by Report Start Time, therefore most recent report execution will show on top.

Report Execution History

DIPReportAUSTrad xso CUSTOM  |Onie | 207eb-2010 14,1137 | 20-Feb2019 111138 100 €337 | tasdmin
BIPRAOAUGITS 30 CUSTOM  |Onine | 20Fab-2010 1107.68 | 20-Feb-2010 110759 118 10194 | tanomin
IPRaportAuditTrat sdo CUSTOM  |Orina | 20Fab 2019110660 | 20 Fab 2019 110501 225 12248 | aadmin
ReporRunlimeStatetcs xdo CUSTOM  |Onine | 207eb2010 110248 | 20-Feb2010 110257 ) 30.10 | tasdmin
ReporRuNGMeStStEscs xdo CUSTOM  |Onine | 20-Feb-2018 105543 | 20-Feb-2019 105552 265 2891 | tasomin
ReportRuntimeStatsscs xdo CUSTOM  |Onina | 20Fab 2019 06:36:52 | 20-Feb 2018 063702 as3 2580 | faadmn
Report? yoeOMLxdm CUSTOM  |Onine | 207eb201806:34:38 | 20Feb201006:34.38 03 fasamin
ReponRuUNStatistczOM xam CUSTOM  |Omine | 20-Feb-201906:30:58 | 20-Feb-2019 06:31.07 3% tascmin
HourtyCancumancyRepart sdo CUSTOM  |Orine | 20Fab 2019053260 | 20 Feb 2019 053251 088 501 | fasdmen
HourtyCancurencyOMLim CUSTOM  |Onine | 20Feb201805:31.69 | 20 Feb2019 053200 12 presres
ROpONEXecUSon TImeMeTCSON xam CUSTOM  |Onine | 20-Feb-2010 044620 | 20-Feb-2019 044630 or tasomin
fludgotaryControlResuts xdo SEFDED | Schedder | 10Fab2010 163212 | 10.Fab 2010 183213 19 336 | app_mpi_conmuttart
RepartParformanceByReporiType ado CUSTOM  |Omine | 19Fab2019 135400 | 16-Fab2019 135408 Y™ 252 | tasamn
ReportPetcrmanc ey Regort Ty 10 TeusToM  |Onine | 106602010 134581 | 10-Fe02010 134852 | os 252 | tasomin i

o wdo CUSTOM  |Onice | 10Fab 2010 13:42:37 | 19 Feb 2018 124238 om 2890 | tasdmin
ReportRuntimeStaisscs. xdo CUSTOM  |Onine | 19Feb 2018 13:30:45 | 19.Feb2010 13:38.54 aze 2008 | fasdmin
BIPCatalogOBiectAuGITrad xdo CUSTOM  |Onine | 10Feb-2010 132815 | 19-Feb-2010 132816 or 56.03 | taaomin
BIFCatalogOBecAU Trad xo CUSTOM  |Omine | 19.Fab2019 132763 | 16-Feb 2019 1327:53 074 3380 | fasomin
BIPReportAcdiTrad xdo CUSTOM  |Onine | 19Fcb 2019121424 | 18 Feb 2018 121428 247 12240 | éxacimn
TCABUMMpOEors ado CUSTOM | Schedusr | 19Feb20181139.02 | 19-Feb-2018 113805 2%z 191 | app_impl_consuttant
TCABUKImpontEors xdo CUSTOM | Schaduer | 19-F0b-2010 113402 | 15-Feb-2018 113408 1. 191 | app_impl_consattant
TCABUKmportErrors xdo CUSTOM | Scheduer | 19Fab2018 112901 | 19 Feb 2018 112803 179 191 | 2pp_mpl_comsaltant
TCABUKImportErTors xdo CUSTOM | Scheduler | 197602019 112403 | 19-Feb2019 11.24.08 278 1.91 | spp_imel_commuttant
TCABUMIMpOrEsors 0 CUSTOM | Schecuer | 10-Fab-2010 111503 | 10-Feb-2010 1110:08 2% 191 | aep_impl_conmtant
TCABUMmporEmors do CUSTOM | Schodser | 19Fab2016 111402 | 19.Feb2019 111404 197 191 | app_imp_conmtart
R P ——— CUSTOM | Schecuer | 10-Feb-2019 11,0001 | 19-Feb-2019 110903 191 191 | mp_impl_conmtant
1CABUKImporte ors xdo CUSTOM | Schecuer | 10:6ab-2010 110801 | 10.F6b-2019 110403 ) 191 | app_mpl_conmtant
TCABUMmpoHEors xdo CUSTOM | Scheduler | 19Feb 2010 10:50.00 | 19 Feb 2010 10:5202 24 191 | 3pp,_impl_consuttart
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C. Report Data sets & Query Execution Report: This layout gives an insight into the different data sets that get executed for a
report, the different time taken by each query, number of rows processed for each query and the overall time taken by all the
queries to generate the data.

9

Report Data sets & Query Execution Report
REFORT MAME SOLID DATASET kaME ROWYE DATA GENERATION DATA GENERATION SOL EXREC TOTAL
PROCESSED | START TIME END TIME TikdE ma) QUERY
EXECUT
ON TIME
ims}
BUPRaportauditTrad ado BIFALN 068 WFeb2019 12044 | J0-Feb-2019 1120044 | 25T =7
BIF RaportiuditTrad sdo BiF AN 1364 -Fab-2019 11:13:25 20-Feb- 2019 11:1X25 53 351
BIP ReportAudilTrai_adae BIF Al 1383 20Fe-2019 119235 2-Fer-2079 111236 53 353
BIFRaportAuditTrad ndo BIFALd 1362 MFeb-2019 111137 A-Feb-20N8 111138 384 344
BiIPReportiudit Tral xdo BiIFALd 1361 20-Feb-219 11-07-58 . Feb-2015 110755 i v frl)
BIPReportiuditTrai xdo Bl A 1380 20-Feb-2019 11:04:58 2A-Feb-2010 110500 384 384
ReponRuntimeSiatemcs, sio myDiS 192 ZHFeh-20N9 110248 X-Feb-20N8 11025 B3a0 Ba40
RepariRuntimaSiasscs sdo mylS 192 H-Fab-2019 10:56:43 20-Fab-20N9 W-S5ED - i g SOa?
ReporiRuntimeSixisics xdo myDS 162 20-Feb-2019 083652 20-Feb-2019 083701 G066 BO6E
ReponPerformancedyReportTyos myD5 L] H0-Fe-2019 053438 20-Fe-2010 06 34 38 26 226
DIk mdmy
FaparHLn SEliste Al wim DS B0 - -1 O 0 5E J0-Fab-7010 06 31 0F BREY L F
HowrlyCancurrencyFepor_sda. DS L] 20-Feb-2019 05:32-50 20-Felbr-2010 053251 e e
HourtyCancurmencyDld mdm myDS 50 MFeb2019 052158 | W0-Feb-2090S3200 | 1TI0 Rial]
Fppont xecusion TimebdericsObd x myDis L] AE -0 Dd-46-29 FO-Feb-P010 0446 X0 314 34
dm
BudpelaryControiFesuts ado o Tonppd, Iokd) | Tren_View Budget_View Budge | 0,10 19-Feb-2019 18:3212 | 19Feb 2010182212 | 2802419 o
pabibd tul Frrdgloe | | View_Detais
sl
ReporiPerformanced yReporiTyoe myDS ] 19-Feb-2019 13.54.06 18-Feb-2019 13.54.06 ime 178
o
ReponPerormanceEyReporT e myDiS & 19-Feb-2019 13:45:51 18-Feb-20N9 134552 63 263
g
ReponE spcuson Timebetnes. sdo. my(xS 15 19-Fabh-2019 134237 15.Feb 2019 14238 53 253
ReporiRuntimeSisbsics ado my DS 168 18-Feb-2019 13.38.45 18-Feb-2018 133854 241 a2
BAPCatsogOtsctAuditTrad noo myDS a7 19-Fe-2019 132815 18-Fab-2010 132815 ] ap
HIPCainiegObectaunt | mil e myDs AGF 16-Fab- 2019 13:27:53 15.Feb 2016 122743 il 141
P ReporthuditTrad ads BIF A 1344 19Feb 2019 12144 | 19Feb 2010 121425 | 530 530
TCABUKImporEmors sdo ghesategpdtul dng | IMPORT_BATCH_SUMMARY.| | 0,0,0,0,00000 (19-Fe-2019 113903 | 19-Feb209 1138004 | 2290202912 1215
vl deyper T cSdzwl | MPOSIT_PARTIESIMPORT_P | ,0,0,00,000,00 855211818,
TTaSm DEZsrwhongs | ARTYSITES IMPORT_PARTY | 0,0,0,0,0,0,0,0,0 16,20,20.10.20
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D. Report Execution Summary: This layout gives a generic report execution insight on how many of the reports are run online
on browser vs scheduled to run offline vs requested through web service calls. Also, the layout shows a distribution of different
output formats, different layout templates and custom vs seeded reports across all the executions.

REPORT DESIGN & EXECUTION SUMMARY
900
800
700
600
¥ o
§ o
& 300
200
100
0 — . --_ --
- - "t [ES] o
Exscution Type analyze L by xml
W Oriire B Scheduler Wee Services Outpest Fonmat
Report Distribution by Execution Type Report Count by Output Formats
1.080 900
200 750
750 600
z z
3 o Q a0
5 2
5 450 & 300
300 "
150 i
" L
X - - o Onine SCPar e Wad Shrvies
olet ool " ot ol Exscution Type
Layout Templates [ ] B CUSTOM * SEEDED
Report Count by Layout Template Type Custom and Seeded Report Count by E stion Type
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E. Top 10 Reports: This layout displays Top 10 reports in terms of count of executions, duration of run, size of report and also
shows top 10 user accounts with count of report executions.

TOP 10 REPORTS
160 400
140 ¥’
300
120
§2w
§100 5
i g =
w 80 +
E 8|w
&0
100
20 0 '.----
EEE B EEERE
) § § §F % 3§ : § 131y s oy )
g i z B
§§s;§s§§ -Li :
1 8% 33 § 3 - - :
§ TRAEBE P . ' :
E 3 8 & § & P 3 3
¥ 31 SN EE N 1 i
s L ‘ 4
Report Name User Names
Top 10 Frequently Viewed Reports Top 10 Report Viewer Accounts
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Audit Data for Catalog Object Updates
Report Name: BIPCatalogObjectAuditTrail

This report has been designed from report author activity usage perspective where a person with Bl Author or Bl Administrator takes
certain action (Update, Delete, Copy, etc) on catalog objects. There are 2 layouts in this report:

A. Bl Publisher Catalog Object Update History: This layout simply lists all the activity on a catalog object performed by any
user.

Bl Publisher Catalog Object Update Hlstory
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B. User Action History: This layout shows the History of User Action on Catalog Objects

User Action History on Catalog Objects

User Operation | Date Catalog Object Catalog Object Type
faadmin Download | 10-Apr-2012 10:04:21 ICustom/Audit Folder
Update 10-Apr-2012 03:04:12 ICustom/AuditBIP ReportAuditTrai xdo Report
Update 10-Apr-2012 D3:04:30 ICustom/AuditBIP CatalogObjectAudit Trail xdo Report
Update 10-Apr-201203:04:55 | /Custom/AuditBIP CatalogObjectAudit Trail xdo Report
Updoad 08-Apr-2012 12:04:18 ICustom/Audit Folder
Update 08-Apr-2012 12:04:17 ICustom/AuditData Models/ReportRunStatistics DM2 xdm DataModel
Create DO-Apr-2019 120417 ICustom/AuditData Models/ReportfumStatistics DM2 xdm DataMode!
Update DO-Apr-2019 120417 ICustom/AuditData Models/ReportfunStatistics DM_xdm DataMode!
Create D0-Apr-201212:04:17 | /CustomiAuditData Models/ReportRunStatistics DM xdm DataModel
Update 08-Apr-2012 12:04:18 ICustom/AuditData DataModel
Medels/ReportPerformanceByReporfTypeDM2 xdm
Create D0-Apr-201212:04:18 | /CustomiAuditData DataModel
Medels/ReporiPerformanceByReporiTypeDM2 xdm
Update D0-Apr-201212:04:15 | 'CustomfAuditData DataModel
Models/ReportPerformanceByReporTypeDM.xdm
Create D0-Apr-201212:04:15 | /CustomiAuditData DataModel
Models/ReportPerformanceByReporfTypeDM.xdm
Update D0-Apr-2012 12:04:15 | 'Custom/AuditData DataMode!
Models/ReportExecutionTimeMetricsDM_xdm
Create D0-Apr-2012 12:04:15 | 'Custom/AuditData DataMode!
Models/ReportExecutionTimeMetricsDM_xdm
Update 08-Apr-2012 12:04:14 ICustom/AuditData Models/HowdyConcurmencyDM.xdm DataModel
Create DO-Apr-2019 12404:14 ICustom/AuditData Models/HowdyConcurrencyDM.xdm DataMode!
Update D0-Apr-201212:04:13 | /CustomiAuditData Models/BIPReportAuditTrail DM xdm DataModel
Create 08-Apr-2012 12:04:13 | 'Custom/AuditData Models'BIPReportAuditTrail DM xdm DataModel
Update 08-Apr-2018 12:04:13 | 'Custom/AuditData DataModel
Medels/BIPCatalogObjectAuditTrailDM edm
Create 08-Apr-2012 12:04:13 | 'Custom/AuditData DataModel
ModelsBIPCatalegObjectAuditTrailDM adm
Create 08-Apr-2019 12:04:12 ICustom/AuditData Models Folder
Update | DB-Apr-20121244:11 | /CustomiAuditReportRuntime Statistcs xdo Fieport
Create 08-Apr-2012 12:04:11 ICustom/AuditReportRuntime Statistics. xdo Report
Update | DB-Apr-201212904:11 | /CustomiAuditReportPerformanceByReport Type xdo Fieport
Create D0-Apr-201212:04:11 | /CustomiAuditReportPerformanceByReportType xdo Report
Update | DB-Apr-2018 124410 | /CustomAuditReportExecutionTimeMetrics. xdo Fieport
Create 00-Apr-2012 12404:10 ICustom/AuditReportExecutionTimeMetrics. xdo Report
Update  |0B-Apr-2012 124409 | /CustomiAuditHouryConcumencyRepart xdo Feport
Create 08-Apr-2018 12:04:08 | /Custom/AuditHouryCencurrencyReport kdo Report
Update D0-Apr-201212:04:08 | /Custom/AuditBIPReportAudifTral. xdo Report
Create 08-Apr-2012 120408 ICustom/AuditBIP ReportAuditTrai xdo Report
Update 08-Apr-2012 12:04.07 [Custom/AuditBIP CatalogObjectAudit Trail xdo Report
Create D0-Apr-2019 120407 ICustom/AuditBIP CatalogObjectAudit Trail xdo Report
Create D0-Apr-201212:04.07 | /Custom/Audit Folder
Updoad 08-Apr-2018 12:04:41 I~faadmin/Awdit Folder
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C. Catalog Activity Report: This layout gives an insight into activity count on different catalog objects and also a count of
different operations being performed on the catalog objects. You can see the latest 20 actions performed on Catalog Objects.

Catalog Activity Report

User Activity Count on Catalog Object  User Activity Count for Catalog Operation
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Hourly Concurrency Report
Report Name: HourlyConcurrencyReport

This report gives you an hourly data for number of concurrent report executions through all different channels (Online, Scheduled Jobs
or Web Services). The timeline skips the hours when no reports were executed. This report will help you look at any spike of report
executions, planned or unplanned, that could be causing performance bottlenecks and may help plan the resources better.

Report Access Concurrency Report
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Report Execution-Time Metrics (Classify into different execution time buckets)
Report Name: ReportExecutionTimeMetrics

This report classifies all the reports into different time interval buckets, such as reports that run in 0-3s, 3s to 1 minute, 1minute to 10
minute, 10m to 1 hour, 1 hour to 2 hour, and reports that run longer than 2 hours. This will help you identify reports in different
categories such as small, medium, large and extremely large reports and their count of execution to assess the resource better.
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Report Performance By Report Type

Report Name: ReportPerformanceByReportType

This report performance metrics by execution type and based on whether the report is seeded or custom.

REPORT PERFORMANCE METRICS BY REPORT TYPE
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Report Runtime Statistics (Execution Count, Time - Min, Max, Median)
Report Name: ReportRuntimeStatistics

This report has been designed from report author activity usage perspective where a person with Bl Author or Bl Administrator takes
certain action (Update, Delete, Copy, etc) on catalog objects. There are 2 layouts in this report:
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APPENDIX

Audit table captures several Audit Events and attributes. Some common attributes are listed here:

Common Attributes

The below attributes are logged for all events (some restrictions apply).

ATTRIBUTE DATABASE COLUMN NOTE

Amount of free memory when the FREEMEMORY
event is recorded

Event category (ex. report access, IAU_EVENTCATEGORY
report execution, resource access)

Event recorded date/time IAU_TSTZORIGINATING
Event status (1 = success, 0= error) IAU_EVENTSTATUS
Event type (ex. report request start, IAU_EVENTTYPE

scheduled job end, resource delete)

Report full path IAU_RESOURCE IAU_RESOURCE is not recorded for
ReportJobPause, ReportJobResume,
ReportJobDelete (user can find
IAU_RESOURCE for these events by
JobID)

Total amount of memory allocated to TOTALMEMORY
JVM when the event is recorded

User name IAU_INITIATOR

In addition, there are "common" attributes also added and maintained by audit library, but not relevant for Bl Publisher Audit Report.

There are different events, that needs to be looked at when creating these Audit Reports from scratch

Report Access Events
Report Execution Events
Report Job Events
Resource Access Events

PowbdpE

Details on the above events adds to the complexity of retrieving the Audit Data and therefore, Sample Audit Reports will eliminate the
need to deep dive into understanding the events and sequence of events.
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