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INTRODUCTION TO AUDIT REPORTS IN Bl PUBLISHER

Now you can view Audit Data for your Bl Publisher reports in Fusion Applications, where in you can turn on or turn off the Audit
logging with few clicks and view the Audit Data in few simple steps. The sample Audit reports will not only enable you to view the audit
data, but will enable you to give a variety of data insights.

TURNING ON/OFF AUDIT LOGGING

For Fusion Applications, Bl Publisher Audit and Performance monitoring will be turned ON by default with 19A patch release. If one
wants to change the default behavior and turn off Audit or Performance Monitoring or both, then one needs to login as Bl Administrator
and change the Server Configuration as shown in the image below.

ORACL E Business Intelligence Search Al v Q Advanced Administraton  OTBIHelo Help w  Sign Qut s»
Administration Home Catalog Favorites v Dashboards v New v Open w Signed In As  FAAdmIn v

General Properties

System Temporary Directory

Report Scalable Threshold
Caching
Cache Expiration (minutes)

Cache Size Limit

Maximum Cached Report Definitions

Database Failover

MNumber of Retries

Retry Interval (seconds)

Monitor and Audit

() Enable Monitor and Audit
Audit Level  Medium w

Deployment Mode

¥ 1s Cloud Enabled

Here, when checkbox for ‘Enable Monitor and Audit’ is checked and when Audit Level is set to Medium, the Audit Logging will be
turned ON.

If we set the Audit Level to None, then only Performance Monitoring will be ON
If we uncheck the box for ‘Enable Monitor and Audit’ then both Performance monitoring and Audit will be turned OFF.
Therefore, You have only following options here

e Audit & Monitoring both ON (by checkbox checked and Audit Level as Medium)

e Audit OFF, Monitoring ON (by checkbox checked and Audit Level as None)

e Audit OFF, Monitoring OFF (by checkbox unchecked)
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Note:
1. No restart of any service is required to change the audit and performance monitoring setting

2. Ability to view Performance Monitoring data will be available in a future release.

VIEWING THE AUDIT DATA

For Fusion Applications, Audit data is made available in Audit Reports page under Tools. Bl Publisher Audit data is not available yet
through this page. However, you can view Audit data by connecting to the Audit table using JNDI connection from BI Publisher Admin
Page. The Data model can then connect using SQL data source and fetch the audit data from Fusion_IAU_Viewer.bipublisher_v table
view. Once you have the data, you can create the layout using any of the layout templates.

To make this entire effort simple, we are making few Sample Audit Reports available that one can download and use. You will be able
to view Audit Data in just few steps.

AUDIT DATA RETENTION PERIOD

A retention period of 90 days has been set for Bl Publisher Audit data in Fusion SaaS environment. Please note that the size of the
audit data in Fusion SaaS environment can grow extremely large for environments that have high user activity or high report volume. If
you have a requirement to retain Audit data for a longer period, you can export and save the Audit Data as XML or CSV file periodically.
You can even create a recurring Bl Publisher job to run the Audit reports and deliver the XML or CSV data and the report output to
WebCenter Content or any other delivery destination.

SAMPLE AUDIT & USAGE REPORTS

The following 6 reports are available as sample Reports built using Audit Data:

1. Audit Reports

a. Audit Data for Report Execution

b. Audit Data for Catalog Object Updates
2. Usage Reports

a. Hourly Concurrency

b. Report Execution-Time Metrics

c. Report Performance by Report Type

d. Runtime Statistics

Download Instruction

You can download the report from Bl Publisher Oracle Technology Network (OTN) Home page:

http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

A direct link to the sample reports download file is:

4  WHITE PAPER /Bl Publisher Audit Reports


http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

http://www.oracle.com/technetwork/middleware/bi-publisher/audit-5460233.zip

Extract Audit.xdrz file from this zip file into your local machine.

Upload & Configure
You can follow the below steps to upload the Sample Audit Reports:

e Login to your Bl Server with Bl Author or Bl Administrator role. URL: https://servername.companyname.com/xmlpserver

e Click on Catalog link on the Global Menu on top

e Inthe Catalog page, navigate to Shared Folders/Custom Folder

e Click on Upload from the Task window in the Accordion Pane and select Audit.xdrz file for upload.

e  After upload you will see the Audit Folder under Custom Folder with all the sample Audit Reports included

e Before you run the report, you need to configure the Audit Data Source. You need to login as Bl Administrator to configure a
JNDI Connection as a data source.

Click Administration > Data Sources > JNDI Connection,
Click Add Data Source. On Add Data Source page, enter

Data Source Name: AuditViewDB
JNDI Name: jdbc/AuditViewDB

Click "Test Connection" to confirm the data source works, and click Apply to save.

ORACL_E Business Intelligence Search All v Q Advanced
Administration Home Catalog Favorites » Dashboards »
Update Data Source: AuditViewDB
General
Data Source Name  AuditViewDB
*INDI Name  jdbc/AuditvViewDB
Pre Process Function
Post Process Function
) Use Proxy Authentication
Test Connection
Security

e Under Security section for this Data Source, you can define the roles that will have access to the Audit Data.
e You can further add security permission to the Audit Folder to secure the access to these reports

Schedule & View Audit Reports

The Audit tables for Bl Publisher may fill up very quickly and can soon have huge amount of data that can take long time to process
and may even exceed the data size limits to view these reports online. Therefore, all report properties are unchecked to be viewed
online as default and these reports should be run as scheduled Jobs.
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To schedule the report, you can navigate to the report in the Bl Catalog, and then click on Schedule. Select “Date From” and “Date To”
parameters, keep output format as PDF and then add delivery destinations as suitable. In case you do not want to deliver the report,
you can simply save the report output and allow the job to run on server. You will be able to view this report from Job History page
after the job completes.

However, you can enable the “Run Report Online” option in case you want to enable the option to view the report online.

Report Properties x

General | Caching Formatting Font Mapping Currency Format

Description  audit report for Report Author Actions on Bl Publisher Catalog
Objects

[ ] Run Report Online ]
Show Controls
Allow Sharing Report Links

Qpen Links in MNew Window
[ Awuto Run

Advanced

Job Priority MNormal w

[J Enable Bursting w

[] Report is Controlled by External Application
Users cannot run or schedule report from catalog, can view history

Enterprise Scheduler Job Package Name

Enterprise Scheduler Job Definition Name

OK Cancel

Do not enable “Auto Run” when viewing the report online as this will execute the report with default values for the
parameters.

SAMPLE AUDIT & USAGE REPORT DESCRIPTION

A set of sample Audit Reports and Usage Reports are shared to help you quickly access the Audit data in few easy steps. You can
further customize the layouts or even add new layouts for your requirement. We recommend that only the layouts be customized or be
created on the existing data models. We do not recommend modification of data model or addition of new data models, as this may
lead to improper handling of audit data and could potentially create performance issues.

For any requirement for specific data model, not fulfilled by the sample data model, customer can raise a service request with Oracle
Support.
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NOTE:

1. ‘Date From’ and ‘Date To” are Mandatory parameters for all the reports, so that the one carefully selects the date interval. In
case these parameters are not selected, you will get a blank report.
2. User and Report Path are optional parameters, in case you like to filter the report to a specific user and specific report.

Audit Data for Report Execution
Report Name: BIPReportAuditTrail

This report has been designed from end user or the consumer activity to execute Bl Publisher Reports. There are 5 layouts in this
report:

A. Report Execution History By User: This layout displays the report execution grouped by a user name. The report is sorted
by user name and the report start time.

Usar Ragort Name Outpat | Réport | Execution | Stalus | Rieport Staet Time Repont End Time Total
Tyoe | Output | Type Report
Size (kb) Time
(wc)
abraham. mason IrocrtAndProcess Transectons xdo 100 7.00 | Scheduler | Sucoess | 11-Feb-2018 142845 | 11-Feb-2019 142854 LA
+ + + '
alice parkar ImportAndifrocass Transactions wio | pot 698 | Schaduler Succass | 11-Fab 2019 162912 | 115ad- 2019 152020 16
o 6.90 | Scheduler Success | 11-Fob 2018 145307 ; 1M e 2019 185844 a7.62
G 5 1 wRep xdo pt 7.47 | Scheduler Success | 11-Feb-2019 152826 | 11Fe0-2019 152626 207
IrvooaGenarstons x00 por 5.25 | Scheduler Success | 11-Feb-2019 154108 , MFeD-2018 154194 429
Arirtariace< xdo pof 659 | Scheduler | Sucoess | 11-Feb-2018 160355 w 115002019 16:04:06 1.7
GenerateRevenue x80 pdf 6.10 | Scheduler | Sucoess | 11-Feb-2019 161308 | 11-Fed-2019 961397 10.5¢
AwartBSICHmpOUTREQOn x30 P 17.17 | Web Success ‘ 11-Feb-2019 134411 | 11-Fed-2018 134404 230
Services
IrvocoPreview aio po¥ 15.69 | Web Success | 11-Feb 2019 155528 | 117ab 2018 156533 446
p_mgr_cperations Payabies Trallatsce xio [ 6.57 | Scheduler | Succoss | 19-Feb 2015 183030 | 11-Feb 2014 183039 958
b + 4 ‘
CasrRequrement 500 pat 3.76 | Scheduler Sucoess | 11-Feb-2010 163313 | 115602019 1633 19 LEL]
+ + + H
Bp_Supv_oparations Daabursamantt ayrments tok ormats xoo pot 160 Web Sucoass | 11-Fab-2010 173502 | 115a0-2019 17:36:02 o
] Servoan | |
| pet 162 | Web Success | 11Feb 2019173198 | 11-5eb-2019 17:31:16 0.05
Services |
. . .
par 162 Web Success | 11-Feb-2019 172818 | 1172019 172898 007
Services ‘ ‘
P 162 | Web Succass | 11-Fab-2NS 172748 | MFa- 2018 172748 006
Servicas | | |
poct 162 | web Succass | 11.Feb 2018 172705 | 11502018 172706 0.05
Servicas l |
pot 183 Web Success | 11-Feb-2012 172833 ’ 11-Fe-2018 172633 0.12
Serves |
| - 4 .
por 160 Web Success | 11-Fed-2019 170590 :“-’»29'9 170690 oo7
Servoes
po¥ 160 | Web Success | 11.Feb 2016 170V inuszmowmw 012
Sorvioas |
ot 0.46 | Web Succons | 11-Feb 2016 163508 | 115002016 10.35:06 0.28
Servicen ‘ |
+ +
par 165 Web Success | 11-Feb-2019 161222 | 1172019 161222 013
Servioes |
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B. Report Design & Execution Summary: This layout displays a history of report executions. You can see the reports run

sorted by Report Start Time, therefore most recent report execution will show on top.

Report Execution History

DIPReportASTrad xso CUSTOM  |Onie | 20Teb2019 11,1137 | 20-Feb-2019 111138 100 €337 | tasgrmin
BIPRApOAUSITS 300 CUSTOM  |Onine | 20Feb-2010 1107.58 | 20-Fab-2019 110759 118 10194 | tanomin
BiPRaportAudit Trad sdo CUsSTOM Orina 20 Fab 2018 11:04:50 20.-Fab-2019 110501 225 12248 | faadmin
ReportRunlimeStatetcs xdo CUSTOM  |Onine | 207eb2019 110248 | 20-Feb-2010 110257 T 30,10 | fasgmin
ReportRuntimaStatsascs xdo CUsSTOM Onins 20-Fab-2018 10:55.43 20-Feb-2019 105552 -1 2891 | taaomin
ReportRuntimaStatsacs. xdo CusTOM Oniina 20-Fab- 2015 06:36:62 20-Feb-2019 063702 853 2590 | faadmn
REpOr ByReporTypeOM xdm CuUSTOM Oriire 20-Feb-2018 06:34:38 20-Feb-2019 06:34.38 034 faadmin
ReponRunStatistcsDM xam CUSTOM Oniine 20-Fab-2019 06:30:58 20-Feb-2019 063107 89 faa0min
HourtyCancurmancyRapant xdo CUSTOM Ortira 20-Fab 2016 05:32:60 20-Fab-2019 063251 0ss A0 | aadmn
HourtyCancurencyOM_xdm CUSTOM  |Onine | 20Feb201905:31.69 | 20-Feb2019 053200 182 faadmin
RepOMEXeCUSON TImeMSCSON xam CUSTOM  |Onine | 20-Feb-2010 044620 | 20-Feb-2010 044630 or tasamin
HudgataryControiResiuits xdo SEEDED | Schodder | 10.Fab 2010 18:32:12 | 10.Feb 2019 1R 1) 1% 336 | app_iempl_conmultant
RepartParformanceByReporiType ado CUSTOM  |Omine | 19Fab2019 135400 | 16-Fab2019 135408 Y™ 252 | tasamn
Reportpe YRaorT Ty CUSTOM  |Oniw | 16-Feb-2010 134561 | 10-Feb-2019 134582 044 252 | taomin

= 1{ e xdo CUSTOM Orina 16.Fab 2010 12:42:37 19.Fab 2019 134238 on 2850 | faadmn
ReporRuntimeStatsscs. sdo CUSTOM Orvhre 18Fab 2019 12.30.45 19.Feb 2019 133854 9”1 2088 | faxadrmmn
BIPCatalogObectAudITrad xdo CUSTOM  |Onine | 10Feb-2010 132815 | 19-Feb-2019 132816 o 603 | tasomin
BIFCatalogObjectaAudit Trad xdo CuUsSTOM Ontna 15-Fab-2015 13:27:53 165-Feb-2019 132753 o4 3380 | tasomin
BIPReportAuditTrad xdo CusTOM Oritine 15-Feb 2018 12:14:24 18-Feb-2019 121428 24 12240 | fsadmm
TCABUKIMpOrEmors xdo CUSTOM Scheouar | 18-Fab-2018 11:39:.02 19-Feb-2018 113805 2%z 191 | spp_mpl_consultant
TCABuUkimportEmors. sio CUSTOM Schadular | 19-Fab-2015 11:34:02 15-Feb-2019 113404 19 191 | spp_mpl_consultant
TCABUKmportErrors ado CUSTOM | Schodder | 19F6b 2018 1129.01 | 19 Feb 2018 112803 178 191 | 2pp_mpl_comsattan
TCABUMmporErors xdo CUSTOM | Scheduer | 19762019 112403 | 19-Feb2019 112408 278 191 | sop_impl_comsutiant
TCABUKIMponE mors. xio CUSTOM Schacuser | 10-Fab-2019 111903 10-Fab-2019 11 1605 2% 191 | aop_mpl_consultant
TCABUKImponE mrors sdo CUSTOM Schoduler | 16 Fab-2016 11,1402 16 Feb 2019 11,1404 197 191 | app_iepl_conmultant
T Y ——— CUSTOM | Schecuer | 19-Fab-2019 11,0001 | 19-Feb-2019 11.09.03 191 191 | mow_impl_conmtant
TCAHUKImportEors o CUSTOM | Schecuwer | 106ab-2010 110401 | 10-Feb-2019 110403 19 1.91 | app_impl_consuttant
TCABUNImpoHE rors ado CUSTOM | Schoduler | 187eb 2010 10:50.00 | 19 Feb 2010 10.58.02 248 191 | app_impl_consutart

WHITE PAPER / Bl Publisher Audit Reports




9

C. Report Data sets & Query Execution Report: This layout gives an insight into the different data sets that get executed for a
report, the different time taken by each query, number of rows processed for each query and the overall time taken by all the

queries to generate the data.

Report Data sets & Query Execution Report
REFORT MAME SOLID DATASET RabE RNV DATA GENERATION DATA GENERATION SOL EXRC TOTAL
PROCESSED | START TiME END TIE TikdE ma) QUERY
EXECUTI
ON TIME
ims}
BIF ReportauditTrad mio BiIF RN el 0-Fat-2019 11:20044 -Feb-2019 1120044 | 25T b1
BIFRaportiuditTral wo BiR AL 1364 0-Fet 219 11:1328 | X0Feb 200 1112 | 253 353
BIP ReportAutilTral uds BIPALSIL 1363 0-Fe0-2019 111236 | W-Febr2019 1109238 | 353 353
BIPReportAuditTral ndo BIPALGH 1362 MFeb-20M9 111137 | Feb2 111138 |38 344
BiFReportAuditTral xdo BiFAL 1581 HFeh 2018 110758 | 2Feb 3019 110758 |16 05
BIFReportiuditTrail xdo BIFALdi 1360 20-Febr2019 11:04:58 | 20-Feb2010 110500 | 384 384
RepOnRUNGMSSIETCs wig myDS 192 20-Fe0-2019 110248 | 20Feb-2M9 10257 | B840 8540
RepartAunimaStasscs oo myDS 142 20-Fah-2019 106643 | 20Feb 2019 108550 | S0E? BOAD
RepartRuntimeStst=ses wdo myDS 182 0-Fetr2018 08652 | 20Feb 20190870 | G066 BOBE
ReponPerormancesyRepornT ype myDS 5 0-Fel-2019 D38 | 20-Feb-201006 438 | 226 226
DM xdm
RAPOMHLNSEISSCAOM i myDs 0 20-Fan-2019 DEICSE | 20-Feb-2010 061100 | RER? [+
HowrlyCancurrencyFepor_sda. DS L] 20-Feb-2019 05:32-50 20-Felbr-2010 053251 e e
HourtyCancurmencyDld mdm myDS 50 0-Fat-2019 05:31:56 W-Feb-2019 053200 | 170 paly
Fppont xecusion TimebdericsObd x myDis L] AE -0 Dd-46-29 FO-Feb-P010 0446 X0 314 34
am
BudgelaryControlResults sda plaqZiwTiwood Tkl | Tren_View Budget_View Budge | 0.1,0 19-Febr 2019 18:32:12 | 19Feb 20109 183212 | 282410 a1
pabibl ful Sarrdqlge | 1_View_Detais
sl
ReporiPerformancedyReporT e myDS [] 19-Fet-2019 135406 | 18-Feb-2019 135408 | 178 178
o
ReponPerormanceyReponT ype myDS [ ] 19-Fe-2019 1345251 19-Fe0-2019 134552 | 263 263
g
ReponE spcuson Timebetnes. sdo. my(xS 15 19-Fabh-2019 134237 15.Feb 2019 14238 53 253
ReportRuntimeStstsics wo myDS 168 19-Fetr2018 133845 | 18Feb-2019 133854 | SCM1 w41
BIPCalslogObsctAudicT i xdo myDS Aay 19-Fel-2010 132815 | 19-Feb-2010 132015 |89 L1
HIPCainiegObectaunt | mil e myDs AGF 16-Fab- 2019 13:27:53 15.Feb 2016 122743 il 141
P ReporthuditTrad ads BIF A 1344 19Feb 2019 12144 | 19Feb 2010 121425 | 530 530
TCABukimportErmors o pesaSwgndnd dmp | IMPORT BATCH_SUMMARY,) | 0,0,0,0,0,0,0,0,0 | 19-Fab-2019 11:38:03 1-Feb-2019 1138004 | T2 10212612 1215
ol ey T cSaSpwi | MPOST_PARTIESIMPORT P | ,0,0,000,000,0.0, B55.21.18,14,
TTabw DEZerwiongrz | ARTYSITES IMPORT_PARTY | 0,0,0,0,0,0,0.0,0 16.20.20, 10,20
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D. Report Execution Summary: This layout gives a generic report execution insight on how many of the reports are run online
on browser vs scheduled to run offline vs requested through web service calls. Also, the layout shows a distribution of different
output formats, different layout templates and custom vs seeded reports across all the executions.

REPORT DESIGN & EXECUTION SUMMARY
900
800
700
600
i =
§ 4o
& 300
200
100
0 — — --— --
= f Gacal pat war oey =t
CHORER,VPe analyze nted n o xmi
W Oriire B Scheduler We2 Services Outpast Format
Report Distribution by Execution Type Report Count by Output Formats
1,080 900
200 750
750 £ 600
z 3
8 €00 g 450
§ g
5 450 ¥ s
300 1
- .
150 | :
2 - . - 9 Onine P ade Wad Sarvias
S " pt xsl Executon Type
Layout Tempiates ] B CUSTOM © SEEDED
Report Count by Layout Template Type Custom and Seeded Report Count by Execution Type
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E. Top 10 Reports: This layout displays Top 10 reports in terms of count of executions, duration of run, size of report and also
shows top 10 user accounts with count of report executions.

TOP 10 REPORTS
160 400
140 ¥’
300
120
§2w
§100 5
i g =
w 80 +
E 8|w
&0
100
20 0 '.----
EEE B EEERE
) § § §F % 3§ : § 131y s oy )
g i z B
§§s;§s§§ -Li :
1 8% 33 § 3 - - :
§ TRAEBE P . ' :
E 3 8 & § & P 3 3
¥ 31 SN EE N 1 i
s L ‘ 4
Report Name User Names
Top 10 Frequently Viewed Reports Top 10 Report Viewer Accounts
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Audit Data for Catalog Object Updates
Report Name: BIPCatalogObjectAuditTrail

This report has been designed from report author activity usage perspective where a person with Bl Author or Bl Administrator takes
certain action (Update, Delete, Copy, etc) on catalog objects. There are 2 layouts in this report:

A. Bl Publisher Catalog Object Update History: This layout simply lists all the activity on a catalog object performed by any
user.

Bl Publisher Catalog Object Update Hlstory
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B. User Action History: This layout shows the History of User Action on Catalog Objects

User Action History on Catalog Objects

User Operation | Date Catalog Object Catalog Object Type
faadmin Download | 10-Apr-2012 10:04:21 ICustom/Audit Folder
Update 10-Apr-2012 03:04:12 ICustom/AuditBIP ReportAuditTrai xdo Report
Update 10-Apr-2012 D3:04:30 ICustom/AuditBIP CatalogObjectAudit Trail xdo Report
Update 10-Apr-201203:04:55 | /Custom/AuditBIP CatalogObjectAudit Trail xdo Report
Updoad 08-Apr-2012 12:04:18 ICustom/Audit Folder
Update 08-Apr-2012 12:04:17 ICustom/AuditData Models/ReportRunStatistics DM2 xdm DataModel
Create DO-Apr-2019 120417 ICustom/AuditData Models/ReportfumStatistics DM2 xdm DataMode!
Update DO-Apr-2019 120417 ICustom/AuditData Models/ReportfunStatistics DM_xdm DataMode!
Create D0-Apr-201212:04:17 | /CustomiAuditData Models/ReportRunStatistics DM xdm DataModel
Update 08-Apr-2012 12:04:18 ICustom/AuditData DataModel
Medels/ReportPerformanceByReporfTypeDM2 xdm
Create D0-Apr-201212:04:18 | /CustomiAuditData DataModel
Medels/ReporiPerformanceByReporiTypeDM2 xdm
Update D0-Apr-201212:04:15 | 'CustomfAuditData DataModel
Models/ReportPerformanceByReporTypeDM.xdm
Create D0-Apr-201212:04:15 | /CustomiAuditData DataModel
Models/ReportPerformanceByReporfTypeDM.xdm
Update D0-Apr-2012 12:04:15 | 'Custom/AuditData DataMode!
Models/ReportExecutionTimeMetricsDM_xdm
Create D0-Apr-2012 12:04:15 | 'Custom/AuditData DataMode!
Models/ReportExecutionTimeMetricsDM_xdm
Update 08-Apr-2012 12:04:14 ICustom/AuditData Models/HowdyConcurmencyDM.xdm DataModel
Create DO-Apr-2019 12404:14 ICustom/AuditData Models/HowdyConcurrencyDM.xdm DataMode!
Update D0-Apr-201212:04:13 | /CustomiAuditData Models/BIPReportAuditTrail DM xdm DataModel
Create 08-Apr-2012 12:04:13 | 'Custom/AuditData Models'BIPReportAuditTrail DM xdm DataModel
Update 08-Apr-2018 12:04:13 | 'Custom/AuditData DataModel
Medels/BIPCatalogObjectAuditTrailDM edm
Create 08-Apr-2012 12:04:13 | 'Custom/AuditData DataModel
ModelsBIPCatalegObjectAuditTrailDM adm
Create 08-Apr-2019 12:04:12 ICustom/AuditData Models Folder
Update | DB-Apr-20121244:11 | /CustomiAuditReportRuntime Statistcs xdo Fieport
Create 08-Apr-2012 12:04:11 ICustom/AuditReportRuntime Statistics. xdo Report
Update | DB-Apr-201212904:11 | /CustomiAuditReportPerformanceByReport Type xdo Fieport
Create D0-Apr-201212:04:11 | /CustomiAuditReportPerformanceByReportType xdo Report
Update | DB-Apr-2018 124410 | /CustomAuditReportExecutionTimeMetrics. xdo Fieport
Create 00-Apr-2012 12404:10 ICustom/AuditReportExecutionTimeMetrics. xdo Report
Update  |0B-Apr-2012 124409 | /CustomiAuditHouryConcumencyRepart xdo Feport
Create 08-Apr-2018 12:04:08 | /Custom/AuditHouryCencurrencyReport kdo Report
Update D0-Apr-201212:04:08 | /Custom/AuditBIPReportAudifTral. xdo Report
Create 08-Apr-2012 120408 ICustom/AuditBIP ReportAuditTrai xdo Report
Update 08-Apr-2012 12:04.07 [Custom/AuditBIP CatalogObjectAudit Trail xdo Report
Create D0-Apr-2019 120407 ICustom/AuditBIP CatalogObjectAudit Trail xdo Report
Create D0-Apr-201212:04.07 | /Custom/Audit Folder
Updoad 08-Apr-2018 12:04:41 I~faadmin/Awdit Folder
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C. Catalog Activity Report: This layout gives an insight into activity count on different catalog objects and also a count of
different operations being performed on the catalog objects. You can see the latest 20 actions performed on Catalog Objects.

Catalog Activity Report
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Hourly Concurrency Report
Report Name: HourlyConcurrencyReport

This report gives you an hourly data for number of concurrent report executions through all different channels (Online, Scheduled Jobs
or Web Services). The timeline skips the hours when no reports were executed. This report will help you look at any spike of report
executions, planned or unplanned, that could be causing performance bottlenecks and may help plan the resources better.

Report Access Concurrency Report
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Report Execution-Time Metrics (Classify into different execution time buckets)
Report Name: ReportExecutionTimeMetrics

This report classifies all the reports into different time interval buckets, such as reports that run in 0-3s, 3s to 1 minute, 1minute to 10
minute, 10m to 1 hour, 1 hour to 2 hour, and reports that run longer than 2 hours. This will help you identify reports in different
categories such as small, medium, large and extremely large reports and their count of execution to assess the resource better.
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Report Performance By Report Type

Report Name: ReportPerformanceByReportType

This report performance metrics by execution type and based on whether the report is seeded or custom.

REPORT PERFORMANCE METRICS BY REPORT TYPE

REPORT TYPE COUNT | UKIQWE | REPORT | FROM 0-3= As-A6 | IM-10M | 10M- 1 Hr [ 1-2Hr = 2hr MR MLAK ANG
OF RUN | USER FAILED [wi o] EXECUTION |EXECUTHD |EXECUTION
CACHE TIME [Gac) N TIME TIME [Sec)
(Sc)
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Tidal 1374 156 6 3 3 406 Fil & o Q
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Report Runtime Statistics (Execution Count, Time - Min, Max, Median)
Report Name: ReportRuntimeStatistics

This report has been designed from report author activity usage perspective where a person with Bl Author or Bl Administrator takes
certain action (Update, Delete, Copy, etc) on catalog objects. There are 2 layouts in this report:
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APPENDIX

Audit table captures several Audit Events and attributes. Some common attributes are listed here:

Common Attributes

The below attributes are logged for all events (some restrictions apply).

ATTRIBUTE DATABASE COLUMN NOTE

Amount of free memory when the FREEMEMORY
event is recorded

Event category (ex. report access, IAU_EVENTCATEGORY
report execution, resource access)

Event recorded date/time IAU_TSTZORIGINATING
Event status (1 = success, 0= error) IAU_EVENTSTATUS
Event type (ex. report request start, IAU_EVENTTYPE

scheduled job end, resource delete)

Report full path IAU_RESOURCE IAU_RESOURCE is not recorded for
ReportJobPause, ReportJobResume,
ReportJobDelete (user can find
IAU_RESOURCE for these events by
JobID)

Total amount of memory allocated to TOTALMEMORY
JVM when the event is recorded

User name IAU_INITIATOR

In addition, there are "common" attributes also added and maintained by audit library, but not relevant for Bl Publisher Audit Report.

There are different events, that needs to be looked at when creating these Audit Reports from scratch

Report Access Events
Report Execution Events
Report Job Events
Resource Access Events

PowbdpE

Details on the above events adds to the complexity of retrieving the Audit Data and therefore, Sample Audit Reports will eliminate the
need to deep dive into understanding the events and sequence of events.
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