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Disclaimer 

This document in any form, software or printed matter, contains proprietary information that is the exclusive 

property of Oracle. This document is not part of your agreement, nor can it be incorporated into any contractual 

agreement with Oracle or its subsidiaries or affiliates.  

This document is for informational purposes only and is intended solely to assist you in assessing your use of Oracle 

cloud services in the context of the requirements that may apply to you under the PINAKES Cybersecurity 

Framework. This document may also help you to assess Oracle as an outsourced service provider. You remain 

responsible for making your own independent assessment of the information in this document. The information in 

this document is not intended and may not be used as legal advice about the content, interpretation, or application 

of laws, regulations, and regulatory guidelines. You should seek independent legal advice regarding the applicability 

of any regulatory requirements referenced in this document.  

This document does not make any commitment to deliver any material, code, or functionality, and should not be 

relied on in making purchasing decisions. The development, release, and timing of any features or functionality 

described in this document remains at the sole discretion of Oracle.  

This document is based on information available at the time of drafting, it is subject to change at the sole discretion 

of Oracle Corporation and may not always reflect changes in the regulations.
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Introduction  

PINAKES is a cybersecurity framework established by the Spanish Interbank Cooperation Center (Centro de 

Cooperacion Interbancarla), as a mechanism to manage and monitor the cybersecurity controls of financial service 

providers in Spain. It also aligns  with relevant regulations on information security and technology risk management 

established by the European Banking Authority (EBA). 

Pinakes is subject to periodic changes and reviews by the Spanish Interbank Cooperation Center to accommodate 

new best practices in security and regulatory requirements.  Latest version of the framework is available at  

https://asociacioncci.es/pinakes/. 

Document Purpose 

Oracle commissioned BDO Auditores SLP to evaluate Oracle Fusion Cloud on Oracle Cloud Infrastructure (OCI) 

controls in light of the criteria established in PINAKES. 

The external assessment covered the period from October to December, 2024. As a result of this assessment, BDO 

Auditores SLP compiled a formal auditor opinion letter for Oracle Fusion Cloud Applications Suite on December 12, 

2024. 

This auditor opinion letter was then submitted to the Interbank Cooperation Center for final scoring according to 

the established methodology under the PINAKES cybersecurity framework. 

About Oracle Cloud 

Oracle’s mission is to help people see data in new ways, discover insights, unlock endless possibilities.  Oracle 

provides a number of cloud solutions tailored to customers’ needs.  These cloud offerings provide customers the 

benefits of the cloud including global, secure, and high-performance environments to run all their workloads.  The 

cloud offerings discussed in this document include Oracle Fusion Cloud Applications (SaaS). 

Oracle Fusion Cloud Applications (SaaS) is the world’s most complete, connected SaaS suite. By delivering a modern 

user experience and continuous innovation, Oracle is committed to the success of your organization with continuous 

updates and innovations across the entire business: finance, human resources, supply chain, manufacturing, 

advertising, sales, customer service, and marketing. For more information on Oracle Cloud Applications, see 

https://www.oracle.com/applications. 

The Cloud Shared Management Model 

From a security management perspective, cloud computing is fundamentally different from on-premises computing. 

On-premises customers are in full control of their technology infrastructure. For example, they have physical control 

of the hardware and full control over the technology stack in production. In the cloud, however, customers use 

components that are partially under the management of the cloud service providers. As a result, the management of 

security in the cloud is a shared responsibility between cloud customers and the cloud service provider. 

Oracle provides best-in-class security technology and operational processes to secure enterprise cloud services. 

However, customers must also be aware of and manage their security and compliance responsibilities when running 

their workloads in Oracle cloud environments. By design, Oracle provides security functions for cloud infrastructure 

and operations (e.g., cloud operator access controls, infrastructure security patching), and customers are responsible 

for securely configuring and using their cloud resources. For more information, you should refer to your cloud 

service documentation. 

The following figure illustrates this division of responsibility at high level.  

https://asociacioncci.es/
https://asociacioncci.es/
https://asociacioncci.es/pinakes/
https://www.oracle.com/applications
https://docs.oracle.com/
https://docs.oracle.com/
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Figure 1: Conceptual representation of the various security management responsibilities between customers and 

cloud providers 

Applicability 

The external assessment was carried out for the following Oracle Cloud Services: 

1. Oracle Fusion Cloud Services 

The Oracle Fusion Cloud Services were designed as open standards-based business applications, making them highly 

adaptable. The following Oracle Fusion Cloud Services applications were evaluated with respect to this assessment:  

• Human Capital Management (HCM);  

• Enterprise Resource Planning (ERP); 

• Sales Cloud (CX Sales); and  

• Supply Chain Management (SCM). 

2. Oracle EPM Cloud Services 

The Oracle EPM cloud-based platform comprises of various saleable solutions that ensure visibility in an 

organization’s operations. EPM Cloud Services modules evaluated as part of this assessment include the following:  

• Connected Planning; 

• Narrative Reporting; 

• Comprehensive Financial Close; and 

• Enterprise Data Management. 

 

 

3. Oracle European Union Restricted Access (EURA) for Oracle Fusion Applications 
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Oracle European Union Restricted Access (EURA) Cloud Service for Oracle Fusion Applications is designed and 

released with EU data residency needs in mind. Oracle EURA is available for select services in the following Oracle 

Fusion Applications: 

• Enterprise Resource Planning; 

• Supply Chain & Manufacturing; 

• Human Capital Management; 

• Sales; and 

• Enterprise Performance Management. 

Interbank Cooperation Centre Opinion Letter and Resulting Audit Score 

As a result of the external assessment,  auditor opinion letter was submitted to the Spanish Interbank Cooperation 

Center which issued the final opinion letter and rating score: triple A (AAA). 

PINAKES uses a rating system like the system used by financial rating agencies. However, it assesses the security of 

services considering three main aspects: integrity, confidentiality, and availability. These three concepts, the classic 

concepts of security, are scored from D to A+ in each of the areas indicated. 

Customers are solely responsible for determining the suitability of a cloud service in the context of PINAKES.  
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Connect with us 

Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact. 

 blogs.oracle.com facebook.com/oracle twitter.com/oracle 
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