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Sensitive information can be hidden from diagnostics
Machine learning algorithms determine sensitive data like:

• Host names
• IP addresses
• MAC addresses
• Oracle Database names
• Tablespace names
• Service names
• Ports
• Operating system user names

Sanitize or mask sensitive information



Add or to any command

Replaces a sensitive value with random characters
• myhost123 >>>> JnsF3km9

Replaces a sensitive value with a series of ‘X’
• myhost123 >>>> XXXXXXXX

Sanitize or mask sensitive information

–sanitize 

–mask

–sanitize 



Sanitized hostname 

Check ID

ahfctl compliance –preupgrade -sanitize



Sanitized hostname 
Sanitized hostname 

ahfctl compliance –preupgrade -sanitize



ahfctl compliance -rmap qzh024703246tsa1

________________________________________________________________________________

|  Entity Type   |   Substituted Entity Name    |     Original Entity Name     |
________________________________________________________________________________

|    hostname    |       qzh024703246tsa1       |       myserver1 |
________________________________________________________________________________

Reverse map the sanitization
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