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NOTE: 

Th  following is int nd d to outlin  our g n ral product dir ction. It is int nd d 

for information purpos s only, and may not b  incorporat d into any contract. It is 

not a commitm nt to d liv r any mat rial, cod , or functionality, and should not 

b  r li d upon in making purchasing d cisions. Th  d v lopm nt, r l as , and 

timing of any f atur s or functionality d scrib d for Oracl ’s products r mains at 

th  sol  discr tion of Oracl . 
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Oracl  Acc ss Manag r 

Oracle Access Manager is the only 

policy-base access management 

solution that not only provi es 

heterogeneous platform support but 

is also pre-integrate with Oracle 

Fusion Applications an Mi  leware. 

Oracle Access Manager is the only 

pro uct in the market that couples a 

strong access management system 

with a best-in-class i entity 

a ministration system. 

INTRODUCTION 

As th  int rn t has b com  th  primary m dium for diss minating information, 

compani s and gov rnm nt ag nci s ar  incr asingly fac d with th  chall ng  of 

op ning th ir IT infrastructur  to grant custom rs and partn rs acc ss to r sourc s 

such as product support data. Th s  organizations also n  d to r gulat   mploy   

acc ss to various corporat  data, k  ping track of who has acc ss to what. L ading 

organizations incr asingly r ly on id ntity manag m nt solutions to incr as  

r gulatory complianc , cut op rational costs and improv  application s curity and 

usability. A strong id ntity manag m nt strat gy r quir s int grat d t chnology for 

managing us r lif cycl s, s cur ly storing and administ ring us r profil  data, and 

controlling application acc ss bas d on th s  profil s. 

Oracl  Acc ss Manag r is d ploy d at many of th  larg st compani s in th  Global 

1000, and pow rs many of th  most h avily traffick d portals in th  world. 

Compani s r ly on Oracl  Acc ss Manag r to bring s curity, administrativ  

control, us r s lf-s rvic , d l gat d administration and incr as d visibility to 

portals,  xtran ts and intran ts d ploy d on multipl  v ndor products and 

platforms. This pap r d scrib s th  main compon nts and functions of Oracl  

Acc ss Manag r such as Id ntity Administration, Auth ntication, Authorization, 

and Auditing, which provid   nd-to- nd s curity infrastructur  to h t rog n ous 

applications. 

ORACLE ACCESS MANAGER OVERVIEW 

Oracl  Acc ss Manag r is Oracl  Id ntity Manag m nt’s solution for w b acc ss 

manag m nt and us r id ntity administration. Oracl  Acc ss Manag r is d sign d 

to support compl x, h t rog n ous  nt rpris   nvironm nts. As a k y compon nt 

of Oracl  Fusion Middl war , it  nsur s r ady support for Oracl ’s curr nt and 

futur  ERP, CRM and Collaboration suit  applications. 

Oracl  Acc ss Manag r consists of th  Acc ss Syst m, and th  Id ntity Syst m. 

Th  Acc ss Syst m s cur s applications by providing c ntraliz d auth ntication, 

authorization and auditing to  nabl  singl  sign-on and s cur  acc ss control 

across  nt rpris  r sourc s. Th  Id ntity Syst m manag s information about 

individuals, groups and organizations. It  nabl s d l gat d administration of us rs, 

as w ll as s lf-r gistration int rfac s with approval workflows. Th s  syst ms 

int grat  s aml ssly and may b  d ploy d tog th r or individually. 
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Oracle Access Manager provi es 

centralize policy-base  

authentication, authorization an  

au iting services to Web an J2EE 

resources. 

Th  back nd r pository for th  Acc ss Manag r is an LDAP-bas d dir ctory 

s rvic  that can b  a combination of a multipl  dir ctory s rv rs, which is 

l v rag d for two main purpos s: 

• As th  stor  for policy, configuration and workflow r lat d data, which is 

us d and manag d by th  Acc ss and Id ntity Syst ms 

• As th  id ntity stor , containing th  us r, group and organization data that 

is manag d through th  Id ntity Syst m and is us d by th  Acc ss Syst m 

to  valuat  acc ss polici s. 

ACCESS MANAGEMENT 

Oracl  Acc ss Manag r’s Acc ss Syst m provid s c ntraliz d auth ntication, 

authorization, and auditing to  nabl  singl  sign-on and s cur  acc ss across 

 nt rpris  r sourc s such as w b and J2EE r sourc s(JSP,s rvl ts, EJBs,  tc.) and 

l gacy syst ms. Th  Acc ss Syst m is an  xt nsibl  solution that can b  l v rag d 

to prot ct any kind of r sourc s through polici s. L gacy or custom applications 

can l v rag  its broad s t of APIs to  xt rnaliz  auth ntication, authorization and 

auditing from th ir applications, and b  abl  to  nforc  c ntrally manag d acc ss 

polici s in th ir distribut d applications or syst m. 

Authentication 

Th  Acc ss syst m provid s a c ntraliz d m ans to auth nticat  us rs and syst ms 

att mpting to acc ss r sourc s prot ct d by Oracl  Acc ss Manag r. Th  Acc ss 

syst m supports th  following auth ntication m thods: 

• Basic us rnam /password 

• X.509 C rtificat s 

• Smart Cards 

• Two factor tok ns 

• Form-bas d 

• Custom auth ntications via Auth ntication APIs 

Th  Acc ss Syst m allows custom rs to d fin  polici s that d t rmin  hi rarchi s 

of auth ntication l v ls, which can b  us d in conjunction to m  t busin ss 

r quir m nts. For instanc , custom rs may prot ct an  mploy   portal syst m with 

us rnam  and password, but for th  mor  s nsitiv  HR s lf-s rvic  application that 

d al with s nsitiv  data, us rs may b  r quir  to auth nticat  using an RSA 

S curID tok n, thus providing a high r l v l of s curity to mor  s nsitiv  r sourc s 

or applications. 

Additionally, th  policy-bas d auth ntication mod l allows custom rs to d fin  

auth ntication flows or st ps, which allow handling of various us r typ s or 

back nd auth ntication r positori s, for  xampl , a flow may r quir  us rnam  and 

password and try to auth nticat  th  us r against an LDAP dir ctory using th s  
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cr d ntials, how v r, if this auth ntication fails, th  Acc ss Syst m may try to 

auth nticat  against a Windows domain. And this flow is transpar nt to th   nd 

us r. Th  auth ntication fl xibility allow custom rs to s aml ssly migrat  and 

int grat  various back nd auth ntication syst ms, without  xposing this compl xity 

to th ir  nd us rs. 

Acc ss Manag r provid s an auth ntication API for int grating a vari ty of 

auth ntication m thods and d vic s. Support for smart cards such as S curID is 

includ d out of th  box. With th  auth ntication API, custom rs can  xt nd 

Acc ss Manag r to support n arly any form of auth ntication including biom trics 

and two-factor auth ntication. 

Onc  a us r is auth nticat d, th  Acc ss syst m cr at s a singl  sign-on s ssion for 

th  us r that pr v nts th  us r from having to sign-on again to acc ss oth r 

r sourc s within that policy domain. 

Authorization 

By d fault, Th  Acc ss syst m provid s c ntraliz d policy-bas d authorization 

s rvic s to s cur  acc ss to w b and J2EE r sourc s. Authorization is gov rn d by 

a policy domain that includ s an authorization  xpr ssion among a s t of d fault 

rul s that sp cify how r sourc s for this domain ar  prot ct d. Administrators 

work with th  Policy Manag r consol  – a brows r-bas d administrativ  syst m -

to d fin  polici s that r strict acc ss to sp cific r sourc s by us r, rol , group 

m mb rship (static, n st d or dynamic), tim  of th  day, day of th  w  k and IP 

addr ss. 

In addition, th  Acc ss Syst m provid s an Authorization API can b  us d to build 

custom authorization plug-ins to allow incorporating custom authorization logic 

into th  acc ss manag m nt polici s, which can  xt nd th  availabl  rang  of 

authorization options availabl  out-of-th -box. In many cas s, th  authorization 

plug-ins ar  l v rag d to incorporat   xisting authorization logic or syst ms that 

custom rs want to  ith r continu  using or migrat  from whil  d ploying th  

Acc ss Syst m. 

C ntraliz d authorization gr atly r duc s d v lopm nt costs by allowing 

d v lop rs to focus on th  application busin ss logic, not on  nforcing s curity 

polici s. 

Au iting 

Th  Auditing s rvic s provid  d tail d and fl xibl  logging, of  v nts monitor d by 

Oracl  Acc ss Manag r. Th s   v nts includ  auth ntication succ ss or failur  as 

w ll as authorization succ ss or failur . Th  audit trail may includ  configurabl  

id ntity information from th  actor (i. .  nd us r) as w ll as cont xtual information 

(i. . tim  of day, originating IP addr ss, host id ntifi r for th  w b s rv r or w b 

s rv r farm,  tc.) 
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In the Access System: WebGates an  

AccessGates are Policy Enforcement 

Points or PEPs, te Access Server is 

the Policy Decision Point or PDP an  

the Policy Manager is the Policy 

Management Authority. 

Th  Acc ss Manag r provid s a policy-bas d auditing mod l wh r  administrators 

can d fin  a d fault or “blank t” auditing policy that appli s to all monitor d 

 v nts, but  xc ptions to this policy can b  configur  at a mor  granular l v l, such 

as by application, or  v n by r sourc s (i. . URLs or J2EE r sourc s), as n  d d. 

This allows administrators to also manag  th  amount of auditing information 

n  d d according to th  s nsitivity or th  importanc  of th  particular application 

or r sourc . For  xampl , th  d fault policy may only captur  th  us r’s login nam  

in addition to th  op ration and r sourc , wh r as for th  HR s lf-s rvic  

application, th  auditing policy would also includ  th   mploy   numb r and cost 

c nt r, along with th  IP addr ss wh r  th  us r acc ss d th  application and 

which sp cific w b s rv r id ntifi r handl d th  transaction. 

Th  auditing proc ss  nabl  administrators to p rform thr at and intrusion 

d t ction, s curity monitoring, and busin ss-l v l r porting by int grating with 

third-party products. Audit logs can b  writt n  ith r to a flat fil  or to a Databas  

(Oracl  RDBMS 10g, SQL S rv r), and can b  th n harv st d by any 3rd party 

r porting tool such as Oracl  R ports or Busin ss Obj cts to produc  

compr h nsiv  auditing r ports, such as auth ntication failur s in a giv n p riod or 

for a giv n application, acc ss history p r us r, authorization failur s p r us r or 

p r application, and so forth. 

ACCESS SYSTEM COMPONENTS 

Th  Acc ss syst m includ s th  W bGat  or w b s rv r cli nt, th  Acc ssGat  or 

API-bas d cli nt, Acc ss S rv r, and th  Policy Manag r. Th  back nd stor  for 

both policy and configuration data as w ll as id ntity data is an LDAP-bas d 

dir ctory s rv r. Th  functionaliti s of  ach of th s  compon nts ar  d scrib d 

b low. 

WebGate 

W bGat  is an out-of-th -box acc ss cli nt for  nforcing acc ss policy on HTTP-

bas d r sourc s, h nc  it is th  Acc ss Syst m’s w b Policy Enforc m nt Point or 

PEP. Th  W bGat  cli nt runs as a plugin or modul  on top of most popular w b 

s rv rs, and int rc pts HTTP r qu sts for w b r sourc s and forwards th m to th  

Acc ss S rv r wh r  acc ss control polici s ar  appli d. W bGat s ar  optimiz d 

to work on w b s rv r  nvironm nts, as ar  str amlin d for th  HTTP protocol, 

and und rstand URLs, s ssion cooki s, HTTP r dir cts, s cur  s ssions (HTTPS); 

and also impl m nt policy cach s that improv  W bGat ’s p rformanc  and allow 

for scalability in highly traffick d sit s. 

AccessGate 

Th  Acc ssGat  is th  t rm us d for any oth r Acc ss Syst m cli nt that is not a 

W bGat , so it is th  Acc ss Syst m’s non-w b PEP. Typically it is th  

impl m ntation of a cli nt using th  Acc ss API. Acc ssGat s ar  l v rag d to 

build th  J2EE application s rv r and portal conn ctors that ar  availabl  within 
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th  Acc ss Syst m, which includ  BEA W bLogic, IBM W bSph r , and Oracl  

OC4J. In addition, custom rs can impl m nt th ir own Acc ss Syst m cli nts and 

d v lop  nforc m nt points to th ir custom applications or syst ms. 

Access Server 

Acc ss Manag r’s Acc ss S rv r is a standalon  softwar  s rv r that  nforc s 

acc ss polici s on w b and non-w b r sourc s, so it is th  Acc ss Syst m’s Policy 

D cision Point or PDP. Th  Acc ss S rv r can b  d ploy d in a singl  instanc , 

or as part of a clust r d impl m ntation to support load balancing and failov r. 

Load-balancing and failov r of th  Acc ss S rv r is built in and do s not r quir  

th  d ploym nt of  xt rnal load-balanc rs. Th  Acc ss S rv r provid s dynamic 

policy  valuation as us rs acc ss r sourc s, as w ll as auth ntication, authorization, 

and auditing s rvic s. Th  Acc ss Syst m is a scalabl  s rv r, which provid s 

configurabl  caching of both us r and policy information to significantly improv  

th  p rformanc  of acc ss policy  valuation. 

Policy Manager an Access System Console 

Acc ss Manag r’s Policy Manag r is a brows r-bas d graphical tool for configuring 

r sourc s to b  prot ct d and w ll as cr ating and managing acc ss polici s, so it is 

th  Acc ss Syst m’s Policy Manag m nt Authority or PMA Th  Policy Manag r 

provid s th  login int rfac  for th  Acc ss Syst m, communicat s with th  

dir ctory s rv r to manag  policy data, and communicat s with th  Acc ss S rv r 

ov r th  Oracl  Acc ss Protocol to updat  th  Acc ss S rv r cach  wh n polici s 

ar  modifi d. A scr  n shot of th  policy administration int rfac  of th  Policy 

Manag r is shown in figur  1. Mast r Acc ss Administrators and D l gat d Acc ss 

Administrators us  th  Policy Manag r to: 

• Cr at  and manag  policy domains that consist of: 

– R sourc  typ s to prot ct 

– Auth ntication, authorization, and audit rul s 

– Polici s ( xc ptions) 

– Administrativ  rights 

• Add r sourc s to policy domains 

• T st acc ss policy  nforc m nt 
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The Policy Manager provi es web-

base central console for policy 

a ministration. The Access System 

Console is a web-base  

a ministrative interface that is use  

for management an configuration of 

the Access System components. 

Figure 1. Policy and resource definition using Policy Manager 

Th  Acc ss Syst m consol   nabl s administrators to manag  and administ r th  

Acc ss Syst m. Th  administrators can add, chang  and r mov  Acc ss Cli nts and 

Acc ss S rv rs, configur  auth ntication and authorization sch m s, configur  

mast r audit s ttings, and configur  host id ntifi rs, r vok  sp cific us rs’, manag  

shar d s cr t k ys us d for  ncryption, monitor th  status of th  syst m, and also 

d fin  n w typ  of r sourc s that will b  prot ct d by a policy manag d through 

th  Policy Manag r. Th  Acc ss Syst m Consol  is shown in figur  2. 

Figure 2. System Administration using the Access System Console 
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ACCESS SYSTEM ARCHITECTURE 

An ov rvi w of th  Acc ss Syst m archit ctur  is d pict d in figur  1. It illustrat s 

th  Acc ss Syst m d ploy d with 3 main compon nts – W bGat , Acc ss S rv r 

and th  Policy Manag r, as w ll as th  back nd Dir ctory S rv r which is us d as 

both th  policy stor  and th  id ntity r pository. Th  Oracl  Acc ss Protocol 

(form rly known as th  N tPoint or COREid Acc ss Protocol)  nabl s s cur  

communication b tw  n Acc ss Syst m compon nts during us r auth ntication 

and authorization. 

Singl  sign-on to  nt rpris  
r sourc s 

Users 

(Employees, Partners, 

Customers, Suppliers, etc) 

LDAP over SSL 

Firewall Firewall 

DMZ 

LDAP 

HTTP(S) 

W bGat  

Oracle Access Protocol 

W b S rv r 

W b Apps & 
Ent rpris  r sourc s 

Us r & Policy Data 
Access Server 

stor  

Figure 3. Access System architecture overview 

Wh n a us r tri s to acc ss a prot ct d  nt rpris  r sourc , th  W bGat  and th  

Acc ss S rv r  x cut  th  following s qu nc  of st ps. 

1. Th  W bGat , which is typically d ploy d in th  DMZ, int rc pts th  

us r r qu st and ch cks with th  Acc ss S rv r wh th r th  r sourc  

b ing acc ss d is prot ct d 

2. If th  r sourc  is prot ct d, th  W bGat  chall ng s th  us r for 

cr d ntials and forwards thos  cr d ntials to th  Acc ss S rv r for 

validation 

3. Th  Acc ss S rv r validat s th  submitt d us r cr d ntials against th  

back nd dir ctory s rv r 
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Oracle Access Manager’s I entity 

System  elivers  elegate  

a ministration, essential for 

managing large user populations. 

4. Th  r sult of this validation is s nt back to th  W bGat . If th  

auth ntication is succ ssful, th  W bGat  s ts a cooki  in th  us r’s 

brows r and ch cks with th  Acc ss S rv r wh th r th  us r has 

p rmissions to acc ss th  prot ct d r sourc . 

5. Th  Acc ss S rv r f tch s th  polici s from th  dir ctory and  valuat s 

wh th r th  us r has acc ss to th  prot ct d r sourc . Th  r sult is s nt 

back to th  W bGat . 

6. If th  us r is authoriz d, h  g ts acc ss to th  s cur d r sourc . 

IDENTITY ADMINISTRATION 

Acc ss Manag r’s Id ntity Syst m d liv rs k y id ntity administration functionality 

to administrators and  nd us rs, n c ssary for th   ff ctiv  administration of 

acc ss control. In practic , th  Id ntity Syst m b com s th  id ntity administration 

 ntity for th  id ntiti s whos  acc ss is controll d by acc ss polici s manag d by 

th  Acc ss Syst m. This syn rgy of acc ss manag m nt and id ntity administration 

is a uniqu  diff r ntiator for Oracl  Acc ss Manag r. 

Th  compon nts of th  Id ntity Syst m includ  th  Id ntity S rv r, and W bPass 

w b s rv r plug-in. Th  Id ntity S rv r is a stand-alon  s rv r that manag s 

id ntity information about us rs, groups, organizations, and oth r obj cts, as w ll 

as providing a workflow  ngin  sp cializ d in id ntity manag m nt flows. Th  

W bPass plug-in pass s information b tw  n a w b s rv r and on  or mor  

Id ntity S rv r instanc s. This archit ctur  provid s a high d gr   of scalability, 

allowing mor  Id ntity S rv rs to b  d ploy d as r quir d by administrativ  

d mands. 

Effici nt, cost  ff ctiv  administration of portal  nvironm nts r quir s 

administrativ  support for f atur s such as d l gat d administration, dynamic 

group manag m nt, and us r s lf-s rvic  and s lf-r gistration. Acc ss Manag r’s 

Id ntity Syst m provid s th s  functionaliti s as a customizabl , out-of-th -box 

consol , as portal ins rts  mb dd d in a portal application, or as a custom 

int rfac s int grat d through w b s rvic s. Th s  Acc ss Manag r Id ntity Syst m 

functionaliti s ar  d scrib d b low. 

Delegate A ministration 

Wh n a portal d ploym nt supports thousands or millions of us rs, it b com s a 

chall ng  for a c ntraliz d administration t am to manag  th  constant chang s to 

us r profil s. D l gat d administration mak s  ffici nt administration of such 

 nvironm nts possibl  by “pushing” th  r sponsibility for managing various us r 

populations to group administrators. For  xampl , if a manufactur r op rat s a 

suppli r portal for a thousand suppli rs, th  manufactur r might d l gat  

r sponsibility for us r manag m nt in  ach suppli r firm to a d signat d s t of 

administrators at  ach suppli r. Th  r sult is distribut d work, mor  accurat  data, 

and administrativ  scalability. 
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Oracle Access Manager inclu es 

powerful an flexible authorization 

features such as  ynamic groups an  

attribute-level access control. 

Oracl  Acc ss Manag r provid s th  most fl xibl  and scalabl  d l gat d 

administration functionality in th  mark t today, prov n in production in many of 

th  larg st portals in th  world. 

Dynamic Group Management 

A v ry us ful and common id ntity manag m nt n  d is th  ability to assign us rs 

to groups, for b tt r acc ss control and administrativ  simplification. Groups ar  

on  of th  most commonly us d r pr s ntations of rol s, and ar  w ll und rstood 

by most mainstr am applications, such as portals, application s rv rs and 

collaboration and m ssaging syst ms. 

Groups can b  impl m nt d staticly, wh r  us rs ar   xplicitly add d to th  group 

as m mb rs, or dynamicly, wh r  th  group is d fin d by a rul  or filt r that is 

 valuat d at run tim  to d t rmin  who is a m mb r. In r al d ploym nts, 

assigning larg  numb rs of us rs to static groups do s not scal  w ll and typically 

impos  chall ng s for administrators who hav  to manually manag  groups of 

thousands of individual m mb rs. A b tt r approach is to us  dynamic groups 

bas d on us r attribut s. Th  following  xampl  s rv s to illustrat  th  valu  of 

dynamic groups. 

In a wir l ss phon  company’s custom r portal with millions of us rs, a dynamic 

group might b  call d “SMS us rs” containing all custom rs who curr ntly hav  

SMS m ssaging activat d for th ir accounts. Us rs in this group would b  

automatically grant d acc ss to additional support w b pag s. Sinc  custom rs 

may continually activat  and d activat  SMS m ssaging, it would b  impractical to 

assign us rs to this group manually, and in addition th  pot ntially larg  amount of 

data that th  group r pr s nts, can pos  chall ng s for th  back nd dir ctory, not 

only in t rms of storag  siz , but also in t rms of r plication and int grity 

bookk  ping. In this cas , an approach bas d on dynamic groups, l v raging th  

Acc ss Manag r’s group manag m nt functionality can b  us d to assign and d -

assign us rs to th  “SMS us rs” group automatically bas d on profil  attribut s. 

Th  group is d fin d during s tup with th  appropriat  filt r in plac ; th  group 

its lf do s not r quir  larg  storag  spac  and rar ly chang s. As a custom r 

activat s SMS m ssag s in h r account, a flag would b  activat d in h r dir ctory 

profil , and Acc ss Manag r would instantly includ  this custom r in th  group. 

User Self-Service/Self-Registration 

Allowing us rs to manag  th ir own profil s also  nhanc s administrativ  

scalability. Oracl  Acc ss Manag r’s out-of-th -box s lf r gistration scr  ns  nabl  

us rs to add th ms lv s to a dir ctory without administrativ  int rv ntion. S lf-

r gistration can us  Acc ss Manag r’s workflow capability to  nsur  that controls 

and proc ss s ar   nforc d as us rs add th ir profil s. It also allows us rs to 

chang  th ir attribut s, within th  acc ss l v ls grant d. For  xampl , som  us rs 

may b  allow d to updat  th ir own phon  numb rs but not th ir titl s. Manag rs 

of th s   mploy  s may chang  titl s but not th ir d partm nt, and so on. Acc ss 
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The WebPass is the presentation tier 

of the I entity System, it provi es 

both an HTML interface to browser, 

an a SOAP-base Web Service 

interface to provi e i entity 

a ministration functionality in a SOA 

environment 

Manag r supports unlimit d acc ss control fl xibility for us r attribut s, and also 

links workflow to th s  chang s. Th  r sult is incr as d us r pow r and fl xibility, 

all und r th  d sir d l v l of administrativ  control. 

Lost Passwor Management 

Lost password manag m nt  nabl s us rs to r s t th ir passwords if th y forg t 

th m. Wh n lost password manag m nt is  nabl d, a link app ars on th  Id ntity 

Syst m login pag  or anoth r pag  configur d by th  administrator. S l cting th  

link rout s th  us rs to a W b pag  wh r  th y must r spond to on  or mor  pr -

configur d, and p rsonaliz d chall ng  qu stions. Aft r providing th  corr ct 

r spons , th  us r can s t a n w password onlin  in r al tim . Thus allowing th  

us r to go back and continu  int racting with th  syst m or application h /sh  

int nd d to 

To  nabl  lost password manag m nt, th  dir ctory administrator d fin s a s t 

attribut  pairs nam d, for  xampl , Chall ng  X and R spons  X (wh r  X 

r pr s nts that th  could b  multipl  pairs). From th  Id ntity Syst m Consol , an 

administrator assigns th  Chall ng  and R spons  s mantic typ s to th s  

attribut s as w ll as configur s th  numb r of chall ng  qu stions to b  pr s nt d 

randomly to th  us r at run tim  (typically a subs t of th  total configur d). Th  

Administrator can choos  to pr propulat  th s  valu  pairs during us r cr ation, or 

r quir  that us rs th ms lv s  nt r th s  valu s during s lf-r gistration for 

instanc . In many cas , th  list of allow d qu stions could b  pr -d fin d so that 

 nd us rs can only choos  from th  pr -d fin d list of qu stions.. Th  Id ntity 

Syst m  ncrypts th s  valu s using a strong  ncryption sch m  lic ns d from RSA. 

IDENTITY SYSTEM COMPONENTS 

Th  Id ntity syst m includ s th  W bPass cli nt, Id ntity S rv r, and th  Policy 

Manag r’s Id ntity Syst m Consol . Th  functionaliti s of  ach of th s  

compon nts ar  d scrib d b low. 

WebPass 

A W bPass is a w b s rv r plug-in that pass s information back and forth b tw  n 

th  w b s rv r and th  Id ntity S rv r ov r th  Oracl  Id ntity Protocol (form rly 

N tpoint or COREid Id ntity Protocol). H nc , W bPass is th  pr s ntation ti r 

of th  Id ntity Syst m. By d fault, W bPass r nd rs its cont nt as HTML so that it 

can b  acc ss d through a brows r. But in addition, it provid s a W b S rvic  

int rfac , known as Id ntityXML, which SOAP-bas d cli nts can l v rag  to 

programmatically int ract with th  Id ntity Syst m. Th  id a b hind Id ntityXML 

is that it allows th  int gration of busin ss logic gov rning id ntity administration 

proc ss to b  availabl  and  asily int grat d with  xisting applications in a SOA 

 nvironm nt. 
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The I entity A ministration console 

of the Oracle Access Manager 

inclu es user self-service,  elegate  

a ministration, personalization an  

au it capabilities. 

I entity Server 

Th  Id ntity S rv r manag s id ntity information about us rs, groups, 

organizations, and oth r obj cts. Th  Id ntity S rv r p rforms thr   main 

functions: 

• R ads and writ s to your LDAP dir ctory s rv r across a n twork conn ction 

• Stor s us r information on a dir ctory s rv r and k  ps th  dir ctory curr nt 

• Proc ss s all r qu sts r lat d to us r, group, and organization id ntification 

To provid  th s  functions, th  Id ntity S rv r impl m nts a v ry granular 

attribut -l v l acc ss control functionality, that allows it to both d fin  and  nforc  

acc ss rul s to id ntity information at an attribut  valu  l v l. This is on  of th  

most distinctiv  str ngths of th  Id ntity Syst m, in that this allows it to m  t 

compl x d l gation, privacy and s lf-s rvic  busin ss r quir m nts. In addition, th  

Id ntity Syst m provid s a pat nt-prot ct d workflow  ngin , which sp cializ s on 

id ntity administration functions, such as cr ation, s lf-r gistration, 

r qu st/approval chang s, d activation and d l tion of id ntity information. 

Th  Id ntity S rv r’s workflow  ngin  also provid s an API, which allows it to 

invok  custom login on an  v nt driv n basis. This API supports bi-dir ction flow 

of information, such that data that is b ing manag d by th  Id ntity S rv r can b  

us d in  valuating custom logic or additional data can b  inj ct d for th  Id ntity 

S rv r to us  in downstr am st ps in th  workflow. A common us  cas  is during 

s lf-r gistration, an  nd us r may  nt r a custom r ID numb r in th  initial st ps, 

and a custom plug-in built using th  Ev nt API validat s that th  custom r ID is 

valid so th  us r can b  allow d to r gist r, in addition, during th  validation 

proc ss, th  custom plugin can r tri v  th  us r’s mailing addr ss, which can b  

inj ct d to th  workflow so that th  us r can v rify it in th  n xt st p of th  

workflow. 

I entity System Console 

Th  Id ntity Syst m Consol  provid s w b-bas d configuration and manag m nt 

of th  Id ntity Syst m compon nts (W bPass and Id ntity S rv r) and th  Us r 

Manag r, Group Manag r and Organization Manag r applications of th  Id ntity 

syst m. 

IDENTITY SYSTEM ARCHITECTURE 

Th  Id ntity Syst m consists of 3 main compon nts – W bPass, th  Id ntity s rv r 

and th  Id ntity Syst m Consol . 
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Oracle Access Manager can support 

compliance efforts by logging 

security an profile management 

activity to a centralize au iting 

 atabase. 

En Users & Delegate  

I entity A ministrators 

Oracle I entity 

HTTP(S) 

W bPass 

Protocol LDAP over SSL 

Us r, Group and 
I entity Server Policy Data stor  

LDAP 

W b S rv r 

DMZ 

Firewall Firewall 

Figure 4. Identity System architecture overview 

Figur  2 illustrat s th  basic Id ntity Syst m compon nts in a simpl   nvironm nt, 

as w ll as transport s curity b tw  n compon nts ov r th  Oracl  Id ntity 

Protocol (form rly known as th  N tPoint or COREid Id ntity Protocol). Th   nd 

us rs and Administrators ar  typically s parat d from compon nts by a Fir wall. 

Th  w b s rv r with W bPass install d r sid s in th  DMZ. Th  Id ntity S rv r 

and dir ctory s rv r r sid  b hind th  s cond fir wall. Th  Oracl  Id ntity 

Protocol facilitat s communication b tw  n th  Id ntity S rv r and th  associat d 

W bPass instanc s. 

AUDITING 

For audit r porting, Oracl  Acc ss Manag r supports a r porting fram work, so 

that all s curity and profil  manag m nt activity can b  logg d to a c ntraliz d 

r lational databas , and r ports can b  built through any 3rd party r porting tool. 

Auditors now d mand significant proof of complianc  with r gulations and 

int rnal polici s, and administrators also wish to analyz  s curity and id ntity 

op rations for hol s. Som  of th  most common audit r ports includ : 

• Auth ntication statistics (succ ss/fail d rat s across all Acc ss S rv rs) 

• Authorization statistics (succ ss/fail d rat s across all Acc ss S rv rs) 

• Fail d authorizations (by us r) 

• Fail d authorizations (by r sourc ) 

• Acc ss t sting 

• Group history (all chang s to all group profil s) 

• Id ntity history (by us r) 

• Lock d-out us rs 

• Password chang s (in a particular int rval of tim ) 

• Us rs cr at d/d activat d/r activat d/d l t d 
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Oracle Access Manager integrates 

seamlessly with a number of thir  

party web servers, application 

servers,  irectory servers an  

package applications. 

Oracle Access Manager is fully 

interoperable with OracleAS Single 

Sign-On, provi ing Oracle customers 

with single sign-on to all their 

enterprise applications. 

• Us r profil  modification history (for all us rs) 

• D activat d us rs r port 

• Workflow  x cution tim  

HETEROGENEOUS SUPPORT 

Oracl  Acc ss Manag r includ s int gration ag nts for managing and s curing 

applications running on a vari ty of platforms. Th s  int gration compon nts 

includ  out-of-th -box ag nts for l ading w b s rv rs, application s rv rs, and 

portal s rv rs, running on multipl  platforms. This  nabl s custom rs, who hav  

alr ady inv st d in third-party t chnologi s, to s aml ssly d ploy Oracl  Acc ss 

Manag r in th ir  nvironm nts, th r by incr asing th ir r turn on inv stm nt 

(ROI). 

Oracl  Acc ss Manag r W bGat  and Acc ssGat  compon nts plug into third 

party and custom infrastructur  products to int rc pt r qu sts and apply acc ss 

polici s. No oth r id ntity manag m nt v ndor provid s this br adth of support, 

cov ring multipl  v rsions, products, and op rating syst ms to prot ct r al-world 

production  nvironm nts. 

INTEROPERABILITY WITH ORACLE SINGLE SIGN-ON 

Oracl  Acc ss Manag r is fully int rop rabl  with Oracl AS Singl  Sign-On, 

Oracl ’s built-in auth ntication s rvic  for Oracl  applications. This m ans that 

Oracl  custom rs using Oracl  Portal, Oracl  Collaboration Suit , Oracl  E-

Busin ss Suit  R l as  11i, or oth r Oracl  applications can d ploy Oracl  Acc ss 

Manag r to provid  a singl  point of acc ss control, and us r singl  sign-on, to all 

of th ir  nt rpris  applications. 

CONCLUSION 

Oracl  Acc ss Manag r is th  industry’s most compr h nsiv  solution for acc ss 

control and us r id ntity administration. Acc ss Manag r’s Acc ss Syst m 

provid s w b singl  sign-on for us rs, support for multipl  auth ntication 

m thods, and c ntraliz d policy  valuation and  nforc m nt. Acc ss Manag r’s 

Id ntity Syst m provid s scalabl  administration of id ntity information including 

d l gat d administration, workflow, dynamic group support and us r s lf-

s rvic /s lf-r gistration. Tog th r, th y provid  a k y compon nt of Oracl ’s 

id ntity manag m nt solution for th   nt rpris . 
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