Oracle OCI| Exadata Database Service on Dedicated
Infrastructure Security Controls

ORACLE

Exadata Database Service on
Dedicated Infrastructure
Security Controls

FEGTI a2 ORELE., EH, RIGICT®RILG, ITEF2 T4 -
R O—DEHIZHN T B HRE
April 22,2024 | 223 k&

Copyright © 2024, Oracle and/or its affiliates
Public




AEDEM

ZDFRFa1 A2 k&, Exadata ') 1) —X 20.1.13.0.0.210817 [THAAFEN T NS HERE L BIL EDMEEZRTEDTT , BEHEDN
Exadata ') ') —X20.113.0.0210817 127 v T O L— KT BHECRRALEDFEAZFFML.IT TOP Y FEFET DERICHERL
TW=ELZEDHZFEERLTWVET,

CORFa A&, 520D Oracle Cloud Infrastructure (OCI) Exadata Database Service on Dedicated Infrastructure
(ExaDB-D)Y—ERXRDtF 2 71 B L UHikiHEEEZ EHN L £ DT, ExaDB-D OIRAFHEICEHL S BEHO X1 738
LBEEZXNRELTLVET, ExaDB-D OFHEIZEL S X2 T HHEEIE. RO XA FMELHERTILENHYET,

Oracle Cloud Infrastructure Security Architecture'

Oracle Cloud Infrastructure ¥ 2 1) 5« « A K2
FTSULOEEEF) T (BT

Exadata Database Service on Dedicated Infrastructure Security Guide®
Security Features in Autonomous Database®

Security and Authentication in Oracle Autonomous Database®

Oracle Cloud Infrastructure Security Testing Policies’

Oracle Cloud Services Contracts®

Oracle Data Processing Agreement’

Oracle Cloud Services Agreement™

REEIR

CORFIAVKMIE, VI Iz 7FERIZANRYEEORRXERHT . AV LN BEMEIENEE T HEMERNE E
NTWET, COBBERADTI LR EFERE. A5 ILEDH THESNESFICRAELE-ASIIL - YT FYTT - 54
T UREBEUVH—ERZHOEHEIZHSIBIDELET, COFRXF1 AL MEZTORBORR, aE—, EEBS L UEMIZIL,
TSOIZEKBERDEBEVELELET, CORFI AV MEISAEUVRBHDO—EELDEDTIEEGEL, ASTILELV
ZTOFEAPHERH LD ERBRTHEOTIEHY FHA.

CORFIAY MIFERBROAZEMELTHY ., TEHL-ARBEOERES LUV 7Y T L— FOHEEZXZIET S LD
HEBERLTWET CORF AV MITTYTILOI—F, BEDREZII Y FAY M (FEH) T5EDTIEBNZDH.,
BEREZTOIBOHBMMBIZAISHENTTEN, TORF1A Y MMIEHINWTOIEEDRE., V) —R, BLUEH
2D TIE, BHDOBEICLKYRESNET,

BR7—FTI0FvDHREICEY. - FORBLFRELEBC IRV EZESTICREBICER SN TVDIIRNTOHIEER
EITHAALZ EREFAIRGEHEELHYFET,

! https://www.oracle.com/a/ocom/docs/oracle-cloud-infrastructure-security-architecture.pdf

2 https://docs.oracle.com/en-us /iaas/Content/Security /Concepts /security guide.htm

® https://www.oracle.com/corporate/security-practices /

4 https://docs.oracle.com/en-us /iaas/exadatacloud/exacs /ecs-security-guide.html

> https://docs.oracle.com/en-us /iaas /autonomous-database/doc/security-features-adb-d.html

® https://docs.oracle.com/en/cloud/paas/autonomous-database /adbsa/gs-security-and-authentation-
autonomous-database.html

” https://docs.oracle.com/en-us/iaas/Content/Security/Concepts /security testing-policy.htm

8 https://www.oracle.com/corporate/contracts /cloud-services/

? https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf

10 https://www.oracle.com/corporate/contracts/cloud-services/contracts.html#online
2 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://www.oracle.com/a/ocom/docs/oracle-cloud-infrastructure-security-architecture.pdf
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_guide.htm
https://www.oracle.com/corporate/security-practices/
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/ecs-security-guide.html
https://docs.oracle.com/en-us/iaas/autonomous-database/doc/security-features-adb-d.html
https://docs.oracle.com/en/cloud/paas/autonomous-database/adbsa/gs-security-and-authentation-autonomous-database.html
https://docs.oracle.com/en/cloud/paas/autonomous-database/adbsa/gs-security-and-authentation-autonomous-database.html
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_testing-policy.htm
https://www.oracle.com/corporate/contracts/cloud-services/
https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf
https://www.oracle.com/corporate/contracts/cloud-services/contracts.html#online

BR

EDBH
REEH
FL®IZ
AVTISAFTUR
T3 LDOEH

FI3IOLMDOREEFLY T4 - R O—
T35 N OREHERRRY o—

‘A E®E

EXADB-D Y—ERDT7—FF I F ¥

*vbk7—%-JOvHE

ExaDB-D HY—EXADEEHEDT7 VR

O A VB TI—RADBERDT IR

FSOMDA VISR OFYER

EEHY I+ 7 -7y ITT—F
AREFxa) T4 - RExXPUEIVTYTIT—F
VIb9z7 -7 ITF—bOEFaYTs -V A=)

F R R
BEROT Y R
ExaDB-D Y—EX TOHEHD 7V A Hf
T—4% - £Fa T 1I0T B EBEHROHH
BEch, 0B, REROT—FERBET 5 -HOHH
BEROVM ADY T FEBEORY FT7—2 - 7O ERISHT BHiH
BERO VM ADBEHRDRZ Y IDT 7 ERITHT Sl
T—3 DEHEEH T=-HOHH
Oracle Data Safe
Oracle Database Security Assessment Tool (DBSAT)
AVISAMSHF ¥ - avR—RY FAD Cloud Operations D7 Y £ RIZHT 234551
D
SN OBEMILT 7 & RAH
ASHOVLOTARRDTH ERFHH
Exadata 1 V7SR M50 F v - VI bz T7DEFaY T« LB

ZEPNHHR(OX VT EEE)
BEHOEEAXVY
BEBEO VM OBFERICKDEFa)T1 - RAE v
ExaDB-D D EZEH VM TOBERICK B —F - /N\—F 1 - VIO 7OER
FSHLDEEAXY

»t s Bt
H—ERDET & T— 5 OWIE

FINT—5 70— - BEHEDO VM ADFSHILDT IR
F—R LEBHENBERO VM IO S 4 VT 3H10H—ERFIS
=2 2HBERBEEO VM IcOS 1 > LEBOY—E R H5

EXX.2)

— BE

H—5%

[ 1:Oracle Exadata Database Service on Dedicated Infrastructure D%y kT —% « 7—F%F 5 F ¢
nIJOoviE

3 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public




. v,
R

H2:#%EH, LEP, REPOT—2ZRET SO DHH 14

[ 3:Cloud Operations DA A v 72Kk B ExaDB-D A VISR CSUFr - AVR—FR2Y bADTY

R 18
BE

&—E

# 1R L HE 6

ZCHIZ

Exadata Database Service on Dedicated Infrastructure (ExaDB-D)I&. Oracle Cloud Infrastructure (OCl)7—% - >4 —T#
5% LM Exadata Database Machine Z4—EX & L TiR# L F£9 ., ExaDB-D OF| M (&, Exadata Database Machine M##E(C
MZT. OCl DA —=HR bL— a3y - Y—ILOEEY—/L, OracleCloudOps IZKB A VTSR MY FYRFYR—F3
FMATELSILETY,

ExaDB-D [&. Exadata Database Machine AR, /RN T+ —Y UV AB L UVHRELE X1 T 4I12&2T, 959K -H4—F
ADERMIEE MBMEEZSRELSETHILI—R - F—RITELFT—FXA—X - Y—EX T,

ExaDB-D OH—ER + TUNY « ETILIE, BEHDT—FEIvLarvi )T hLEI—Y 00— FOREFBMELT=.
ERDORR b TS50 T4 RTEDHZENLBY—ERTYT, BEHKRDMN ExaDB-D DH—ER - TUNY - ETILEBHICHEA
TEDESIT. ZOFRFIADTIE, BEHNRBE LX) T 441Z#0 ExaDB-D OETILERLDAREMEDHH T v
S H—ATOMEBEL LT, EXaDB-D Dt F 1 T4 #EIICDOVWTHBELET, CORF1 A2 FOBMIL. BEHDE
Fa)Ta - FLIERZERL CGEEDZEICHT 500 Z2RH. HAITE OV TRRDODIZEEZRETED LS5, HiFl
[IZDOWTCERBAT 52 & TY,

AVISAT VR

FSTILIE, HRADHDEFSFAN 1 DULDH—ERICDNTEZEIZL DRI Z2Z T -EO I L—LT—2IZET
DIERET7TAT—av I ORETRELTVWET, COT7TARAT—YavE, %595 0racde V39 K- H—EXRDtEFa2
T4, TSA4N—BLPaVTSAT7UORADHFNZIDWTIIL LEFHMAEEIRBELTWSH, 20 T5A4T7 R ELKR—
MERKDEITERYFET, COFE=ZFBIZLKDTTRAT—YIVERFNT DI ATEELRDIE. TNAN—BMICHEDI S K-
Y—ERICEHEOREBTHY . BEDT—4 - £ 2 —0HEBM) —Ca VICEEORNETHIAEEELHILEEET D
Z & T9, Oracle Cloud Compliance K¥ a1 4> RZ7H 2R F % &, ExaDB-D D4 EDIZHEICEET HEMIEHREAFTE
Fd. COFRIEFINDIZENHY . BEICEHFINLAREMELHY . RETLEL T MRKOFFE] BtSh, ZHEERK
FTEHEDTIEBEVNI EITERELTLESL,

AVTIATUVRICETDBRF AV ME, ASVIIDEEBELEICYIIRMTEIEL,. 0AHYTHR-avy—ILhD
BEE7IERTEHIELTEES, ©

A5 ILDEH

[Oracle Data Processing Agreement)] B34 5% LA ExaDB-D 2L A S ILDHY—ERIZEETET—2 5 EN LK SIZE
B, RE BLURETINEHRATIHOT, REEENFET,

EEM T — 2 Rk
X T4 ETFMER

EEEIE

AT NEEBLUVEEEN

" https://www.oracle.com/cloud /compliance /#attestations
2 https://docs.oracle.com/en-us /iaas /Content/ComplianceDocuments /Concepts /compliancedocsoverview.
htm

" https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf
4 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://www.oracle.com/cloud/compliance/#attestations
https://docs.oracle.com/en-us/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.%20htm
https://docs.oracle.com/en-us/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.%20htm
https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf

[Oracle Cloud Services Agreement]] &, Oracle Cloud Services TAIB SN 3B EHT— 21T 2RD L S HIEHRLEE
REBELET,

FEES K UFIREE
JERA=
aAVTUYDIRE
H—E XD L
Er7fa
ENCIEP
o EERLERE L VEER LI
OracleTrustCenter®l&, S5V WLDEF1) T4, AVTSIATUAR, T34, BLUBEEZNICET I 0TYIRE
RELET,

AS9NDEEELXI) T4 - RY—

TSOWMDEX1) T4 R)O—XAZTVINDHRNEREA SV LD EERICIRET 59— EX(ExaDB-D HY—E R EET)
DEADEFL)TAEBERNRELTHY ., HEBVCFEEEELE, ASVILDERE2 Y IITERASNEST, ThHDRY
< —I[&. ISO/IEC 27002:2013 (I8 ISO/IEC 17799:2005)#i#%& & 1SO/IEC 270012013 JRKIZEML THEY . SV ILADH P S
X T AEEDEHELRYET, ASTILNRELTVREEEX L) T BTCZIE, ROBHENAEENTNET,

B -5 EBBHERADT—2DHEZNE, T2 JUOTRAEORESXIE
AEDEF2YT4®

7 & A

2y bIT—OBEDEF YT

T—EADtEFxa) T 47

SYyTryTELIVENMIL - TRLADEF2Y T 142

WEY - BEMtEX1) T2

TS5 - Fz—rDtxal) T 1 LR

37 IVOHEHERTRY) —

AZDNIERY O—E LT, BEEDHEMZDOWT, YUTAhIL - Ry F - FyvIF—bEEEXF2 T - 753—FD
BE. AR F—JLET/ — . readme 77 A ILE LUV FAQ IZSBH SN -AELL L DEMBHREIRM LECG A 54 ST ILIE.
TRTDBEHEAFICRETHDIC. TRTOBERICRCEREFRBLET, ASI9UB00F ALKy F - T
TTF—brFEEEEFXF1)T 4 - 75— FIOVWTOEFIERNE LLIE T4 oA 4—1E8R) Z2ELROEEHRICEZEYTEHIE
ZHY FEA, REIC, 73V LIE, BHHSORBEICETLI7I T ITRIVRTAA k- a—F (FIEWEERTa—
R) OBREH B WIELERIFITOVEREA,

#4354 I)L® [Critical Patch Updates, Security Alerts and Bulletins]] 22— 1Z(&,  [Critical Patch Updates, Security Alerts and
Bulletins] TiThon=EFxa Y TABEDEHMOENYRAFEINTVET ., CHhIE. HLWI YT AL - RNy F -7y TT—
b7 RENAFY) X2 Tq - T3 bBETERBNY ) —RSNDLEEHFINET, 7T HILENZLZHIZRD
JUTAAIL - Ry F - Ty TT—rCRASNDETHEODIEATELVERGSINERBEDEEIZOVNTIX. #3591

" https://www.oracle.com/corporate/contracts /cloud-services /contracts.html#online
 https://www.oracle.com/trust/

¢ https://www.oracle.com/corporate/security-practices /corporate/

7 https://www.oracle.com/corporate/security-practices /corporate /objectives.html

8 https://www.oracle.com/corporate /security-practices /corporate /human-resources-security.html
9 https://www.oracle.com/corporate/security-practices /corporate /access-control.html

20 https://www.oracle.com/corporate /security-practices /corporate /network-communications-security.html
2 https://www.oracle.com/corporate/security-practices /corporate/data-protection/

2 https://www.oracle.com/corporate/security-practices /corporate/laptop-mobile-devices.html

5 https://www.oracle.com/corporate/security-practices /corporate/physical-environmental.html

24 https://www.oracle.com/corporate/security-practices /corporate /supply-chain/

5 https://www.oracle.com/corporate/security-practices /assurance/vulnerability /disclosure.html

% https://www.oracle.com/security-alerts /#CVEQOtherDocs
5 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://www.oracle.com/corporate/contracts/cloud-services/contracts.html#online
https://www.oracle.com/trust/
https://www.oracle.com/corporate/security-practices/corporate/
https://www.oracle.com/corporate/security-practices/corporate/objectives.html
https://www.oracle.com/corporate/security-practices/corporate/human-resources-security.html
https://www.oracle.com/corporate/security-practices/corporate/access-control.html
https://www.oracle.com/corporate/security-practices/corporate/network-communications-security.html
https://www.oracle.com/corporate/security-practices/corporate/data-protection/
https://www.oracle.com/corporate/security-practices/corporate/laptop-mobile-devices.html
https://www.oracle.com/corporate/security-practices/corporate/physical-environmental.html
https://www.oracle.com/corporate/security-practices/corporate/supply-chain/
https://www.oracle.com/corporate/security-practices/assurance/vulnerability/disclosure.html
https://www.oracle.com/security-alerts/#CVEOtherDocs

—..J _

FtEFaUTa 73— bERTLET, COT7 35— FOEREIX. [Critical Patch Updates, Security Alerts and Bulletins] ~<—
JICEEINTVET,

ExaDB-D i EDN I T I RDEFEHD., YVTA AL RNy F - Ty TT—hr - TERAAHFYIZRESA TV WNERELE L
T BGAIE. FREDYHR—F - Y XFLKNT My Oracle Support H—E R - Y2 TR FSR)ZZEIET HI LT, 1HHREAFT
ERGENHYET,

‘ANEEE
ExaDB-D [&. BFEHEA STV IDERTEELET, ExaDB-D DT TOA A 2 M. 2 DOEEEHIZH T ENET,

° BEHRNEETIY—ERBEHRMNEXaDB-D DH TRV )T avp—fELTIAY FA—LTEDIAVR—RY
8
- BEENAT I ERATEERETT (VM)
- BEHRLATIERATEET—HA—X-H—EX
o FISUINEEIDZAVIZFANIVF v BERNT I LRATESY—ERERITTHOIT. ATV LLHAFHALE
BAdd5/N—Fkoz7T
- BEEaz=v ~PDU)
-  THES(OOB)EEXRA vF
- RbL=—P Ry bT—FUH - RAYF
— Exadata Storage Server
¥ IEAY7: Exadata Database Server
177»#mﬂ?6777h avkA—jL-TL—r - H—ER
- PBEEROWebUI 8LV API 1242 7I—X
- —RICTUERAEEGY—ERETIV RRA U MOU Y T K - H—ER% L)
- TIAR—=PBITYERAEELT Y F7RA > ~(OCI Fast Connect % &)
- OUYFYIR-H—ERODF—47A+L—320EBMETSH00 557 FEENE
BEHE. BEFROY—EXADT7 I EREHIEL, ERLET. ChIZlE. OCHRBY TV K- Ry FT—9(VCNPFEANL
VM ARy hD—5 - 7O EX, OCl Ry b T—4 - £F2F4 - JARBE OCVCN 70—+ O5% b—HUR—Z
D ssh®12& D VM ~ADT Y 2 ADEREE. Oracle T—2RN—ZADBEAARTZ LD VM TEITHFODT—ER—ZADT IR
DEENEENET TIVNE, FIIVADNEBST DA UITFARIIF Y - AVKR—R bADT IR EHIEL, BER
LETATIVILDREY TIZIE BEHOY—ER(BEHD VM PT—AR—REET) T R T 2HEREHY FE A
R1IE ASVNEBEHENBSREEBEETONBEHHEICELEDH-EDTT, ML, TExadata Database on Dedicated
Infrastructure Service Description| 32 & ['Exadata Database Service on Dedicated Infrastructure - Explanation of Cloud
Operations Service (Doc ID 2875973.1)] BICE&EH I TWET,

F1RE|LEF

B FSONKERT DA VISR S IF Y PEBRNEET Z9—ER

) AVISRAMSOF Y. ZEBL BEHROY—EREHE BEHODOS, T—4~A—ZX, VM
avka—L-FL—, EHRNERTEDES BLUT7TVr—L a3 v DER
N—RY T FEE, AA YR—bT 52004
%, BE VIZRNITVTFYD
A At

T https://docs.oracle.com/en-us /iaas /Content/Network /Concepts /overview.htm

2 https://docs.oracle.com/en-us/iaas /Content/Network/Concepts /securitylists.ntm#Security_Lists

2 https://docs.oracle.com/en-us/iaas /Content/Network/Concepts /ven flow logs.htm

%0 https://docs.oracle.com/en-us/iaas/Content/Database/Tasks /exaconnectingDB.htm

' https://docs.oracle.com/en-us/iaas/Content/Database/Tasks /exaconnectingDB.htm

32 https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/exa-service-desc.html

3 https://support.oracle.com/epmos/faces/DocumentDisplay?id=2875973.1
6 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/overview.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm#Security_Lists
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/vcn_flow_logs.htm
https://docs.oracle.com/en-us/iaas/Content/Database/Tasks/exaconnectingDB.htm
https://docs.oracle.com/en-us/iaas/Content/Database/Tasks/exaconnectingDB.htm
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/exa-service-desc.html
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2875973.1

AOITURD A VVTUMDEEREZE REEGL EBLELD TSy b BEHEOT IVS—23 014>
B L RR i T+—LICEETSH T FOEEEfRR
ART R LIS SPAAZET ROy
Ry FEHR N—FRKDx7. laaS o> ZHHL Exadata Database T+ bk A VREVAADINY
FO—JL-Y T DT, Service on Dedicated F &
NAIR—INAHF, BLUY Infrastructure M * > =2k
TSV LHEET LR FURMIET B F¥a
AVISRANIIF ¥ - AU NCERL-ER
aAVR—3R2 b~ADFh a] & %2 /8 v F (Oracle
B/% FE A DB/XyF-tv r7x &)
DRF—UY
NYGTFITE AVISAMNSOFvE ZAHL BEHENT I EATE Oracle R4 T4 TFE=IFH—FK
R KT avkeka—jL-JL—v BETHDOVM DR /S—TF 1 ODBEELER LB EH%
DNy YTy TEHN Dl@aST—E2DAFyTay bk
). PEHED VM OFE JINy Ty FEY AN
54
959 F Y AVITS5REFUF v My Oracle Support SR ~DxiE & iR My Oracle Support (MOS) %4+ L
H— HITRH YT a DM (MOS)EH L= SR 1= SR D=
REICBEE L 7= SR ~Dxt DEE
it & iR iR

EXADB-D Y—ERXD7—F TV F+

ExaDB-D H—E X%, BEHFNEIR L1 OCl T—4 - 24 —I[Z#H % Exadata Database Server # & U Storage Server D%
DSYIIZELZN>TTIOA EINET, ExaDB-D T v ¥ (I, #Z#M 7 Exadata Database Machine DR TH I UR—*
Y hEOUVON ZHR—FF 272y FT—F T - N—FITTHEENTUVET, YEMNL Exadata T v 7 &Ry FT—F
DO AVIZRAMIOFRIE BHOT Y MEERBTEESINSEZENH Y £9, Exadata Database Server & Exadata
Storage Server £, BE—DTF > MEBH)EHATT,

BEHROT—ER—X - T—4F, OCl T—%4 - £ % —I[Z% % ExaDB-D Database Server & & U Storage Server TIREES 1
TWET, Tz, BEBDT—EAR—IXANDBEHDT7T IV ERFTTRT, $FHHIN EXxaDB-D T v I AN VM &T—2R—2X
ADT Y EREHA LIz y b= ERVCIN)ZN L THITHONET ., BEHED VWM EBEHROT—AR—XIZTIE2RXT5H
FODERIERAE. BEHARBEL. A2 FA—LLLET . KT, BEERO VM ET—ER—XDIFIET J LA (B&Hk
DVM FRL—F 4 245 « VRTFLTD root, Oracle T—AR—XTDSYS 5 E)EHE, ThOoDERIIAEFEALTVM
ET—ER—REREL. R)O—DEHORBBHICHET 2 ENTEFET, ChITE, T—Pz U bEA VR M—LT
BARL—TA VT DRTLBEUT—IRN—RDEEOTEZHBHRO X1 T4 BFHRA R FEESIEM)IZERZET 5.
ExaDB-D AV Ea— VM ARL—F 4 U5 -V RTLE KLU Oracle T—EAR—XLEBREDHZY—ILEFHALT. VM &
T—ER—ZADT I ERAGHETATUoT A T1EBETIGEDEENEFNFIN. CholZRESNFERA,

HEHIE. Oracle Cloud Infrastructure 3> —JL & REST APl #{H L T, ExaDB-D £ F—4R—X - H—ERZF 704
L. BELZET, BEHIL. OClIdentityand Access Management IAM)®*H—EXZNL T, 45 FEELD EE#EEEE~D
THOERAZHIELET, OC Audit?®*H—ER(E, OCl 2>V —ILE=ILOC REST T KR4 v MEHTHEUH Ih-. BT
BAORIRT 2T R TOEET VL 3 N(T—EAXN—RDERPCHIBRZE)D LI— FEBERICIRB LET . BFHIL. OC 18
259Ky hT—957% 4 LT, ExaDB-D OEEHRD VM *° ExaDB-D H—ERX ETEFTEINTNERT—EAR—X - H—
EXADRY bT—9 - FOEREZHEMLET, 7F7E VTV FBERMELEY—EREAVTTFUORTILELNH DTS
JIL-RFYTDEXaDB-D 41 VISR ZIF ¥ ~ADRY bT—9 - TO X EHIEMLET

4 https://docs.oracle.com/en-us /iaas /Content/Database /Concepts /examaintenance.htm
% https://docs.oracle.com/en-us /iaas/Content/Identity/Concepts/overview.htm
% https://docs.oracle.com/en-us /iaas /Content/Audit /Concepts /auditoverview.htm

*” https://www.oracle.com/cloud/networking/virtual-cloud-network/
7 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en-us/iaas/Content/Database/Concepts/examaintenance.htm
https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm
https://docs.oracle.com/en-us/iaas/Content/Audit/Concepts/auditoverview.htm
https://www.oracle.com/cloud/networking/virtual-cloud-network/

rybI—9-TJRvIR

B1I&.ExaDB-D D1y b I—9 - 7—F T F ¥ DTAV I REFEIZKR LI-HDTT , ###llE. Oracle Exadata Database
Service on Dedicated Infrastructure Technical Architecture ] B8R KF 2 A > MMIEHINTWET . BEHENT IV EATE,
BEHEN IV FO—LTEHAVR—FR U FEIFETRLTVWET, A5 VUM EEL. HEDSEKRERE—TFY DY
R—R U FEIFTRLTVWET  ASVILNEEL.OCU T2 FRITHEESNEA VU ITRA IO FrIEHETRLTVET,
ExaDB-D Database (DB) Server & & U Storage Server (R CTHR)&E. DSz LA VY2 EEB Ry rT7—Y(EAL{FTHER)
EFNLTCHAEERGEINET, BERY FT—ID0BEHRDISATUR Ry NI—0BLUNYITYT -y bT—2
ANDEEORY NT—D - TOEREEELEFEA,

Backup VCN
. ] Ve M -
S g L] (oetiatea L Client VCN CUStQmEf
Customer API/UI HE Services
Ay in
Acic: > L el L5 CustVM Customer
Customer %] Tenancy
Tenanc St
y W{mﬁLH”
—{ ] |
w .
= smf:::;t:rm ‘ g (1) bondethO for client VCN
E x —1_| (Dedicated) | &ig (2) bondeth1 for backup VCN
g:ng Storage Network i () (3) ethO for admin VNC
Oracle Cloud = I L] ;s"..,ﬂ, | % (4) re0 for storage,/RAC interconnect
Infrastructure s < < (isolated through VLAN)
Control Plane 2 —f | Management Netwark =} (5) rel for storage/RAC interconnect
—H ﬁm] ~ (isolated through VLAN)
N
| LT e

& 1:Oracle Exadata Database Service on Dedicated Infrastructure D7 w f 7—2 « P—F 7O F+D T 0w oK

Exadata Database Server (&, 4§57 VN *y b —F 25 - N— ROz 7E#NLTOAU Ry hT—F 25 - AV ITSRES
DFXICEGEEINET, ASIVUDNEETEZAVITRA NI VFYRADRY FT—F2 5 - N— ROz 7(BEH*/TF > MHE
THE)IHFETTRL, BEHOY—EXADRY FT—% 25 - N— K917 (BEHR/TT Y FER)IEFRTRLTLES, BE
#IE. OCIVCN & LTEEZIh, WIC £ LTEEHDEREYT L UI(BEHD VMY YEL T EINTWNE IS4 Tk 2y
FI—OBLUNRNYI TV T2y TV N LT . BEHRORETS U(BEHED VM7 LA TEFTMESRY T —
JEGX. SRTAMEFERET 51=-0I1Z. Oracle Cloud Operations NEEBT 57 VT4 T/RA B VN HERTRESINWET, B
BRLG Ry FT—5 - YU OBENREE L=15E. OracleCloud Operations [ZHEL 1 AN FIEZEITLTHRY FT—0
HEERELET, ChIZKY, Ry FU—?@@JLH#FHM“%E%&‘*L%)%%%&") F9,

BEERDO VM (L SR-IOV TYVEV T SNIzA U E Tz —RABET IL—T 1 VT ETHHEVWTSAR— DA V2 —a%Y
2y FT7—9%AL T, Exadata X FL—YIZ7 0 EX LET(EBTERR). #ER7% Exadata Database Server 8& U
Storage Server [EZFNEFN., TEREACL—D - Ry FT—F 25 - ALY FORTADEARBMEMHA) (THO T4 T/REZ N
NEHREELTVET,

Oracle 7 57 KEEMb#AED—EFAY. Exadata Database Server M vNIC [CEESh-EEVCN LO NAT 7 KLXAZEAMH LT,
BEROVMIZT I ERALET(FTHRR). Oracle 757 FEEFEN L EBZHRD VM ADT I ER[E, b—9 U R—ZD ssh
ENLTHIEENET., BEHENBEIRTIEETI a3 v eI, BEHRO VM IZ7 IR T B0, —EILE—ED ssh
BRT7MNOracle 7 59 FEBMEICK > TERINFET ., 2FA%IE. V50 FEEMEICKY. DBCSIT—Y U hEBELT, &
EHDO VM TRHERY—ER - 7HD 2 boracle. opc. root 7 £)D~/.ssh/authorized_keys 7 7 A JLIZHEASNET,
HEMELIC&k > THERASNZ—BNERERE. BEHROT—4 - 24 —I2%H % ExaDB-D /\— K = 7 TEITH® Oracle ¥
ZOFBHEYI LD TICESTARY —ICHISN, TV 3 VORTRICHEESNFES, FEHKIC. —FFRIGABRBEE.
TOLaAVhETTdE. 95U REBEY I M ITICE>TH—ER - 7hHHY bHDHEHIBRENET,

EFHEDT7OLR  TCPR—FEE. BLUBEHOVMIZT 7O EATVWAETHO JAOEAO1—H—ID [ZDULVTEREA
Lf=R—Fk < 1) v%4 AN TOracle Exadata Database Service on Dedicated Infrastructure dt* 21 74 = 4 K1 ¥*TH

38 https://docs.oracle.com/en/engineered-systems /exadata-cloud-service/ecsid /

%9 https://docs.oracle.com/en-us /iaas /exadatacloud /exacs/ecs-security-guide.html
8 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecsid/
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/ecs-security-guide.html

BEhTWWET, TOHA Kl Exadata Cloud Infrastructure @t F a2 ) F 4 IZDUVTERBAL =4 D T, Exadata Cloud
Infrastructure ZIRET B=HDAR k + TS50 T4 RIZET DEHRASENLTNET,

ExaDB-D H—EXADEEHDT IR

HEFIL, Oracle T—42 X— X (DB)DIZHEM A E(TCP 7”R-— k 1521 TO OracleNet % E)EFRA L. BEHD I FARA
VDB EEHD VM TEITHODT—E2 RX—ZAM OCIVCN ### %+ LT, ExaDB-D TEf7H® Oracle T—2 X—X[ZT7 4
A LET, BFHRIEL. Oracle Linux DIZEMLHE(TCP R— k22 TD b—9 UR—ZD ssh 7 E)T. Oracle T—4 R—
ANEFTERTVBVMIZTIERALET, ©

OCPUD R —1) VT BRBI U (VM)I SRAEDEREWNST=A VTSR SO F X - aVR—R U FOEEBT7 Y 3 Ui,
OClayhkrA—)L: TL—UTHRACINTWNS IS FEEEEFIAL TEEHMNEITLET,, Oracle PaaS andlaaS Public
Cloud Pillar Documentation TRAXR SN TS 99.95%DH—ER TV TRAA LEYR— T R4 VTSRS FYEEL
TSUOIDNETT B0, BEFENA VISR IF ¥ - LAVY—2EETILEEHY FHA. BEFRIC(E, ExaDB-D
VISR FRICEET VALY, BERI—Cz v bEO0—FLTzY, ExaDB-D Y—EXTH SV N EET 51 >
TSRS FXICRLTCIZFANEERTNERLE T2 LIZVT 2ERIEHY £E A

HEHD OClIdentity and Access Management (IAM)#fifil &, BEHED VM & T—2 A—XIZxt L THEEHRMN Oracle Y 5 F
BELBEEERITTEINEIN. EDKSICETTEINEBTELET, BEHOVMIZIE, V57 FEBIEIZKS ssh 7Y
T AD#HEEAE ., Oracle Linux DBEE VA TLEN LERERM TV ERAHFINRESATVET, BFHKIE. LAVY—3 &
U4 TDYS7 FEFEIZED ssh TIERE, BBEHRD VM TOIT7A 7 24— IERICE->TIOVITEEY, =12
L. ShZET5 L. sshBATEEROMICT VLR TEILEDHD T FEFEHEENBMEL GG YET, COREE
[CIERDEDHEENET,

T—AR—=Z~D/y Fi#EA
Grid Infrastructure ~M/ Xy FEA
BEHRDVMOS ~D/\y FEHA
TSOINEETEAVISAMSIFAQEEET LD/ FER(BEHD VM TOH CRS BiEESIDREEIZ{E )
Database Server Infrastructure M3&70
VMY SR4% - /—FDEH
VMY S R4 « J— FDHIR

e Storage Server M3EHN
Oracle 7 57 FEFMEDT UV ERIE, BEHD VM EBEHRODT—IRN—ZAADT I R IZHEL—ERDOMEEE S EHRA A
IThIE, —EMIZEIRTEZET, Oracle 757 KEEMEIEX. OCPU DRST—Y) U5 ZETTBRIZ. BEHEOVM AD Ry +
D=0 THEREDHEELELFEFEAOCPUDRT—1) U H#EEIX. Oracle 7 57 FEEIMEIZK D EEHRD VM AD Ry KT —
J-TORRERSEHNATOYY LTH, EBICEMELET,

OClA VB IDT—ARAADERHODT IR

BEHIF, OClar bO—)L - TL—rADR— b 443 O https #EfEZNL T, OCl TF D959 KEHEH—ERIZT
JEALET, OClarv rO—)L- TL—rlF, ROBEBA AT —RZRH®ELET,

Web 1—H— - 4242 71 —ZA(WebUl) - BEIFFERTH S 3 > TER
Oracle ¥ 5™ K+ & x )L - Oracle Cloud Infrastructure 3 > — )L CEEFRATZ % Linux > T/l
e OCaTURIAY A2 T—R(OCCL) - BEIEARL—T 42T - SRATFTL -2 DTOY S LMK
7Y arTER
e RESTAPI(OCI Y7 bz T7E%EXw FOCISDK)) - BEEXT7 TUr—3 3 Uii&THER
OCl Terraform FH/3A 4%% ExaDB-D OF O A L EMIFERTEE I, Hashicorp Terraform Y 7 bz 7D KX A
b &, Hashicorp WO AFTEET, 4

40 https://docs.oracle.com/en/engineered-systems/exadata-cloud-service /ecscm/ecs-connect-to-service-
instance.htmI#GUID-53DE1ED5-96D92-4F7F-B57F-4EF8D0O1FCDCB

4 https://www.oracle.com/assets /paas-iaas-pub-cld-srvs-pillar-4021422.pdf

2 https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs /terraform.htm

“ https://registry.terraform.io/providers/hashicorp/oci/latest/docs
9 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public

= —


https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/ecs-connect-to-service-instance.html#GUID-53DE1ED5-96D9-4F7F-B57F-4EF8D01FCDCB
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/ecs-connect-to-service-instance.html#GUID-53DE1ED5-96D9-4F7F-B57F-4EF8D01FCDCB
https://www.oracle.com/assets/paas-iaas-pub-cld-srvs-pillar-4021422.pdf
https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/terraform.htm
https://registry.terraform.io/providers/hashicorp/oci/latest/docs

TRTDEEA V2 T —X~ANDT Yt X(E, OClldentity and Access Management IAM)D7R 1) & —Z 5 L TEEHNFIH L
FT, BEHDNEETDITATUTATAIZ. UIIRACSINETHI LI VERTTIERDHDIGEE. TOTHI V3 UIk.
#Y)7% ExaDB-D AV R—# > MIRD &S ITRBENFET,

e DBaaSUI/API A%, https BEHTU Y IR +E#DBa>rbO—)L FL—VIZREET D
e DBarvhO—)L: FL—UM, YH I X % REST API #2H T ExaDB-D MEIE VCN [ZEET S
BEFROWM DT —EAR—R-HY—ERDT IV RERELT ST avE. 003y ka—L-TL—
SEERDBI—U 1Y FORDLF 17 HEEMTLSEH T, BEHO VM OLTAD, £iFTAT(f&
ZIE N=T - SUVICIERRA4DDVMAHY FF)TETIN TS DB I—J Y MIEESIET,
Z O mTLS ##E(E. ExaDB-D S v VAN T4 R—b A 22— b XY FT—0ENLTEESHh
TWETBEHEOVMTEITINTWSY I b7 - TOERDKR— k-7 b1 v 49 XHTExadata Database
Service on Dedicated Infrastructure Dt ¥ 'JF 4 - H4 F] “ToEShTWHETS,
- BEHOVM ADTHIERAEBHELELT ST Y L3 vId Exadata Database Server b 79 2R TE S8 EH
DVM EDNAT 7 RLRELTRESNTLIRHERRY FI—V AT, F—Y UR—XD ssh &{&
ALTETSNFET . A sshBIE—BNLEZLOT . EEHENIFUVE LEZEET I V3 VDEOHIZERK S,
HEHD VM T oracle, opc. grid & root 1—H—0 authorized_keys 7 7 1 LIS hET,
W sshBIEI—BNEELEDOT, BEHFSTUELEZEEBTI L aV0EOICERSI,. BEHEOT—4 - &
VA —|ZH B Exadata /N\— K T 7 TEITHD Oracle Y59 FEMEY T Oz F7ICL>THAEY —IZH
MEhES,
- AVISAISIIFY-AVR—RU ADTIRCREDELTETI AV MBERIY FRA > MExadata

Storage Server, Exadata Database Server 7z E)~NDRNEEE Ry FT—UHT, =7 UR—XD ssh &
FRALTRITSNETS,

TI2VNWEAVITTRARIIFr EBBEHROVM A VER— Y FOBRBICHERSNDMWE ssh b=V V&2 EHEL. QY bO—

WLEF, Thodh—o 2k, OC ar bE—)L - TL—VIZHSh, RESIET, A VISR LS IVFYDL—D Y

[F—ETHY. AT FRTYF ¥ a2 R—F> (Exadata Storage Server, ¥R 7%; Exadata Database Server, X kL —

TRy RT—DRAVTFLRENDT IV CADHERBLET  BEHD M OT—ER—ZADT7 7 X FRELFEE A,

BEHEOVM D F—Y VIIBEDEET7 V2 a VI LT—ETHY.,. BEHRDOVM ADT I RADAERBLET,

AS9VMDA VTSRSV FER

452 JLIX. Oracle Support K31 A > | 2875973.1 (Exadata Database Service on Dedicated Infrastructure - Explanation Of
Cloud Operations Service)®IZR T & 3 2. BEtREIT > T, AV NICK 2R UM ARG E LTS — b EERLET, £359
JUIE. ExadataDatabaseMachine 75— bk - A h=X L% L T, Exadata 3> E 2— ~(Dom0). Exadata Cell. Hv k77—
D R4 FELVAY A= TL—2 - H—N—(CPS)EZEBL AV IFALIVFv - LAV—ZERLFET, /—FD
A%, TARIDOFIAKRE. XY bT—0 - TINARGEICET 2 BMDERNELEINATLET,

TS IE. ST L BN TTEETIZARLINT A —T R A MY IIEEBERLERA, -EZIE. 75via-Fvy
CADFERE. 10 DFEARLGETT, 759 LIE. X E VM, CRS., ASM, T—ER—Z4, X k 0S TETHOZF DIt
DYIT Y T7EEBLEEA., YA F VM, CRS/DB R EZ BRI L2EEEEEHNEVET,

ExaDB-D 1 Y 7SR RSHF¥ - AV R—FR RE. O tA—)L - 7°1/ VDEBRY—N—ICA VTSRSV FE
ARy (IMM)Z LAR—k LET, Oracle Support (&, ExaDB-D DERENEIRERTFERDEL SICETLET,

e OracleCloudService 1 75X LS9 F v -aViR—32Y bOBEERICKY. A VISR SV FYERA NI Y
J(IMMBNOCl oy bA—IL - TL—UDERY—N—(TEESNFET,
- YN —LDERE. FIATDRT—RRRE,
- FTRTOEHRT—H2DOFEME. TAuto Service Request Qualified Engineered Systems Products] “° TR &
NTWET,
e Oracle Support (&, BESfRT—2 &0 LT, EDA AN FOBELNBELIEFHIE L., Y R—k - F47 vy FEHERL.
YiR—b - Fory bz OCUHYR—F - RE2YITICEIYETET,
o FHYIIEIYLETLNDE, CloudOps HiR— b = RE2 v TITHERNEZ bW TRES N, BEBELEYR— MMTEE
ElmLET,

44 https://docs.oracle.com/en-us /iaas/exadatacloud /exacs /ecs-security-guide.html
4> https://support.oracle.com/epmos/faces/DocumentDisplay?id=2875973.1
4 https://docs.oracle.com/cd/E37710 01/doc.41/e37287 /toc.htm

10 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public

= —


https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/ecs-security-guide.html
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2875973.1
https://docs.oracle.com/cd/E37710_01/doc.41/e37287/toc.htm

mEHY I bz F - Ty TTF—+

Oracle T—% RX—R. GridInfrastructure, ELUVEEHFD VM AR L—F 1 V5« VAT ALIZHT 2IZHEDO LR/ KL -
INYFIE. A5 LICk oT OC Object Storage IZRT—U U5 anEzET, MPEHILDOY I LIz 7 - 7Ty TT—hE B
BEHREATIZISY FEEELI—Y— - A V3 T —RIT—EBRTIN. ThoD/y FO@ERAIE OCl DY—)LERY) >—%
FRALTSEENAO Y FO—)LLET, Ny FIE. 5V ILMNEET S OC Object Storage Mo BEET VA SNET, @
T E DRy FIERIE. I S 2 )L [ Critical Patch Updates, Security Alerts and Bulletins |47 T2 it & 11 E 97, My Oracle Support
K32 4> b 23332221 @ lExadata Cloud Software Versions| *81Z, ExaDB-D CERAIRELRES LUBEDY T o7 -
N— 3 VBT RIEmATEH SN TULIET, Oracle Cloud Infrastructure M * 7+ U RIZET S KX a4 v MIZlE, 41V
TSARSOFYEHFITOLRIZDODNTOEHRBEMAH Y. [Exadata Cloud Infrastructure X T LD/Ny FERBLUEH K
Fa A ROIZIR, BEHD VM, Grid Infrastructure & U Oracle T—2R—R - YT kI 7ICHT 2 EEHNEET HE
FITAERIZOVWTOFHREANHY 5,

AVISAIF Y -AVR—RU MDY I VT - TV TT— I BEDVY I+ YT - 7y TT— FTOLEMEIC
[ECT.Oracle 757 FERNMEEASVILDR A Y TITE>TTFTOAS SNEFT 7 v T T7— I ATEETH NI, Linux ksplice
BEDY—IEFERLT, ETFOVATLAICEV VAL LG LTHERINETS, 7Yy 77— FOBITIVR—R2 FOBIE
BNBRELGEEMEEH LD/ F ARNY FTIE—RITY) ATV ILIET U R—2 > FOBEEE) % Real Application Cluster
RAQDA—Y U TAXTEFITLT, 7y 77— TOERTOY—ERDARAKZRERALET.

ARExXa)T4 - AX % BLUVT7YTT—F
MEBATEDA VT FURE—HEIZETENDZEX 1T A - AT F oA BEELEX 1) Ta Ty T T— FDARER
BlZfThh, CVSS Ra7H 0 #BZ 5HBHEDEEESATVET,

XU Ta AUTFURG BEICELT, EAD B BLYRICIEES 21 BREOHEFIZERT L SICRZPa—)L
SNFET, BEHIE. ARA VT FUREBOBBEEY 7 BLULERIC, AT P1—ILEDBMZZITRYET, ARAVT
FURF, BEIZSE LT, BIBROROBIZRTDa—ILLEETIENTEEFT, AREXaU T4 - AVTFIURITIE,
ITNETOADRAF v U TCHESNEZTRTOEF 21 TARBEDBENEENET T —IR—R-H—1N\—DT7 v TT7—
kA Ksplice 79/ APS—IZ&>THUSA VTHEHASNDDIZH L. A L—2 - H—N—DF7 vy TT7—rEIO—) U 5AK
THEAINFET, Oracle BBA VISR NI IF v - AUTFUROER) SR FFa1 A2 22, ExaDB-D DA T+
RERTDa—)ILLTETTEAENFLLEBEHEIATOLET,

YVIboz7 - 7YvITF—rOEF2)TF4 -2 bA—L

FTRTDY I b 77 v FF— k&, Oracle Software Security Assurance Practices®(C &k > Ta > b O—)LEhFEF ,Oracle
Software Security Assurance®* M E#EMN ExaDB-D V7 bz FZICHEASNET, £S5V LIE. VI LI 7HE. VI bz
TDTAMERERE. BEUVEXaDB-D DV I D7 - AVR—RU bDT IO ALY MIHWNT, BESESEEBL T
WEY,

widi:0k5R

ExaDB-DY—ER[FX. BEHDY—ERET—EAR—RT—REFET7I AL LIERET DL S ISR SN TLWETS,
ExaDB-D H—ERXTld., 77 tRHHET IBENEEHREASVILOBTHESINET, BEHIE. BEHEOI—EXR,
T—RAR—RBIUVT—EIR—RT—EADT I REFHLET AT NEASIILDNEETEIAVITSANTIF ¥
AVR—R bADT I EREHIELET,

47 https://www.oracle.com/security-alerts/

8 https://support.oracle.com/epmos/faces/DocumentDisplay?id=2333222.1

4 https://docs.oracle.com/en-us /iaas /exadatacloud /exacs /exa-conf-oracle-man-infra.ntml#GUID-C4301E26-
E809-438F-96D7-9C6BBO2FEA7FE

50 https://docs.oracle.com/en-us /iaas /exadatacloud /exacs /ecs-patch-update.html

> https://docs.oracle.com/en-us /iaas/exadatacloud/exacs /exa-conf-oracle-man-infra.html#GUID-A2008207-
3683-424F-9279-F632BF4C9076

52 https://docs.oracle.com/en-us /iaas /Content/Database /Concepts /examaintenance.htm

> https://www.oracle.com/corporate/security-practices /assurance/

>4 https://www.oracle.com/corporate/security-practices /assurance/

> https://www.oracle.com/corporate/security-practices /corporate /access-control.html
1 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public

. v,
R


https://www.oracle.com/security-alerts/
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2333222.1
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/exa-conf-oracle-man-infra.html#GUID-C4301E26-E809-438F-96D7-9C6BB02FEA7F
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/exa-conf-oracle-man-infra.html#GUID-C4301E26-E809-438F-96D7-9C6BB02FEA7F
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/ecs-patch-update.html
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/exa-conf-oracle-man-infra.html#GUID-A2008207-3683-424F-9279-F632BF4C9076
https://docs.oracle.com/en-us/iaas/exadatacloud/exacs/exa-conf-oracle-man-infra.html#GUID-A2008207-3683-424F-9279-F632BF4C9076
https://docs.oracle.com/en-us/iaas/Content/Database/Concepts/examaintenance.htm
https://www.oracle.com/corporate/security-practices/assurance/
https://www.oracle.com/corporate/security-practices/assurance/
https://www.oracle.com/corporate/security-practices/corporate/access-control.html

BEERDT Ut A#fiH

BERE. 3TEEOHBEZERALT. BERO VM, T—E4R—RABLUVT 2 D7V R ZHELET,

e a—Y—FBk
- OUHY—ERIZTVERTHHDEHKIHA
- BEHOVMARL—FT AT - VRATFLET—HIR—REEBT NI bADEEITHA
- THAAR=R A—Y DT —ER—RET—EAR—R - T—HIZT YV ERT B ODEEIH
e RXYRI—Y-FTHER
- LAV 2BLU3TOEEHRDODVM ADT I EREHIET 50D OCIVCN EtFa T4 - JR T+
- BEHOWM ARL—F 425 - VRFLE Orade T—AR—RIZEEINRY L T—H - FHER -
JL—IL
* THAAR—RESL
- FTIUE—=2 3 ohbT—ER—ZAADEEL
- A—Y—K4\EE D Transparent Database Encryption (TDE)*’

ExaDB-D Y—EXTOEEHRDT7 Y X HIH

EEHIE. OCI BEMEEN LT, BEHEMEIRLI-0U J—2 3 >M OracleCloud 3> bA—JL = TL—2AD https &%
AT HET, EET7HOIVERTLET ., BEHIL. 0CIdentity and Access Management (IAM)® D &K SEEA 2 L
TSN, BEHRDT I avid, BEDY V—RITH L TEERMNER L= OCIAM OERICE>Tar hO—ILEhF
To BEHRDI—Y—IZ, VIIRISNEZEEBT7I23VF3—45y b JY—RIZHLTETTIERIHIEE. VY
IR bSINFATDRIE ASIUNTY FO—ILTEH—ERXDVCN [T&k > T, @4 ExaDB-D a vih—R Y MMIEES
nFEJ,

BERET—AR—X - 7T r—2a vk, BEHEOVMIZT7Z2 vF Shif-OCIVNIC 4+ L T. ExaDB-D TETHDT—
BR=RIZTIEALET, T—ER—REFRL—TFT 42T+ VATLANDT I AL, BEHRNEET SERAHAEEA
LTithbhES, *°

T—43 X2 ) T4I120T 5EFROHH

ExaDB-D [&. BEHMNHAT 2ABTT—FZREL. TELGFEANSCT 2 EFHILENTEDLSICHFASINTLET,
Zhlz& Y. OracleCloudOps MAZ Y INEBEHDT—RIZTF I EATHIELFIEENET, ExaDB-D A VTSR MSY
Fr . BEHRO VM. EEL U Oracle T—FR—RDT—RICHTEIRET IV ERAEHC LSRG EIN=EF2 ) T4 /ARITIF,
TR EENET,

o BERIL. ARITEDIFHE(SYS, SYSTEM B E)A—H—DR L BFHD T —FIR—I~ADT U 2 RIZHT 5H#H %
BRELET,

o BEHIL. LTS OHEME(root, opc, oracle, grid B E)A—F—DEEEBBEHDT—FR—IA~ADT 7RI
I 5T HRmFLET,

o BEBDODVMADTIERIF. BEHD VM ARL—FT 425+ SRTAICE>TRIIZERINET ., BEHRIEC
noDOJEFIATE. BEENBERLZMEOEF ) TABERAAY FEESIEM)C R T AISEETEET,

o BEHIL. Linux A—FRILEEE LY., Exadata MERZMAELY LELWHEY, FENERI—C 2 Ot
FarUTAHHEBSBEHRDOVMARL—TFT 425+ SRATFLIZA VR M—=)LTEFET, ©

e Orade T—AR—ZXADIy bIT—VEHKIL. 757 FEEMLICE > TEHHMIZHER SN % Oracle Native Network
Encryption IZ& > TRESND L SITEFT SN TLETS,

° ExaDB-D M B &b & Y. Oracle Native Network Encryption AR ENET ., 457 ILIE. BEHN Z O#HH
FHIF IO L EEMCHELED,

>"ExaDB-D MBEE&EIZ& Y. Oracle Transparent Data Encryption (TDE)AWER S hET, 57 /LIE. BEHH
CORHZHIZFT AL EREELES,

%8 https://docs.oracle.com/en-us /iaas /Content/Identity /Concepts /overview.htm

%9 https://docs.oracle.com/en-us/iaas/Content/Database /Tasks /exaconnectingDB.htm

OFSHLIE, $—KS—F 4 - YT FH17% ExaDB-D TTR FFBHZ LY R—rTBIELHYEEA
BEHKET. H—FKNA—F - TJONASHABHDOY T b7 % ExaDB-D TTRAMLIBEEL TR 2 & Ff-5—
RKIS—F 4 - TANAEREHDY T b9 T 7% ExaDB-D THR— b TEBIEEY—KIA—Fq - TONA S
IZX L THRTILENHYFET,

12 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm
https://docs.oracle.com/en-us/iaas/Content/Database/Tasks/exaconnectingDB.htm

e Oracle A —H—KREEHDT—H XA—X - T—4 (&, Oracle Transparent Data Encryption (TDE)#IZ &k > TRESI N ZE
E
- ZOfRIF. 777 FEEMELICE > THEMNIZER S, BEHEROVM DT 7ML - DX TLICEMRSIATL
B, INAT— R CRESNEZPKCSR2 I+ Ly b T7AILICHEIASNET,
- BBEHRIE. v+ Ly FONRRT—FEFERAL T TDERBBEB~AOT7 I X EHIELET,
- BEHIX. TDE v R4 —##% OC Vaultt'" y—E R ZBE L TRETEET
e Oracle T—HR—X « YT b1 7DHRETH 5 Oracle Database Vault?Z B EHMER L T, T—E2A—XEHE
NA1—H— - T=HIZTIERALBVKSICRET LI ENTEET,

BEh, LED, REPOT—2EZRET S50 OHH

QO

FR
Q,

Named User

¢ Oracle Native
Server/0S Network Encryption

Instance

Customer
VM

Exadata
Database Server

R
=)
%

Exadata
Storage Network

44— Transparent Data Encryption

Exadata
Storage Server

H2F. AVISRMSOFVOBEHFDOVM DA VKR—RY MIT7I9ERTERA—HF—PYIT I T7HLBEHRDT—
AMNTHOERAINGENESIZBRET S, Oracle T—AR—IXHADEMDO#HHE EZRLTWNET,

e Oracle Native Network Encryption®®
e Oracle Database Vault®*
e Oracle Transparent Database Encryption (TDE)®®

®" https://www.oracle.com/security/cloud-security /key-management/

®2 Oracle Database Vault [%. Enterprise Edition Extreme Performance @4 J X% ) 7L 3 vIc&ERTLET,
Bring Your Own License (BYOL)DH TRV ) T a VIZIEFEFNLTLWEE A,

%% Enterprise Edition Extreme Performance @4 J X4 1) < 3> & Bring Your Own License (BYOL) DY TR 4
DT avIicEFENTLET,

%4 Enterprise Edition Extreme Performance D% 72421 T 3 VIZEFEFNTLVET, Bring Your Own License
(BYOL)DH TR ) T 3 VIZFEENATVEE Ao

% Enterprise Edition Extreme Performance @4 J X4 1) 7% 3 > & Bring Your Own License (BYOL) DY TR &
DT avIicEFENTLET,

13 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



Named User

Oracle Native

y Network Encryption

Instance

Customer
VM

Exadata
Database Server

Exadata
Storage Network

44— Transparent Data Encryption

Exadata
Storage Server

E2:BEH, MBS, REDDT—Z FRET /=0 D]

Oracle Native Network Encryption

Oracle Native Network Encryption (&, 77U 4 —3 a2 & Orade T—2R—R + f VRA VAN TREDDT—2 %1EE
it L. ExaDB-D M BEEEICk > THER SNz T—2 XA—XMITIZBEIZHERK S FE 9, Oracle Native Network Encryption A%
AMZHE-2TWDBIGE, BEHOT—REIBEILIND=H. Py y bEf—H Ry b=y FEBERTESZ(VTIR
FSOFY - AVR—FRVMITIVERRTETCH, BEHRDOT—HIZIET 7 X TEFEE A, Oracle Native Network Encryption
B FEUTLS/SSL D FF 21 A2 ME, & Oracle Database N—2 3 VHITOEF 2T 4 - HA RTRBEShTWET, &%
I£. Oracle Database 19c M5 & &, https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/configuring-
network-data-encryption-and-integrity.html#GUID-7F12066A-2BA1-476C-809B-BB95A3F727CF 58 L TL 2 &Ly, ExaDB-
D M™% 57 FE#EIL. Oracle T—2 R—REHKAD TLS/SSL #HRT 51=HDA V2 T —REFRELELA BEHKIE.
BEHRDOVM [CEASNTZ0S DY—ILEZFERALTTLS/SSL 2/ ET A ENTEET,

Oracle Database Vault

OracleDatabaseVault Dt ¥ 1) 7 1 #ifllL, T—FR—REBEDT I CANLT IV r—ay - T—42%REL. 73
AN—BHEORBNBEGHICHETEDLSITHREFSNTWET, M ET TAATDHIELET. T—IR—REEEIZELDT T
Yr—a T—A~OT7I2RETAYI L, EETELZNRADEAIZE > TT—E2R—IANBTORMZIREEZDID
O—JLCEFEY, OracleDatabaseVault Tl&, BIFEDT— I XN—RREZFAMNICRETE SO, IR FEHEROLNDT
TUr—2 a VEBRBNFREIZHY T, BFHIE. Oracdle T—4RX—X = Y7 bz 7DARIZ &K > T Oracle Database Vault
*EHRLEET 5EEEALVET . Oracle Database Vault ® ¥ 1 A > b &, HET—2 XA—X /38— 3 > ® [Oracle Database
Vault EEEH A K] CTARShTWET,

Oracle Transparent Data Encryption

Oracle Exadata Database Service on Dedicated Infrastructure (ExaDB-D)Tl&. Oracle Transparent Data Encryption (TDE)% {#
ALTT—AR—RXDRETDT—2%RELET, TDE[E. T—2EBLPL IR I —BELBTEBINS 2 BORT—

¢ Oracle Database 19¢ MIBE (. https://docs.oracle.com/en/database/oracle/oracle-
database /19 /dvadm/introduction-to-oracle-database-vault.htmI#GUID-OC8AF1B2-6 CE9-4408-BFB3-
7B2C7F9E7284 ML T FZ& LY,

14 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/configuring-network-data-encryption-and-integrity.html#GUID-7F12066A-2BA1-476C-809B-BB95A3F727CF
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/configuring-network-data-encryption-and-integrity.html#GUID-7F12066A-2BA1-476C-809B-BB95A3F727CF
https://docs.oracle.com/en/database/oracle/oracle-database/19/dvadm/introduction-to-oracle-database-vault.html#GUID-0C8AF1B2-6CE9-4408-BFB3-7B2C7F9E7284
https://docs.oracle.com/en/database/oracle/oracle-database/19/dvadm/introduction-to-oracle-database-vault.html#GUID-0C8AF1B2-6CE9-4408-BFB3-7B2C7F9E7284
https://docs.oracle.com/en/database/oracle/oracle-database/19/dvadm/introduction-to-oracle-database-vault.html#GUID-0C8AF1B2-6CE9-4408-BFB3-7B2C7F9E7284

XTOFNTY, T—ABELBEIREREEHZFRELTITN, BE—DT—4R—X - IRA—BELBTSy TehEd,
TR —BIIEEILENE=-T—E2DORHINT, T—E2R—XDNEBIZBIMENET, TDE YR 2 —#(%. PKCS#12 3%
HEOWNBIEN T 74 ILTHS Oracle Wallet [ZHEIITEET,

Oracle TDE ME#lI&. 31T L TLYS Oracle T—4 X—X M/\—< 3 > Advanced Security 4 KES8 L TL fZ& L) Oracle
TDE @ FAQYIZ(F. Oracle TDE D7 —F 79 F ¥ LXREICHT 2 L H2EM~OEESAB SN TVET,

ExaDB-D T® TDE 30 5##fl (% . Exadata Database Machine DEEE b —E RBIZfHd 5 KXo A > MIEBEHIAhTLET,

OCI Vault £ L = ExaDB-D [[] [+ Oracle TDE

ExaDB-D [&. Oracle Cloud Infrastructure (OCl) Vault ¥ —ERX LA SN TVET, BFHKIL. X2 ) T 1 KFIDEIEARK
HENBZVRATLATDEMDBEFRE LT, BEHD VM 2B S TLVS Oracle Wallet TlE#:< . OClVault ##AL T
TDE B% kR LEETEET, OC Vault IZIZRDFIELAHY £5,

o T—AHAR—R-HY—EREEHDN—FO7EETTDEYR4—##Za> tO—)LL. EE

o TAMMNELC. MAKIZEBNIzY*—T F - 4 —E X(Z TDE # %K

o EINIFMIIBIZA(FIPS)140-2 EXa ) T4 - LRLIDEX21) T4 REICEET S/N\—KHIz7-EFa)T4 -

E£21—)L(HSM)T TDE % 13:&

o TDERROA—T— 3V EBBLREOEZTZEBMICITV. 32 TI347 R ERFID=—XIZxG
HEHMN ExaDB-D ) TDE % EHEI S(21E. TJ Vaut ¥ —ERIZF7 I ERAL T, BELCREZERT ILELAHYES, &
AT HEEEROTILT ) XLILAES-256 THAHABENHY F£9 . RIC, Vault TREEET H-OITBRELRIAM KR —n
HMESNTWSILEZHRTILELNHY FT, FIREGHLLELIINSDFIENET LIz5. BEHRNEET IETHRESN
fz Exadata T—2XN—X #{EK TEFJ, OracleDatabasellg V) —R2(112.04) & YEBRDT—2 X—XDHMYHR—FEh
TWEY,

Oracle Key Vault (OKV)#% & A L f= ExaDB-D [[](+ Oracle TDE

HEFRIL. ExaDB-D T—% N—X %, Oracle Database EEDT=HDHE—DEEEY ) 21— 3 THH Oracle Key Vault
(OKV)IZ#81T79 B Z L £BIRTEFE T, OracleKey Vault &, K T16 D OKV / — K%, thEBMIZHEEIN-T—4 - &>
4 —45>0racle Cloud Infrastructure (OCI)IZE =N SR EE Y T X FITIEBMT 5 Z & T HROMBBTILZRI AN EEER LFT Oracle
KeyVault IZ& Y. TDE REDT R THT—2RA—R & BB S iz GoldenGate FE8F 7 7 1 JLIZ, GG A >S4 VHE
EHEENRBINET, M TERSINREIRYADEEEBYOK) LIREEINET,

455 )UIE, ExaDB-D L TEMET 5T — 2 N—RADHMEF— - A 7 & LT, Oracle Key Vault (OKV)Z2ERAT 28 EH5Y
R—rLTWEYT, OS ARXEFEAL T TDE YR 2 —##% OKV [Z#1T79 5 FIEIE. TMigration of File based TDE to OKV for
ExaDB-D Using Automation via REST (Doc ID 2924192.1)] "° TSN TLVET,

OKV H—/N_—hAMEATELZMESIT OKV KT R —BESEREY v v 2" 2FERALT. T2 X—R2BBSELF T3
EHYFET,

BEBRO VM ADY T FEMEDRY FT7—2 « 7O RIZHT S
Oracle 7 5 FEEMEY I bD T T7IE 2 DDT IV CRAETEERDT—EAR—REBEHRDO VM IZTIEALET,
o KR—F443 TOMTLS BFEEZEN L T. BEHRD VM TEITENTLVS OracleDBCS T— =2 bAD RESTAPI 01—
IWERT
o U UR—ZMsshZMNLT. HFEI—F—(root. opc. grid. oracle)l LTEBEHDOVMIZEFT7IZATA
>

7 https://www.oracle.com/database/technologies /fag-tde.html

%8 https://docs.oracle.com/en/engineered-systems /exadata-database-machine /dbmsq /exadata-security-
features.html#GUID-FASA2A69-AEFC-4FE3-959A-A6E584BD1F4F

% https://docs.oracle.com/en/database/oracle/key-vault/21.2/okvag/okv_intro.html#GUID-0D169EB8-C355-
459A-9ABD-325CA5B46DD0O

70 https://support.oracle.com/knowledge/Oracle%20Cloud /2924192 1.html

" https://docs.oracle.com/en/database/oracle/key-vault /21.7 /okvag/security objects.html#GUID-27DA6A5A-
E405-4394-BD0OD-C2B213391426

15 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public

= —


https://www.oracle.com/database/technologies/faq-tde.html
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsq/exadata-security-features.html#GUID-FA8A2A69-AEFC-4FE3-959A-A6E584BD1F4F
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsq/exadata-security-features.html#GUID-FA8A2A69-AEFC-4FE3-959A-A6E584BD1F4F
https://docs.oracle.com/en/database/oracle/key-vault/21.2/okvag/okv_intro.html#GUID-0D169EB8-C355-459A-9ABD-325CA5B46DD0
https://docs.oracle.com/en/database/oracle/key-vault/21.2/okvag/okv_intro.html#GUID-0D169EB8-C355-459A-9ABD-325CA5B46DD0
https://support.oracle.com/knowledge/Oracle%20Cloud/2924192_1.html
https://docs.oracle.com/en/database/oracle/key-vault/21.7/okvag/security_objects.html#GUID-27DA6A5A-E405-4394-BD0D-C2B213391426
https://docs.oracle.com/en/database/oracle/key-vault/21.7/okvag/security_objects.html#GUID-27DA6A5A-E405-4394-BD0D-C2B213391426

BEHOVM X, BEHEOVM ARy T —0%TAv I 5=HDBIMOT—4 REHH & LT, OracleLLinux M/
e D40 B)UT TRz TPERHLET, OradeLinux D774 7O+ —ILT#HS iptables Ff=I& firewalld %
BRI dE., LAV—3(PBLVA(TCPR—KM)TOavrA—)L - TL—rDT7HI+EREZTOVITEES, ARL—F 4
DU VRTLDITFATIOH—IILEBELT, BEOEX1) T4 ERICRETEHILEETEET,

T7ATI+—IBEDY—RXIP 7 ELREEETHE=H12, L LEBEHEOVM ADIY FA—L-TL—2DTF7 IR
70V 0F5EBMTEEROVM DI 7A T IOA—IERETRA T 3202, BEHENAVITISA LS Frv - aViR—
FRUMIEETICRTEHLETEFRARBELGRIFATIA—IL L—ILERHETDICZE. L LLEEEHFOVM DT 7
AT+ —ILEBRIREICEHE LTI A= TL—2DTF7 7R ETO VI $ 52 L EHREET 5121%. Oracle Service Request
(SR)7O+tXZFEALTCoudOps IZY U TR T BBEAHYET,

bF—2 oR—Z D ssh #FA LTz Oracle ¥ 5 FEEMED X2 7HER T A V&, Kerberos BEFEEBRENHY FEA. H
ZHHY Kerberos L& BEHRD VM [ZRET S L& Oracle 7 57 FEBMEHEEED— I BEE LA KR SAREEAHY £,
TSV IIE BEENBERRD VM T Kerberos AR L—T 4 U5 - DRTLRBI AT 52 L&Y HR—FLTULWERA, &
NEITSE. V57 FEFMELEMCLE2HTT, Oracle T—2 X—XD1—H—FBEEAIZ Kerberos PRI KT 52 &
IXATRE T, ML, Oracle Support K& 2 4 > b 2621025.1 (Does ExaCC VM's Support Kerberos Authentication)* % S8 L
TLEEELY,

BERD VM ADEERDRAEZ Y IDT7 I R IZHHT S

BEHEDO VM ADT I R, b= UR—ZD ssh™Z N LTERITSINFET, BFHKIE. 0V TV K- T+ DERIEH
LI ZFERLT, BEHMNEET 520882 % opc 1—H—D/home/oracle/opc/.ssh/authorized_keys 7 7 A JLIZEMN
LET. 41 VR F—ILEn=2RBICEER T ONBBRICT IV LA TELISEHRDRAFI Y IIF. h—YU UR—XDssh &
NLTHBEHEDOVMIZT I ERTEDLSICHYET Orace ¥ 57 FEEILIX. P EHROBEE D RATLEHESNEE AL

HEHRIEL, OracleLinux EE#MEDHDTY/ OO —%FRAL TsshBEEETEFET,

Exadata V7 b 7 MD/3— 32 221.4.0.0221020 LIETIE. BEHRD VM (239 % Microsoft Active Directory (AD)3 & U
Lightweight Directory Access Protocol (LDAP):2:F %, ExaDB-D THEHMNELETEET, ExaDB-D (. COEHTDI 5™
FEEMEYR— bR LETA., BEHRIL. ExaDB-D OHEEHD VM IZEET Y A LTAD & LDAP 2RES 5 LT,
AD & LDAP ##mTZ 9, ExaDB-D D BEEHD VM DT v 77— +7°[% Exadata Database Machine DA A — - 7 v
T— k- TOEREFALTAA=—D - Ty TT—bELTETEINE L BLUVAA=D - Ty TT— - TOEALNE
EFED AD F121% LDAP OREICRIZFTEEIZDVWTIIEEZHENTRA ML, RIATIVLELAH S LITFEL TS AD
FLIELAP OERENA A= - 7Ty TT— b - TORRIZHE L TWEWMEEEX, /Xy F - YA 5 )LH(Z AD (L LDAP #
—EAICEDIE T EMEIBRL. /Xy FOERAKIC AD £-ILLDAP 2ETT 2LENE L ZAHEEAH S1=0. BEHKIICH
ERFEZHEEILITCHOILENDY FET,

T—5DEHZER <T=-HDHH

ExaDB-D T—%# R—2AN1—H—KFBEDT—4% (L. Oracle Transparent Data Encryption (TDE)IC & > TIREShE T, S
ftxnht=7—4% "c’]ﬁ/\lft T2 DEBHFEMMICEHBETHL-O. HEY AU v FEHY FHA . XEEFH#HREDoD)E E

RLLEBRERBINSA) &, T—2REIC AES BB EHRL TLET, 3#MIE. NSADHA FS54 277& NIST g8 & S8
LTLZEL,

FTIUONDEELFL) T BT ATVILDHRAEB LT SV BFRICIREST S 59 F -y —EX(ExaDB-D & &
L)X TAEHERMRELTEY ., REBVCFRFELGE 73 7LDERF Y IICTHERASIAET ., ChbDRY o—

"2 https://docs.oracle.com/en/operating-systems /oracle-linux/7 /security /ol7-implement-sec.html#ol7-
firewall-sec

3 https://support.oracle.com/knowledge/Oracle%20Cloud /2621025 1.html

74 https://docs.oracle.com/en/engineered-systems /exadata-cloud-service /ecscm/ecs-connecting-to-service-
inst.ntmI#GUID-53DE1ED5-96D2-4F7F-B57F-4EF8DO1FCDCB

7> https://docs.oracle.com/en-us /iaas/exadata/doc/ecc-update-exacc-system.html

76 https://docs.oracle.com/en/engineered-systems /exadata-database-machine/dbmmn/updating-exadata-
software.ntml#GUID-E6090FA9-13B4-4BEF-A28D-73BDC3729C58

7 https://apps.nsa.gov/iaarchive /programs /iad-initiatives /cnsa-suite.cfm

78 https://www.nist.gov /publications /advanced-encryption-standard-aes

79 https://www.oracle.com/corporate/security-practices /corporate/
16 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public

= —


https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-implement-sec.html#ol7-firewall-sec
https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-implement-sec.html#ol7-firewall-sec
https://support.oracle.com/knowledge/Oracle%20Cloud/2621025_1.html
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/ecs-connecting-to-service-inst.html#GUID-53DE1ED5-96D9-4F7F-B57F-4EF8D01FCDCB
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/ecs-connecting-to-service-inst.html#GUID-53DE1ED5-96D9-4F7F-B57F-4EF8D01FCDCB
https://docs.oracle.com/en-us/iaas/exadata/doc/ecc-update-exacc-system.html
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmmn/updating-exadata-software.html#GUID-E6090FA9-13B4-4BEF-A28D-73BDC3729C58
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmmn/updating-exadata-software.html#GUID-E6090FA9-13B4-4BEF-A28D-73BDC3729C58
https://apps.nsa.gov/iaarchive/programs/iad-initiatives/cnsa-suite.cfm
https://www.nist.gov/publications/advanced-encryption-standard-aes
https://www.oracle.com/corporate/security-practices/corporate/

I&. ISO/IEC 27002:2013 (IH ISO/IEC 17799:2005)%3#& & ISO/IEC 27001:2013 FRAGIZEM L THEY . 73V ILADHLD 5
Fa)TAEEOEHEGYES, A5V LDEF21) TABITRIAFAESATHEY,

Oracle Data Safe

Oracle Data Safe®®(d, Exadata Cloud at Customer DHTR4Z ) T av(ic&FhTWbdEXa T4 -S5O K -H—ER
T9, DataSafe [Tk > T, RO EMNAREIZHEY ET,

T—AR—ZD+tF 1) T4 BB O

BRFY 7 FOBH

JRIDENT—ER=R - THIOUrEHEL. TOTITAET 4 ERE

EXER) —nTOE 3=y

EET—200M(LR—FDERET S — FDEREED)

BT —42OBRE(T—20DEE. 8. BizaD)

HHMT—2 2RI L, RBELUNDT—ER—RQaE—hdEXxal) T4 - YR ZHKE

EELI—RFOHEMN T—2R—XH471-1 100 HH/AEBZ AT nIX, Data Safe DFIAICEVTEMBRAIIRELFEFEA,

OracleDataSafe T4 ZAI - 7—FFIFx8N2E. BEHEN Y bO—LT B2 —NR—I2TFTOA Sh=A VT LI AD
ORI A ESR— T EHENEENTE Y., ExaDB-D TEITINTWET—2A—X % 0C )— 3 »AD OC Data Safe
J—ERICHEICERTEET,

Oracle Database Security Assessment Tool (DBSAT)

Oracle Database Security Assessment Tool [, RZ Y F7RVDARXY K542 - Y—)LTT, BULREEDERFERE T —
AR—ZNDINEL, BEDEF 1 T REZFMI ST, MO X ERGEF IO ERELT S & EHI,
BESNEVRVEBRTSIAEERELET.

DBSAT [X:BMEML L TR SN, BEHENRDBERETEOCHERETESLSITREFSATLET,

o tXalTAHEEDOMBEEZFDEBEAE

o A—H—LEFDEHK

o HMT—A20NGA. EfHE. 2
DBSAT [, T—AR—R LY RFT—DEERDERZEZNH L. FREICY RV ZBLAEAHIBRREEHELET, &
f=. BEEBRFzvIETTEL, 22— —-7hAD U b, fEShTWERERS LU DO—/L, Bal#fiH. BEIE. 6
MAETO R, T—2BSLEBOEE, BEERII—. OS 774 ILDT I ERELAELET, DBSAT (. /L—IL
FEALTT—4R—RADBAED X1 T4 - AT—FAEZHRIZFEML. LREOLEBEETRHESINZY RV EREHAL
F9, ZLT. TNEFADY RIERIZDOWT, YR #BIBELEEBET 5-OICLELRBEREZ. "X+ T35 74
RIZB = TRELFE T, DBSAT & > TIRE SN I EREM LB ERER AT ZERAT 5L T, BEKRIIEESRE
TTF—RRBY R EZHIHTEES, OracleDBSAT (X, A5V IMSE Y O—RKTEET, &

AVIS5AMSF ¥ - aAVER—2R> FA® Cloud Operations D7V R IZxT 54
S5 LO#E

OracleCloudOps MR A v 712k, BEDERAEZHEED T TEEHRDO VM, T—EAR—RFLET—E4X—2 - T—=HIZT7/ &
AT BEREHY EFRFA, ExXaDB-D A VISR LSHF ¥ - AVvR—RY M7 AL THR— T 24ERIEHY ET, =
NIZIEROBBENEENET,

E2E1 = ~(PDU)

Wi SN OOB)EEBR A v F
A=Y Ry D= - RAYF
Exadata Storage Server

YRR 7; Exadata Database Server

80 https://docs.oracle.com/en-us /iaas /data-safe/index.html

8 https://docs.oracle.com/en/solutions /oracle-data-safe-for-on-prem-database /index.html#GUID-
07534FC6-3B10-48E5-BD49-C0O11D55D1070

82 https://www.oracle.com/database/technologies /security /dbsat.html

BASHIDRAZ Y INEEHD VM IZT I ERTESH 5 EMHIZDLTIL.  TException workflows - Oracle
Access to Customer VM ] TiBAL TWVET,

17 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en-us/iaas/data-safe/index.html
https://docs.oracle.com/en/solutions/oracle-data-safe-for-on-prem-database/index.html#GUID-07534FC6-3B10-48E5-BD49-C011D55D1070
https://docs.oracle.com/en/solutions/oracle-data-safe-for-on-prem-database/index.html#GUID-07534FC6-3B10-48E5-BD49-C011D55D1070
https://www.oracle.com/database/technologies/security/dbsat.html

A0 NOEMBET o X HE

3 [. Oracle Cloud Operations (Cloud Ops)D A4 v 7 ExaDB-D BB T H1=DIZ, EDKSITAVITFZARITIF v -
AVR—RU MIT I ERTEINERLTVET,

: 0 OC! Bastion
{
BN oo IS .
Iml I sshnamed
: “account
) [ |
Admin VCN [ ] [Jataat:gea;rver
pacs. 1
nagement q
o service account Exadata
Namad | e W | Storage Server
Account Access| s
service account

& 3:Cloud Operations DX X 7/, BExaDB-D 4> 75X FZ 0 F+ - A2ii—F 2 FAD T £

A S5, OracleCloudOps DR AV IIZKBITIR -H—ERAVISRAIIYFY - AVKR—R bADTHIER
EROAETHIELET

o 37 a—FRIZEBENDEKRIZEIE, FIPS140-2 LRJL 3 M/\— K™ = 7 MFA (Yubikey)Z{# A L T. Oracle Cloud
Network Attach (OCNA)IZ7 7 & X
o ExaDB-DA VTSR KRSHF¥~AMDssh 7 EAZEMIZ, BHABY—N—LEBHY—N—ZT7I+EX
- ExaDB-DEBEH—N—~ADT7 IR I . DBESN=BAHAEY—IN—ZFZNH LT . H—EXERIX +F5H0C1J—
DavItHD OC DHEETE VCON ITEFET S o RILE LTEESNET,
- HBHBEY—N—FENLEERIE. A5V ETRYIZEEZESh, BHIhET,
e  FIPS140-2 L)L 3 D/N— R 7+ b—% > (Yubikey) CERE Sh - MFA #EA L T.ssh [k B &Rt ELI—H—
ELT. ExaDB-D A V7SR RSV F ¥ EBEADEEY—/N\—(COJ 1M >
- BEY—N—ADT I ERE. 2SN TVIL SV ILORMERT I X R =8z E DWW THISh
9,
~ ExaDB-D A VISR LSOV Fv~ADERKE. #3VNIk>TRITIZHEFE SN, BEREINET,
o r—HUR—ZMssh|ZLIBEBERY—ER-7HH U 4FEALT, ExaDB-D A VISR SO FvICOT( Y
- OTYFDEFIZ.ExaDB-DA VISR SO FvIZEEEINE-EREOX VT EN LT EEDLMFELI—
H—FETUBZENTEET,
- AVIZRALIOFr - AVR—RY bADQERIE. SNk TOTICREE SN, BEREINET,

FSHOLDTaERADT Y & REIH

TSONDTI RAGEHEIZET 2252 TAETTIE. MEIBELEXaDB-D A VISR NI IFXIZT I ERATHHEMN
BEZEZII - REZVTIZTIRREFIRLTVET, ROKRY—NHY 7,

o ExaDB-DA VISR OF¥IZTIRRTBERIE. VDR O—IZ#EHLIzP3T-a—F&bL—=V
G La—FEHEIHEEDYR—bk - AV ITIZRESNET, HfTMGEF 1T /ENIDRY o—%58EL
TWEY,

o AMER. \ZEH. BBOETOEREHHET A ET.BEHDA VISR NS OFVICTIERATHIERE.
REEMY 3T -a—F, rL—=v5 - La—FK, ERRKROEHLEOEEMZHRLET,

Exadata 1 VI 3AMZVF¥ - VI b0z 7DEFa )T« LKA

ExaDB-D [&. ExadataDatabase Machine #£#% & L T#H Y. Exadata Database Machine DT V8 —TF 54 XV S ADtF2
DT BB EA D TLUIRDYTIR - ETILTIRBLET . ExaDB-D Dt ¥ T4 HEEICIETRDEDNHY F£7 .

o ExaDB-DA VISR CSHFXIZTTAALASINBZY I LI T7IE. BEHDY—ERZETTEEOHOR/NMEDY 7
koz7 - avkR—R2 MZBESNS

o BEBRODT—ARERAETHEHOEFY—ILETNYY - Y—)LIE, ExaDB-D f VTSR RS F¥IZTA VA =)L
Ihigiy

o WATHWIRL—F 4T - VRTFL-Y—ILENYST—DIE, ExaDB-D A Y ISR NSO FYvITA VA M—ILE
nEn

84 https://www.oracle.com/corporate /security-practices /corporate/access-control.html
8 https://www.oracle.com/corporate/security-practices /corporate/access-control.ntml

8 https://docs.oracle.com/en/engineered-systems /exadata-database-machine/dbmsq/toc.htm
18 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://www.oracle.com/corporate/security-practices/corporate/access-control.html
https://www.oracle.com/corporate/security-practices/corporate/access-control.html
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsq/toc.htm

. v,
R

e Y77+ T7RHIL. Oracle Software Security Assurance®’ T TiThh %
o tXxalF 4 - F7—FTFTHF+vIL. Oracle Corporate Security Architecture®® M FTEITEN 5

REMFEHE(ODF> T LEE)

ExaDB-D [&. BERDY—EREFFIMNEETEA VI TR NIV FvIC/T 2BELGREMHHEZTL DXV ER
HLET. BEKIE. BEFOY—EROOXVIHEREI Y FO—ILL, 59 NIE 7S5 VLUDEETEA VTSRS
VFvDOXUTEFEEIY FPA—LLLET A SV NICE BEHROY—ERADEEDJICTT IR HEREIHY FEA.
HEHRIL. OracleServiceRequest (SR) 7O R Z@EL T, ZAUT 24TV IWLDEEOTERADT I ERAEZ) IV IRXALTEE
9. F1=. Oracle Data Processing Agreement (DPA)' CEERHER IR TE %7,

BEHOEREOX VY
ExaDB-D lZ. BEHDT I avDERTLEOXITD=HIZ. 3 DOMEEFIRELET,

e OClAudit —E X:° 5FH#D OCI IAM BE#ZIIBAZ N LTRSS hiza>v ba—L- TL—>2 792 3 2 (Web U,
OCICLI, OCIRESTAPI ZE)DEED Y
e Oracle T—AR—RDEE" BEHOD Oracle T—FN—RERIEAZN L RSN =T —ER—X - 7o 3>
NEENDY
o BEHOVMARL—F 4 UT - VRTLDEEQT?FARL—FT 4 09 VAT LDERIRAZN L TEEHDO VM
THBINETI a3 DEERY
OClAudit H—EX[Z& Y, H¥R— k&N BT RXTD OracleCloud Infrastructure /3T w4 - 7 FYHr— 3> - FO55=
UG A VBT I—RAPNIY R RA Y hAaDI—LA, OF - AR ELTHBMNIZREIAET, BE. ITOY—
EANEREOX U SICLDOFX 05 EHR—k LTULVET, Object Storage H—E X[, Ny FEEA AL bOOFXF VS E
YHR—FLTOWETHN A TO ) FEEARY bOOX VT EYHR— ML TOER AL Audit Y—ERIZEK > TEHFSIN DA
g+ A4 k& LT, OraceCloudInfrastructure >y —)L, AV RSA 2 -4 VR T—X(CL). VI bz THEXY
~(SDK), HEDHR B L= 95472 b, ZOH®D Oracle Cloud Infrastructure —E X [Z&k 2 TEIT SNz APl a—/LHE
FonEFT, OTDBERICIFRDEDOAEENETT,

APl 79 T4 ET 4 HNEE L1-FR

TOTAETADY—R

TFOTAETADE—4 Y k

T3 DiELE

LARYADIELE

AT - ARUBMCE AYF—ID, 4—F v k- JY—R, BEINEZARVEDIALREZVT JIIR b X5 A—
B, BEUVLAKRUR - RS A—4hEENET, OCl Audit®>F—ERIZ&>TOSIZEFESNEARD MK, avY—IL,
APl, Ft=IF Java D SDK #FAHAL TBSEBTEET ., ARV bOT—FIE, 2. VY —RAFEREOEH, 3> TSAT7VAD
B, BEUtEFXF1VTABHEARY FOREFTSOIFEATEET,

Oracle T—3N—RDEETIH, T—FR—R 1 A—HF—¢FET—EXA—X - 21— —MNOracle T—EN—RITMA=EEMN
BMiENET, BEEIL. EBEOSEZYE—F -0 - H—NR—TEETEELELEH. Orade T—AR—XNDEEOT DO
REBEBETICENTEET, Orade T—EAR—XDEEODJVOER. EBELUVERICOVWVTO FFa AV ME &£T7—
BAR—Z /A= 3 20 [OracleDatabase X1 F 1 - HA K] TS TLET,

87 https://www.oracle.com/corporate/security-practices /assurance/

8 https://www.oracle.com/corporate/security-practices /corporate/governance/security-architecture.html

8 https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf

9 https://docs.oracle.com/en-us /iaas/Content/Audit/Concepts /auditoverview.htm

' https://docs.oracle.com/en/database/oracle /oracle-database /19 /dbseg/introduction-to-
auditing.htmI#GUID-94381464-53A3-421B-8F13-BD171C867405

2 https://docs.oracle.com/en/operating-systems /oracle-linux/7 /security /ol7-implement-sec.html#ol7-audit-
sec

% https://docs.cloud.oracle.com/iaas /Content/Audit/Concepts /auditoverview.htm.

94 Oracle Database 19c MB& 1%, https://docs.oracle.com/en/database/oracle/oracle-
database/19/dbseg/introduction-to-auditing.html#GUID-94381464-53A3-421B-8F13-BD171C867405 #ZSHE L
TLEELY,

19 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



https://www.oracle.com/corporate/security-practices/assurance/
https://www.oracle.com/a/ocom/docs/corporate/data-processing-agreement-062619.pdf
https://docs.oracle.com/en-us/iaas/Content/Audit/Concepts/auditoverview.htm
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/introduction-to-auditing.html#GUID-94381464-53A3-421B-8F13-BD171C867405
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/introduction-to-auditing.html#GUID-94381464-53A3-421B-8F13-BD171C867405
https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-implement-sec.html#ol7-audit-sec
https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-implement-sec.html#ol7-audit-sec
https://docs.cloud.oracle.com/iaas/Content/Audit/Concepts/auditoverview.htm
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/introduction-to-auditing.html#GUID-94381464-53A3-421B-8F13-BD171C867405
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/introduction-to-auditing.html#GUID-94381464-53A3-421B-8F13-BD171C867405

BEHEOVM ARL—T 4 U7 - DRATLDEEOTIE. EFHDO VM TEITEN TS OracleLinux OL)A R L—F 4 245+
JRFLDEEDOY - H—ERELTEEEINET, Oracle Linux DEZERY - H—ERIZLY ., ARL—F 125 - VR F
LDEHKEEHA(root .oracle.opc L E)E BEHRMER L ERIHE1—HV—IT& > TEFTINLT I aUhREHEINET,
HEHIL. OracleLinux DEERYZE—+ - A5 - —N—ZEETHEELED. BHDIZEIZHE > T Oracle Linux O
EREOTDEREITIZENTEET, [OraceLinux £Xa T4 - HA4 Rl PTREFI AV ARSI TLET,

BEHEOVM OBEHICES X1 )Ta  AXxvY
EEHIL, OpenSCAPAHAL THEHRND VM ZRX v VT B ET, AVTISATUREZHERTEEY,

HBEHIX. Oracle Linux Advanced Intrusion Detection Environment (AIDE)’Z#RL T, 274 ILELUVTa4 LY M DEE
HEFT VI TEET, ADE X, Linux ARL—TF 4 05+ SRATLEELIZEFMIZA VR F—ILEND, INSLVENLE
NWGEBABRHEY—ILTT., SOYV—ILTE, BRHERDIL—LEZFEFALTIZ7ALLELUVTALY FUDEEEEFI VYL
FYo VALNR, L—FFY b ILTITHODREETRELTITAET A DEHEITO LA V—ZREL. PRXTLE
NEBRIICIRET D LZBMELTVWET, CNIE. BENEY AT b/ F—N—ERERDO O DML L =551/ 1 5 1)
TYo AUTIYVRTETEIN, EEEZLR— T EBMEIECATL - FzvIIKBELEIERIL 1 BIZ1EULE), 2D
A—TFT 4 YT 4F. SHO7ILTY XL(md5, shal, rmd160, tiger i ENRHE M., ChSIZRESNEWN)ZER L TEMEL.
—BHE T FAILBEEYR—FLET, E5I12, AXVYVIZEOIDIBRNTE I 7 ILOERRT/A——LHR—FLE
ER

BERET. AX Y VY IIIITEECY—FN—T 1 VYT V27 % EXaDB-D DEEFHRD VM [T VX =T B &
MNTEET, FIVNLE FIVLUNDY T b7 2 T7IT7T 2EMivR— FMITVERA, THIZF, 1 VA =L, TR
b, BE. T5—RVEENET, DRI L/[H—F/I\—TFT 4 - YT bz 7OEMYR—MIDVWTIE. OV I b7
DY TSANY—INEFZEVNET, £V ILUANDTRTOY T bz 7IE. N4 —[2&k > T Oracle Linux E7=zI% Exadata
REBDIWVEZOEA)TOFERANRBESINATEY . BEHKREY— F/I—T 1 - TONA FICE > THERETOT R FHEHE
BICEBEIN TS EMNECHREINET, ExaDB-D TOH— K/X\—TF 4 = YT bz 7 DY HR— DML, My Oracle
Support @ Tlnstalling Third Party Software on Exadata Components (Doc ID 1593827.1)] #TAEhTLET,

B—F R=TFTADRAF v - Y—)LEY—F - N—FT A REDRVFI—VZFEAL TV EEERE. BIAVFI—V %
7yv7T—hrLT, EXaDB-D OV 7T rYz7EAELUVBREERELZH-EIDENHYET. FEDOAVFI—U T,
ExaDB-D M&E&EH VM ICBT 5 tFa ) T4 ORENBMEINDIGEENHY FTH. CNERFI—IUMRHL TLVEL
ExaDB-D —ERXTOMWEI Y FA—LIZLDED T, EXL YR TRGEVATEENHYET , —BIGRVFI—V %5
¥ L T Exadata 23S & 5 AEIZ DUV TIX. My Oracle Support Note @ [Responses to common Exadata security scan
findings (Doc D 1405320.1)] %S 8B L T &L\, ExaDB-D DEEH VM M, H— K - IR—F A DRV FI—9 0EEHMN
HELIEAVFI—VICHETDLIICEEINTVSHEE, TOEEETA L. EXaDB-D DV 7T b =z 7 BEMELNERE
IZ&>THEAEDLDNEWVWI LERIETIDLENHYET, ARL—TFT 1245 - X F L Oracle T—%4 XN—2R  Grid Infrastructure
D7y ITT—bEE, BEMESNZY I b2z T7O7 Yy TT— &Y, —F - =T REOEF21)T1 - ROFT—
VBB TEESNE-EEROEENTICRATREMENHY ET,

ExaDB-D D HEHD VM [Zxt L THEEHMTS5 ¥ 1) T« - TR bE, Oracle Cloud Testing Policies' (2%t > TE{TE N 3
WENHYFET,

ExaDB-D D HEH VM TOBERIZEKEZY—FK - R"—F 4 Y I bz T7DER

BEHIE RX¥ VY I LIz TEECY—FRIN—FT 4 YT I 7% ExaDB-D DEEHD VM (T4 VR F—ILT BT &
MTEET, AFVINIE AF7IWUSNDY T b 2 TIZHT BEMYR— MIFTOWERA, HIZE A VX =)L, TR
b BE. T53—BRAEFNETS, DREL/H—FI—T 4 - YT b2 TOEMYR—MIDOWTE, 2OV T+ 7
DY TSANY—INEEZEVET, TS5V ILUNDTRTOY 7 bz T7IE. XA —[Z&>T Oracle Linux E7=1& Exadata
BE(BHA2VEZOMA) TOFEANRESINTEY . EEHFICE > THRBEETOTA FHIBEMNICEESNTINS Z &L

% https://docs.oracle.com/en/operating-systems /oracle-linux/7 /security /ol7-audit-sec.html

9 https://docs.oracle.com/en/operating-systems /oracle-linux/7/security /ol7-scap-sec.html.

7 https://support.oracle.com/knowledge/Oracle%20Linux%20and%20Virtualization /2616282 1.html
% https://support.oracle.com/knowledge/Oracle%20Cloud /1593827 1.html

% https://support.oracle.com/knowledge/Oracle%20Database%20Products /1405320 1.html

190 https://docs.oracle.com/en-us/iaas/Content/Security /Concepts /security _testing-policy.htm
20  TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-audit-sec.html
https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-scap-sec.html
https://support.oracle.com/knowledge/Oracle%20Linux%20and%20Virtualization/2616282_1.html
https://support.oracle.com/knowledge/Oracle%20Cloud/1593827_1.html
https://support.oracle.com/knowledge/Oracle%20Database%20Products/1405320_1.html
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_testing-policy.htm

#HEINZET,ExaDB-D TOH— K/IA\—F 4 - YT bz 7DHR— FDEEHMIE. My Oracle Support @ Tlnstalling Third Party
Software On Exadata Components (Doc ID 1593827.1)] " GBS TLVET,

T3V LnEEOXVT

TSONUDFRET S ExaDB-D 1 VISR SV F ¥ TEITSNEZTIVIVREEOAX VT, A5V ILOEETITHONE
4, 54 JLIE. ExaDB-DX8 LBID/N—KH T F7IZDWT, DA VISR MO FYEXTOQTEZREFLES,

e |[LOM
— syslog
- YEMEAVISAESIF Y - aAviR—R2 FDsyslog [T HF A LY k&t ILOM syslog
o WIEM7} Exadata Database Server
— /var/log/messages
- /var/log/audit.log
— /var/log/secure
— /var/log/xen/xend.log
e Exadata Storage Server
— /var/log/messages
— /var/log/audit.log
— /var/log/secure
o RAbL=U Ry bT=9 R YF
— /var/log/messages
— /var/log/audit.log
- /var/log/secure
— /var/log/opensm.log
F 37 UIE, ExaDB-DX8M LIED/N\— R 72DV T, ROBEEOJTEREFLET,

e |LOM
— syslog
- WEMEAVISAISIFy - aAvik—%2 D syslog TS A4 LY k&t ILOM syslog
o YIEM7} Exadata Database Server
— /var/log/messages
/var/log/secure
/var/log/audit/audit.log
— /var/log/clamav/clamav.log
/var/log/aide/aide.log
e Exadata Storage Server
— /var/log/messages
— /var/log/secure
— /var/log/audit/audit.log
AVISA IV FYOREEOTOREHHEBAATY . 12 I7FAMFVFryDEERDJIE. OCSIEM —E R & OC
Logging H—E RIZ#&fh S . Oracle Incident Management F—/A & OCl DX 2T 4 - F—ALIZK DTV EADAHET
T, BFEHIL. OracleServiceRequest (SR)TOEREZE LT, A VISR LS IVFYDEEATADT I ERAEY Y IALT
TET, BEENRDOLWVT IV TAETAE2BRHELEGEE. X2V T4OY—EX - YUV IR +EERFL, BET5H505
FREITLEVSFIEERA T, Iz & Y. Oracle Security Operations Center (SOC)DEEMNBR SN ET, COLE1—
T, BEREBALTARY FORABICH-HBIF— AT >TERESNFET,

xt it B

BEREASVIVEEE LT, BEHROY—ER, T—42R—X, T—4R—X T4 WM BLUAVITRIFIF v
ANDT I EREREL.EHLET, BEREASVILOVWTAODRELRTY 3 vEBRE LIGEE. BHE LA, %2
D74 -RY—ORELT Y L a vOFEMEKRITIEC T ABFRIET HE1IC, BEICHEREELC D ENTEET,
BEBATELT Y a3 &8 LSS, BFHIX Oracle Service Request 7AO+REE LT, FDT7 I avexdneEsd
FUWICEBRT 2RENHYET A TVINEERINLRELGT I3V EF TV IILDORIEET TV )LD Incident Response
Policy'?IZfit > THERICEM L ET,

101 https://support.oracle.com/knowledge/Oracle%20Cloud /1593827 1.html

192 https://www.oracle.com/corporate /security-practices/corporate/security-incident-response.html
21 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure

Security Controls | 2.23 ki 9

Copyright © 2024, Oracle and/or its affiliates | Public



https://support.oracle.com/knowledge/Oracle%20Cloud/1593827_1.html
https://www.oracle.com/corporate/security-practices/corporate/security-incident-response.html

BEKRZ. BEAI Y AT EHLPHY—ERICH LT, HoWLIMLEERELDENTEET ., MHEE LTI,
BEBRDO VM ADFy I — 8. BEHEAI bO—)LT % Oracle T—ER—Z~ADF Y b=V EGOERTRENHY
i_d-o

30 ILORIGEFEHIZ(E, OCl DBEEAEH—/N—IZB T HEHFEDERT. S VILNEET HEXaDB-D A VTS A RSV F ¥
DYYY—=RIZHTET IV CRAEDEE LG ENSENET,

H—ERADET ET—2DWIE

BEHIX, ExaDB-D 5S4 JH A L EBEHPD—IBL LT, ExaDB-D 4 VX2 VR EZRT S HZ EMNTEEY, Exadata
Database Service on Dedicated Infrastructure @) V—RZETIEd L. TDYY—REZDLETETHOTRTOT—4
R—ZAKAIZHIBRENET, H—E XD THEEEIL. Exadata Database Machine Secure Erase & L TEE SN TWET,
04ExadataSecure Eraser [&, A hL—2 « TN RADN— ROz 7HEFZEHNICKRE L. T/A ATYR—Sh 3584
HEARZBIRLET, X2 T4 Db ESEILD=HIZ, ATRELE Y ESLEEMNER SN ET, Secure Eraser TEMA
SNBEEEILEEARIE, NIST SP-800-88r1 HHIICELICHER L TLVET ., 'HFHkIL. My Oracle Support (MOS)!) ¥ TR
bEdA—TUFTBIET, ASOUDoEFaTHHEEDREEZTEHIENTEET,

FINTD—- 20— - BEHEDOD VM ADASHIILDT IR

ExaDB-D H—ERXTIlE. 5V ILDREZ v INEEDERAEHEDOTTEEHRDO VM IZTHIERTHILEEHALTLWERA,
BEHD VM THEENRLEL. BEEROE=-OIZASIILDORE Yy INT A LRFNELZS OISV — I HY ET,
TSUOINDREZ Y ITNEEHNDVMIZT I ERATED A I VT EREZERET 570X ERMRGHEIIL. HISNAAFREL
fzDOD. BEHRLEEFHRD VM IZT IV ERT HRINENE>TERY FT,

F—ZX1BEHELABEHEO VM 2O A4 T 2105 —E X His

BEHNT—ERIZT I AT BRI, BEHROY—ERTHALRE LIGE. BEHKIE. Y—ERGISZEET 59 —E
RYYIRMSR)ITHZ VDT EREFIZH LTIEWN EBFZBIELITEY. FTTILDRE Y IREEHRDOY—ER
ISTORRTHIEEZHATEET, COFENDI—R - F—RIZFE. V57 FEELIZE > TERE NS VM DEFLZEN
HYET,

ASVNDRE Y TIE, BRFD SR THAIERHD=HIZ, ROEREANLETS,

o ExaCCH—ERICEHET S XU Ta RUI—IZ&Y ., A5V IIDELEEL. BEHROBRRMAHATL K BEHK
DDoMU IZ7 I ERTBIEFZZLONTVWET, CORYD—FEBFFTRLHDIC. S VILDRE Y TIE, ROE
%35 LT, DomUCIZ7 U RT BHAEHEHNLBIDENHYET,

o TZOSRICEEHINTWAMBEEZERT BICIE. AZVIUNEEHD DomU IZAT A VT B LERBHDH. BEH
DR HFAABETT, DomU ~ADBRTRIHL TV ERAHFAE5 %25 & T, BERKIL. BEHD DomU OEET
BT —ARN—RITHEMENTWVIEET—AHENI L, T, TSV ZOMBEBETEDL LS. BEHD
XA Ta  F—LAASTILIZH L TEEHED DomU ADT7 I R EHAITH5IEE2HALEIEIZRY ET,
DomU ~DBATRMET I EAHFAZ N1 IFETH, |

BEHMNSRTIEW EBEREBE. AZVLOTOEREBLUVEF ) TA#HFIL. SV ILDRE Y ITHREEHD VM [
TOECRTEILEHATHLESIT—HHUIABINET . ASVILOREZ Y ITITEKDBEEHRD VM ADT I R (L. SR HY
A—X2NdD. BEHEMNSR TT IR EHUETEES3F SV IVICIERT HFET, FaASNET,

103 https://docs.oracle.com/en-us /iaas /Content /Database/Tasks /examanagingDBsystem.htm

104 https://docs.oracle.com/en/engineered-systems /exadata-database-machine/dbmsq/exadata-secure-
erase.html#GUID-6COFD30C-FF88-4ABA-9249-93E183784B0D

105 https://www.nist.gov/publications /nist-special-publication-800-88-revision-1-guidelines-media-
sanitization

% DomU &IE, ExaDB-D H—ERIZT7OA ShEEEHDO VM 2T 457 IILOAETT ., CORAER.
ExaDB-D H—ERHNDEEHD VM [ZXHTE2F 57« AZ Vv IDTHERAEZEET S 70w AfHI0—E &
LTRHETY,

22 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public

= —


https://docs.oracle.com/en-us/iaas/Content/Database/Tasks/examanagingDBsystem.htm
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsq/exadata-secure-erase.html#GUID-6C9FD30C-FF88-4ABA-9249-93E183784B0D
https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsq/exadata-secure-erase.html#GUID-6C9FD30C-FF88-4ABA-9249-93E183784B0D
https://www.nist.gov/publications/nist-special-publication-800-88-revision-1-guidelines-media-sanitization
https://www.nist.gov/publications/nist-special-publication-800-88-revision-1-guidelines-media-sanitization

T—R22EBHEDEEFHRO VM I2OT 4 2 LEROY—EXFiN

BEBRNM —ERIZT VALK, BEHROY—EXTHANRELSE. BERE. 7O/ ERZHATSHHLLISR &
F—ToFBILITEY, FFTVLDRE Y INEEHRDY—ERICT IV ERTHEEHATEET,

COAHEDI—R - T—RITERDELEDHHY £,

« VMAEBBTERCHETT—
o BEEOVMAD ssh ARERBLEY . SEROEEINAN KON YT HTF—
« TOMOYE—b - TS—FH
F5 9 MSEEHRD MIZT I 2R T 50 & #HTT 31 [E BBEEROXETH LV SR E#F—TL T ZRELRBYFT,

e OracleCloudOps NEEHRDEENEELZLICEEHRDO VM IZT I AT EHIEEZHALTEELEWNVER. BEH
FROXETH—ER - JHIRXMSR)EA—TLET,
- SRMEA kL
¢ FS5U)LIZExaCC DF R b VM (VM £ <DB H—/N\—FHIR—— T Yy—2] - [RET I V]
DTFIZRTRINTLDE VM BEBAS)NDBRMET I 2 RFA%2 52 5% SR
- SROAE:
o HR— FAYSRE 1-xxxxxxxx [ZEEEH SN TNWAHBERRATESL LS. AT VIIHF X VM AD
BRI TV ERHFAEE52 5012, COSREFF—TULET, COHFAEE5XHZET. 43
JILBETR FVMIZEENDTRTDIFAINEA R —IZT IV EARATEL L LZEBMIHILE
REOET, MAT, BIRD SR IZEE SN TWVWIHEERERT 5-HIC. BREOEFX2UT 4 - F—
LDFSONIZH L THEEDTA VM ADT IR EHA L EIZERELET,
¢ DBH—/\—® OCID:<VM %7RRX kL TL % DB #—/\—® OCID % Z ZIZ#EA>
¢ VMA<DBY—N—FFHIR—T>T)Y—X] > RETI V] OFICRRINTWVS VM L EHF
A>
o HAEBMEZFIZM LT, OracleCloudOps D7V ZREHBEHNEEEBE T LI LEHATEHL 54TV IILITKD B15
B, BPEHIIROXETYH—ER - YIS IZRAMSRZA—TLET,
- SRMAEA kL
¢ FS5U)LIZExaCC DF R b VM (VM £<DB H—/N—#FR—S— T y—2] — [rET I ]
DTIZRTREINTLDE VM BEBA>)NDBTRMLET V2 RFA%2 52 5% SR
- SROANE:
o HR— FAYSRHE 10X [IZERE SN TWAREE MR TED LS ATV NICHEETEEY V3
VTCDTRA VM AOBETHABT VL RAHFAE5Z 5012, COSREA—TULET, CDF
AZ5252&ET. ATV TRAMVMIZEFENDZTARTDIFAILEAER) =TI EZRTE
BLEBBIDHEERDTET COVMADT I LA BEHDOBLUENLT SV ILIZE -
TEBEENDZTRTDTITAETAZEEEE YL I VBATYTILIALICERTESZ L
EEHELFT MATBBODSRICEH SN TWIHBEEMERT 2O BEDEXIY T 1 -
F—LHAFT S NIZH LT, CORFEREY VA VENLEBEDT A MVM ADT IR EFH
AlLizZEIcE@AELES.
¢ DBH—/\—®M OCID:<VM %7KRRX kL TLV% DB Y —/3—® OCID % Z ZIZ#&EA>
¢ VMA<DBYH—N—FFHIR—T>T)Y—X] > RETI V] OTFICRRINTWVS VM L5
A>
BEHFNFHLLSR ZERL. #5VUMBHLVLWSR #2ITWMD L. A5V LD TORRBLUtEFa U T o #HIE. #5011
DRAZYITMEBEHRDVM[CT OV ERTEHILEZHATHLIICHABINET,

23 TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public



FEH

Exadata Database Service on Dedicated Infrastructure TlE, BFHD VM L EFHDT—FIR—ADLEKIZThizbotEFal)
TABBEXEERICE>TaY FA—ILENET, Orade T—EXN—X DB S{LHEEIC L > TT—2 BB h. BEHEN
EEROMHEHERIFLET, Orade T—EAR—RDEX 21U TAHEEICE > T, T—EIR—RADT—RIIHTERHALTI &
ADFEEN., BEFEDNCDZRILE TV RADOHHIERELET, Oracle Linux DFBEIHEREIZ L 2T, BEHD VM IZHT S
TORALGIEHIN., BEENCORLE TV EAOHHERFELET,

7]'37 JLAVEHE G % Exadata Database Service on Dedicated Infrastructure @3 ViR—% > b &{KIZhH1=5 X a1 T 1 HAE

BEEEMEEIL. EXaDB-D DA V7SR SO F ¥ - AVKR—R U MIRTBIRERT I a3V EHILETEDICE/ILET, &
ﬁF:L'JT»r*]‘%I . BRI ZE1I—HF—DLERTHL. ASIINEETIA VISR SO F v - avikh—Ry MMIxd
% FIPS140-2 LR 3 EEHD b—9 UR—ZD ssh 7O R EFERALB AL LENAD Y FIT EFLOXVITIEIR Y
9 &Rz S, OracleServiceRequest (SR)IZALREZBL T VIR FEToEBERICZYTIERTOINRELESIAE
E

Exadata Database Service on Dedicated Infrastructure [&. BEHEF 1 T4 2 HEA AV TLIRX - TTO4 A2 FOFSE
. HENOITCEFNLEY S RTIREELET, B4 & Oracle Cloud Operations [HEE L TR TLDEFX 1Y) T4 ZHR
L. BBEHROT—EI~DRET IV EROEEHROT—2DE#%MIELF T, Oracle Cloud Operations DR Z v I H—E X
ERETEHEDIZEEHROARY FT—9, HY—ER, T—RIZT7IERTEHIEEHL . BEENT—EXRZFIAT E=-0HIC
TSONDNEBT DA VIZTRAMNIVFNIZTIRRTBHI LIEHY T A, Exadata Database Service on Dedicated
Infrastructure DT TAA Ak ETILTIE, BEHIE, AV TLIR - FTTASM AV D EF2IU T E, V50 FORE
., BEE. RT—IILOFAERBICEZTEET,

24  TECHNICAL BRIEF | Exadata Database Service on Dedicated Infrastructure
Security Controls | 2.23 ki 9
Copyright © 2024, Oracle and/or its affiliates | Public

= —



CONNECT WITH US

+1.800.0RACLET [ZHEFEL V12 < M., oracle.com [TF7 VR L TLZELY,
LK LS D EFEHR(E. oracle.com/contact THEK DEEROEZSBINLETET,

E blogs.oracle.com nfacebook.com/oracle utwitter.com/oracle

Copyright © 2024, Oracle and/or its affiliates.All rights reserved AX F (T ERREDAZ B E LTRESATE Y., CCICEBEIATVWIRABTRIFELCERSIILENHY F
T AXEE—VEVALBNI EERITITIEDOTIEALC, 512, ORITKIARELIGERICLIBEREZMHT. HEDBNICHT 2ERMESE L ILEEHEIC DOV TOEKRHN
BRAEZEEH. VWHVEDMORIECFHELRETHLOTEDY FA, AT VN EAXBCETIUVNELENFELHARICER L. AXFITL > CEEME 2 IERIENICHT
SNBEHBHELEVIOELET, AXBRASVLHOETLIHALZRESTHIIEHLC, VA LEIENOLOICE, BFELIIHAREET LN EIBEROFRICE ST
LBEERFELEEETHLIITEE A,

Oracle & U Java [FAF VL E LUV ZDOEESHOBHEIETT . TOMDHE. BRAFIBZHOBREEFEHRAETHIBENHYET,

Intel. Intel Xeon [&. Intel Corporation MEIRE = [T HREIETT . T XTD SPARC DEIRE T 1M £ X% $ &IZHEA L. SPARCInternational, Inc. DEEE 1< [F B FREIZETY . AMD,
Opteron, AMD B, AMD Opteron B I(&. Advanced Micro Devices, Inc. D2 F 1= [ BEREIZTT . UNIX [£. The Open Group D& HFEIZTY, 0120

Exadata Database Service on Dedicated Infrastructure
Security Controls



https://www.oracle.com/
https://www.oracle.com/corporate/contact/
https://blogs.oracle.com/
https://www.facebook.com/Oracle/
https://twitter.com/oracle

