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Add password policy

Narme

BreakGlazsPasszwordPolicy

Description

Password Policy for Emergency Access User

Priority
1

Groups Opliona!

Name Description
Administrators Administrators group in the OCl account
0 zelected Showing 1 group  Pagel %

Paszword policy strength
Simple Standard @ Custom

The following criteria apply to passwords:
Passwaord length (minimum}

il

Pazsword length (maximum) Opticns!
100

Mo limit if left blank

Expires after (days) Optiona!
0

Account lock threshold Oplicnal

12
Enable automatic account unlock (3)
B : BRIIER-THIDAD)IRD—RRUS—
ZO)SRT =R RIS = DRILD/ZD— REEZERTDLIABHTE, AT - RRZ50XFLU LEFTBIELTHI> MOBR)
HAPRDHIBRRE, BRMEZRETEET

ST = RL=)USEIRT ZEANRMER. $BEOTF1YT 1 RIS —(RSIEDETIBENGDDFT, 1L, /NXT— REZ50XF
B EEFBEVNSDE, IEFEIC AT T B DRZHRRSEHMRFLANS, HERIUDT I~ TA-ARBETRREULDIZDEEE L
AEJRERRSTH I, IREMDERTY .
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Add sign-on rule Help

Rule name

Force Break Glass Users to use MFA

Specify all the conditions required by this rule and the actions performed when conditions
are met

Conditions

Authenticating identity provider Optional

<

Select
The identity providers to use to authenticate the user accounts evaluated by this rule.
Group membership Opfional

Administrators X

L

Groups that the user must be a member of to meet the criteria of this rule.

2 : AdministratorsZ )L —T DA IN—DBA > A < b — ILOVERE

I TAllow access | ZEIRLET, INTOEEENDTIERZETT DL TT22—A\DT7 )X ZEIETERR BT FEMEN
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Add sign-on rule Help
Actions
O Allow access Deny access

Let users that meet the specified conditions of this rule sign in to this identity domain.

Prompt for reauthentication

Require users to provide credentials the next time they sign in to this identity domain.

Prompt for an additional factor

Require users to perform muttifactor authentication.
Any factor © Specified factors only
Maobile app passcode
Fast ID Online (FIDO) authenticator

Frequency (0

Once per session or frusted device
© Every time

Custom interval

Enroliment (©)
© Required
Optional

Add sign-on rule EEeERMS]

B3 : BR7IEZ-THVY NCECFIDOFRIE AR 2 ERAUIERIE 2 BRI B A VA L —IL - T U230 ORERL

MFADER%# 18RI %354, [Frequency %[ Every time|([CZEL. {E389 27 /\1 AD/EREFRILRVESICT BTENTEE
9. IDFBIET. T /A ANRID YA hBER#MENEE(CMFAR G INNANNRENE T, &5(C. [Enrollment ]z
[Required ([CERTET DL, INTDIIN—T - XON\-EMFAICEIRTBLICRFITEE T, OCI IAMIE, 1—H—HMFAICEFRULT
W, BEII-Y—-(CHUTFrL 2% ITVWET . BRVIEZX-THIDMBIOFvL > D - AN X L& ERUTREEEN5E.
[Specified factors only IA 7> % ERALTEOERZIEETEET,
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BRIBIZREL. FLWL - ZUANDER EAIICIBEICE2CETESTBILN TEET.
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Default Sign-On Policy

Edit sign-on policy | | Deactivate sign-on policy

Sign-on policy information

Description: Default Sign on Policy for Tenant

Created: Wed. Aug 24, 2022, 02:32:09 UTC

Sign-on rules

Add sign-on rule Edit priority

Priority Name
1 Force Break Glass Users to use MFA
2 Default Sign-On Rule

0 Selected Showing 2 ltems
4 : BA2A -V OBFEIELIC SO TE BRI - DRRTIEX-THUY NSEREN S

FLWHAAY L —IUNBRZNRIC. MFARNERICEOTWSIRE. BRT7IER-7HUY MEEAROCICHA>1> LT, #IH8
MFAZ % N -3 2 BNHDET . MFABIRMMERSI. SREET0-MT A PN MFACK ERERIERSLUEET S
ITUVIE BRI IEZ RIS~ (RO TO-T—33>EN, REEINZHENHDET .

IIW=T R=ZDNZT—R- RIS —ZAEBEL. T —T R=2AORMEHA A L=V TR I BILLLD, BRTIEX-THhI>hD)
PR DT HTY MOSIRIZU TIBRL TEE T . CODRECLD. BIEEG, T2 —ROMOINTOTII NFEEZSZD
ZER A-Y-0IN-TO77e Az EETEET,

BR7ITR-7HhI> bOERDER

K27 IR THIYNIIKERIERNHD. BEOERFERLTVERA. INBO7HIY MOERVINE, 1571 -RUS—
NDERNMELUZEIREMENSHDEDEL TRV, ZNICE>TERERZHME T2 L 2H58IHLET .
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RBMALTVWET, OCl Events Serviceld, OCI IAMESEZLDOCIH—ERICENVT, BEDOTREDRZAIARY MOBEIL AR A%
BRI B DTERAN X L©EIRHELE T . EventszfERAL. OCI Notifications ServicelC k2 TF7I5— MR {ETEEY,
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Create Topic Help

To create a topic in a different compariment, click here.

Name
Administrator_Alerts

Topic name must contain fewer than 256 characters. Only alphanumeric characters plus hyphens (-} and underscores (_) are allowed.

Description Optional

Topic for sending alerts to all tenancy-level admin users|

Description must contain fewer than 256 characters.

2z Show advanced options

o

&5 : BRFIER-THIY NOERCOVWTEIRE (LT - M I eI fEF I 2BA1 NEYIOVERL

NEWIRVERR LIRS, 1D DY I TS 3 #BIITEE T . CNUFAAD ML TINA—2N2EBAZZIFERDF T, TN50D
BANE, BFA-IELTEELED, SlacktPagerDuty(CiX{EUTED. OCI Functionst®, webhook®H I 24954 (CLoTHID
BHRD-2J0-%NH-UDTBENTEET . EIRBOIFHORIESECBULANZ L%

BIRUET,

RB277EX-7Hh0> MERROBIEEADBAOXEZBE# LI B(C(E. Events ServiceTAAY b+ )L—)LEVERLL. H—EXELT
lNdentity SignOnJ, 1> ~-51F¢EU Tl Interactive Loginl Z18FELE Y, /RIC, actorNamelE14(C. —E(I 2% ZEN
TEET, LTORI)->2ayNE AR NEEROFIZRLTVET,

i TIAMDRA S EDHEBEAEREI —~-O2IN= "D NTRETBes. COIL—IVEED M TLAIL -T2/ hAY N TR
FIMENHDFET,

Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more

Condition Service Name Event Type

Event Type 2 o | Identity SignOn £ | Interactive Login X o X
Condition Attribute Name Attribute Values

Attribute z actorhame s breakglass@company.com X o X

— Another Condition

B6 : BRIIER-THIYNCEBREANRY M Fr TFr S BIesdDAR b )L —ILOFERL

CORBRRZERIBE. BRTIER-THIY MMEREINLEC, MOBERE(SEMEN, BYIRL AR AN TvICFv T Fv
ENBTELCBDFET . BURL AR ZEL TR, BHFORBEROBBEDARL —23> - 25 - O IGICERS U P I T A DAREER.
BR27IER-7ho NOERNITNEYE LRI AL HIRTENIIBE DT AT b U - D-970-RENHDFET .
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FEUDIERRZ AL T, APIF—7Z2/ERR 3 ZHEEEDBNINT. ZOMMDBTEN(CRIBOGHDEMERE, BRI VT - THI> MOZEE(C

B9275— M TN TEE T, COLIREEICLD. Identityt —EZ(FUpdate/ "> e HLET ., CNE RORIY—->
SWMIRIEBRRZERAUTNA-TEFET, COBK T COEEN 7NV MEIBAPIAMEBEEREDOR DI -T—(CLOT
ITONZRIREMEN DD I8 795 —T3K BEENZ1-Y—-UY—XDresourceNameNEHCEDFIvIENF T,

Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more

Condition Service Name Event Type

Event Type Z | | Identity z User-Update ® User Capabilities - Update X o b
Condition Aftribute Name Aftribute Values

Aftribute z resourceName z breakglass@company.com X o X

—}+ Another Condition
B7 : BRPIECR-THIY MOBBEFYTFrI BN NI b+ L —ILOWER

EMOFHEELLT, Blod—Y—hAdministrators )L —FOBINENIERE DTS5 — NetEk TEF T . O I —TFBRET IR -

THIYNMCOIMEREINZIH, COTIN—TCA—F—H=EBINTETEF. BDTF>3—0tF1)74 - RIS —(DBR I BILTRDFT,

DAY NEESE. Identity—EX&ERAL. AR ~-51TdGroup - Add User ToT. &L THI—-T2%FERLET,
Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more

Condition Service Name Event Type

Event Type 2| Identity Z | | Group-Add UserTo X a1 X
Condition Afttribute Name Afttribute Values

Attribute Z ¢ resourceName ol Administrators X - X

—}+ Another Condition

X8 : Administrators/ )L —TADZEBZFvTF I BIBDAR h L= )L OB

THOOMERDOER

IRTOOCIEER7)71ET1(E. OCI Audit ServicelC & TEEFRENET . ZOFER. BEVILR-TH> MOERNDY (CEEEREN.
TONITNEEHDEENSREIND LT BIHDBIDIEKIEHEHDER A BiOEBOtF1)71 - RIS —(IE0 T, OCID
Service Connector Hub&Object Storage ServicesDFEHENEZERL T, BEBOV D7 —hA TR FRIS — 2Bk I L%
BENWDLET, 25(C. Service Connector HubZfEFAL T, B5E 0% %Security Incident and Event Management (SIEM) W—JUICER
XIBEETEET,
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