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Overview

Security Score Rating (%) Risk Score (@) Security Recommendations (%)

* Resolve VNIC without associated network security group problems in tar...

Po 0 r 0 * Resolve Load balancer has no inbound rules or listeners problems in ta...
Security Score 14 View Recommendations
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Cloud Guard Problems
Overview Manage Columns

Problems

Problem Name Risk Level a Detector Type  Resource Target

Recommendations
VCN Security list allows traffic to restricted port @ Critical Configuration etwork 20200805 ltcbpodi

Targets

Instance has a public IP address @ High Configuration e-20200 142 NO_ro¢
Responder Activity
Detector R Instance has a public IP address @ High Configuration spulinstance1 emo_roc
etector Hecipes
Responder Recipes Instance terminated @ High Activity resourcejanitor epjb7wre
Managed Lists Instance has a public |P address @ High Configuration k-test \ Mo roc
Settings Instance has a public IP address ® High Configuration Mo _roc
o Instance has a public IP address 2] High Configuration 3MO_roc
SCope
Instance has a public IP address @ High Configuration spulinstance1 emo_roc
Compartment
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Recommendations

Only the top 10 recommendations are shown. These are the most critical issues and will have the highest impact on improving
your security posture once resolved.

Recommendations Total
Resolve VNIC without associated network security group problems in target cg_demo_root_target 6
Resolve Object Storage bucket is encrypted with Oracle-managed key problems in target 16
cg_demo_root_target

Resolve Load balancer has no inbound rules or listeners problems in target cg_demo_root_target 1
Resolve VCN has Inter hed p in target test 2
Resolve VCN has Local Peering Gateway attached problems in target test 2
Resolve User has API keys problems in target cg_demo_root_target 2
Resolve VCN has Inter hed in target cg_demo_root_target 9
Resolve Load balancer has no back-end set problems in target cg_demo_root_target 1
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Responder Activity

Manage Columns

Responder Name Responder Activity OCID Resource Region E

Disable IAM User haq7wadmkdwkp2fwha3q terence.chong@oracle.com US East (Ashburn)

Disable IAM User foofpobgzpgaxriidcga terence.chong@oracle.com US East (Ashburn)

Delete Public IP(s) JgRochebifyqmy spulinstance1 US East (Ashburn)

Terminate Compute Instance hbpamfomuvdnwqrmzadq  spulinstancel US East (Ashburn)

Stop Compute Instance fogyxt25Imysmdsdépkq spulinstance1 US East (Ashburn)

Delete Public IP(s) suclyaBsh2pfifofutag spulinstance1 US West (Phoenix)

Terminate Compute Instance nzh3mzk3cemuwkechbig spulinstance1 US West (Phoenix)

Stop Compute Instance xmdpt2iff2uy53jz72nq spulinstance1 US West (Phoenix)
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