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Users with no Password Complexity Requirements
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USER.PASSWORDFUMCTION

Ensure password verify function is set in user profiles

Status

Summary
Details

Remarks

References
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Meﬂium Risk

IAREFFEIAZ1DOOX T

st A

Found 12 users not governed by a password verification function.

Profiles with password verification function: ORA_CIS_PROFILE
(ORA12C_VERIFY_FUNCTION), ORA_STIG_PROFILE
(ORA12C_STIG_VERIFY_FUNCTION)

Profiles without password verification function: DEFAULT

Users without password verification function: ADAMS, BLAKE, CLARK, HR, IX,
JONES, OE, PM, SCOTT, SH, Ul, ZASSR

Password verification functions enforce minimum password complexity standards,
including length, use of special characters, uniqueness from previous passwords, etc.
Oracle provides predefined functions that can be used, or a custom PL/SQL function can be
developed. Every user profile should include a password verification function.

Oracle Best Practice

CIS Benchmark: Recommendation 3.8
DISA STIG: V-237726, V-237728,V-237729,V-237730, V-237731, V-237732, V-237733
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Label Security

ACCESS.LABELSECURITY [ GoPr |

Classify sensitive data and authorize access using labels

Status Advisory
Summary Label Security is not enabled.
Remarks Oracle Label Security (OLS) provides a framework for implementing and enforcing multi-level

security (MLS) policies within a database. MLS is a security model that allows you to classify
data into different security levels and assign users different levels of clearance for accessing
that data. With OLS, you can define classification labels, associate them with table rows, and
then control access to the rows based on the security labels and the user's clearance level.
This helps to ensure that sensitive information is protected and only available to authorized
users. Access by users with the EXEMPT ACCESS POLICY privilege will not be affected by the
Label Security policies. Each policy has a corresponding administrative role; users who have
this role can administer the policy.

Starting Oracle Database 23c¢, Oracle Label Security cannot be used with Oracle Internet
Directory (OID) since Directory Integration Platform is being deprecated. Oracle recommends
moving from OLS-0ID configuration to stand-alone OLS configuration before upgrade to
Oracle Database 23c.

References EU GDPR: Article 18, 29, 32; Recital 67
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Audit System Privileges

AUDITSYSTEMPRIVS

[ 1 ow )

Ensure use of system privileges is audited

Status
Summary
Details

Remarks

References

Medium Risk
Auditing enabled for 44 privileges.
Traditional Audit (1): CREATE ANY TABLE

Unified Audit (43): ADMINISTER FINE GRAINED AUDIT POLICY, ADMINISTER KEY
MANAGEMENT, ADMINISTER REDACTION POLICY, ADMINISTER ROW LEVEL SECURITY
POLICY, ADMINISTER SQL FIREWALL, ALTER ANY DOMAIN, ALTER ANY MLE, ALTER
ANY PROCEDURE, ALTER ANY SQL TRANSLATION PROFILE, ALTER ANY TABLE,
ALTER DATABASE, ALTER SESSION, ALTER SYSTEM, AUDIT SYSTEM, BECOME USER,
CREATE ANY DOMAIN, CREATE ANY JOB, CREATE ANY LIBRARY, CREATE ANY MLE,
CREATE ANY PROCEDURE, CREATE ANY SQL TRANSLATION PROFILE, CREATE ANY
TABLE, CREATE EXTERNAL JOB, CREATE PUBLIC SYNONYM, CREATE SQL
TRANSLATION PROFILE, CREATE USER, DROP ANY DOMAIN, DROP ANY MLE, DROP
ANY PROCEDURE, DROP ANY SQL TRANSLATION PROFILE, DROP ANY TABLE, DROP
PUBLIC SYNONYM, DROP USER, EXEMPT ACCESS POLICY, EXEMPT REDACTION
POLICY, GRANT ANY OBJECT PRIVILEGE, GRANT ANY PRIVILEGE, GRANT ANY
ROLE, GRANT ANY SCHEMA PRIVILEGE, LOGMINING, PURGE DBA_RECYCLEBIN,
SELECT ANY DICTIONARY, TRANSLATE ANY SQL

Unified Audit Policies (3): ORA_CIS_RECOMMENDATIONS, ORA_SECURECONFIG,
ORA_STIG_RECOMMENDATIONS

System privileges are powerful as they allow access to objects across multiple schemas or make
changes that could impact the entire database. This finding shows the system privileges that are
audited by enabled audit policies. It is recommended that system privileges such as ALTER
SYSTEM, ALTER DATABASE, SELECT ANY TABLE, GRANT ANY OBJECT PRIVILECE, GRANT ANY
PRIVILEGE, and DROP ANY PROCEDURE are audited.

Traditional audit is desupported in Oracle Database 23c. Post upgrade to Oracle Database 23c,
creation of new traditional audit configurations will fail. Oracle recommends migrating to unified

| audit.

Oracle Best Practice
CIS Benchmark: Recommendation 5.1.14, 5.1.15, 5.1.16, 5.1.17, 5.2.18
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Application Owner Account

USER.APPOWNER

Evaluate authorizations to object owner account

Status

Summary

Details

Remarks

References

Evaluate

Found 1 Potential Application ewner. Found 1 Potential application owner that can log in to
database. Found 1 object owned by application owner(s) that can be accessed by non-application
owner(s).

Application owner(s): HCML

Application 1 owner that can log in to database: HCM1

Objects owned by application owner(s) that can be accessed by non-
application owner(s):

HCM1.TICKETINFO PKG -> (PUBLIC)

Restricting access to application service/owner accounts is crucial, especially since these
accounts typically hold sensitive data or highly privileged procedures and functions that can
access and modify sensitive data. As a best practice, these accounts should be locked or
converted into schema-only accounts. This prevents unauthorized users from accessing these

accounts. You should audit these accounts' activity if, for any reason, they require interactive use.

This finding lists the non-Oracle-maintained schema with the most number of objects.

Oracle Best Practice
DISA STIG: V-219851
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Shared Accounts

sy
~ e
USERSHARED EED @ N eW
| User accounts should not be shared
- =

Status Evaluate

Summary Found 6 users who share accounts with Administrative Privileges. Found 3 default Administrative
Users being enabled. Found 1 user who can connect through proxy users.

Details Shared users who can exercise one or more Administrative Privileges: SCOTT,
SYSBACKUP, SYSDG, SYSEM, SYSTEM, ZEUS
Default Administrative Users enabled: SYSBACKUP, SYSDG, SYSKM
Following proxy and client combination found: USERX-SCHEMAAPP, USERY-
SCHEMAAPP

Remarks Having shared accounts to interact with the database may prevent the application from recording
an individual user's identity used to read, insert, update and delete records. Use accounts
assigned to individual users where feasible. You should audit shared or proxy users' activity.
Configure user accounts, the database and/or the application to provide personal accountability.
To accurately identify individual application users in connection pools, utilize the SET_IDENTIFIER
procedure of DBMS_SESSION in SQL or the appropriate method/attribute in your programming
language. Enterprise-packaged applications may have methods for achieving this, so check with
the vendor and My Oracle Support for more information. It is also vital to monitor proxy users,
who can connect to the database as their client users.

Also, you should not have accounts with multiple administrative privileges (sysdba, sysoper,
sysbackup, sysdg, syskm). You should assign one administrative privilege per user account for
better separation of duties. Users requiring to execute multiple administrative functions can have
specific accounts for each activity type.

References Oracle Best Practice
DISA STIG: V-220310, V-220311, V-220313, V-237724
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Users with Administrative SYS* Privileges

[ privsvsaomin EEE
Segregate administrative privileges among different user accounts
Status Advisory
Summary Found 6 users granted administrative SYS* privileges. Found 2 administrative SY5* privileges not
granted to any user.
Details SYSDBA (0): {none)

SYSOPER (0): (none)
SYSBRCKUP (1): SYSBACKUP

SYSDG (3): SCOTT, SYSDG, ZEUS
SYSKM (3): SYSKM, SYSTEM, ZEUS
Remarks Administrative SYS* privileges allow a user to perform maintenance operations, including some

that may occur while the database is not open. The SYSDBA privilege allows the user to run as
SYS and perform virtually all privileged operations. Starting with Oracle Database 12.1, Oracle
introduced less powerful administrative privileges to allow users to perform specific
administrative tasks with less than full SYSDBA privileges. To benefit from this separation of duty,
you should grant each of these administrative privileges to at least one named user account.

References Oracle Best Practice
DISA STIG: V-237709
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Users with Sensitive Data

USER.SENSITIVEDATA OEP
. AN AN = —\ =
Check access granted on data marked sensitive by TSDP < H E’\] *%% N —_— g{% =€E (T S D P)
175 =) iy J 0z N\
-
Status Evaluate 0) :la .?ﬂ-—-_< 0) |_'|:T_|
Summary Found 5 user schemas that contain sensitive data. Found 1 user that has access to the sensitive /1N >3 J:
data.
Details Schemas containing sensitive data: P46890UAD, HR, REDACT USR, TKZGTSDPVPD,
HCM1
Users who have access to sensitive data: OE
Remarks In the current context, sensitive data refers to any data flagged as sensitive by Transparent
Sensitive Data Protection (TSDP). To ensure secure access to sensitive information, it is best to
grant access through roles rather than directly to individual accounts. Prompt revacation of .
access granted to individual accounts is recommended. Data Masking
ReISIenCes  DRASTIG V. 237704 RoATASING [an Tow T orc
Anonymize sensitive data in non-production environments
| Status Evaluate
Summary Found 8 tables classified by transparent sensitive data protection (TSDP) as containing

sensitive data.

Details Tables that may expose sensitive information: HCM1.LOCATIONS,
P46B90UAD.ACCOUNT, HCM1.EMP_EXTENDED, HCM1.EMPLOYEES, TKZGTSDFVFPD.EMP,
REDACT_USR.ACCOUNT, HR.LOCATIONS, HR.EMPLOYEES

Remarks Clones of live production data are typically shared with development, testing, and data
analytics teams so that they have access to realistic data to support their activities. Attackers
have learned that valuable and sensitive data often ends up in non-production environments,
which are generally less protected than production. Masking sensitive data before handing it
over to development and analytics teams eliminates the risk of data breaches in non-
production environments by irreversibly replacing the original sensitive data with realistic but
fictitious data. Procedures that ensure copies of production data are kept away from non-
secured locations must also be in place. Oracle Data Safe or Oracle Data Masking and
Subsetting Pack can help you anonymize sensitive data transferred to non-production systems.

References Oracle Best Practice
EU CDPR: Article 5; Recital 26
DISA STIG: V-219844, V-220299
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Objects Accessible by PUBLIC

PRIV.OBJPUB OBP STIG

Disallow unnecessary object privileges granted to PUBLIC

Status Evaluate

summary Found 1 object that can be accessed by PUBLIC

Details Objects accessible by PUBLIC: HCM1.TICEETINFO PEG

Remarks Object grants to PUBLIC must be avoided and should be removed using the REVOKE command.

If this database supports a package application, work with the application provider and Oracle
support to understand to what extent you can revoke role grants made to PUBLIC.

References Oracle Best Practice
DISA STIG: V-219837

13 Copyright © 2023 Oracle and/or its affiliates.
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Source Code Analysis

CONF.SOURCEANALYSIS

08P STIG

Check sensitive data exposed through error messages in stored programs

Status
Summary
Details
Remarks
References
Read-only ORACLE_HOME
CONF.READONLYHOME OBP | STIG
Check if ORACLE_HOME needs to be read-only
| Status Evaluate

Summary Database has read/write ORACLE_HOME.

Details ORACLE HOME: /u0l1/app/oracle/product/19.0.0/dbhome 1

Remarks An Oracle home is a directory into which all Oracle software is installed. In a read-only Oracle

home, all the configuration data and log files reside outside the read-only Oracle home
directory. This feature allows you to use the read-only Oracle home as a software image that
you can distribute across multiple servers. A read-only Oracle home also helps with seamless
patching and updating of Oracle databases.

References Oracle Best Practice
DISA STIG: V-220306

14 Copyright © 2023 Oracle and/or its affiliates.

Evaluate
Found 2 application schemas that contain Program Units.
Schemas containing program units: HR, OE

Messages generated by stored program units can inadvertently provide sensitive business,
personal or system information that a malicious user can misuse. You should analyze the
application code to verify that error messages do not contain information beyond what is
needed for troubleshooting the issue. Program units should not access and print restricted
user data.

Oracle Best Practice
DISA STIG: V-220301, v-220302
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CMAN Remote Admin

O5.CMANLOCAL

Check local Connection Manager

Status

Summary
Remarks

References

Pass
Oracle Connection Manager not found on this host.

Oracle Connection Manager is a proxy server that forwards connection requests to databases or
other proxy servers. As remote administration provides a potential opportunity for malicious
users to make unauthorized changes to the Connection Manager configuration or interrupt its
service, it should not be used. As a best practice, Oracle CMAN should be installed on a computer
separate from the database server and client computers.

Oracle Best Practice
DISA STIG: V-219874

Diagnostic Destination

Copyright © 2023 Oracle and/or its affiliates.

O5.DIAGNOSTICDEST

OBP STIG

Check file permissions for directories holding diagnostic data

| Status

Summary
Details

Remarks

References

Evaluate
Diagnostic destination configured.
Diagnostic destination: /ade/b/708972833/oracle/log/diag.

The DIAGNOSTIC_DEST initialization parameter specifies where the trace, alert, core, and
incident directories and files are located. These files may contain sensitive data or information
that could prove helpful to potential attackers. Access to the diagnostics directory should only
be granted to the Oracle process and software owner accounts, Administrators, DBAs, System
group, or developers authorized to debug the database application. Document and authorize
user access requests to the directory outside the Oracle, DBA, and system administrators’
account list.

Oracle Best Practice
DISA STIG: V-219873
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Audit Management Configuration Parameters

Audit Storage

AUDIT.TABLESPACE [ osp T smic ]
Parameter Name Audit Trail Configured Value Audit trail should be stored on a tablespace of its own
DB AUDIT CLEAN BATCH SIZE | FGA AUDIT TRAIL 10000 | status Advisory
DB AUDIT TABLESPACE FGA AUDIT TRAIL SYSAUX Summary One or more audit trail is in SYSAUX tablespace. Examined 3 audit trails. Audit tablespace with
acceptable free space.
AUDIT FILE MAX AGE OS AUDIT TRAIL 5 Details STANDARD AUDIT TRAIL is in SYSAUX
UNIFIED AUDIT TRAIL is in SYSAUX
AUDIT FILE MAX SIZE OS AUDIT TRAIL 10000 FGA AUDIT TRAIL is i;SS¢2AUX
05 FILE CLEAN BATCH SIZE 05 AUDIT TRAIL 1000 2628 Records found in Unified Audit Trail from Oct 26 2023 to Oct 27 2023
Remarks Auditing is the most effective way to record what happens in the database. Auditing tracks the
DB AUDIT CLEAN BATCH SIZE | STANDARD AUDIT TRAIL 10000 use of privileges, activities of highly privileged users, access to sensitive data, actions performed
on database objects, and modifications made to database settings. Auditing can be helpful for
DB AUDIT TABLESPACE STANDARD AUDIT TRAIL SYSAUX forensic investigations in the event of a data breach and to demonstrate regulatory compliance.
Database audit trails use the SYSAUX tablespace by default and can fill it up. That can affect other
AUDIT FILE MAX ACE UNIFIED AUDIT TRAIL 5 database operations that rely on that tablespace. If the tablespace exhausts, audit record writes
AUDIT FILE MAX SIZE UNIFIED AUDIT TRAIL 10000 will spill over to OS audit files, and a message is written to the ALERT LOC. If the OS file system
space also becomes full, audited operations will start to fail.
AUDIT WRITE MODE UNIFIED AUDIT TRAIL QUEUED WRITE MODE . o i
It is recommended to relocate the audit trail to another tablespace using
DB AUDIT TABLESPACE UNIFIED AUDIT TRAIL SYSAUX DBMS_AUDIT_MGMT.SET_AUDIT_TRAIL_LOCATION procedure. Relocating to a dedicated
tablespace will improve system performance and eliminate the probability of some other
AUDIT FILE MAX AGE XML AUDIT TRAIL 5 component taking up the free space. You can encrypt the new tablespace. Also, make sure you
allocate adequate space. Oracle recommends that you configure a different tablespace for the
AUDIT FILE MAX SIZE XML AUDIT TRAIL 10000 audit trail. You can encrypt the new tablespace. Also, make sure you allocate adequate space.
QS FILE CLEAN BATCH SIZE | XML AUDIT TRAIL 1000 References  Oracle Best Practice

R ENBE

DISA STIG: V-220305, V-237717,V-237718

grant read on sys.dba_audit_mgmt_config_paramsto dbsat_user;

16 Copyright © 2023 Oracle and/or its affiliates.

TOA -

AUDIT.CONDITION
AUDIT.SHAREDPROXY
AUDIT.TABLESPACE
AUDIT.CLEANUPJOBS
AUDIT.DATAPUMP
AUDIT.STIGPOLICY
AUDIT.DATABASEVAULT
AUDIT.LABELSECURITY
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SQL Firewall

CONF.SOLFIREWALL

0OBP

Check SQL Firewall configuration

Status
Summary
Details

Remarks

References

17 Copyright © 2023 Oracle and/or its affiliates.

Evaluate
SQL Firewall is enabled.
Found 1 database user with SQL Firewall policies: Ul

Ul (blocking mode): Context allow-list (not enforced), SQL allow-list (not
enforced)

Built into Oracle Database kernel, SQL Firewall inspects all the incoming SQL statements and
database connections and can detect and/or block unauthorized SQL and connections. SQL
Firewall provides real-time protection against common database attacks such as SQL Injection.
Once activated, SQL Firewall will learn SQL and connection activities and build user based allow-
lists from collected data; the allow-lists can be modified and enforced in a desired mode.

Oracle Best Practice
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F

Category High risk Medium risk. Low risk Advisory Evaluate Pass Total findings
User accounts - 4 4 - 1 - 9
~ | Sample Schemas
Status: MEDIUM
Summary: Found 7 sample schemas.
Details: Sample schemas: BI, HR, IX, OE, PM, SCOTT, SH
Remarks: Sample schemas are well-known accounts provided by Oracle to serve as simple examples for developers. They generally serve no

purpose in a production database and should be removed because they unnecessarily increase the attack surface of the database.

|| Database Backup

Status: HIGH
Summary: No Backup Records found for the last 90 days. I
Remarks: The database should £

quickly recover from a
databases. Unencrypt
Backup (OSB) may als

References: STIG: Rule SV-761791

> [ Patch Gheck

~ || Passwaord Verification Functions

Status:
Summary:

Details:

Remarks:

References:

MEDIUM
Found 75 users not using password verification function.
Profiles with password verification function: ORA_STIG_PROFILE (ORA12C_STIG_VERIFY_FUNCTION)

Profiles without password verification function: ADMIN_PROF, APP_USERZ, C##APP_ACCOUNT_NOLOCK, C##PROF1, DEFAULT,
TESTPROF1, TESTPROF2

Users without password verification function: ANANT, APP1_DATA, APFDEV_USER1, APPDEV_USERZ, APPDEV_USER3,
AVAUDITUSER, BACKUP_ADMIN, BA_BETTY, Bl, CAT2, DATASAFE$SADMIN, DAVE, DBA_DEBORA, DBA_DEBRA, DBA_HARVEY,
DBA_NICOLE, DBSAT_ADMIN, DBSAT_USER, DBV_ACCTMGR_PDB1, DBV_OWNER_PDB1, DEMO_USER, DMS_ADMIN, DSADMIN,
DSCS_ADMIN, EMPLOYEESEARCH, EMPLOYEESEARCH_DEV, EMPLOYEESEARCH_PROD, ERR, EVIL_RICH, EXPIRED_USER_LK,
EXPIRED_USER_ULK, FINACME, GOPAL, HCM1, HR, HR_JOE_MGR, HR_TIM, HTTP_REDIRECT, INACTIVE_USER LK,
INACTIVE_USER_NEW, INACTIVE_USER_UNLK, IX, JACK, JIM, JONES, JOSEPH_D, JSCHAFFER, JTAYLOR, LOOKUPS,
MASKING_ADMIN, MIKE, NY_NICK, OE, P46890UAD, PA_ADMIN, PDBADMIN, PEDRO, PLOPES, PM, PU_PETE, REDACT_USR,
RMTUSR, RUSS, SCHEMAAPP, SCOTT, SECURE_STEVE, SEC_ADMIN_OWEN, SH. SOE, TA_TAMMY, TESTDBONE, TKZGTSDPVPD,
USERX, USERY, ZEUS

Password verification functions are used to ensure that user passwords meet minimum requirements for complexity, which may include
factors such as length, use of numbers or punctuation characters, the difference from previous passwords, etc. Oracle supplies several
predefined functions, or a custom PL/SQL function can be used. Every user profile should include a password verification function.

STIG: Rule SV-76209r1, SV-76213r1, SV-76215¢r1 , SV-76217r1, SV-76219r1, SV-76221r1, SV-76225r1
CIS:  Recommendation 3.8
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Oracle Audit Vault and Database Firewall

Targets

Database ﬁ
(Q Firewall
-9 C

CRR=cl

Oracle Database, MS SQL
Server, BM Db2, SAP
Sybase, MySQL
PostgreSQL

'E‘
Linux, Windows, AlX,
Solaris, MS AD

\

Il
liooal

Application
tables, XML,
CSV, JSON,

Audit data and network events

MongoDB, REST

il
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Oracle DBSAT. Data Safe. Oracle AVDFD#EE

PEEE Data Safe  Oracle AVDF  Oracle DBSAT
AR TEFIVTABMAT—HR Xty D Xy
BRDINDIRHBELR—b Yes Yes -
1—Y—-URJFHi /1 —- T4 MNULXT R Lik—h Yes Yes+ .
BT — D& X3 XFIE* X fE*
B0y NI I M0 — Tt EE Yes Yes -
BEEDL R— b EIR Yes Yes -
H39R, A>T =R, Cloud@Customerd—4w hOHHR— bk Sty ) Yes
BRI o ST e

+ Y29 Z237U>J 13U, Oracle AVDFI>AA MUXD b LIR= MG - = O-IELHERDT S, SZTMERDT S, ATS1IMEROAENEFNFT (TN2ED) .
*BZEAT MDHDF IV (F-HIDFIYIRL)
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https://www.oracle.com/jp/security/database-security /assessment-tool/
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=2

O.com : www.oracle.com/jp/security/database-security/
J0% : https://blogs.oracle.com/cloudsecurity /category/ocs-database-security

5 - eBookZE5hHR : www.oracle.com/securingthedatabase

Oracle LiveLabs - £ L<IZ&0) :

* Oracle DBSAT: https://bit.ly/dbsat-livelab

« Data Safe: https://bit.ly/datasafe-livelabs

* QOracle AVDF: https://bit.ly/avdf-livelab

o ZOMOT—HIR—R-tF1UF1 : https://bit.ly/golivelabsdbsec

AskTOM Office Hours(Z. Oracle Database PM/IFR/\—NI&LD. A—T>RQ&A
a2 EBRITIRELE T, BADE2KIER (15:00 UTC) (L3147 -y azhafE
LTWET (https://bit.ly/asktomdbsec) .
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http://www.oracle.com/jp/security/database-security/
https://blogs.oracle.com/cloudsecurity/category/ocs-database-security
http://www.oracle.com/securingthedatabase
https://bit.ly/dbsat-livelab
https://bit.ly/datasafe-livelabs
https://bit.ly/avdf-livelab
https://bit.ly/golivelabsdbsec
https://bit.ly/asktomdbsec

Q&A
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