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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.

ORACLE’

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 3



Database Security

E» Transparent Data Encryption
E» Database Vault

E» Privilege Analysis

) Data Redaction

I DB Security Basic
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Database Security

E» Transparent Data Encryption
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Encryption Conversion

* SQLANVRZITTRBEZERSIL -ES R
BifF DR BBz ST R EZ KIRIZ5EHE
T—RNIT VAR R R FRBEZERE S
— Online Encryption Conversion §§ 1;1%%%
BN A IS4V FFICHES 1L

— Offline Encryption Conversion

HEETIIEEAL TEE M o=, SYSTEM, SYSAUX, UNDO, TEMPR{EIH %
EebSE A ENHEE

KUK MBUNDOETEMPER fRIE (K. TDER BB HIELNEIZGE->TWDIEE
HRDESIEREEDT —FEREIESESNTHEMRSN TS

Offline Encryption Conversionld. 11.2.0.4 . 12.1.0.2I1Z/\w7R—
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Online Encryption Conversion

* 122D HEF

« FAATRELGIES 7ILOYX L (&, AES(128,192,256bit), DES, ARIA, SEED, GOST
EEERICBOBER®TILI) X LDEEITEE, XOfflineTConversion& 1=K 81 L ATRE
SYSTEM, SYSAUX, UNDOZR fEIgi . ig = 1L A] &E

XT=fL. SYSTEMEUNDOE A —H —FK Al Z B I Zconversionl B ZEITT HI LIFELE
BATHFIE. — IR R ORBBERIFD T4 AVEFNDHE

ConversionfLIEEEITH L, Data PumpOr o AAR—42 T )L RBEIIFERTEAL
ConversionfLIBEIThIEX, LTFTOaATURIEETTELL

— ADMINSTER KEY MANAGEMENT SET KEY

— FLASHBACK DATABASE

Online Encryption ConversionB¥(&. REDOOY [FE R ENS
BELTE TRICKREEICT 2774V EEMLIZIGE &, EBMNENE=T7MILIEESI{EENS
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Online Encryption Conversion
- lF=1t
ALTER TABLESPACE 3R %E184 ENCRYPTION USING K5 7 J)L3!1) X Ls ENCRYPT

FILE_NAME_CONVERT=(IBT—2774ILA, HiT—3I714ILAR);
X HEATREA 7))L TY) X L AES(128,192,256), DES(168), ARIA(128,192,256), SEED(128), GOST(256)

- B85
ALTER TABLESPACE 3% 7E15 44 ENCRYPTION DECRYPT
FILE_NAME_CONVERTFILE_NAME_CONVERT=(IBT—277AM L&, iT—3T71ILR);

- BBER orlBEET7IIYRXLEE
ALTER TABLESPACE X $E184 ENCRYPTION USING EE=7/)L31) X Ls REKEY
FILE_NAME_CONVERT=(IBT—277MILER, i T—32771ILR);

X T—RIT7AILDEHNDIEE (L. (IHDFA1,#EHDFA L, IBDF£& 2, #HDF&2...)E8ih 5
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Online Encryption Conversion® ZE 1745

- RTABAERL

CREATE TABLESPACE TEST DATAFILE '/u01/app/oracle/oradata/ora001/test01.dbf' SIZE 100M ONLINE;
- =1k

ALTER TABLESPACE TEST ENCRYPTION USING 'AES192' ENCRYPT FILE_ NAME_CONVERT=('test01.dbf’,
'test01_enc.dbf');

- RITIER DRER
SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;
TS# ENCRYPTIONALG ENCRYPTED STATUS

7 AES192 YES NORMAL
SELECT TABLESPACE_NAME,ENCRYPTED FROM DBA_TABLESPACES WHERE TABLESPACE_NAME='TEST';

TABLESPACE_NAME ENCRYPTED

ORACLE’
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Online Encryption Conversion® ZE 1745

-BEET7ILIVXLDER
ALTER TABLESPACE TEST ENCRYPTION USING 'AES256' REKEY FILE_ NAME_CONVERT=("test01_enc.dbf’,
'test01_enc2.dbf");

- RITIER DHER
SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;
TS# ENCRYPTIONALG ENCRYPTED STATUS

/7 AES256 YES NORMAL

-85
ALTER TABLESPACE TEST ENCRYPTION DECRYPT FILE_NAME_CONVERT=('test01_enc2.dbf', 'test01.dbf");
SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;

La—FMZEIRSNFEATL,

ORACLE’
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Online Encryption Conversion®

ALTER TABLESPACE ZR$E15{ 4 ENCRYPTION ONLINE FINISH ENCRYPT / DECRYPT / REKEY
FILE_NAME_CONVERT=(IBT—277MIL4&, i T—32I771ILB);

SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;
TSH# ENCRYPTIONALG ENCRYPTED STATUS

/7 AES192 YES ENCRYPTING <---- NOMALTIFEL D TIEFEHR T LTV

-BEIT
ALTER TABLESPACE TEST ENCRYPTION ONLINE FINISH ENCRYPT FILE_NAME_CONVERT = ('test01.dbf’,
'test01_enc.dbf');

TS# ENCRYPTIONALG ENCRYPTED STATUS

/7 AES192 YES NORMAL

ORACLE’
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Offline Encryption Conversion

°+ 12.2, 11.2.0.4,12.1.0.2 T{EFA[HE

EFT7ILO) X L (&, AES128MD &

— VSDATABASE_KEY_INFOCHESR AT RE
EETIOVALDERIL, 12.2 DH

— Online Encryption ConversionDiEEEZ{E T 5

SYSTEM, SYSAUX, UNDOZE BBt 5 =1L AT BE (12.2(D &)
BATD=ODF G T4 AV MBI T ELGL
T—R3IT7AIVELLTOD/INTLUILEITH A EE
11.2.0.4,12.1.0.2[F. L TF DNy FERANKLE

— Enable Transparent Data Encryption (TDE) Using Fast Offline Conversion in 11.2.0.4 and 12.1.0.2
(F¥FAMD 2148746.1)

— 12.11%. 12.1.0.2.160719 Database Proactive Bundle Patch (Jul 2016)IZ&FE N5
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Offline Encryption Conversion

- lF=1t
ALTER TABLESPACE TEST ENCRYPTION OFFLINE ENCRYPT;
ALTER DATABASE DATAFILE '/u01/app/oracle/oradata/ora001/test01.dbf' ENCRYPT;

k=
ALTER TABLESPACE TEST ENCRYPTION OFFLINE DECRYPT;
ALTER DATABASE DATAFILE '/u01/app/oracle/oradata/ora001/test01.dbf' DECRYPT;

« T=RAIFAINZEIZNSUIIIZEFTSERIGESE. UTOAR U RETNENEELD
v a TEITTS

ALTER DATABASE DATAFILE '/u01/app/oracle/oradata/ora001/test01.dbf' ENCRYPT;
ALTER DATABASE DATAFILE '/u01/app/oracle/oradata/ora001/test02.dbf' ENCRYPT;

ORACLE’

$¢11.2, 12.11EXALTER DATABASE DATAFILED I KD H
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Offline Encryption Conversion® =115
- RBEAERK
CREATE TABLESPACE TEST DATAFILE '/u01/app/oracle/oradata/ora001/test01.dbf' SIZE 100M ONLINE;
-FI24Y
ALTER TABLESPACE TEST OFFLINE;
-lEE1E
ALTER TABLESPACE TEST ENCRYPTION OFFLINE ENCRYPT;
N e b
ALTER TABLESPACE TEST ONLINE;
EAITHERDOHER
SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;

TS# ENCRYPTIONALG ENCRYPTED STATUS

7 AES128 YES NORMAL

ORACLE’

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

14



Offline Encryption Conversion® = 1745l

- FTSAY

ALTER TABLESPACE TEST OFFLINE;

-E=

ALTER TABLESPACE TEST ENCRYPTION OFFLINE DECRYPT;

et

ALTER TABLESPACE TEST ONLINE;

EITHER DHER

SELECT TS#, ENCRYPTIONALG,ENCRYPTEDTS,STATUS FROM VSENCRYPTED_TABLESPACES;
La—FMZBIRSNFELATLE,
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TEMPRFEE DS A A

* 12.2HhV5CREATE TEMPORARYSZ CENCRYPTION ENCRYPTAHYEE TE A] BE

CREATE TEMPORARY TABLESPACE TEMP2 TEMPFILE '/u01/app/oracle/oradata/ora001/temp02.dbf’
SIZE 100M AUTOEXTEND ON ENCRYPTION ENCRYPT;

) TOAI—BFREBDOEE

- —FRRBEEOER

CREATE TEMPORARY TABLESPACE TEMP2 TEMPFILE '/u01/app/oracle/oradata/ora001/temp02.dbf'
SIZE 100M AUTOEXTEND ON ENCRYPTION ENCRYPT;

- TIHILEDEE

ALTER DATABASE DEFAULT TEMPORARY TABLESPACE TEMP2;
- BXTF D — B R AR D HI BR

DROP TABLESPACE TEMP;

ORACLE’
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T—HAR—Z T LS L DEREH

- DB mount#Z2 &j)

SQLPLUS / AS SYSDBA

STARTUP MOUNT

- RARB—BA—T > (XEBFIIRABDRENDE, AppendixS 1B)
ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY “/S X7 —K";
- =1k

ALTER TABLESPACE SYSTEM ENCRYPTION OFFLINE ENCRYPT;
ALTER TABLESPACE SYSAUX ENCRYPTION OFFLINE ENCRYPT;
ALTER TABLESPACE UNDOTBS1 ENCRYPTION OFFLINE ENCRYPT;
- DBRCE}

ALTER DATABASE OPEN;

- TEMP RMEHDIFSLERTE

HIR—IU SR

ORACLE’
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Online vs. Offline Encryption Conversion

_ Offline Conversion Online Conversion

FERAAIREG/N\—T3Y

AR T IILT ) X L
WDOEATAREDN ?
BMDT A A EEABEL ?

DataGuardZfEFAL TL\5I5&

SYSTEM,SYSAUX,UNDO 3% 5818 D
rr 3
5516

TEMPR MBI IEE1E

ORACLE

12.2
11.2.0.4, 12.1.0.2 12.2007%
TDETER Al RE7R
AESL28D 7 TRTOTLIYRXL
TablespaceMA 754 H Tablespace DA >S4 hH
DatabaseA mountf¥ Database/‘Read/Write Openf¥
BB BATRE, — BRI R DR FEE S
BRIEDTARAVBEENDLE
Primary&StandbyZx FE T PrimaryZconversionL7=1&(&. B &1/
conversiond AL ENH D [ZStandby{8| & conversionEdtL %
12.2D H 12.20) &
YERIE AT EE (12.2D ) ERRIZ AT EE (12.2D )
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Online vs. Offline Encryption Conversion

_ Offline Conversion Online Conversion

Offline Conversion R &1t R B (&
S5 TIRE, f-1ZL. UNDOFES T 5

FEESN-RBEDES

RBEESBROBIER®

A—7r— 3y
INSLUILETT

ConversionaA Y RHAEF T
KBL-15E

ORACLE’

A[gE, 7=FZLUNDOZEF I H_&lE

U ¥Z| Fr
LR LA
TEHLY, =1L, 12258 (E.
Online ConversionMREKEYA Y KAY A BE
{EFRAIgE
FT—RI7AILEIZEEHD EECEIZEHD
A—H—tyi 3 TEITHEE A—Y—tyi 3> TEITHHEE
B BB EERERIZTH=0 FinishBZDIF-a<> KT
BEIOTUNEETITS BETIS
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ENCRYPT NEW TABLESPACEfIHA{E /S5 A—%

ENCRYPT_NEW_TABLESPACE = [CLOUD_ONLY] [ALWAYS] [DDL] |

CLOUD_ONLY (T2#JLK)

- Oracle CloudM 3154 . CREATE TABLESPACE CENCRYPTIONAIZ3EE L7<TH . AES128T
RBEEIAEFWICESIESN S

-On-PremiseDIGE . ATRMIZIEET 2UENH S, IHELLZITNIXE S LS EKEY)
ALWAYS
- CREATE TABLESPACE CENCRYPTIONA]Z 5 TE LA TH ., AES128 TR EEMNEHEIMICIESEEN S
- Oracle Cloud&On-Premisetb,LNF NELEICENE
DDL
- CREATE TABLESPACETENCRYPTIONAIZ$EELEITNIL, RIEBIIESILINGELN(HEKEY)
- Oracle Cloud&On-Premisetb,LNF NELEICENE

ORACLE’
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FORCE KEYSTORE

- BEIOJ A F—ANT7EFERALTWSIEEOF—X L7 HCLOSELTLVSIHEE T,
TYRAI—EEERBODALTFHURBOER. BIBR. BIERK. Export/Import)Z DR /EA AT RE

- BEOT A2 X —ANT7 DOMTAIRIE T, PDBDIEN *Unplug/PlugE DA RL—3> 9 51545,
CDBMD Y ARAFEZXCLOSET DILEMNLZLND T, YTRI—BIZENDBERKRIZEE XS Z LN

- EEAE

ADMINISTER KEY MANAGEMENT SET KEY USING TAG ‘20160922' FORCE KEYSTORE IDENTIFIED BY "oracle12c”
WITH BACKUP;

- THYRR—F

ADMINISTER KEY MANAGEMENT EXPORT KEYS WITH SECRET "my_secret" TO '/home/oracle/export.exp’
FORCE KEYSTORE IDENTIFIED BY "oraclel2c";

-AiR—bk
ADMINISTER KEY MANAGEMENT IMPORT ENCRYPTION KEYS WITH SECRET "my_secret”
FROM '/home/oracle/export.exp' FORCE KEYSTORE IDENTIFIED BY oracle12c WITH BACKUP;

ORACLE’
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TDE + Oracle Key Vault

* Oracle Key Vaultld, lEE#ZtF*17I2{R5€ 9 HHSM (Hardware Security Module)

« TDEM Y RAMFEBHEZOKVIZIEINIZL, EXaT7IZSFYLH L, FRREDER -FEFERDT7I—H
* DB -—Key VaultiEl D BIENEHENUINL L BEERBEHO T VXX TELLLGS

* Sqlnet.oraENCRYPTION_WALLET_LOCATIONIZOKVEE /NS A—2MN:EM0(12.2)

' LAE
O
o

Oracle Database 12.2

ORACLE

Oracle Key Vault
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Hybrid Cloud Key Management

AOTLIREGSHRD
ITRTHEFESHREE
‘ g Key Vaut CFXa7IC—EH
OKVEND OKVEND OKV END
POINT POINT POINT
SAISHAL Oracle Cloud

3 SSH TUNNEL
OKV END

POINT
\a\ N
.OKV END

On-premise
g POIIﬁ
OKV END l l
g Key Vault
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Database Security

E» Database Vault

ORACLE’
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Simulation Mode

* Database Vault R >— (LIILLXOOATURIL—IL) a3 —a  ELTEIE
— RO —ERDHO1=IGE. TV ERETOVITH5DTIFEL, a3b—ar-0JELTRERT S
-« a3l —33>-0% (&, DBA_DV_SIMULATION_LOG E 2 —TZSHEA[EE
s B~ AT LTARAMDIT—XTHRYS—DF LM Z&E

Simulation Mode

A . S
n I' COMMAND

HR APP \ / HR_APP Select Name, Department From.. HR
\ g \PP Select DOB, Name From Emplo.. HR

Select Sum(Salary), Department. HR

P Update Salary where Name =D. HR

Select Min(Salary) , Department.. HR

a Create Index

N SIMULATION P With Top _Earners as (Select Na.. HR
Py - LOG P Select Name, Department From.. HR
—" Select DOB, Name From Emplo..
DBA .

Select Sum(Salary), Department.

HR SCHEMA S~s

Update Salary where Name =

ORACLE’
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Simulation ModeZ{§ > =EXFERIZER S —fEEE

Pass Simulation Mode Block
) ) ) )
lII% > 2N
SQLs —~ 3) < T~
INYTF LI - E |/ . % 1)
> — | o | .. _ gL P4 System
fﬁ — | 2 [ | | *EL 9] <y ~ Go live
e vi S 3 B |< FE > )
TV r—ay 5 =~/ ~ = ﬁﬁ
0 5 & ~ E
Rk E
g — — — —_
BRA7tX 20%
80%
ee——)) 05

K1) —SE
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Simulation Mode D% E

« RS —  UILL, AR IL—ILYERERIZ. enabled D IE HIZDBMS MACUTL.G_SIMULATIONZ
HET D
- IR —%&TAYIICERT SI5E(E. DBMS_MACUTLG_YESZFEE

- DBA_DV_SIMULATION LOGMZEEY B 23— 3049 MDEXRIL. DVSYS.SIMULATION _LOGS
— HIfs9 55 E(%. DV._OWNER TDELETEXZE1TT 5

LibL aYURIL—IL
BEGIN BEGIN
DBMS_MACADM.CREATE_REALM|( DBMS_MACADM.CREATE_ COMMAND_RULE(
realm_name =>'EMPLOYEES realm’, command =>'SELECT,
enabled => DBMS_MACUTL.G_SIMULATION, ML SR (e = (DI,
audit_options => DBMS_MACUTL.G_REALM_AUDIT FaiL,|  oXect.owner =>"HR,
object name =>'JOBS/,
realm_type  =>1); enabled => DBMS_MACUTL.G_SIMULATION);
END; END;
/ /

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 27
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Simulation Mode® ZE 1745

7 7t R {E
DSYSL—H —([LHRADEMPLOYEESR [Z 7 VR TEALY
QHRA—HF—IET7 VAT HE

-aSL—3a E—RTLUILLER

BEGIN

DBMS_MACADM.CREATE_REALM(
realm_name =>'EMPLOYEES realm’,
description  =>'Realm to protect HR.EMPLOYEES',
enabled =>DBMS_MACUTL.G_SIMULATION,
audit_options =>

DBMS_MACUTL.G_REALM_AUDIT_FAIL,
realm_type =>1);

END;

/

ORACLE’

- EMPLOYEESFRZ L JL LIZIEND

BEGIN

DBMS_MACADM.ADD_OBJECT TO_REALM(
realm_name =>'EMPLOYEES realm/,
object_owner =>'HR,
object_name =>'EMPLOYEES',
object_type =>'TABLE');

END;

/

-HRZL L L -F—F—IT$E%E

BEGIN
DBMS_MACADM.ADD AUTH_TO_ REALM(
realm_name =>'EMPLOYEES realm,
grantee  =>'HR',

auth_options =>

DBMS_ MACUTL.G_REALM_AUTH_OWNER);

END;

/

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Simulation Mode® ZE 1745

SYS1—H—
sqlplus / as sysdba
select employee_id,email,salary from hr.employees;

EMPLOYEE_ID EMAIL SALARY <------—--- 7t XA EE
100 SKING 24000
101 NKOCHHAR 17000
HR1—H—
con hr/hr
select employee_id,email,salary from hr.employees;
EMPLOYEE _ID EMAIL SALARY <-----mee-- 7Ot AA[RE
100 SKING 24000
101 NKOCHHAR 17000

ORACLE’
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DBA DV SIMULATION LOG Ea1—TH%Y g2

© SYSHNODMEMPLOYEESRAD T VXL, REISVILVLER(TIEATELZLD T,
TaIl—iay-O5 1z Fand

SELECT TO_CHAR(TIMESTAMP,'yyyy/mm/dd hh24:mi:ss') TIMESTAMP, USERNAME, COMMAND,
VIOLATION_TYPE, SQLTEXT from DBA_DV_SIMULATION_LOG;

TIMESTAMP USER COMMAND VIOLATION_ SQLTEXT

2016/06/09 01:15:15 SYS SELECT Realm Violation SELECT EMPLOYEE_ID,EMAIL,SALARY FROM
HR.EMPLOYEES

2016/06/09 01:17:55 SYS SELECT Realm Violation SELECT EMPLOYEE_ID,EMAIL,SALARY FROM
HR.EMPLOYEES

2016/06/08 16:56:58 SYS SELECT Realm Violation SELECT * FROM HR.EMPLOYEES

ORACLE’
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L )L LsZSimulationh 5 EnablelZZE B

-LILLZEnablelZZ &
BEGIN

DVSYS.DBMS_ MACADM.UPDATE_REALM(
realm_name =>'EMPLOYEES realm’,
description  =>'Realm to protect HR.EMPLOYEES/,
enabled => DBMS_MACUTL.G_YES);

END;
/

ORACLE’

sqlplus / as sysdba
select employee_id,email,salary from hr.employees;

TITIS—AFELEL - SES SYSIET IR

ORA-01031: #ERR N T ELTWVET

con hr/hr

select employee_id,email,salary from hr.employees;

EMPLOYEE_ID EMAIL SALARY  <-----mem- HRIX 7 &R T
100 SKING 24000

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Database Vault 781 & —[Z & % —#F il {H]

« LILLROOATURIL—ILENENTER - EIHE TIEAL,
12206 DHFLINE ZE TH DDatabase VaultD R —ITIHWELREDZLUILLEZS O,

RS —BLATOEMED-AZIL—3 > D FIEA AT HE
s PO —90 0t Xal)TF(DBATEEDHDAIET.,
K1) — DB - AR DR L Q@ Atter table

-—- --—- Truncate

avwURIL—IL

BEGIN I/)I,_A
DVSYS.DBMS_MACADM.CREATE_POLICY( /
policy_name => ‘HR Applicaton’,
description => ‘All Object for HR APP',

policy_state => DBMS_MACUTL.G_ENABLE);
Database Vault R < —

END;
m m
ORACLE Copyright © 2016, Oracle and/or its affiliates. All rights r




MTAIREEDHEL L L -aTURIL—IL
« IRTOPDBTHBEDRY O —HFIEHZEREEIZT S
c MTADT TUr—oau )b—RZHBLILLELTIER

« CREATE_REALM, CREATE_COMMAND_ RULEIZiBNINENT=scope/S\TA—~A
— DBMS_MACUTL.G_SCOPE_LOCAL

— DBMS_MACUTL.G_SCOPE_COMMON

BEGIN
DBMS_MACADM.CREATE_REALM(

realm_name =>'Performance Statistics Realm’,

description  =>'Realm to measure performance’,
enabled => DBMS_MACUTL.G_VYES,
audit_options =>DBMS_MACUTL.G_REALM_AUDIT_FAIL + DBMS_MACUTL.G_REALM_AUDIT_SUCCESS,
realm_type =>1,
realm_scope =>DBMS MACUTL.G_SCOPE_COMMON);
END;

/
ORACLE!

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 3 3



Database Security

E) Privilege Analysis

ORACLE’
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Privilege AnalysisFTHEEE @

 PL/SQLO A /A JLEFDIERR
— PL/SQLT AL —T A /84 JLEFIZ, ORASDEPENDENCYEWNS ¥+ T F 4 TPL/SQALATIRFEL TLVS
VERRDECER. HEMREFEERT 5 (12.1)
— PL/SQLT AL —U v EEITICWHELGHERN ., 1—F —HSREVOKESN-EDHEREELAH =I5,
TOEBRHRAL. FEA-REAZRHRTESH(12.2)
o A—kR—=X -7t X EDIER
— PL/SQLEATENA—IR—R - THUERFIEHTT VAL E DERZELERT 5(12.1)
— PL/SQLEITEMNI—I—X -7 IR GHIHTT OALIIGE DIERNECH T ESNT-LDH .,
T DEFMFTELERT 5(12.2)
- ERRF YT F Y DELT
—- BELIEX VYT Fy R —ZRBFICERIIETTELGLV(12.1)
- BEELXYTFv-RID—ZRFICEBITETL, TORRLR— M RIESTHETES(12.2)
« DBA_UNUSED GRANTSE 21— 3B/
— A—H—PO— LI EENHERTEASATLVELEDELR—F

ORACLE’
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) 3—FR—X -7 51 X FI{H

1.Privilege AnalysisD ¥+ 7 F ¥ 4ERL - BAIA (XF RIXHREFIN) 2A—FAR—X 7RG TDT VL RADEST
sqlplus / as sysdba; GRANT CONNECT TO FIN IDENTIFIED BY fin;
GRANT CREATE ROLE TO HR;
BEGIN
DBMS_PRIVILEGE_CAPTURE.CREATE_CAPTURE( conn hr/hr
name =>"'HR_Access',
type => DBMS_PRIVILEGE_CAPTURE.G_CONTEXT,
condition => ‘SYS _CONTEXT(’“USERENV’‘, “*SESSION_USER’‘)
IN "HR", "FIN")");
END;
/
BEGIN
DBMS_PRIVILEGE_ CAPTURE.ENABLE_CAPTURE (
name =>"'HR_Access',
run_name =>'HR_Access_001');
END;
/

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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) A—k~N—X -7 Xl {EH

print_employeesD 7O — v 4ERL
(HRMemployee&departmentRE 7 VA9 3)

create or replace procedure print_employees
authid current_user
as
begin
dbms_output.put_line(rpad('ID', 10) | |
rpad('First Name', 15) ||
rpad('Last Name', 15) ||
rpad('Email’, 15) | |
rpad('‘Phone Number', 20));
forrec in (select e.employee_id, e.first_name, e.last_name,
e.email, e.phone_number
from hr.employees e, hr.departments d
where e.department_id = d.department_id
and d.department_name =
sys_context('userenv', 'current_user'))
loop
dbms_output.put_line(rpad(rec.employee_ID, 10) ||
rpad(rec.first_name, 15) ||
rpad(rec.last_name, 15) ||
rpad(rec.email, 15) | |
rpad(rec.phone_number, 20));

end loop;
end;

hr_clerkB—)LZ{ERL
(print_employees™~MexecutetEfRZ & 8. fin[Z{t &)

CREATE ROLE hr_clerk;
GRANT EXECUTE ON print_employees TO hr_clerk;
GRANT hr_clerk TO fin;

finTprint_employees#£179 %

conn fin/fin

SELECT EMPLOYEE_ID, FIRST_NAME, LAST_NAME, SALARY FROM
HR.EMPLOYEES;

EXEC HR.print_employees;

Ia_(:fd:%)o ﬁﬂsb‘ ’?
fin[£hrEMPLOYEESTR D SELECTAER ZH =% L AV S

hrCview_emp_role[ZEMPLOYEESZR &EDEPARTMENTER N MselectZ
&8, FDOO—)L%Eprint_employees7 AL — % (25 Z 5

conn hr/hr

CREATE ROLE view_emp_role;

GRANT SELECT ON HR.EMPLOYEES TO view_emp_role;
GRANT SELECT ON HR.DEPARTMENTS TO view_emp_role;
GRANT view_emp_role TO PROCEDURE HR.print_employees;

copyrignT
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BE. SQLZE1T

conn fin/fin

SELECT EMPLOYEE_ID, FIRST_NAME, LAST_NAME, SALARY FROM
HR.EMPLOYEES;

EXEC HR.print_employees;

EMPLOYEESEANDEEZET VLA TERLA, TOL—D8hioD
TOERIEIEFTTE GEM?

print_employees7 A — v H & Zview_emp_roleA—JLANTEEh
=S <-O—FR—X -7t X il fH

3.Privilege AnalysisD{Z 1k - L7 R—

conn / as sysdba;
EXEC DBMS_PRIVILEGE_CAPTURE.DISABLE_CAPTURE (‘HR_Access');

BEGIN
DBMS_PRIVILEGE_CAPTURE.GENERATE_RESULT (
name =>'HR_Access',
run_name =>'HR_Access_001");
END;
/

ii]

set line 200

col capture format al10

col username format al10

col obj_priv format al3

col object_owner format al10
col object_name format a28
col path format a50

select capture, username, obj_priv, object_owner, object_name, path
from DBA_USED_PRIVS where run_name = 'HR_ACCESS_001' and
USERNAME='FIN';

USERNAME OBJ_PRIV OBJECT_OWN OBJECT _NAME PATH
FIN SELECT HR  EMPLOYEES
GRANT_PATH('HR.PRINT_EMPLOYEES', 'VIEW_EMP_ROLE')
FIN SELECT HR  DEPARTMENTS

GRANT_PATH('HR.PRINT_EMPLOYEES', 'VIEW_EMP_ROLE')

FINAY. HRODEMPLOYEES &DEPARTMENTS |ZSELECTHEFEZ{FEHLT-
ZDHER /SR HRDHR.PRINT_EMPLOYEES 7\ —
’VIEW_EMP_ROLEA— /LM BLEELKT S

ORACLE’
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Data Redaction T4 gE @
c YR a R —

— ROE1—IZHETEBRNSF 30 R)O—DEEIEEART—D(12.1)

— RPEA—DENTNDHNEIZ) T I3 R —DE B IEE A EE(12.2)

)Z a3 vR)o—&HDT14T731)1k

)33 FER DNULLIE X I

CLOB. NCLOBDIEFRFKIR UF U 3%t

)ALV EEETOERATEEXF DR

- =, !=; >; <) >=) <= (121)

— AND, OR, IN, NOTIN, =, I=, <>, <, >, >=, <= (12.2)

ORACLE’
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s FNFNDI—Y—T¢,ITYZ G T RHINEEETS

— EIEEF(ADMIN) : T RTDHIMNSHEA]EE
— 7)) —32(APP) : SALARYFI 1T E YR O30

— BAFEE (DEV) : FIST_NAME, LAST_NAME, SALARYFIZ)Z O 3>

APP
oF

Conn APP/APP

FIRST_NAME LAST_NAME PHONE_NUMBER SALARY

Steven King 515.123.4567 0
Neena Kochhar 515.123.4568 0
Lex De Haan 515.123.4569 0
Alexander  Hunold 590.423.4567 0
Bruce Ernst 590.423.4568 0
David Austin 590.423.4569 0

ORACLE’

Conn ADMIN/ADMIN

ADMIN '

FIRST_NAME LAST_NAME PHONE_NUMBER SALARY

Steven
Neena
Lex
Alexander
Bruce
David

King 515.123.4567 24000
Kochhar 515.123.4568 17000
De Haan 515.123.4569 17000
Hunold 590.423.4567 9000
Ernst 590.423.4568 6000
Austin 590.423.4569 4800

Conn DEV/DEV

FIRST_NAME LAST_NAME

PHONE_NUMBER SALARY

S{h"%s ¥E88
*SW[W

lep bjX:*']
Y{}-8>GDa

DrUN8 )IGIu
G/SyP

'C’HTfP
]¥B??,

“k uV{

515.123.4567
515.123.4568
515.123.4569
590.423.4567
590.423.4568
590.423.4569

O OO oo o
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1. YF92avRIS—DERL

BEGIN
BEGIN DBMS_REDACT.ALTER_POLICY (
DBMS_REDACT.ADD_POLICY( T IHILER) S —(% object_schema =>‘HR',
object_schema =>'HR’, ADMIN L4} object_name  =>‘ EMPLOYEES',
object_name =>'EMPLOYEES', / policy_name => ‘EMPLOYEE_POLICY',
policy name =>'EMPLOYEE_POLICY', action => DBMS_REDACT.ADD_COLUMN,

expression => ‘sys_context(’‘userenv’’/‘session_user’‘) NOT IN ("ADMIN’‘) or

sys_context("'userenv",
column_name =>'salary’,
function_type=> DBMS_REDACT.FULL);
END;
/

session_user") is null',

BEGIN
DBMS_REDACT.ALTER_POLICY (

object_schema =>'HR/,

object_name => 'EMPLOYEES',

policy_name => ‘EMPLOYEE_POLICY',

action => DBMS_REDACT.ADD_COLUMN,

column_name => 'FIRST_NAME',

function_type => DBMS_REDACT.RANDOM);
END;
/

column_name => 'LAST_NAME',
function_type = => DBMS_REDACT.RANDOM);
END;

/

BEGIN
DBMS_REDACT.ALTER_POLICY (
object_schema =>'HR',
object_name =>‘ EMPLOYEES',
policy_name =>‘ EMPLOYEE_POLICY',
action => DBMS_REDACT.ADD_COLUMN,
column_name => 'PHONE_NUMBER',
function_type => DBMS_REDACT.PARTIAL,
function_parameters => ‘VVVFVVVFVVVV,VVV.VVV.VVVV,*,1,6');
END;
/

X ZZETODRYS—IE ADMINZ—H—LIF}MMEFIRST NAME, LAST_NAME, PHONE_NUMBERBIM YA S arEnb
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c B AR —FHDTA4T )R

ail

2.5 9avR)o—DERUEDER . i
RS —FHIZBHTEDITT
DBMS_REDACT.CREATE_POLICY_EXPRESSION( /
POLICY_EXPRESSION_NAME =>'Admin_APP',

5 2/3

ADMIN, APPL—H—LL 4}

expression =>'sys_context(''userenv",''session_user') NOT IN ("ADMIN","APP") or sys_context(''userenv","session_user") is null');

END;
/

BEGIN
DBMS_REDACT.CREATE_POLICY_EXPRESSION(
POLICY_EXPRESSION_NAME =>'Admin_APP_DeV',

ADMIN, APP, DEV—H—LL4}

expression =>'sys context(''userenv",''session_user') NOT IN ("ADMIN","APP","DEV") or sys_context(''userenv','"session_user") is

null');
END;

/

ORACLE’
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3.59ICEICAR)—%FHE

ail

BEGIN

DBMS_REDACT.APPLY_POLICY_EXPR_TO_COL(
gzﬁzt‘iﬁﬁ? : =>> I'E:/;'PLOYEES' FIRST_NAMESI D)5+ 2

— - ’ i NS ) — (2T

column_name => 'FIRST_NAME', Admin_APP7R!) > —[TZE
policy_expression_name =>'Admin_APP');

END; )F o a B DEBEERLE:

/ 4TIV EEELTERE

BEGIN

DBMS_REDACT.APPLY_POLICY_EXPR_TO_COL(
object_schema =>"'HR/,
object_name => 'EMPLOYEES', LAST_NAM Eﬁ” DEH%E
column_name =>'LAST_NAME', Admin_APPTI'\U:/—[:WiE
policy_expression_name =>'Admin_APP');

END;

/

BEGIN

DBMS_REDACT.APPLY_POLICY_EXPR_TO_COL(
object_schema =>"'HR!,
object_name => 'EMPLOYEES', PHON E_NUMBERf'J D&z
column_name => 'PHONE_NUMBER, Admin_APP_DEVR!)L—|ZEE
policy_expression_name =>'Admin_APP_DeV');

END;

/

ORACLE’
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SYSRACEIEEIEIR @

* RACDIZRAI DT Ziil{tl I 571=-H Dix/INE D HER

— $E45151) CONNECT / AS SYSRAC

UTDA—T4)T14DIR{EH AIEE
— CRSCTL

— SRVCTL

— OCRCONFIG

— CLUVFY

EFDSYSDBAIZEBITR AT T DIEE) R V% B LT
INAD)—FRD7A4IL, 2xyb D —ZBEE SR HTELN

OSEREECTHD I IL—T 4
— racdba(Linux/Unix)
— ORA_HOMENAME_SYSRAC(Windows)

ORACLE’
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INACTIVE ACCOUNT TIME
¢ FAR—R - A—HF—A—EHBAT A LS ENREAEN B E . BBNICOYIT S

—

« TOAILLDTAT7A)LIE, UNLIMITED

PROFILE RESOURCE_NAME RESOURCE_TYPE  LIMIT
DEFAULT FAILED_LOGIN_ATTEMPTS PASSWORD 10
DEFAULT INACTIVE_ACCOUNT_TIME PASSWORD UNLIMITED
DEFAULT PASSWORD_GRACE_TIME PASSWORD 7

DEFAULT PASSWORD_LIFE_TIME PASSWORD 180
DEFAULT PASSWORD_LOCK_TIME PASSWORD 1

DEFAULT PASSWORD_REUSE_MAX PASSWORD UNLIMITED
DEFAULT PASSWORD_REUSE_TIME PASSWORD UNLIMITED
DEFAULT PASSWORD_VERIFY_FUNCTION  PASSWORD NULL
>30HIZEH

ALTER PROFILE DEFAULT LIMIT INACTIVE_ACCOUNT_TIME 30;

PROFILE RESOURCE_NAME RESOURCE_TYPE  LIMIT
DEFAULT INACTIVE_ACCOUNT_TIME PASSWORD 30

ORACLE’
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- EIEEHENR (SYSDBA, SYSOPER, SYSASM, SYSBACKUP, SYSDB, SYSKM)Z#FDEEE T HIU M
UTDNRT—R-TO774ILDFIBREZEEFITES
— FAILED LOGIN_COUNT (B4 A2 kBasFMmE%h)
— PASSWORD _LOCK_TIME (B4 A2 4%BxOy4EARE)
— PASSWORD_GRACE_TIME (/SR —FHAR I %4 2ARS)
— PASSWORD_LIFE_ TIME (/SR —KHEZHEAR)
o f—*’%ﬂ%?ﬁﬁzhfﬁow EXPIREDEN 5

LERD&H|IHEZFEIETAIZIE. NAT—KI7MILA 1220 LELNH S

MINRT—RI7MILDIATL—a FE
INAT—RI7AILDIN—3 0 DHEER

orapwd describe file=orapwora001

INRD—R D74 D122~DI AT L—3 4

mv orapwora001 orapwora001_bk SCINAT)—RID714ILDISFR
orapwd file=orapwora001 input_file=orapwora001 bk format=12.2 SORACLE_HOME/dbs

ORACLE’
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1 RRT=RIFANBR2ARATL—2aVETHTHEE 6. =DI=HOSERIIZEMIZT A==, SQLNET.ORAIZ
2. FTANATOI7AILDIERL LUT%#EET S
CREATE PROFILE test_profile LIMIT SQLNET.AUTHENTICATION_SERVICES=(none)

7. BUAVDREERYIRT
sqlplus test/testa as sysdba

FAILED_LOGIN_ATTEMPTS 2
PASSWORD_LOCK_TIME 30;

ERROR:
3. TANAIA—HY—D1ERL ORA-28000: 7HhO M AYIENTLVET,
CREATE USER TEST IDENTIFIED BY TEST;
SCOSEREFRF(ZIX S D HIEN TN AVEELY
GRANT SYSDBA TO TEST:

4. A—H—OTOT7AIEEE
ALTER USER TEST PROFILE test_profile;

5. INAT—RI27A)LIZTAT7AIL A ERESN-DEFER
USERNAME ACCOUNT_STATUS PASSWORD_PROFILE

TEST OPEN TEST_PROFILE

ORACLE’
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AUDIT POLICY 7R') < —44 BY USERS WITH GRANTED ROLES O—)L % 1,0— )L 42 |

* 12.1TI&, AUDIT POLICY 7R1) 2 —#& [BY] [EXCEPT] 2—H —%& . DK IIZE - EAID1—H—IC
HLCEEREEITO

* 12206 A—LBEFICHLTEREDRELZITOCEMN AT

- ZOA—)LEMFSSIAhTWSI—H—(E, BEMICEEIND

— FzIE. DBAO— )LBERICEERREEXZLI-5E8 . DBAZ{TEESN TWNA1—H—MDBAO—/LIZEENS
VEREZFERL-T—3AIX—X X L5 & . UNIFIED AUDITIZEE 8k S

- BEBENROEERAO—ILIZD . ZLODBA—H—ERIICEERTETEEADDEIFTLHLLES
- BRI —ITHLTH BEEREETNT ITERATES
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- DBAA— LI L TEEE

l—H
A

31

CREATE AUDIT POLICY DBA_ROLE_AUDIT ROLES DBA;
AUDIT POLICY AUDIT POLICY DBA_ROLE_AUDIT BY USERS WITH GRANTED ROLES DBA;

SELECT DBUSERNAME,SQL_TEXT,SYSTEM_PRIVILEGE_USED,UNIFIED_AUDIT_POLICIES FROM
UNIFIED_AUDIT_TRAIL WHERE UNIFIED_AUDIT_POLICIES ='DBA_ROLE_AUDIT;

DBUSERNAME SQL_TEXT

SYSTEM_PRIVILEGE_USED UNIFIED_AUDIT_POLICIES

SCOTT CREATE SESSION DBA ROLE_AUDIT
SCOTT select * from hr.employees SELECT ANY TABLE DBA_ROLE_AUDIT
SCOTT insert into hr.jobs values('4000','DUMMY',9000,12000) INSERT ANY TABLE DBA ROLE_AUDIT
SCOTT delete hr.jobs where JOB_TITLE='dummy' DELETE ANY TABLE DBA ROLE_AUDIT

—->SCOTTA—H —AHADBAA—JLIZHDANYIERZ [>T, HRORIZT IV ERALI=CLZFER
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SELECT ANY TABLEAE[R TAUDSYSDRAF—IADT I RX (T 1E
SELECT ANY DICTIONARY#EFE ) &4 HYAUDSYSD R F*—I DT Utz A0 BE

AUDSYSD N ERF HiUnified Audit@DREAD/NTA—I U AR ED=HIZTHR SN TLVST=8.
12106 D7 YT L—K#%I(%. DBMS_AUDIT MGMTTRANSFER_UNIFIED _AUDIT RECORDS
TEET—IDRBRITHIVE

Virtual Private Database(VPD) MW EITEINT=HE Dwhere® MO T [ZERERIND

ORACLE’
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Database Security Assessment Tool (DBSAT)
Oracle N Z 95X )T128Y—IL

o« T—ARAR—RXEAFX v L.DBDtEFX) T4 HBENIZFIVITEHY—IL

_BAMH. 1—F—TFhHIUh EREE. BEL. B ——
* PythonCTHERENI=EE BENMEL XV TH =
* HTML, XLSX, TEXTO K TEN TN LR—~H 7 HTF
« HALR—MEREE xBEFS705BAREL SYFiRME
« AyrA—kE

— Doc ID 2138254.1

Oracle Database Security Assessment Tool (DBSAT) TSk

c R AR 10.2,11.2, 12¢

— Oracle Database Security Assessment Tool User Guide -

http://docs.oracle.com/cd/E76178 01/index.htm

ORACLE
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* Database Security Guide
http://docs.oracle.com/cd/E82638 01/DBSEG/toc.htm

* Database Advanced Security Guide
http://docs.oracle.com/cd/E82638 01/ASOAG/toc.htm

* Database Vault Administrator's Guide
http://docs.oracle.com/cd/E82638 01/DVADM/toc.htm
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Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

54


http://docs.oracle.com/cd/E82638_01/DBSEG/toc.htm
http://docs.oracle.com/database/122/ASOAG/toc.htm
http://docs.oracle.com/cd/E82638_01/DVADM/toc.htm

Safe Harbor Statement

The preceding is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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