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B Sun Fire X4170 M2
Intel Xeon X5675 6-core 3.06 GHz processor x 2
24GB Memory (4GB DIMM x6)
600GB 10Krpm Disk x2
Sun x4 Quad-port Gigabit Ethernet Adapter UTP x1 S/W

N/W Port: 8
% DBFW Management Server IZARYIEETER
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* QOracle Database Firewall 5.1 Disc 1,2,3
* QOracle Database Firewall 5.1 Utilities

A A= LR TR E@

urrent settings

IF fAddress: 192.168.0.2Z04
HNetwork Mask: 255.255.255.8
Default Gateway: 192.168.8.254

Change
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Network Traffic

@ Show all

i .
ey > Only where database is: Oracle - 0ra010 ~

© Summary
) Packet content

Level of details

Duration 5 + seconds
Network % Management
@ Network 0

iShow Traffici

Network traffic:

eV (7= o) [EZ=yae v GO AT, i (D),

11:36:24. 183747 192.168.1. 133 ->192.168.1. 6 mﬁ Response, Data (6), Data
11:36:24.184375 192.168.1.6 -> 192.168.1.133 TNS Request, Data (6), Data
11:36:24.184393 192.168.1.6 -> 192.168.1.133 TNS Request, Data (6), Data
11:36:24.184858 192.168.1.133 -> 192.168.1.6 TNS Response, Data (6), Data
11:36:24.185014 192.168.1.133 > 192.168.1.6 TNS Response, Data (6), Data
11:36:24.185424 192.168.1.6 -> 192.168.1.133 TNS Request, Data (6), Data
11:36:24.185573 192.168.1.6 -> 192.168.1.133 TNS Request, Data (6), Data
11:36:24.185954 192.168.1.133 -> 192.168.1.6 TNS Response, Data (6), Data
11:36:24.186074 192.168.1.133 > 192.168.1.6 TNS Response, Data (6), Data
11:36:24.186422 192.168.1.6 - 192.168.1.133 TNS Request, Data (6), Data
11:36:24.186621 192.168.1.6 -> 192.168.1.133 TNS Request, Data (6), Data
11:36:24.186953 192.168.1.133 -= 192.168.1.6 TNS Response, Data (6), Data
11:36:24.187267 192.168.1.133 -> 192.168.1.6 TNS Response, Data (6), Data

19 | Copyright © 2012, Oracle and/or its affiliates. All rights reserved.

Network traffic:

11:41:48.095329 192.168.1.6 = 192.168.1.133 TN3 Request, Data (6), Data =

0000 00163e35659400162e10c2id08004500 .>5e. > .E
0010 00b013¢c74000800662a5c0a80106c0a8 ..@..b...
0020 0185¢d 0505 a0 8963 b8 2e 22 84 84 50 18
0030 0100 c4 37 0000 00 88 00 00 06 00 00 000000
0040 035e3b61800000000000000133000000
0050 010d 00 00000001000000000100000000
0060 00000000000000000000000001010000
0070 00000000000000011173656c65637420 .select
0080 222066 726f6d20656d70010000000000 *fromemp......
0090 00000000000000000000000000000000 ... .

0020 0000000000 0001000000 000000000000
00b0 000000 0000000000000000000000

11:41:48.096685 192.168.1.133 -> 192.168.1.6 TNS Response, Data (6), Data

0000 00163e10c2fd00163e35659408004500 > .>5e E.
0010 02a49c72400040061806c0a80185c0a8 r@.@.........
0020 01060511 ¢ 0522 228484208964 405018

0030 01f5f13d0000027c0000060000000000 .
0040 1017 82 9e 2d 5595 a6 86 bf 5b 48 36 a1 a7 47
0050
0060 005102 00 04 00 16 00 00 00 00 00 00 00 0000 Q...
0070 00000000000000000000000000000000 ...
0080 050500 0000 05 45 4d 50 4e 47 00 00 00 00 00

ORACLE
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Enforcement Point Wizard: Step 2

Select a protected database:

Protected Database: Create Mew -

Specify the details of the protected databases you wish to monitor:

Mame: oracle11g

Database Type- — - E—F: DAM (Database Activity Monitoring)
[ address Por R1)2—: logall-nomask.dna (F x> fEEZ< X L%ELY)

Resolved Address

192.168.10.100 1521 Add

. — .

IP7RLR: R—+BEZIETE

Enforcement Point Wizard: Step 3

Specify the monitoring mode and policy to use for monitoring:

Monitoring @ Database Policy Enforcement (DPE)
Mode: @ Database Activity Monitoring (DAM)
Palicy: Name Description
B} logall-nomask.dna Log all statements for offline analysis without masking data (Mote: if this policy is

applied, it can use significant amounts of storage for the logged data. Sensitive
information may be logged if you select this policy)

© logall dna Log all statements for offline analysis (Mote: If this policy is applied, it can use
significant amounts of storage for the logged data)

ORACLE

20 | Copyright © 2012, Oracle and/or its affiliates. All rights reserved.



2

04 DhE

2012-03-09 13:59:35.302 statement E select * from DBFW_TEST_EN where COLUM. 192.168.1.5:49442

Name Origin ~ Value

Transaction Status

Reguest Text E select * from DBFW_TEST_EN where COLUMN1 = :1 or COLUMNZ = :2 or COLUMN3 = :3
Response Status E statement success
Search Reslts Response Code ®
. Record Type E statement
no filter active)
Performance
<1..5.91011121314 .16 = ;
Time Type Origin Description DB Client DB User Action Thri Request Time E 2012-03-09 13:59:35.302
Code S8V pesponse Time e 2012-03-08 13:59:35.303
2012-03-09 13:58:35.302 statement E select * from DBFW_TEST_EN where COLUM._; 182 1681 5:49442 SCOTT pass Transaction Time E 0.001
~ Context
2012-03-09 13:59:35.305 statement E select * from DBFW_TEST_EN where COLUM.. 192.168.1.6.49442 sScoTT pass Ji\ -
Traffic Source E network
2012-03-09 13:58:35.307 statement select * from DBFW_TEST_EN where COLUM.. 182.168.1.6:49442 SCOTT 35S X i
e B " A pg user Name e SCOTT
2012-03-09 13:59:35.310 statement E select * from DBFW_TEST_EN where COLUM.. 192.168.1.6:49442 SCOTT pass _ﬁ_\ DB User Name Origin E network
2012-03-09 13:59:35.312 statement g select * from DBFW_TEST_EN where COLUN... 192,168.1.6:49442 SCoTT pass gy DB UserName raw) & LTI
DB Client Program Mame E JDBC Thin Client
2012-03-09 13:58:35.314 statement E select * from DBFW_TEST_EN where COLUM 182 1681 5:49442 SCOTT pass -0 P
DB Client Program Name E network
2012-03-09 13:59:35.316 statement g select * from DBFW_TEST_EN whare COLUM.. 192.168.1.6:49442 SCoTT pass 4 0"
DB Client IP Address E 192.168.1.6
2012-03-09 13:59:35.318 statement select * from DBFW_TEST_EN where COLUM 182 168.1.5:49442 SCOTT 855 X F
@ R : & g clent rort e 45442
2012-03-09 13:59:35.322 statement E select * from = A-&ES1 where A5 L1 =11 192.168.1.6:49442 SCOTT pass _‘1\ DB Server IP Address E 192 1681 133
2012-03-09 13:58:35.324 statement @ select * from 5 A+-&51 where 151 =110 192.168.1.6:49442 sCOTT pass ¢ LIEnE & 1521
Service Name E‘ unknown_service
2012-03-09 13:5%:35.326 statement E select * from = AH&S1 where 1241 =11 0. 152.168.1.6:45442 SCOTT pass s,
 Service Name Origin E generated
2012-03-09 13:59:35.328 statement E select * from = A£S1 where 131 =10 182.168.1.6:49442 SCOTT pass Ji\ Database Type E Oracle
2012-03-09 13:59:35.331 statement @ select * from 7 R-%#S1 where A5 L1 =10 192 168.1.6:49442 SCOTT pass A4, 08 UserNams L2 Administrator
_ 0S User Name Origin E network
2012-03-09 13:59:35.333 statement E select* from > AF&£S1 where 1541 =10 192.168.1.6.49442 SCOTT pass _‘1\ _

RACL
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BFEEHIETE) (FSoHFHILaVBRREPEEDR -FIADT IR FHEDITURE)

Word ZEAL-LR—FEZDER

ARZLLR—E (Oracle Bl Publisher Desktop7 K/ > % {# )

R a—ILERE E BRI L R—ERME
1})7'};)_1/";;!*{1; 04 B S HA R ") —:logall-nomask T—EHARIO S # IR E
RS —DERR Pass9 3(75—hZL7%0N)SQLEER ., ZnListiEwarn(Z4)
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> %
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TIAILE-LAR—
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FT—RAR—ZADT IR
RAIL—Tyk-H<T)—
HAHEMEICESELTULN=DBL—H )X
&#&IZOS /42 L=DBaA—4-1) Rk
TORARLIz95AT7 T T)r—2320-1) Rk
HAHERBIZESELTLV-0S2— -1 Rk
tyiar-H<l)— (IP7RLXR)
tyiar T EDSQLETH Y <) —
054 5%

FBaL-SQL
E47L1=-DDL
E{TDML (SELECTMD &)
FE{TDML (SELECTLLS})

Database Traffic Analysis by IP
Report period: 29-Feb-2012 17:55:53 to 07-Mar-2012 17:55:53
Run by: Admin Account

Report records limit: 20000

ORACLE
Database Firewall

Database User: ALL

Report Filters
Protected Database: ALL
Client IP: 192.168.1.9

Traffic Analysis for Protected Database: ora010

Statement Type Distribution for Client IP Address: 192.168.1.9

Hl data definition
I data manipulation read only
[ procedural statement
[ transaction
8.250%  1.786%
2143%
17.86%
1788% 2679%
48.21%
Protected Database: ora010
Count Client IP DB User Name Application Name
Action/Threat Statement Type 0OS User Name Cluster ID
221 192.188.1.8 unknown_ussmame. ‘unknown_program
pass gata controt unknown osusemame 3913639532
un3ssigned extracteq_from_protocol encrypted
1 192.166.18 et 7 -orac com [TRS Vi
v3)
dlock data controt oracie 3913639592
o extracted_from_protocol encrypted
192.166.1.9 E= p-orace com (TS Vi~
v3)
pass data defition oracke 1232704741
unassigned drop table cpu,_log
12 192.166.19 oot SqIPS@SEcVMa Jp. Orace.com (TNS Vi~
3)
data demition 3984305458
unassigned Ser seseion sel nie_Gate_Tormat -vwvw:nmz.mss-
2 192.166.1.9 SIS ZSES 05 om (TNS Vi
pass data deition oracle sanseanois
un3ssigned Grop sequence 64 _cpu g
12 192.168.1.8 oot SqIGr@secvma Jp. oracie.com (TNS Vi-
pass data gemiton oracke 1053251052
n3ssigned Exiraci=d_Tom_proocal desenbs JTA_TPS
12 192.166.19 soot SQIPUS@SEcVma Jp. Orac.com (TNS Vi~
pass data gemiton orack 351245608
wnassigned ‘Creale 13 Gpu_j0g | 5800N0 NUMBET. Usage NUmBer |
2 192.166.19 scot SQIPUSE@SECYME Jp. OracE.COm (TNS Vi~
pass data demiton oracke 2454919887
wnsssigned raale sequence 5eq Cou 10g order
[ Page 1 Report run on: 7-Mar-2012 17:55 |

25 | Copyright © 2012, Oracle and/or its affiliates. All rights reserved.




. FHIEERR

Search Traffic Log

Title: [zoysanrzsaL |
Period type: @ relative O absolute
Report period: |12 Haours v| ending at: | My V|
Maximurm results: | 10000 w
2z
‘ Caution: Large result sets may extend report running tirme. ‘ *ﬁlﬁ\*#l:
. . . e . - B /85 E
Filter Search Conditions Add a new condition or select an existing condition to change it:
S ~
e | | DB User Mame | -TOVHJ%E%

¥ Action Code [= Block] = v |5y5

¥ DE Client IP Address [<> 192.168.1 5]
¥ DE Client IP Address [<» 192.168.1.7]
# Database Type [= Oracle]

D347 U MER
-IPY7RL R

N
Select a new operator to add or change the current operator: _OS/DBJ_-U: %
!

-FIVr—34
Selected condition: - DBl_-Ug,l‘Elﬁiiﬁ
Delete the selected node: . SQL
"LARYZRa—F
NSO AV BRREGE

ORACLE
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Word T 7L —MERK = DBFWA 7y O—FK

A-h WA A=Y AP S LiAyITE #B  FT | BIPublisher | @)
g 0542 BRETHTTE - bETy I - F i XMLAF - == abl2e-ik  RpHTEET % PDF B Excel2000 (83472
C ol s (a7 EM s . 3_
o B ML = ROIRTF ot e e ER/72-1 &HTE-TJ2 | & HTML ) RTF . @A,
3o UL -bOTyIO-K /L%ML H=E 5—-9» kBT FRTOT-NE | ) Excel (@ PowerPoint i
FooHY F-500-F ELZ FVEa- ﬁ‘
i)

B S DR XXX .

{ERLE : H_FINT

BENMET —IN—2 DT 2 2BFEO L.

o

#IZHFR H@_FROMM ~ H TO) -
Uit 44 HTITLE ### H COUNT-

o

w37 soLaas

ECER

- -
HE A e
o
.
5
SQL 7 9z 25
[Tme [ cenin [ Astoms [ obtoms] s [resvon
[Frme.  [ouentie. | Aeivame. | benave | sal. | ResTea

o

A=/ TFE A | S BB KE) | BAT-E
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B 7 Uk EH XX
{ERE: 2011/09/14 14:21:50

BEERT—IA—ZADT7 It ABED CHE

FHRHAR (2011/08729 14:20:51 ~ 2011/09/14 14:20:51)
Ui—r4:data 81721

RAOIATVE 3 SRR

10.5e%

Im.mu.‘m lmn
192.168.13 pass
19216818 | =)
LARYRI—F SR
2531%
L.
0.1052%
0.2094% mTRANE
aesse% 5
=?m l
| B " "
A T TT T T PEETETETTT,
© o HHHHHN
] 888 g
BT
SQL7 7 £ARE
;Tfmw 1:&.1.9 m:um :&h Select * fom product where lower(name) ke # and 0-0 el
135730 8 jp.oracle.co r nul., null, i
m(TNS V1- -%
201110830 | 192.18818 | hipd@secvm | scott ‘select " from product where lower{name) ke % and
135842 B%ﬂéﬁgm 1=2 union select nullnull.bannes,null,nullnull from
m(TNSVi- Wversion ~%
20710830 | 19216818 | hipd@seom | sooft “seledt ™ from produdt where lower{name) ke % and
13:58:51 B%aﬂem X« t T
mITNS Vi~ user tahies S
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Pass Warn Block
) ) / \ / \
. s
5 J J
5 5 <
— 2 Weeks 0) Every 4—'
- > ) NN
i £ 2 Weeks &= -~
B 23 5 2
H#H e 5
& & 4
80%
SQLOEWBEER 70% 90%
S TA

99%
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B £t asR—RDTTIHYRR Y —
192.168.1.10N5SYSTEMA—H DIHFED H
RY—EALZL

IP7EL R Exceptions
_ _ Pass  seeereesrsssies.
H54T7NTATS5LE SQL @ = g
Traffic
DB:._-U:% - ! Warn  crreemererresserend >
0S1—H'4
BEF il 192.168.1.100~245M 7 U X [EWarn
SQL*PLUSH LD EET VX %EWarn
Exceptions
- Exception Group for Block

=l Exception rule for: IP Address Set exduding "Corporate LAN®
I Exception rule for: Client Program Set excluding "Permitted Client Programs”

[ Exception Group for Pass
|J  Exceptionrule for: IP Address Set "DBA IP Addresses”; DB User Set "DBA Users”; Client Program Set "DBA Utils™

ORACLE
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B soLR—ROKTARYRR A —

SOL Pass  sreereeresreeeennand >
Pass=# HSAL Trgffic ' @
%hu%(i ! VWarn  reeereseeeseseeene >

FHHFRIL T =SQLUND T oA Ho-15E (X,
RIOANIANT 7 IVNER)TUT VAL LT 5—h

H AT ASQLX
L

% T T T ‘ T T 7 1
_ Action | Loggings]  Statement |[count IpAddressis| Tables 5| ColumnsiA| Users 54
Pass Never |_llselect * from product where lower(name) like '%%database%" 333192.168.1.8 PRODUCT * NAME scott
Pass Never [_llselect * from logon where id=" or 0=0 —' and password=" 8192.168.1.8 |LOGON =D scott
4 pass Never |_llselect * from logon where id="#" and password="#" 13 192.168.1.8 |LOGON *, ID, PASSWO scott
A Unassigned Unassigned |_J'Sele 1 192.168.1.8 | PRODUCT, SCO *, ADDRESS, C! scott
A Unassigned Unassigned L select * from product where lower(name) like '#######2%' 1 192.168.1.8 PRODUCT, SYS. *, COLUMN_NA scott
A Unassigned Unassigned |_ select * from product where lower(name) like '######z##" 1 192.168.1.8 PRODUCT, SYS. *, COLUMN_NA scott
4 Unassigned Unassigned L select * from product where lower(name) like '#########" 1192.168.1.8 DUAL, PRODUC *, NAME scott
£ Unassigned Unassigned L select * from product where lower(name) like '#######2%" ~*a2.168,.1.8 |PRODUCT, SYS. *, NAME, USERI scott

- [—T— ~
ZRLSEEZ LA

ORACLE
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. Oracle Database Firewall 8 REEFFMY—E X

* AVAM=IL O ELGE DEBGEEZET HLLL 13— ub
BHECTHEICHSREICT VAL Za0OREEEHLIATEY

HERTESVT A

"FRIESQLXEE=ARIT . 7UERFFLE

Database 79t X1)Y—RZ ED T It R i

- SQLX D AA A IZDatabase 7 9t A il
ARTR-TOL U0 —HFNLEEDLEMELTER
-Oracle Database Firewall @ L 7~R—kgE

1 il T
ih !I' .

T

FalER S ARG
4208 —%y b T |

* http://www.oracle.co jp/campaign/security/productssolutions/solution01/_database_firewall.html
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Hardware and Software

Engineered to Work Together
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