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output_dat: :
output_data2 raw(256) ;

egin
dbms_output. put_Iine (input_data) ;
dbms_obfuscation_toolkit. desencrypt (
input => utl_raw. cast_to_raw(rpad (input_data, ((floor (lengthb (input_data)/8 + .9)) * 8))),
key => key_data,
encrypted_data => output_data) ;
dbms_output. put_I ine (output_data) ;
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19 end:
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1. Oracle WalletZz4Epk L. ¥ AA—F—Z & #h

 sqlnet.oralZWallet ® A4 — 3% ik

ENCRYPTION WALLET LOCATION =
(SOURCE = (METHOD = FILE)
(METHOD DATA = (DIRECTORY = D:¥oracle¥WALLET)))

« SQL*Plushid, SYSA—H—TIYRI—F—%1ERk

SQL> ALTER SYSTEM SET ENCRYPTLION KEY
IDENTIFIED BY Cpassword”}

2. Oracle Walletz4A—7>

Wallet /XA —KEEH

SQL> ALTER SYSTEM SET ENCRYPTION WALLET OPEN
IDENTIFIED BY "password";
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3-a. ROERFFICHFESILZIEE

CREATE TABLE credit (
name VARCHARZ2 (20) ,
cardnumber VARCHAR2 (16) ENCRYPT
USING 'AES256' SALT );

3-b. REBDEREICHESLEZIEE

CREATE TABLESPACE securespace

DATAFILE '/u02/oradata/orcl/secure0l.dbf' SIZE 100M
ENCRYPTION USING 'AES256'

DEFAULT STORAGE (ENCRYPT) ;
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= Fri Mar 25 23:08:20 2005
= ACTION : 'CONNECT'
= DATABASE USER: '/

. ﬁj#g{lﬁ w . PRIVILEGE : SYSDBA
- ‘--“

2 CLIENT USER: oracle

llllllllllllllllllllllllll.:““‘l““— ECLlENTTER'\/"NAL pts/3
SQL> .CIQI:HI\IIEICITIII/I IAISIIISIYISIDI?IAIIIIII :STATUS: 0
ERINELE, e

SOL> = Fri Mar 25 23:08:20 2005
L = ACTION : 'insert into scott.testtab values (1)’
SQL> -- {TDFA * DATABASE USER: '/

SQL> EINSERT INTO scott.testtab * PRIVILEGE : SYSDBA
== =[BZ CLIENT USER: oracle

2 WVALUES ( 1 ); c
. CLIENT TERMINAL: pts/3

AR R R R RN RRRERRRRRERNRRRRNRRRNRRRRRRRNI]
= STATUS: O

AR A ELE ]

SQL> COMMIT; = "“%wa.,, 2 Fri Mar 25 23:08:20 2005 .
AEmssmn AN LN : o i :
“‘JH'J.‘ Litto --.._.... _ACTION. commit ) :
'--.... :DATABASE USER: '/ u

.."'- " PRIVILEGE : SYSDBA .

ok : .

SQL> -- FT—ADEHE ® CLIENT USER: oracle .
SOL> SSELECT 'éb‘ﬁl\}f'(;')' mEmmes E :CLIENT TERMINAL: pts/3 .
2 EFROM SCOtt.teSttab; E..... :SI-I;'AI-I;LiSIlolllllllllllllllllllllllll:

A EEEEEEEEEEEEEEEEEEEEEEEESR ... IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

‘e, = Fri Mar 25 23:08:20 2005 -

I} n

COUNT (*) ."... :ACTION 'select count(*) from scott.testtab’ -
__________ '~.,. -DATABASE USER: '/ .
.‘FPRIVILEGE SYSDBA .

2 = CLIENT USER: oracle .

SQL> = CLIENT TERMINAL: pts/3 .
= STATUS: 0 .

| AR R R R ER RN RN R RRRRRRRRRERRRRRRRRENRNDN:"Y
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O —OvEE :

*retc

AUDIT_TRAIL
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1 EMAUDIT_TRAIL/STA—AIZIEL T, OSH . XML = . SYS. AUD$E Titgrans

o AUDS$ER EXMLI7AILDRNEIEX, DBA COMMON AUDIT TRAIL Ea—[Z&kY—3iETHESRAIRE
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ALTER ANY PROCEDURE CREATE ANY LIBRARY

ALTER PROCEDURE

ALTER ANY TABLE
ALTER TABLE

ALTER DATABASE

ALTER PROFILE

ALTER SYSTEM
ALTER USER
AUDIT SYSTEM

CREATE ANY JOB
CREATE JOB

B XEE(6FEFE)
ROLE
DATABASE LINK

m BN
EXECUTE ON

SYS.DBMS_DATAPUMP

CREATE LIBRARY

CREATE ANY PROCEDURE
CREATE PROCEDURE

CREATE ANY TABLE
CREATE TABLE

CREATE EXTERNAL JOB

CREATE PUBLIC DATABASE LINK

CREATE SESSION

CREATE USER

DROP ANY PROCEDURE
DROP PROCEDURE

SYSTEM AUDIT
PROFILE

EXECUTE ON
SYS. DBMS_SCHEDULER

EEER1I—Y OJORNRIEHR

DROP ANY TABLE
DROP TABLE

DROP PROFILE

DROP USER

EXEMPT ACCESS POLICY

GRANT ANY OBJECT PRIVILEGE
GRANT OBJECT PRIVILEGE

GRANT ANY PRIVILEGE
GRANT PRIVILEGE

GRANT ANY ROLE
GRANT ROLE

PUBLIC SYNONYM
SYSTEM GRANT

(BEIZSLTERUSND /v 7r—2%

BEEXRITEN)
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mERR  AUDIT xt&ETBHER/X BY ACCESS:;

miEREE
AUDIT GRANT ANY PRIVILEGE BY ACCESS; « R EICEALTOIREETATERER

0S_USERNAME USERNAME USERHOST TERMINAL ~ TIMESTAMP OWNER
secur ity SAKURA jpsun1444 pts/2 20050502 15:40:52 SAKURA
0BJ_NAME ACT ION_NAME GRANTEE 0S_PROCESS
EMP GRANT OBJECT [ZUMI 6712

W XE

AUDIT GRANT ROLE BY ACCESS; « SQLXTROLEN&EFNTL\BIEEIFTATERER

0S_USERNAME USERNAME USERHOST TERMINAL TIMESTAMP OWNER
security HR jpsuni444 pts/2 20070702 21:22:52
0BJ_NAME ACT |ON_NAME GRANTEE 0S_PROCESS

APP_ROLE CREATE ROLE 32586

ORACLE
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QL - — | SELECT order_id, product_id, quantity

= ﬁ; : = | FROM order_items;

=1 . -
k3 L2y A A
APH—/\
10.185.148.40 SELECT order_id, card_no
BEER)S— FROM order_items,

- _ .o <timestamp>, <userid>,
BEA S IP_ADDRESS" <> "10.185.148.40 a ) S s vanng

EIEME : order_itemsxMDcard_no’ll etc.

[ 045 %% 7HotwAROY
e Ny I

EEE SELECT order_id, card no
FROM order_items;
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- DBAEZ&E audit_sys operations = True / False
o FEAEIE audit_trail = OS/ XML/ XML_EXTENDED / DB / DB_EXTENDED
o HAZ% audit_file dest=/\R4
. EEERLIFAUTLAVEERDS L. DBA COMMON _AUDIT TRAILEa2—%@&LCTSQLT
THOERTBHIENTEE (audit_trail = OSOHZE [EF 1)
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B HW: CPU (4x3.40 GHz Xeon), 4GB, X86_64/Linux
B SW: Oracle Database 11.2.0.1
B FREOIRET. TPC-CETILDT7 IV r—30ThIUH 030 ERE
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ORACLE

Copyright© 2010, Oracle. All rights reserved. 27



BN 05 RYRHIE BN DR

B HW: CPU (2 x 3.16 GHz Xeon quad-core ), 8GB, X86_64/Linux
B SW: Oracle Database 11.2.0.2
B A5 -2avEL S A RO BILE=T Ty — a2 FEAL.

MUY OV ET A TEELSUNDAHEELIHZEEDTPSEL AR R A A LZEt Al
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DBMS_AUDIT MGMT(AY &E/\wr—):

B LRRTEFERL-EEREOT OAIBRAEIEE (11gR2AN D X EKA THE FA AT AE
- Audit Vault&EtiAEHE S ET, AT ZTAudit ValtiTEER . EEFZHIBR T S03TELTHER
- AJE—TWICEHNLERE

0% BiGZ @Al
- bBOY
FGA LOG$ g /(f—“_\\\
i A7 HIkR ﬁ el
DBMS_AUDIT_MGMT
DTN EAMIZELT
< \___\_____)__,/
XMLEY | Audit Vault
_ 04 65 | Server
Audit Vault | = > |
Agent
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BOSOEAEKIE, OS.XMLOIZ7PAILHAHIZT S
B OJDI7AILHE D EREANDEENFHIEL
B XMLIEX10gR2LLE. OSIEZT R TH/N\—2 3> THERATEE

B —F OV IXHENT CEEERI—Y O EERLTLREN ZIEXIE
I HIERNH SO FE AT RE -BIFRD AT F U ANBE

BOJZEBRBTAINEHR-FTOIMERD
B IRTOATEMAHEITERIETEL

B BEE(TTIr—avERABLETI/ERF) 00T IEmST .,
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BREDEREERRMVBE
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. B§51t (Advanced Security)
- NV TYTDOIEE 1L (Secure Backup)
L TRRRFVY

7 0t Al {H

AT HILARILT 2 Rl H
(Virtual Private Database)

- HBEL—YEE BEIE
(Database Vault)

. REEB/IDBAERR
CITFAVITLAVEER

. ¥EREE (Configuration Management)
. ZEEM (Change Management)

- BEEOJ EE - 547 (Audit Vault)

E-ARYLG & JOvyxH

. Oracle Database Firewall
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