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= http://www.oracle.com/us/support/lifetime-support/index.html

= Note: 209768.1 for Support Policy Explanation and details

Support does not follow the Lifetime
Support Policy.

Unless otherwise noted, each stage of support
is pravided through the last day of the manth
noted on the included charts.

Oracle Database Releases

GA Date Premier Extended Sustaining
SupportEnds  SupportEnds  Support Ends
8.1.7 Sep 2000 Dec 2004 Dec 2006 Indefinite
9.2 Jul 2002 Jul 2007 Jul 2010 Indefinite
10.1 Jan 2004 Jan 2008 Jan 2012 Indefinite
10.2 Jul 2005 Jul 2010 Jul 2013 Indefinite
111 Aug 2007 Aug 2012 Aug 2015 Indefinite
11.2 Sep 2009 Jan 2015 Jan 2018 Indefinite

For Oracle Database 10.2 a limited service providing Severity 1 fixes will be available after July 2013. For details please refer to the Technical
Support Policies -For more-detailed information on bug fix and patch release policies, please refer to the “Error Correction Support Policy” on
MyOracle Support.

ORACLE
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. Upgrade Companion

= Note:1462240.1 Upgrade Companion 12c¢ (coming soon)
- Note:785351.1 Upgrade Companion 11.2

ORACLE Cinpanion:

Behavior Changes

Behavior Changes

This section documents important changes in behavior between Oraclei Release 2 (9.2)/Oracle Database 10g and Cracle Database 11g. This
section focuses on behavior changes that require a DBA to make an informed decision to minimize the risks that may be introduced by the changes.
This section does not describe all changed behavior or new features in Oracle Database 11g. For a complete list of all new features introduced in
Oracle Database 11g, see the Oracle Database New Features Guide 11g

This page is an accumulation of real-world knowledge and experience obtained from Support and Development engineers and working with Oracle
customers on different upgrade scenarios. Pay careful attention to these Behavior Changes to avoid the most common issues when upgrading from
Oracle%i Release 2/Oracle Database 10g to Oracle Database 11g.

Architecture

Optimizer

[

Initialization Parameters

Performance and Monitoring

Administration

Streams
Security
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. Upgrade OTN Page

=http://otn.oracle.com/goto/upgrade

= http://www.oracle.com/technetwork/database/upgrade/index.html

Products and Services Solutions Downloads Store Support Training Partners About Oracle Technology Network «

Oracle Technology Metwork Products Database Upgrade

Real Application Clusters

Secure Backup

ORACLE g Oracle Database Upgrade Oracle
RDB DATABASE Upgrading to Oracle Database 11g Release 2 provides the latest in efficient, reliable, Public Cloud
Audit Vault secure data management for mission-critical on-line transaction processing

TimesTen In-Memory
Database

Database Mobile Server
NoSQL Database

applications, guery-intensive data warehouses, and content management and Web2.0 applications. The right
planning, preparation, and upgrade steps will make the upgrade process simpler, faster, and more predictable
from start to finish.

Oracle Database Webcasts

h {Juby 2011)
This webcast is about the best practices for a successful upgrade to Oracle Database 11g Release 2.

oRACLE

PUBLIC CLOUD

More Database Downloads

Berkeley DB Frequently Asked Questions are also discussed. # Database Express Edition
Database Upgrade Prepare, Install, and Patch Presentation requices Flash (January 2012) = :
» This is a webcast of the preparation steps to faciltate a successful upgrade. Installation and patching are also # Database Instant Client
Database Express Edition coverad. # Database Mobile Server
Oracle Database 11g Release 2 Upgrade: Upgrade Methods Roquices Flash [July 2011 5 JDBC Dri
This is a webcast of the various methods available to upgrade to Oracle Database 11g Release 2. * JUHL Jrivers
Always Relevant Topics # S0L Developer Data Modeler
Oracle Database Upgrade Discussion Forum # TimesTen In-Memory
Interactive forum containing Database Upgrade relevant information. Database
Mike Dietrich's Upgrade BLOG . ) ) # WM Templates for Database
Database Upgrade Team member Mike Dietrich maintains a BLOG relating to Database Upgrade presentation,
events and topics. # .NET Data Access
Oracle Database Pre-Upgrade Seript (My Oracle Support) Compaonents
|z your Database Ready for an Upgrade? Find out by visiting My Oracle Support and downleading the latest Pre-
Upgrade script. Popular Downloads
Upgrade and Migration to Oracle Database 11.2 - Workshop Presentation o (~30M) ¥ Berkeley DB
This presentation covers a full day database upgrade and migration workshop with plenty of background % Enterprise Manager
) ; b > . 5 it - h 4 D q
information from installation and patching to various upgrade and migration technigues covering also fallback
strategies, performance managements and application upgrades. # Database EE and XE

Copyright © 2013, Oracle and/or its affiliates. All rights reserved.

# Developer VMs

Technical Upgrade Oracle Documentation Questions
Resources Services OpenWorld &Prior Releases # Enterprise Pack for Eclipse
Upgrade Methods # Java

Upgrade, Migrate and Consolidate to Oracle Database 12¢
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. Maximum Availability Architecture OTN

http://otn.oracle.com/goto/maa

« http://www.oracle.com/technetwork/database/features/availability/maa-090890.html

Oracle Maximum Availability Architecture - MAA

Cracle Maximum Availability Architecture (MAA) is Oracle’s best practices blueprint based on Oracle
high availability {HA) technologies, extensive validation performed by the Oracle MAA development
team, and the accumulated production experience of customers who have successiully deployed
business critical applications on Cracle.

The goal of MAA is to achieve the optimal HA architeciure at the lowest cost and complexity:

= MAA best practices span the Exadata Database WMachine, Cracle Database, Oracle Fusion
Middleware, Cracle Applications, Grid Control and Cracle Partners.

= MAA accommodates a3 range of business requirements to make these best practices as widely
applicable as possible.

= A leverages lower-cost senvers and storage.
= AL evolves with new Oracle versions and features.
= MAA s hardware and OS5 independent.

Cracle Database HA capabilities are described in detail in the technical white paper Oracle Database 119
Release 2 High Availability.

For MAA Best Practices and other technical information see:

MAA Best Case Documentation Demonsirations Articles
Practices Studies — = Presentations

ORACLE
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Upgrade you

your Oracle Database upgrades

. Upgrade Blog: blogs.oracle.com/UPGRADE

r Database - NOW'

ORACLE’
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Recent Posts

The MAGIC Questions
Back Home ...
Oracle Exadata at Thomson Reuters

AlB - Allied Irish Banks - Upgrade
Success
Mile High ... Collaborate 2013 in Denver
Long time no update ...

Potential check for corruptions

Mew version of the huge Upgrade to
11.2 slides uploaded

Happy Mew “ear® And my top ten
2012 songs ...

Creating ASM for test purpeses in the
file sy=tem
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Main | Mext page =

Monday May 27, 2013

The MAGIC Questions

By Mike Dietrich on May 27, 2013

Almost every week Roy, Carol and | receive one or more emails in the following style:

"Hey. we (or my customer) plan(s) an upgrade to Oracle 11g. We (or the
custormer) wants Zero downtime. Currently we (or they) are on AlX with Oracle
10g (and someold 9i) databases. Can we get an advice please?"”

or another one here ...

'Upgrade from 8i to 11g. The customer's database is 28 TB (quite big!).
Downtime is 5-6 hours. It's on AIX. And it's an it's an Cracle EBS database”

Mike Dietrich

‘Well, in both cases we lack a lot of useful information - or sometimes things are almost Gonsulting Member of Technicat Sta

impossible or simply wishful thinking. So we have a collection of (we call them) The Magic

X L i X X Ciatabase Upgrade Development Grod
Questions. Once those are answered upfront it is way easier to give a helpful advice.

- Ovacle Corporation

Will you exchange the hardware?

Will you change to a new O3S version?

Will you change to an entire new OS architecture?

Will you change the database characterset?

+ Do you plan to consolidate (schemaldatabasel..)?
Number of databases you plan to upgrade or migrate?
Size of database(s)?

» Exactsource and target Oracle versions?

Maximum allowed downtime per database?

Fallback requirements?

Test environment available? Testing tools?

« Does a performance baseline exist? r
« Changes required to enable new features?
RACIGrid Infrastructure already in use or planned?

Based near Munich in Gerl

spending plenty of time in airp

run either upgrade workshops or w

onsite with reference customers. Acting

85 interlink between customers and the

Upgrade Development.

You'd like to contact me?

Choose either XING or Linkedin

Slides Download Center

Upgrade, Migrate & Consolidate to
Oracle Database 12¢c

Once we getthe answer and (even more helpful) a sheet describing the entire landscape in

Upgrade, Migrate and Consolidate to Oracle Database 12¢ 12
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NetWare 386 Loadable Modu.

Information For Server INTEL

fiL . Server Up Time! 6030 Days S Hours 21 Minutes 19 Seconds

Wtlzations = Packet Receive Buffers:
Original Cache Buffers: 31,364 Directory Cache Buffers:
Total Cache Buffers! zt.am: Service Processes:

Dirty Cache Buffers! Connections In Use:
Current Disk Reguests: L) Open Files:

fvallable Options

Connection Information

\

LAN Information

System Module Information
Lock File Server Console
File Open ¢ Lock Activity
Resource Utilization

Exit
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. H)—>FvF Invalid ATk

« INVALID A7z EFTvy

= SQL> select unique OBJECT NAME, OBJECT TYPE,
OWNER from DBA_ OBJECTS where
STATUS="INVALID" order by OWNER;

= SYS 8XUSYSTEM A —H—DRAF¥—<IZ(Jinvalid 73
ATV MIFEL T GELEL

- 7vI T L—K/ATRIIZ SORACLE_HOME/rdbms/admin/utirp.sql "C
INVALID LA Tz VEBaIAVNMILT S

ORACLE
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« SYS/SYSTEM QEEAT O HEFT VY

= SQL> select OBJECT NAME, OBJECT TYPE from
DBA OBJECTS where OBJECT_NAME| |OBJECT TYPE
in (select OBJECT NAME]|OBJECT TYPE from
DBA OBJECTS where OWNER="SYS") and
OWNER="SYSTEM®" and OBJECT NAME not iIn

("AQ$_SCHEDULES PRIMARY", "AQ$ SCHEDULES",
"DBMS_REPCAT AUTH"):

— MOS Note:1030426.6 How to Clean Up Duplicate Objects Owned
by SYS and SYSTEM Schema

ORACLE
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W 5 — T 85 A4

s HUWNSA=E BLNTGA—EZE IV AR MR EZinit.ora /
spfile H s HIER
— 15
_always semi_join=off
_unnest_subquery=false

optimizer_ features enable=10.2.0.4
event="10061 trace name context forever, leve

- BE
EBS interoperability notes D &35 7TV r—avDT7 VT L—k -1V Xk
V3 VIELTEN - TNLIE—RMNGHRESIEICEB LT S

ORACLE
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Real World Crosscheck

» Oracle HERDARBE T —2R—X

— Multimedia (ORDIM) AV R—RU D7y T I L—FIX RV EREZE
295

_complex_view merging = FALSE
_multi_join key table lookup = FALSE
_library cache advice = FALSE
_index_join_enabled = FAESEE]eje|g=le[ilpnl< Remove all
_push_ioin_union_vieN —a=. for ORDIM: underscores for ORDIM:
_push_join predicate = BALS4ES) ¢ofip Ui and events { minutes
_always semi_join = O
_pred move around = FALSE

_unnest_subquery = FALSE %
_predicate_elimination enabled = FALSE
_eliminate_common_subexpr = FALSE

_no_or_expansion = FALSE

event = "10195 trace name context forever, level 1°
event = "10778 trace name context forever, level 1°

ORACLE
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. O fR—R b VALIDREEE

7Y L—RRIZZETOaAVR—R U EHVALIDMNE S H
HERE
— SQL> select substr(COMP_ID, 1,10) compid,
substr(COMP_NAME, 1,24) compname, STATUS,

VERSION from DBA_ REGISTRY where
STATUS<>"VALID";

— INVALID ZZaviR—=2MIutlrp.sql THAaV/NIL
— utlrp.sql TOBIAV/AMIILTAVIR—R UMD R T—2AMNEIESN
BLMEE . BMOZEANE
= Note:472937.1 Information On Installed Database Components
= Note:753041.1 How to diagnose Components with NON VALID status

ORACLE
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« XDB O iR—3R> k& Oracle Database 12¢c HhhHuyhZE
RE

_ 2 TOaAVR—FRUMICDB [T/ A—ILENBZLEMNH S
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. avR—xR2b B

= AVR—R2 M ZHIBRT 53DNDEA

— Oracle Database 12c UgEHFEZELGWLWI VR—3R 2 b
= EM Database Control Repository
= Oracle UltraSearch
= Rules Manager and Expression Filter
= OLAP AMD

- 7w 7 L—RFREDEZEL
= AVKR—FR Y FBDGWNRE, FYBRLKT—ER—XZTvT

JL—FKTES
- HWharvER—3R2+

- #EI5: 11g MEM DB Control Repository (. ZD R k1) £&(C
EM Cloud Control ~1T

- FMIEHR
= “Database Components Cleanup” presentation on our Blog
- http://apex.oracle.com/pls/apex/f?p=202202:2:::::P2 SUCHWORT:components

ORACLE
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B o< R ERE

« RBEVRATLDDIEFEG/NIH— U AMfEtEBE
- TIEfEGZ1EE DaERT7yT I L—FD 17 ARINBER
- INHDEHTEE !
— Automatic Workload Repository (AWR) %1% F
= 30-60 B EICRF VT avhERE - R#E >31 H
= AWR ZH#% SQL> @?/rdbms/admin/awrextr.sql

« AWR DIFF LTR—FEFERLT/INTA—T R - R F T3y D LLER

SQL> select * from table(
DBMS WORKLOAD REPOSITORY.AWR DIFF REPORT HTML(
<bBID>, 1, 101, 121, <DBID>, 1, 201, 221));

- Please note: AWR Z &/ 9 &/-/% Diagnostic Pack license 42
- EFE STATSPACK MOS Note:466350.1

- REIMNEHEOSWN T LIR—T4 U RBE XU/ \yFaT
u %Eg

VA BN

MOS Note:1477599.1 Best Practices Around Data Collection For Performance Issues

ORACLE
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B T —TUR Ry kT — s

« IHEG{E vs Real World fyhkD—485E 3R

Interface Data Theoretical Real World
Volumne Transfer Speed | Transfer Speed

100 Mbit Ethernet 11MB/sec 40 GB/hour <30 GB/hour
1 Ghit Ethernet 110MB/sec 400 GB/hour <300 GB/hour
10 Ghit Ethernet 1.1GB/sec 4 TB/hour <3 TB/hour

Infiniband IB 4xQDR  4GB/sec 14 .4TB/hour <11 TB/hour

" -ﬁ-ﬂﬂ"]fdtlanﬁ%ﬁ
— BEETOkalL: ftp, scp, NFS (TR TTIHILLTO VT ILRL YR
- BRBRYNT—IBT AV JE—F3—ORA(yFNRAOA—E IV DEE
— X AUTARTE: T7AT7 24— ILHT R TDHEER LEE3hiE
- NEBDRYET—0-TONA5 REEBE. etc...

ORACLE
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s TR TFAIVZEEBRENZMES. export/ import (XZEDTOVY
OE—9 52 &<

- EpETORal
INSLIILOE—TERE
= RAVAC Nk iy
- BEORINIT—D0-H—FTA A=, BEWRAYFPYE—ZDTYEZ
- Data Guard ¥°GoldenGate MD#gE% {3 F
« CRZ—hH—RYN

BUT 1T A
PATR TRAMSFER
LHGTER, 1O AN
UMPERSTAND
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Bl oo BaEFIuY

* NJLA=Fxv?% (hcheck.sql)
— MOS Note:136697.1 A ibhcheck.sgl #5—>O—K

- ZDARY' TR, Oracle8i, Oracle9i, Oracle10g, Oracle 11g T®
BAOBEZEFT VY

— MOS Note:101468.1 hOut Helper Package (hout.sql) VA

« RMAN Validation Fxv%o
- RMAN> backup check logical validate database;
= $¥#f: MOS Note:836658.1
s BRI DT=OD/INTLILEFTHARE

ORACLE
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. 25 FvI )AL

RBITHRRIET
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QYIbxz7 - Y—T4I745—2a ER
QA AN IILEH

\_ 24
.

(Q YTk 17 EPatch Sets

0 CPUs, PSUs, /A2 KJL/yF (BP)
\a (EVIAYS 2 )

¢ 3

O HE/NSA—4
L )
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. Certification Check

= My Oracle Support D75V I4—L Y —FT4T47—2 3 %R

— Note: 964664.1 KT Note:431578.1: Middleware and Application Server product
group assignments 0 E5iEA

ORACLE" mv oracLe supporT Welcome, Mke | ContactUs | SgnOut | (@) Hep
Dashboard | Knowledge | Service Requests | Patches & Updates | @' Community | Certifications | More... = T Favortzs - + | Szzrch Knowledge Bas= Ck Advanced

Certifications Last refreshed 5 minutes 2go Ea

Customize Page...

4 New Certification Search
We've improved how you can search, navigate and understand certifications. Find certifications in 3 easy steps!

1) Find your product 2) Pick a product release 3) Click Search!
Select the release of your chosen product in the dropdowven list, Find all certified products and platforms.

Use the auto suggest field to easily find your product.

Product Release

#| Dat @

#

L

"

Databaze Yault [DE Yault) i1z0.10

Oracle Database (RDEMS, 10G, 90, DB, Cracle Server - En 11.1.0.7.0

Oracle Database (RAC) (RDBMS, Real Application Cluster 11.1.0.6.0

¥ Quick Links = ] | ¥ Certification Search
Search Szwed Recznt
Product Release Platform
#  Type name or sslect from list v # L4 -
2 |Latest updates on & |Tips for Finding —
Certifications Certifications Check cartficatione ~ - @
=|Fusion Middleware [IE|Enterprise Manager
Certifications Certification Checker Clear
Watch a Video Tutarial =|Classic Certify & Product
Roadmap * Required Can't find your product? Use the Classic interface.
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= http://support.oracle.com [L/\yF&E/NyFLybEEHoO—K
—C%éuﬁ 0)'5"( I‘ ORACLE uyoracLe support . PowerView s Off | v 4

ard | Knowledge | Ser equests | Patches & Updates | [+

Patche-s and Updates

« N\yFtYFEIOTN PdeDelivery M4 o O—KTEALD
_ R—Z-YY—2MAHO—LAE

= http://edelivery.oracle.com/ [e]r7\e K=
Software Delivery Cloud

— Software Delivery Cloud (LLRTDeDelivery) BSR4 Do O—krH A+
- VILDOBENH-T-HZE . BEMIZemail T1—H—[Z@EA

~ HL<E. OTN A A—K
http://otn.oracle.com/indexes/downloads/index.html
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Patch Set / = XHTDPATCH SET A4 AM—IL )
R—XYJ—2x 1.2 LUFEIZTIL 1R F—/L)
or
Q #FHFROracle Home AR—XN)—REA 2 RAR—)L

\_ (patch set i V5 E) Y,

PSU/BP ‘0 B&FDPatch Set Update (PSU) % i )
or

(O #RSNn L/ UEIL-/\yTF (BP) ZE A )

@R yF [ R \
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. f5: Patch Set 11.2.0.3

= support.oracle.com M 5Patch Set 11.2.0.3 %4> A—FK

ORACLE" My oracLe supporT % Paverviev is OFF Welcom
Dashboard | Knowledge | Service Requests | Patches & Updates | ' Community | Certifications | Systems | More... = 7 Favartss - - ;
Patches & Updates

¥ Patching Quick Links = [¥] | ¥ Patch Search
Search Saved Recant
A L34 0L R0 LRI IO B
= Patch Mame, Number or Sun CRID Product or Family (Advanced Search)
Software and Patch Search Sites
Updates by E-Delivery 1D Edwards LPatch Name or Number B & = * | Type in comma separated values
PeopleSoft Sun and LPla'l'fcurm [ B Linux %86 -
Oracle E-Business Suite
Latest R12 Packs Recommended R12 Patches
Clear Save
Latest 11i Packs Recommended 11 Patches
* Required The Patch Search region is only for Orade, Sun,
Oracle Server and Tools
Latest Patchsets ¥ Plans
All Quiglaldgls open in a new 'rx'inl:la';\j . . Plane e & v | All Plan Types v |
Latest Patchsets will spen in a new browser window —.
Description Release | Updated | Size |
10404530 Oracle Database Family: Patchset 11.2.0.3.0 23-5EP-2011 3.1G

11.2.0.3.0 PATCH SET FOR ORACLE DATABASE SERVER
Total: 1
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. Patch Set 11.2.0.3 DAV AF—JL

= Patch Set 11.2.0.2 /3 [ET7ILA2 A—IJL
~11.2.0.1 DPEAV)—ZADA 2V A—ILIZFE
sin-place /1 AL—ILETOME—DH %
— /dbs &/network/admin 77 A IL DNy HI 7T =5

— ./runinstaller —detachHome ORACLE HOME=<11.2.0.1-home>

$ ./runlinstaller -detachHome ORACLE_HOME=/uOl/orahomes/11.2.0
Starting Oracle Universal Installer...

Checking swap space: must be greater than 500 MB. Actual 10047 MB Passed
The iInventory pointer i1s located at /etc/oralnst.loc

The i1nventory i1s located at /uOl/orabase

"DetachHome® was successful.

~ 11.2.0.1 Home D& &%)

~ 11.2.0.3 #11.2.0.1 MOracle tr—LIZA2AF—IL

— /dbs &/network/admin 7 A ILE) AT

— DBUA FEf=lZcatupgrd.sql TT—3R—XDT7vITL—FK
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A N 4 N Check for:
MOS MOS Recommended
Note:880782.1 Note:1348336.1 Patches
- N Known Issues Availability and | Alerts
MQOS and Alerts in Known Issues Notable Fixes
Note:161818.1 ? 11.20% | in11.2.0.3 ese
. b/ Introduced
_ Oracle 11.2.0 » Click on p N
» Click on the releases . A
Availability and
number « Known Issues" . e
4 Note:756671.1
ST SOT; [PEE © Recommended
Release Cl releases « Database Patches
(Cllick to see |5 \ J ° J
Details) ]
N ( ) Check for:
MOS MOS Recommended
Note:1565065.1 Note:1565082.1 Patches
Known Issues Availability and | Alerts
f? and Alerts in /' Known Issues Notable Fixes
= 12.1.0.x 4 in12.1.0.1 e
Oracle 12.1.0 » Click on \_ J Introduced
"Availability and MOS N
Known Issues" MOS
for your patch Note:756671.1
releases « Recommended
Database Patches
ORACLE
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B ==57S5— R EER ST

- EERT7S5—FEF v Note:161818.1

Oracle Database Releases Status Summary

Release
(Click to see
Details)

b v o B G

Current
Patch Set

Next

Patch Set

Premier
Support Ends

Extended Su

rt Ends Notes

Base release is 11.1.0.6 .

110X 11.1.0.7 ‘"“"E Aug-2012  |Aug-2015 11.1.0.7 is the terminal 11.1 Patch Set
10.2.0.5 is the terminal 10.2 Patch Set.
Jul-2013 .
- : : . The Free Extended Support period ended on
102.0X 10205 |tone Jul-2010 Limited Extended Support is available from August-2013 M-Jul-2011.

to July-2015 inclusive. See "Oracle Software Technical
Support Policies" Extended Support section.

Patches will only be created for 10.2.0.5 on most
platforms - See Note:742060.1 for platform
specific end patching dates

Copyright © 2013, Oracle and/or its affiliates. All rights reserved.
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B 755 L —R s 75—

= 11.2.0.x MBI DERE Note:880782.1

Patch Sets

This section gives a summary of the patch sets available for Oracle 11g Release 2.
Mote that the BASE release of Oracle 11g Release 215 11.2.0.1 .

« [|[Release/|Comments
Oracle 11g Release 2 Patch Set 2

1203 | Availability and Fnown issunes for 11.2.0.3
List o

:1348336.1

1EESS 1nNncin

Oracle 11g Release 2 Patch Set 1

M202 || Availability and Enown issnes for 11.2.0.2 Hote:1179474.1
Lizst of fixe= incluoded in 11.2.0.2 Hote:1175583.1

Oracle 11g Release 2 Base Release.

1.2.01 Availability and FEnown issues for 11.2.0.1 Note:880707.1

ORACLE
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= 11.2.0.3 O#EEHE/\vF Note:1348336.1
- T —AR—X-/\yF Note:756671.1

Current Recommended Patches

For information about Recommended Patches for the RDBMS see Note:756671.1 .

Patch Set Updates
IDocument  |[Description |Rolling RAC |Patch Download |
[Note: 16056266.8](11.2.0.3.6 (Apr 2013) Database Patch Set Update (PSU) |[ves ||Patch: 16056266 |

Grid Infrastructure

IDocument  |Description |Rolling RAC ||Patch Download |

[Note: 16083653.8(11.2.0.3.6 (Apr 2013) Grid Infrastructure Patch Set Update (GI PSU) [[ves ||Patch: 16083653 |
Exadata

[Document  |[Description |Rolling RAC |Patch Download |

Recommended Patch Information for Database Machine and Exadata Storage Server 11g

Note:888828.1 | pelease 2 (11.2)

EBusiness Suite R11i Certification

IDocument  |[Description |Rolling RAC |Patch Download |
[Note:881505.1 |[Interoperability Notes for Oracle E-Business Suite Release 11 with Oracle Database 11.2.0.3]- II- |

EBusiness Suite R12 Certification

[Document  |[Description |Rolling RAC |Patch Download |
[Note: 1058763.1 |[Interoperability Notes for Oracle E-Business Suite Release 12 with Oracle Database 11.2.0.3 |- [l- |
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. HEEE/\yF: PSUs

“ERFTDPSU %#E
— Note:854428.1: Introduction to Database Patch Set Updates
— Note:1227443.1: Patch Set Updates Known Issues
— Database PSU IZ&FENBELE
» ZDA—HFITEET S, BIGTERILEADEELHRE
= Critical Patch Update (CPU) IZ&FhAIE1E
— Database PSU IZ&FENELMEIE
s BY—TA4O7MDRELGER
- BREENDLEICGHEIE
— PSU [Z[E. 25-100 O#FRATIEENEEND
- RAC O—1> % -7vT 7 L—FT#E A RE
— CPU ERICRTDa— )L T, MR EITYY—R
= 16-APR-2013, 16-JUL-2013, 15-OCT-2013 & 14-JAN-2014
— PSU MFxw% opatch lIsinventory -bugs fixed | grep —1 "DATABASE PSU"
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. TYTTL—FEH I 75—

= 11.2.0.3 D7 o—rEFFHRDEE Note:1348336.1

11.2.0.3 Alerts / Issues

This section lists alerts and important issues relevant to 11.2.0.3 .

General Alerts / Issues

Bug/Doc :';S}’;:MI o |Description Updated
Note:1561271.1P* Solaris / HP: ORA-29701 raised in ASM ifo path 17/Jun/2013
Note: 1527740.1* $r$£in?:gi]com-am [kghfrempty:ds]. Corruption in Rollback with Clusterwide Global 19/7un/2013
Note:1260095.1P+ ATX: Excess "work USLA heap” process memory use in 11.2 on AIX 07/Mar/2012
16299065+ ORA-1206 in SOURCE database after RMAN duplicate 17/Jun/2013
[10194190P + I |[solaris: Process spin andjor ASM and DB crash if RAC instance up for > 248 days [06/7unsz2013
14540423+ 11.2.0.3.BP16 Memory corruption [ wrong results / ORA-7445 for particular type of chained row with Exadata 06/Mar/2013
14668670+ 11.2.0.3.BP14 wrong results the first time a query is executed 17/Jun/2013
13384357+ 11.2.0.3.BPO5 wrong results / OERI:[kkoogb: bsj not used] with star transformation 17/Jun/2013
13786142+ [[11.2.03.6 |[cannot drop/replace trigger in editioning environment [[26/apr/2013
13645917+ 11.2.0.3.5 PMON block recovery loop - instance hang 17/Jun/2013
13550185+ 11.2.0.3.4 Hang / 5GA memory corruption / ORA-7445 [kglicO] when using multiple shared pool subpools 08/Mar/2013
Note:1390632.1% ||11.2.0.3.3 Dictionary corruption / ORA-959 due to DROP TABLESPACE 03/May/2013
13467683+ 11.2.0.3.3 _;;og T;;esgw;agm permanent tables in RAC might cause corruption of permanent table. Regression by 17/70n/2013
Upgrade Issues
Bug/ Doc :2‘:}’;3”' o [Description Updated
Note:1363368.1+ Essential Steps to take before Upgrading to 11.2.0.3 Grid Infrastructure/ASM/Exadata 06/Mar/2012
Note: 1427855.1P AIX: Recommendations for 11.2 GI/RAC on AIX 07/Mar/2012
Note: 1386545.1 Oracle Text Release 11.2.0.3 mandatory Patches 18/Apr/2012
13460353+ 11.2.0.3.GIPSU(4 ||Registration of 11.2 database fails against 12.1 CRS stack (required fix for 11g DB with 12¢ GI) 17/Jun/2013
[s873405 [11.2.0.3.1 [[oRA-600 [21028] during fast refresh after upgrade [14/7anr2015 ]

Upgrade, Migrate and Consolidate to Oracle Database 12¢
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= 11.2.0.3 D7 5—hrEFHF D RE Note:1348336.1

Notable fixes included in 11.2.0.3

This section lists fixes / enhancements in 11.2.0.3 which may cause a notable change in behaviour.

15853478

|createxML with object schematic changed in 11.2.0.3 compared to 11.2.0.2

lo832338

|ORA-600 [15160] / ORA-7445 [kkogfp] from CONNECT BY and OUTER JOIN (+)

9438830

”DBMS_AU DIT_MGMT.CLEAN_AUDIT_TRAIL does not work for AUDIT_TRAIL=0S (or XML)with uppercase ORACLE_SID - superseded |

[Note: 1354793.11 |[Oracle Text Lexer Feature Changes introduced in 11.2.0.3

Issues introduced in 11.2.0.3

This section lists bugs introduced in 11.2.0.3 (if any). Such issues may be either serious or trivial but the aim is to list them all to help customers assess the risk of

applying the Patch Set on top of 11.2.0.2

ORACLE
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Bug/ Doc Pey/Bundle |[Description Updated
16893548 | ||OCI direct path load fails with ORA-942 [07/3un/2013 |
16717701 ::Erogftaguam Hangs waiting for library cache lock on DEINSTANCE namespace with possible 22/May/2013
16368639 I ||stored outline does not produce same plan in 11.2.0.3 [17/3un/2013 |
14656906 | |[Lots of "knalsCopyRowidExtraAttribute: no rowid attribute in source LCR" messages [21/7an/2015 |
|l14577881P I |[solaris: ASM 11.2.0.3 on solaris discovers slices that start on cylinder 0 [12/apr/2013 |
14559731 | ||ORA-1779 on updatetable view |[16/M0v/2012 |
14488943 | ||ORA-9925 can occur writing audit if ORACLE_PATH is set \[08/mars2013 |
14467202 I |lsuboptimal execution plan with fix of bug 11814428 active for some SQL loa/mar/2013 |
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= Oracle Database 11.2.0.3 27V 7SI L—K9 BR[IZ/\T04+—<7 2 A% 1E
PIEREANIEZFEET 560 NDEEFEIE MOS Note:1392633.1

Patches relevant for all platforms

For best results, install the latest PSU 11.2.0.3 as described in Document: 756671.1, as it fixes many issues not listed in this note. Install the patches listed here for the relevent

P5U:
NoPSU |PSU1 PSU 2 PSU 3 ‘Pﬂ.lll- PSU 5 |psua Bugs Fixed
Patch: 14019600 for 11.2.0.3.0 Patch: 14267798 for Patch: 16084707 for Document: 13004894.8 Wrong results with SQL_TRACE [/ 10046
11.2.0.3.3 11.2.0.3.5 -
Document: 13743357.8 Wrong results on first execution
Document: 13370330.8 ORA-600 [gkelsExprReferenced1] From Query With
Virtual Column
Patch: 14472647 for 11.2.0.3.0 Patch: 14472647 for Document: 14472647.8 Wrong results on 10T secondary index after DML
11.2.0.3.4
Patch: 13705338 for 11.2.0.3.0 Document: 13705338.8 Wrong results on lot secondary index through join
Patch: 14668670 for 11.2.0.3.0 Document: 14668670.8 Wrong results the first time a query is executed
Patch: 11072246 for 11.2.0.3.0 Docurment: 11072246.8 Poor Cardinality estimations for columns with DESC
indexes
Patch: 16297289 for Patch: 16478959 Patch: 14644185 for 11.2.0.3.3, Docurment: 14644185.8 Part of fix 12531263 missing from 11.2.0.3 -
11.2.0.3.0 for 11.2.0.3.2 11.2.0.3.4, or 11.2.0.3.5 disabled deadlock detection for Cursor build locks {on $BUILDS)
(match PSU version)
Document: 12797420.8 "library cache: mutex X" waits on DB instance
handle with CURSOR_SHARING
Document: 13588248.8 Library cache mutex contention for objects with
very many library cache locks

ORACLE
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HEARDOS/I\YF

= MOS Note:169706.1: OS Installation and Configuration

.. Oracle Database (RDBMS) on Unix AIX,HP-UX,Linux,Mac 0OS X,Solaris,Tru64 Unix Operating Systems Installation and
Configuration Requirements Quick Reference (8.0.5 to 11.2) [ID 169706.1]

Modified: Jun17,2013  Type: BULLETIN  Status: PUBLISHED  Priority: 1 =] Comments (0) &= &4

Jurmp to:
AIX
HP-UX (PA-RISC and Itanium)

Mac OS5 X (PowerPC and xB6-64)
Oracle Solaris (SPARC and xB&6-64)
Trubg

Pre-Installation Scripts

OPatch

Related Documents

05 Specific Commands

Charnge History
Mote 43208.1 Certified Compilers
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. Standby-First-Patching

= Oracle Data Guard Standby-First Patch Apply
— MOS Note:1265700.1 - Data Guard Standby-First Patch Apply
— TRNTADHIL-RE I YA A~y TFE i
~ TARVBIERZUNABITEG D)) —REHE
= O—Y25 - TyITIL—FOO—IVEHBRRAIZHR
- Y R—bxR
= Patch Set Update (PSU), Critical Patch Update (CPU) and PSE
= Oracle Grid Infrastructure Patches or Software Updates

= One-off patches

= Oracle Exadata Database Machine bundled patches (BP), Quarter Database
Patches, Storage Server Software patches (Cell), hardware/network changes

= Operating System software changes that do not have any dependencies on
Oracle database software

— Oracle Database 11.2.0.1 N & F| A RE
= RDBMS COMPATIBLE /\SA—AIIEICIETHHILEHY
= ASM COMPATIBLE /N5 A—42[X B> THAJRE
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B S 4IcpET BB EE

- — %I &t
— spfile THEEL TWA/INTA=EHDIGNVAIFZE KLY
— HUWWRTA=E BLINTGA 2B IV A R R TEZFHIR
s I = R ERETAHELIITHEELTLNSDEDERKRINT
(f5l: E-Business Suite, Siebel, SAP etc.)
— TARRFAAUR, RTARR=IN—[ZEDWNVT/INTGA—IDEFTHE
s FaA—ZUTDENDEEREEERLENE ,
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= June 6, 2012

https://www.pcworld.com/article/257045/6_5m_linkedin_passwords_posted_online_after_apparent_hack.html

Jpdate: LinkedIn Confirms
.ccount Passwords Hacked

DATED 2:15 p.m. PT

kedin Wednesday confirmed that at least some passwords

npromised in @ major security breach correspond to Linkedin
ounts.

ente Silveira, Director at Linkedin, confif“‘ﬂgaci(gﬂjtn'Iﬁwﬂ"- 's blog

-dnesday afternoon and outlined steps | ] 3 1 : ) .

: . : LinkedIn Security professionals suspected that the business-focused social network

wrote that those with compromised pa

;sword is no longer valid. LinkedIn suffered a major breach of its password database. Recently, a file containing 6.5
raadded that owners: of compromic million unique hashed passwords appeared in an online forum based in Russia. More than

200,000 of these passwords have reportedly been cracked so far.

The file only contains passwords hashed using the SHA-1 algorithm and does not include
user names or any other data, security researchers say. However, the breach is so serious
that security professionals advise people to change their Linkedin passwords immediately.

It's unknown at this point how the file ended up on a public forum or exactly which site the

passwords originate from: however, signs indicated this is indeed a breach of Linkedin
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= March 3, 2013

http://www.huffingtonpost.com/2013/03/03/evernote-hacked-50-million-passwords-reset_n_2801108.html

=vernote Hacked: All 50 Million
Jsers' Passwords Reset

AP =

- woH
LONDON -- Online note-taking service Evernote Corp. says it has been hacked and is

resetting all its 50 million users' passwords as a precaution.

'he Redwood City, California-based company said in a post published late Saturday
hat an attacker had been able to access sensitive customer information and that every
iser would have their account reset "in an abundance of caution."

‘vernote says the attacker was able to access an unspecified number of customers'
nerypted passwords. Decoding such passwords can be difficult but is far from
mpossible.

‘he company says it has seen no evidence that any customer data had been tampered
ith or that any payment information had been compromised.
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= SEC_CASE_SENSITIVE_LOGON=TRUE

~ NRAT—=FDOKRINXFRANDENENZUVIVEZS

— Oracle Database 11g Mo ®D T 74 JLEE TRUE

— Oracle Database 12c Mo IEHELE

- HESEIE
« PASSWORD VERSIONS<11G THB/\RAT—KRZHBETT S
« NAT—FBHRERIC "salt" ZILTYXLIMERSINDS
s NAT—F QW EFBEFHTHOINEFIVITS

- SQL> select USERNAME, PASSWORD VERSIONS from DBA_USERS;
USERNAME PASSWORD_VERSIONS

APP_USER 10G 11G 12C
HR_USER 10G 11G 12C
BOSS 10G
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N 135 A—SI BT HH B NEW
Sq net.ora

= SQLNET.ALLOWED_ LOGON_VERSION_SERVER

- AVRB AEFERICE T ORERDZBITOMILZERET S
- T4 11
- &

= 12a Oracle Database 12c D ERFETOIIL (REBALIRE

=12 Critical Patch Update CPUOct2012 £ £ UOracle Database 11g
LIFEDFERET Ol (MR

=11 Oracle Database 11g MFREEZTARIIL (T TAILE)
= 10 Oracle Database 10g @EEEETOMIIL
= 8 Oracle9i Database MR 7O~aJL

- Oracle Database 12¢c ~MD#&E#EI1Z11g BTN ISA T UM {ERT 5
&.sqglnetora 77 ILONBTZHBHRTEIT DDHELNHD
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B <5 A—4IcET B R NSV

=AUDIT_TRAIL

- T—AR—REEBZFINF-IIENZTS
(Jin'{ﬁ‘ed Auditing (i & &%) [XOracle EFT7AILISYL TSN TN
S EEEIETIAILNTIXES
— HREIR
s IREEEABITITS
 BEREDN A VA= ILEN TS ETFIVIT 5

- SQL> select VALUE from V$OPTION where
PARAMETER="Unified Auditing”;

s HEEEZONIZTS
- make -f ins_rdbms.mk uniaud _on ioracle ORACLE_ HOME=$0RACLE_HOME
- AUDIT_TRAIL=NONE IZEXET S
- R
Label Security (OLS) M4V RAR—)LENTLVSIHFE . AUDS RIESYS RF¥—TEL TSN D
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= DEFERRED SEGMENT CREATION
— FzIZEREN=RIE ITTHABEASNIZEFIZIXCHTET AV LEEIY
LTS
BEEO—NILEEBETHLILEHY
= COMPATIBLE 211.2.0
— Oracle Database 11.2 Mi5®D T 74 JLETRUE

- EEZIE
FAERART. SHOEOREERT HBAERE, FALSE
ICERET D
-
- RUDITEEATEHEIC, FLWET AU NEERT 51280, ZLD/T74+—
IUAGEHY,
— Data Pump O —A—-JOEREZEHFEALTNDIGERIL. RELKELET D
AIREMEDN DD

= Z88: Note 1216282.1
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INTG A=A HHESEEIE

_OPTIMIZER_COST_ BASED TRANSFORMATION
— CBQT MEE#llE Note: 1082127.1 =58

« CBQT /[Z/N—REFDS—/ V=AY EZDEATFEIEN B YFE T H LY BN G T 5 F L TERE O -F R BYFET
- HIEEIE

« [REFIAACBEADRBIREIZE>T OFF [CERET S ELHD

« BRENDEREEMSEIZDULNTIL Note: 567354.1 SR

Known Bugs

You can restrict the list below to issues likely to affect one of the following versions by clicking the relevant buttopes
10.1.05 || 10202 || 10203 || 10204 || 10205 || 11.1.06 || 11.1.07 || 11201 |[ 11202 [ 11203 | | Showall Bugs

The list below is restricted to show only bugs believed to affect version 11.2.0.3.
Other bugs may affect this version but have not been confirmed as being relevant yet.

There are 7 bugs listed.

[NB [Bug [Fixxed [Description

[ |[14602250[12.1.0.0 [ORA-600 [12327] with correlated aggregation

[ [14593548[12.1.0.0 |ORA-600 [getctel] from a query

[ |[12537316[12.1.0.0 |ORA-600 / ORA-7445 for SQL with merged subquery

’_|14561651|11.2.IZI.2.BP19, 11.2.0.3.BP13, 11.2.0.4 |Wr|:|ng result for query with MULL augmented fateral OUTER join

[ 11728984 [12.1.0.0 |ORA-600 [gctctel] on query with select list subguery and GROUP BY

[ [10013899[11.2.0.4, 12.1.0.0 [Allow CBQT for some DML / DDL

’_|9?651?5 |12.1.I:|.D |ORA—932 from query with CASE expression containing a subguery in the THEN clause
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B S 4IcpET BB EE

= SESS10ON_CACHED_CURSORS

— T7#I)LE: 50
-~ 10.2.04 KYH—YVIL TN YL1DAN=ALEEHE
— HEEEEIR

« BA;RAIIZSESSION CACHED CURSORS Z#&i%3 3%
— $%(ZPL/SQL AKX, TI4/ILED50 TIHETEAAHEENH S
=&
— EARETELERFT—IILDOERIEEZFHRAESE ST EMELH S
« SCRIPT: 208857.1 #5 8 M £, SESSION_CACHED_CURSORS &
OPEN_CURSORS D FAZEZEIZHET S

= E¥#f: Note: 30804.1
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B S 4IcpET BB EE NEW

-MAX_STRING SIZE

— {&: STANDARD, EXTENDED
— SQL [Z&1+5 VARCHAR2, NVARCHAR2, 8XURAW T—2EIMD
Ex K YA X% il fH
— STANDARD (F7#/LH)
= 12¢c KYLIRTD K SHIREZ & A
— VARCHAR2/NVARCHARZ2: 4000 /51
— RAW: 2000 /N1~
— EXTENDED
= 12c TEA SN T= 32767 /\(+D E[REE
« COMPATIBLE =212.0.0 "iHE
— STANDARD MSEXTENDED ~NMDZER|IXAIRESZ A, i E A 1]
— UPGRADE E—FIZHEWLVTEIT @?/rdbms/admin/utl32k.sql
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