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Remarks  The DBA role is very powerful and can be used to bypass many security protections. It should be
granted to only a small number of trusted administrators. Furthermore, each trusted user should
have an indi account for acc ility reasons. As with any powerful role, avoid granting the
DEA role with admin option unless absolutely necessary.

References C15 Oracle Database 12¢ Benchmark v2.0.00 Recommendation 4.4.4

Administrative privileges allow a user to perform maintenance operations, including some that may
occur while the database is not open. The SYSDBA privilege allows the user to run as SYS and perform

virtually all privileged operations. Starting with Oracle Datal 12.1, less p ful ad

privileges were introduced to allow users to perform common administrative tasks with less than full
SYSDBA privileges. To achieve the benefit of this separation of duty, each of these administrative
privileges should be granted to at least one user account.
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