
  
  
 

 
 

  

 
 
 
 

 
  

  
 

  
  

  
  

    

 
 

 
 

 
 

 
  

 

 
 

 

 
 

   

 

 

 

 

  

 

 

 

 

 

 

 

Aconex for Defense: 
Military grade construction and engineering mission 
information management 

Defense agencies and their construction and engineering 
delivery partners need a modern, cloud-based collaboration 
and program management solution with heightened security 
controls for protecting controlled unclassified information (CUI) 
and preventing disruptions while collaborating and sharing mission 
critical documents. 

Aconex for Defense is the only purpose-built project and program 
information management solution to have achieved FedRAMP and 
Defense Information System Agency Impact Level 4 accreditations, 
having passed the assessment of more than 1,700 security technical 
implementation guides and over 400 security controls defined by 
DISA for handling defense agency information. 

Secure, modern, collaboration and program governance 

Aside from the peace of mind regarding cybersecurity, Aconex 
for Defense offers project governance, document controls,
 improved transparency with anytime, anywhere access to the 
latest project information from a browser or mobile app, an audit 
trail for accountability, 3D model viewing for better visualization 
and preventing waste from rework, to name a few of the 
features included. 

Whether the mission is infrastructure or buildings, vehicle or 
weapons systems, there is typically a plethora of disparate or 
unmanaged data, unorganized reams of digital documents, and 
multiple people from different organizations accessing multiple 
systems to obtain and share pertinent information to complete a 
task. A single source of truth can make all the difference in efficiency 
and performance.  Program managers can ascertain the latest 
information, generate reports, or report up the chain of command 
at a moment’s notice. 

Oracle Aconex helps many contractors and public agencies around 
the world connect teams and stakeholders through a modern, 
purpose-built project management application.  Aconex for Defense 

Features of Aconex for 
Defense include: 

• Integrated 3D model viewing 

• Document controls 

• Revision history 

• Bid and supplier documents 

• Meta-data-based 
search engine 

• Work packaging 

• Configurable automated 
workflow 

• Transmittals 

• Task management 

• Reports 

• Audit trail 

• iOS and Android mobile apps 
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is a high compliance instance of Aconex, physically separated from 
the public cloud, and has gone through a rigorous process, assessed 
by a third-party assessment organization (3PAO) and is monitored 
continuously for threats.  It is the only construction and engineering 
project management application to have achieved FedRAMP Moderate 
and DISA Impact Level 4 authorizations, meeting the stringent 
compliance requirements of both the U.S. Government and the 
Department of Defense. 

Agencies and their mission delivery partners are assured that their 
cloud information management solution is in compliance, and users 
have a single source of truth for sharing and consuming information 
that helps them make proactive decision-making at speed and 
maintain mission momentum. 

Fig. 1 Collaborate, access documents and 3D models securely from the browser or mobile app 
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Security controls 
included with Aconex 
for Defense: 

• Encrypted data at rest 
and in transit 

• 2-Factor authentication 

• Complex password support 

• Continuous monitoring 

• Rapid remediation 

• FedRAMP moderate 

• DISA IL 4 authorization 

• Additional 400+ DISA-
specific security controls and 
1700+ STIGs 

CONNECT WITH US
      linkedin.com/showcase/ 

oracle-construction-and-engineering/ 

facebook.com/OracleConstEng 

twitter.com/OracleConstEng

  blogs.oracle.com/construction-engineering/ 
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