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Before you start:

You must have an account on Oracle Cloud Infrastructure (OCl) and Amazon Web Services (AWS).
Some OCI knowledge is preferred.

This migration guide only covers how to migrate your database from Amazon Aurora MySQL to HeatWave
MySQL on OCI. Before performing the migration, you should have considered downtime (the length of the
downtime will mostly depend on the size of your database and checks you may want to perform before
bringing your database back online), application compatibility, current database metrics (CPU, storage size,
RAM, max number of concurrent users, backups, binary logs expiration, number of replicas if any, etc.),
desired database metrics, networking, security, user testing, etc.

The migration method shown in this guide works for Amazon Aurora MySQL v5.7 and above.

When following the guide, you should always execute the commands/steps shown as an admin/root user
wherever applicable.

o On OCl and AWS you must have the ability to create and manage resources.
o For your Amazon Aurora MySQL instance, use an admin/root user.
You do not need to make any configuration changes to your Amazon Aurora MySQL for this migration.

If you have MySQL replication configured in your current Amazon Aurora MySQL environment, you can
perform the migration steps shown in this guide from either your source or replica instance.

The Overview section of this downtime migration guide contains all the steps that are needed to finish the
database migration from Amazon Aurora MySQL to HeatWave MySQL on OCI.

In the Walkthrough section of this migration guide, we will apply the information provided in the Overview
section and give you a simple step-by-step guide. In this step-by-step guide, we will have an Amazon Aurora
MySQL instance with some sample data pre-loaded and will migrate it over to HeatWave MySQL on OCI. This
will help you follow and better visualize the process/information provided in the Overview section.

You can use the Walkthrough section's step-by-step guide as a reference for your migration from Amazon
Aurora MySQL to HeatWave MySQL. When following the guide, make changes along the way to your AWS
and OCl environment accordingly or as required. Since each user following the step-by-step guide will have
their environments configured differently, we cannot provide an ideal example that works for everyone.
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Overview:

Following are the required steps to migrate data from Amazon Aurora MySQL to HeatWave MySQL on OCI:

I) Have an Oracle Cloud Infrastructure (OCI) account and Amazon Web Services (AWS) account.

OCI Sign in/Sign up page: https://cloud.oracle.com
AWS Sign in/Sign up page: https://aws.amazon.com/

Il) Set up a VPN connection from OCI to AWS.

[A VPN connection will allow you to bridge your AWS network with the OCI VCN. The VPN connection will allow your
Amazon Aurora MySQL to connect to HeatWave MySQL on OCl and it also ensures that your data in transit while it is
being migrated is encrypted.]

VPN Connection to AWS: https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/vpn to aws.htm

1) On OCl, create a HeatWave MySQL instance.

[You can create either a Standalone or High Availability HeatWave MySQL instance. Both options are fully-managed.]

Provision OCl HeatWave MySQL.: https://docs.oracle.com/en-us/iaas/mysql-database/doc/creating-db-
system1.html

IV) Install MySQL Shell 8.1 or above on an EC2 instance that can connect to Amazon Aurora MySQL.

[MySQL Shell on EC2 will be used to copy DDL and data from Amazon Aurora MySQL to HeatWave MySQL on OCI.
You must download MySQL Shell 8.1 or above.]

Download MySQL Shell: https://dev.mysql.com/downloads/shell/

Install MySQL Shell: https://dev.mysqgl.com/doc/mysql-shell/8.0/en/mysgl-shell-install.ntml

V) Connect to Amazon Aurora MySQL using MySQL Shell on EC2. Afterwards, execute the MySQL Shell
util.copyInstance () utility to export all schemas (including users, indexes, routines, triggers) from Amazon
Aurora MySQL to HeatWave MySQL on OCI.

[The dump created by MySQL Shell's instance copy utility comprises DDL files specifying the schema structure, and
tab-separated . tsv files containing the data.]
MySQL Shell Copy Utilities: https://dev.mysql.com/doc/mysql-shell/8.1/en/mysql-shell-utils-copy.html

VI) (Optional) On OCI, use the Cloud Shell to verify whether the data was migrated successfully from Amazon
Aurora MySQL to HeatWave MySQL on OCI.

[Cloud Shell is a web browser-based terminal accessible from the Oracle Cloud Console.]
OClI Cloud Shell: https://docs.oracle.com/en-us/iaas/Content/APl/Concepts/cloudshellintro.htm

VII) (Optional) On OClI, if the HeatWave option was enabled during HeatWave MySQL DB creation, add the HW
Cluster and load data from MySQL InnoDB storage into the HW Cluster using automation.

[Attaching the HeatWave in-memory Cluster combines transactions, analytics, and machine learning services into one
MySQL Database.]

Add a HeatWave Cluster: https://docs.oracle.com/en-us /iaas/mysqgl-database/doc/adding-heatwave-
cluster.htmI#GUID-2335AC1F-FBO1-4701-9EFD-810A3489A850

Load Data into HeatWave: https://dev.mysqgl.com/doc/heatwave/en/mys-hw-auto-parallel-load.html
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Walkthrough:

1) Have an Oracle Cloud Infrastructure (OCl) account and Amazon Web Services (AWS) account.

OClI Sign in/Sign up page: https://cloud.oracle.com
AWS Sign in/Sign up page: https://aws.amazon.com/

I) Set up a VPN connection from OCI to AWS.

1. Below is the Amazon Aurora MySQL instance version and the sample database (“world”) that will be migrated
for this guide. The sample world database consists of 3 tables. The Amazon Aurora MySQL instance used for

this does not have public access.
VEle]l database-1-instance-1. ' world SQL > SELECT (@VERSION;

1 row in set (0.0025 sec)
UVEle]Ml database-1-instance-1. . world SQL > SHOW SCHEMAS;

information_schema
mysql
performance_schema
sys

rows in set (0.0010 sec)
UWVESlelMl database-l1-instance-1. | world SQL > SHOW TABLES IN world;

| country
| countrylanguage |

2. The AWS VPC associated with the above Amazon Aurora MySQL instance uses an IPv4 CIDR: 10.1.0.0/16.
You can view the VPC resource map below:

Resource map info

VPC  Show details Subnets (4) Route tables (4) Network connections (1)
Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks
MySQL-vpc us-east-2a rtb-01a84fbdc75e7c5e6 MySQL-igw

MySQL-subnet-public1-us-east-2a MySQL-rtb-private2-us-east-2b
MySQL-subnet-privatel-us-east-2a MySQL-rtb-public
us-east-2b MySQL-rtb-privatel-us-east-2a

MySQL-subnet-public2-us-east-2b

MySQL-subnet-private2-us-east-2b

3. Loginto OCl and create a VCN. Open the OCI navigation menu, click Networking, and click Virtual cloud
networks.
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4. Ensure you are in your desired compartment - we have chosen the root compartment. Click Start VCN
Wizard.

Networking Virtual Cloud Networks in [l (root) Compartment

A Virtual Cloud Network is a virtual private network that you set up in Oracle data centers. It closely resembles a traditional network, with firewall rules and specific types of communication

Overview gateways that you can choose to use.

Virtual cloud networks (e Ao\l = Start VCN Wizard

Web Application Acceleration
Name State IPv4 CIDR Block IPV6 Prefix Default Route Table DNS Domain Name Created

Load balancers
No items found.
DNS management
Customer connectivity Showing Oitems < 1of1 >
IP management

Network Command Center

5. Select Create VCN with Internet Connectivity and click Start VCN Wizard.

= ORACLE Cloud < ch resources, services, documentation, and M e US East (Ashburn) v

Start VCN Wizard

Create VCN with
Internet Connectivity

®

Add Internet
(O Connectivity and Site-
to-Site VPN to a VCN

Creates a VCN with a public subnet that can be reached from the
internet. Also creates a private subnet that can connect to the internet
through a NAT gateway, and also privately connect to the Oracle
Services Network.

Includes: VCN, public subnet, private subnet, internet gateway (IG),
NAT gateway (NAT), service gateway (SG).

Start VCN Wizard

Terms of Use and Privacy ~ Cookie Preferences Copyright @ 2023, Oracle and/or its affiliates. All rights reserved.
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6. Enter a VCN name and configure your VCN’s IPv4 CIDR block - including the public and the private
subnet. The guide uses the default values for all. Make sure that the OCI VCN IPv4 CIDR block does not

overlap with your AWS VPC IPv4 CIDR.
= ORACLE Cloud search document 1d Marketplace

US East (Ashburn) » ﬁ

Create a VCN with internet connectivity

© configuration Configuration

e Review and create
. Resource availability checked successfully.

Basic information

VCN name (&)
MySQL-VCN

Compartment (©)

—_—

Configure VCN

VCN IPv4 CIDR block (D)
10.0.0.0/16

If you plan to peer this VCN with another VCN, the VGNs must not have overlapping CIDR blocks. Learm more,

|PvE prefixes Optional
Enable IPv6 in this VCN

DNS resolution

Cancel

Terms of Use and Privacy ~ Coakie Preferences

7. Click Next after the configuration for your VCN is completed.

Help
VCN with internet connectivity
@ B, |
i o=}
i ) i |
. xxnx § ;
' PRk filad Internat
| FOD)
i ] NAT .
. ] i
i LXK q’ ! )
i et 56 1 ___ f’f 777777
poceel Oracle services network
VCN
Includes:
o Virtual cloud network (VCN)

« Public subnet

« Private subnet
 Internet gateway (IG)
® NAT gateway (NAT)
» Service gateway (SG)

Copyright @ 2023, Oracle andfor its affiliates. All rights reserved

Create a VCN with internet connectivity

DNS resolution
© configuration
Use DNS hostnames in this VCN
© Beview and create

Required for instance hostname assignment if you plan to use VGN DNS or a third-party DNS. This choice cannot be change

Configure public subnet

IP address type IPv4 GIDR block
1Pv4 CIDR block < 10.0.0.0/24

Example: 172.16.0.0/16

(Maximum number of items added)
Configure private subnet
IP address type IPv4 CIDR block

IPv4 CIDR block v 10.0.1.0/24

Example: 172.16.0.0/16
(Maximum number of items added)

3% Show tagging options

Terms of Use and Privacy  Cookie Preferences
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ORACLE cumentation, and Marketplace S hburn) v

Create a VCN with internet connectivity Help
@ Confiouration Review and create
9 Review and create

T) Resource availability checked successfully. Close

Oracle VCN

Name: MySQL-VCN
Compartment: I (root)

Tags: VCN: VCN-2023-05-15T14:57:35
IPv4 CIDR block: 10.0.0.0/16

DNS label: MySQLVCN

DNS domain name: MySQLVCN.oracleven.com

Subnets
Public subnet
Subnet name: public subnet-MySQL-VCN

IPv4 CIDR block: 10.0.0.0/24
Security list name: default security list for MySQL-VCN

Route table name: default route table for MySQL-VCN

Previous Create Cancel

Terms of Use and Privacy  Caokie Preferences Copyright @ 2023, Oracle andjor its affiliates. All rights reserved.

9. Click View VCN after your VCN creation has been completed.

Create a VCN with internet connectivity Heln

Configuration Created VCN

(1]
© Review and create

Creating resources

VCN creation complete

¥ Create VCN (1 resolved) Dore @
» Create subnets (2 resolved) Done @
» Create internet gateway (1 resolved) Done @
» Create NAT gateway (1 resolved) Done Q
» Creata service gateway (1 resolved) Done @
» Create route tabls for private subnet (1 resolved) Dons @
» Create security list for private subnet (1 resolved) Done @
» Update route tables (2 resolved) Done @
» Update private subnet (1 resolved) Done @
Terms. of Use and Privacy  Coekie Preferences Copyright © 2023, Oracle andjor ts affiliates. All rights reserved
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10. On the Virtual Cloud Network Details page under Resources, click Subnets section. Click on private subnet-

<vcn-name>.

arch resources, services, documentation, and Marketplace

US East (Ashburn) v

Networking » Virtual cloud networks » Virtual Cloud Network Details

AVAILABLE

Resources

Subnets (2)

CIDR Blocks/Prefixes (1)
Route Tables (2)

Internet Gateways (1)

Dynamic Routing Gateways
Attachments (0)

Network Security Groups (0)

Terms of Use and Privacy ~ Cookie Preferences

MySQL-VCN
Move resource Add tags

VCN Information Tags

Compartment: [Jllloot)
Created: Tue, Sep 19, 2023, 16:17:24 UTC
IPv4 CIDR Block: 10.0.0.0/16

IPv6 Prefix: -

Subnets in - (root) Compartment

Name State IPv4 CIDR Block
private subnet-MySQL-VCN @ Available 10.0.1.0/24
public subnet-MySQL-VCN @ Available 10.0.0.0/24

OCID: ...gsivya Show Copy
DNS Resolver: MySQL-VCN
Default Route Table: default route table for MySQL-VCN

DNS Domain Name: mysqlvcn.oracleven.com

IPV6 Prefixes Subnet Access Created
- Private (Regional)

- Public (Regional)

Showing 2 items

Tue, Sep 19, 2023, 16:17:26 UTC

Tue, Sep 19, 2023, 16:17:26 UTC

{1of1 )

Copyright @ 2023, Oracle and/or its affiliates. All rights reserved.

11. Click on security list for private subnet-<vcn-name> to add an Ingress Rule which will allow HeatWave
MySQL to access the Aurora instance on AWS and the Compute instance on OCI.

locumentation, and Marketplace

shburn) v

Networking » Virtual cloud networks » MySQL-VCN » Subnet Details

AVAILABLE

Resources

Security Lists (1)
Logs

IPVE Prefixes (-)

Tag fiters add | clear

Terms of Use and Privacy  Cookie Preferences

Migration Guide: Amazon Aurora to HeatWave MySQL on Oracle Cloud Infrastructure (OCI)

private subnet-MySQL-VCN

Edit Move resource Add tags Create path analysis

Subnet Information Tags

OCID: ...6xni2a Show Copy.

IPv4 CIDR Block: 10.0.1.0/24

IPV6 Prefix: -

Virtual Router MAC Address: 00:00:17:2D:45:1A

Subnet Type: Regional

Security Lists

Add Security List

Name State

security list for private subnet-MySQL-VCN @ Available

Copyright © 2024, Oracle and/or its affiliates. Public

Compartment-roo()

DNS Domain Name: sub09191617221... Show Copy
Subnet Access: Private Subnet

DHCP Options: Default DHCP Options for MySQL-VCN

Route Table: route table for private subnet-MySQL-VCN

Compartment Created

-(root)

Tue, Sep 19, 2023, 16:17:26 UTC

Showing 1item ¢ 1of1 )

Copyright © 2023, Oracle andjor its affiliates. All rights reserved
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12. Click Add Ingress Rules.

nentation, and Marketplace US East (Ashburn) v

Networking » Virtual cloud networks » MySQL-VCN » Security List Details
security list for private subnet-MySQL-VCN

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List
Move resource = Add tags

Security List Information Tags

Compartment: -(root)

OCID: ...653adq Show Copy.

AVAILABLE

Created: Tue, Sep 19, 2023, 16:17:26 UTC

Resources Ingress Rules

Ingress Rules (3) | Edit Remove
Egresslfitles () Source Port Destination Port
Stateless ¥ Source 1P Protocol Range Range Type and Code Allows Description
TCP traffic for ports: 22
No 10.0.0.0/16 TCP Al 22 SSH Remote Login Prot
ocol :
ICMP traffic for: 3, 4 De
stination Unreachable: F
5 No 0.0.0.0/0 ICMP 3,4 ragmentation Needed a

_ Termsof Use and Privacy  Cookie Preferences Copyright ® 2023, Oracle andor ts affiliates. Al rights reserved.

13. For Source CIDR type 0.0.0.0/0 (you can be more restrictive here and enter only the AWS and OCI VPC and
VCN IPv4 CIDR). For Destination Port Range, enter 3306,33060. Click Add Ingress Rules.

= ORACLE Cloud  search resc nentation, and Ma e u um) v o] A G
Add Ingress Rules
Ingress Rule 1
Allows TCP traffic 3306.33060
Stateless ()
Source Type Source CIDR IP Protocol ®
CIDR & 0.0.0.0/0 TCP B

Specified IP addresses: 0.0.0.0-255.255.255.255 (4,294,967 296 IP addresses)

Source Port Range Optional @
Al

Examples: 80, 20-22

Destination Port Range Optional @
3306,33060

Examples: 80, 20-22

Description Optional
MySQL Ports

Maximum 255 characters

+ Another Ingress Rule

Cancel

Terms of Use and Privacy ~ Caokie Preferences

Copyright @ 2023, Oracle andjor its affiliates. All rights reserved.

14. Open the OCI navigation menu, click Networking and click Dynamic routing gateway under Customer
Connectivity.
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15. Click Create Dynamic Routing Gateway.

= ORACLE Cloud erv ocume shbumn) v [5]
» Customer ivity » Dynamic routing gateways
Customer connectivity Dynamic routing gateways

Dynamic routing gateways (DRGs) are optional virtual routers that you can add to your VCN. They provide a path for private network traffic between your VCN and on-premises network.

Overview

Create dynamic routing ga

Site-to-Site VPN

FastConnect Name Lifecycle state Oracle redundancy status (7) Created
Dynamic routing gateway No items in the selected compartment.
Customer-premises equipment
i e Showing Oitems  { 1of1 >

16. Enter a DRG name. Under Create in compartment - choose the compartment where your VCN resides.
Click Create Dynamic Routing Gateway.

= ORACLE Cloud earch resources, services, documentation, and M useast(ashum)v 6] N\ @) & O
Create dynamic routing gateway Help
Name
MySQL-DRG

Create in compartment

[ (oot <

25 Show Advanced options

Create dynamic routing gateway

Terms of Use and Privacy  Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.
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17. You will be taken to the DRG Details page. Once your DRG changes its state from Provisioning to Available,
under Resources, click Virtual Cloud Network Attachment. Click Create Virtual Cloud Network
Attachment.

US East (Ashburn) \v

Networking » Customer connectivity » Dynamic routing gateways » MySQL-DRG

MySQL-DRG
Edit Add tags Move resource

Dynamic routing gateway information Tags
1
| Compartment: [ root) OCID: ...fix4nt5ypqq Show Copy.
: Oracle redundancy status: — Created: Tue, Sep 19, 2023, 16:28:53 UTC
AVAILABLE ‘
Resources VCN attachments in [l (root) Compartment

VCNSs are connected to a DRG by an attachment with the VCN type. You can configure all VCNs to use the same route table. Learn more.

VCN attachments (0)
4 ‘ Create virtual cloud network attachment
Virtual circuit attachments (0)

|
IPSec tunnel attachments (0) Attachment name ‘ Lifecycle state Virtual cloud network DRG route table VCN route type Created

Remote peering connection
attachments (0)

No items found.

| Showing 0 items
Loopback attachments (0) |

Cross-tenancy attachments (0)
DRG route tables (2)

Import route distributions (2)

. Terms of Use and Privacy ~ Cookie Preferences Copyright ® 2023, Oracle andjor its affiliates. Al rights reserved.

18. Enter a Virtual Cloud Network Attachment name and select the appropriate VCN from the drop-down list.
Click Create Virtual Cloud Network Attachment.

= ORACLE Cloud  search resources, servi locumentation, and Marketplace US East (Ashburn) v _:1 @)

@
o]

Create VCN attachment Help

Attachment name Optional

‘ MySQL-VCN-Attachment

Virtual cloud network in -(root) (Change compartment)
H MySQL-VCN

<>
s

25 show Advanced options

Create VCN attachment Cancel

Terms of Use and Privacy ~ Cookie Preferences Copyright © 2023, Oracle andjor its affiliates. All rights reserved.

11 Migration Guide: Amazon Aurora to HeatWave MySQL on Oracle Cloud Infrastructure (OCl) ORACLE
Copyright © 2024, Oracle and/or its affiliates. Public



US East (Ashburn) v

Networking » Customer connectivity » Dynamic routing gateways » MySQL-DRG

MySQL-DRG
Edit Add tags Move resource

Dynamic routing gateway information Tags
Compartment: -noot) OCID: ...fx4nt5ypqq Show Copy
Oracle redundancy status: — Created: Tue, Sep 19, 2023, 16:28:53 UTC
AVAILABLE
Resources VCN attachments irjj I root) Compartment

VCNs are connected to a DRG by an attachment with the VCN type. You can configure all VCNs to use the same route table. Learn more.
VCN attachments (1)

Virtual circuit attachments (0)

IPSec tunnel attachments (0) Attachment name Lifecycle state Virtual cloud network DRG route table VCN route type Created
Remote peering connection Aute R Te 5 , 16:33:
attachments (0) MySQL-VCN-Attachment @® Attached MySQL-VCN Autogenerated Drg Boute Ta Subnet CIDR blocks Tue, Sep 19;2025:16:35.45

ble for VCN attachments uTtc °

Loopback attachments (0) Showing 1item ¢ 19
Cross-tenancy attachments (0)

DRG route tables (2)

Import route distributions (2)

L Terms of Use and Privacy ~ Cookie Preferences Copyright © 2023, Oracle and/or its affiliates. All rights reserved.

20

Open the OCI navigation menu, click Networking and click on Virtual cloud networks. After landing on the
Virtual Cloud Networks page, click on the name of your VCN.

21. On the Virtual Cloud Network Details page, under Resources, click on Route Tables.

ORACLE Cloud  Search resourc documentation, and Marketplace US East (Ashburn) v

Networking » Virtual cloud networks » Virtual Cloud Network Details » Subnets

MySQL-VCN
Move resource Add tags

VCN Information Tags

Compartment: -1root] OCID: ...gsivya Show Copy.
Created: Tue, Sep 19, 2023, 16:17:24 UTC DNS Resolver: MySQL-VCN
AVAILABLE IPv4 CIDR Block: 10.0.0.0/16

Default Route Table: default route table for MySQL-VCN

1Pv6 Prefix: - DNS Domain Name: mysgqlvcn.oracleven.com

Resources Subnets in -root) Compartment
Subnets (2)

CIDR Blocks/Prefixes (1) Name State IPv4 CIDR Block IPv6 Prefixes Subnet Access Created ¥
Route Tables (2)

private subnet-MySQL-VCN @ Available 10.0.1.0/24 - Private (Regional) Tue, Sep 19, 2023, 16:17:26 UTC
Internet Gateways (1)

public subnet-MySQL-VCN @ Available 10.0.0.0/24 = Public (Regional) Tue, Sep 19, 2023, 16:17:26 UTC

Dynamic Routing Gateways
Attachments (1) Showing 2items  { 1of1 >

Network Security Groups (0)

L Terms of Use and Privacy  Cookie Preferences Copyright © 2023, Oracle and/or its affiliates. Al rights reserved.
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22. You should see two Route Tables, one for your private subnet and the other for your public subnet. Click on
route table for private subnet-<vcn-name>.
Resources Route Tables in |8 (root) Compartment

Subnets (2) Creat ute Table

CIDR Blocks/Prefixes (1)

Name State Number of Rules Created o
Route Tables (2)

route table for private subnet-MySQL-VCN @ Available 2 Tue, Sep 19, 2023, 16:17:26 UTC H
Internet Gateways (1)

default route table for MySQL-VCN @ Available 3] Tue, Sep 19, 2023, 16:17:24 UTC H

Dynamic Routing Gateways
Attachments (1) Showing 2items ¢ 1of1 >

Network Security Groups (0)

23. On the private subnet route table page, click Add Route Rules.

ORACLE Cloud  search resources, servi nentation, and Marketplace US East (Ashburn) v

Networking » Virtual cloud networks » MySQL-VCN » Route Table Details

route table for private subnet-MySQL-VCN
Move resource Add tags

Route Table Information Tags

OCID: ...2ffena Show Copy. Compartment. (root)

Created: Tue, Sep 19, 2023, 16:17:26 UTC

AVAILABLE

Resources Route Rules

Traffic within the VCN is handled by the VCN's local routing by default. Intra-VCN routing allows you more control over routing between subnets. Learn more. If you're having problems, use
Network Path Analyzer to check your connections.

Add Route Rules Edit Remove

Route Rules (2)

Destination - Target Type Target Route Type Description
0.0.0.0/0 NAT Gateway NAT gateway-MySQL-VCN Static
All IAD Services In Oracle Services Network Service Gateway Service gateway-MySQL-VCN Static
0 selected Showing 2 items ¢ 1of1 >
_ Termsof Use and Privacy  Cookie Preferences Copyright ® 2023, Oracle andfor its affiliates. All rights reserved.
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24. Under Target Type, select Dynamic Routing Gateway from the drop-down list. For Destination Type,
select CIDR Block and for Destination CIDR Block - enter your AWS VPC IPv4 CIDR block that you will be
using to connect to OCI. The AWS VPC CIDR block that will be used for this guide is 10.1.0.0/16. Click Add
Route Rules afterwards.

= ORACLE Cloud se ocumentation, and Marketplace US East (Ashburn) v/ 60 G 0

Add Route Rules Help

Important:

For a route rule that targets a Private IP, you must first enable "Skip Source/Destination Gheck” on the VNIGC that the Private IP is assigned
to.

Route Rule
Target Type

Dynamic Routing Gateway < ‘
Destination Type

CIDR Block < ‘

Destination CIDR Block
10.1.0.0/16 ‘

Example: 10.0.0.0/24

Target Dynamic Routing Gateway
Name: MySQL-DRG

Campartment:- (root)

Description Optional

Maximum 255 characters

Add Route Rules Cancel

Terms of Use and Privacy ~ Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.

25. Now, repeat the same process for the other route table. Go back to Virtual Cloud Network Details page, click
Route Tables, and click on default route table for <vcn-name>.
ORACLE Cloud d 0 US East (Ashburn) v RSO ¢ )

Networking » Virtual cloud networks » Virtual Cloud Network Details » Route Tables

MySQL-VCN
[ Move resource Add tags @

VCN Information ‘ Tags

Compartment: -root) OCID: ...gsivya Show Copy.
Created: Tue, Sep 19, 2023, 16:17:24 UTC DNS Resolver: MySQL-VCN
AVAILABLE IPv4 CIDR Block: 10.0.0.0/16 Default Route Table: default route table for MySQL-VCN
IPv6 Prefix: - DNS Domain Name: mysglvcn.oracleven.com
Resources Route Tables in - (root) Compartment

Subnets (2) Create Route Table

CIDR Blocks/Prefixes (1)

Name State ‘ Number of Rules Created b 4
Route Tables (2) i
route table for private subnet-MySQL-VCN @ Available 3 Tue, Sep 19, 2023, 16:17:26 UTC
Internet Gateways (1)
default route table for MySQL-VCN @ Available 1 Tue, Sep 19, 2023, 16:17:24 UTC
Dynamic Routing y
Attachments (1) Showing 2items ¢ 1of1 >
Network Security Groups (0)
_ Terms of Use and Privacy  Cookie Preferences Copyright © 2023, Oracle andfor its affiliates. All rights reserved.
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26. On the default route table page, click Add Route Rules.

ORACLE Cloud mentation, and Marketplace US East (Ashburn) v

Networking » Virtual cloud networks » MySQL-VCN » Route Table Details

default route table for MySQL-VCN

| Move resource | Add tags | Terminate

Route Table Information ‘ Tags
OCID: ...ubnmca Show Copy. Compartment: - (root)
Created: Tue, Sep 19, 2023, 16:17:24 UTC
AVAILABLE
Resources Route Rules

Traffic within the VCN is handled by the VCN's local routing by default. Intra-VCN routing allows you more control over routing between subnets. Learn more. If you're having problems, use
Network Path Analyzer to check your connections.

Add Route Rules [IZSIIIGEAG

Destination 4 | Target Type Target Route Type Description ‘

Route Rules (1)

0.0.0.0/0 Internet Gateway Internet gateway-MySQL-VCN Static ‘

0 selected Showing 1item {1 n!@

Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.
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27. Under Target Type, select Dynamic Routing Gateway from the drop-down list. For Destination Type,
select CIDR Block and for Destination CIDR Block - enter your AWS VPC IPv4 CIDR block that you will be
using to connect to OCI. The AWS VPC CIDR block that will be used for this guide is 10.1.0.0/16. Click Add
Route Rules afterwards.

= ORACLE Cloud cumentation, a etplace US East (Ashburn) v

Add Route Rules Help

©) Important:
For a route rule that targets a Private IP, you must first enable "Skip Source/Destination Gheck" on the VNIC that the Private IP is assigned
to.

Route Rule

Target Type

[ Dynamic Routing Gateway < |

Destination Type

‘ CIDR Block <

Destination CIDR Block
I‘ 10.1.0.0/16 "

Example: 10.0.0.0/24

Target Dynamic Routing Gateway
Name: MySQL-DRG
Compartment: I (root)

Description Optional

Maximum 265 characters

Add Route Rules el

Copyright ® 2023, Oracle andfor its affiliates. All rights reserved.
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28. Login to AWS to modify the VPC security groups for the Aurora MySQL instance which will allow Aurora to
access the HeatWave MySQL instance on OCl and the EC2 instance on AWS. From the main AWS portal,
expand the Services menu at the top left of the screen, click Databases, click RDS, and select your Aurora
instance. Click Connectivity & security, under the Security section, look for VPC security groups and click
on the security group. For this guide, our Aurora instance only uses one security group - default.

avg Q. Search

223 Services

Bl 2

€ veC B3 RDS

Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots

Exports in Amazon 53
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations New

Events

Event subscriptions

Recommendations o

(3 Cloudshell  Feedback

1AM

& s3

[Option+S]

RDS > Databases » database-1 » database-1-instance-1

database-1-instance-1

B & 0 @

Ohio v

Related
Q, Filter by databases 1 ]
DB identifier a Status v Role v Engine v Region & AZ v Size v Actions v CPU v
@] database-1 @ Available Regional cluster Aurora MySQL us-east-2 1 instance 4 Actions -
‘ o database-1-instance-1 © Available Writer instance Aurora MySQL us-east-2a db.t3.small - L} 1711.23%
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Connectivity & security

Endpoint & port

Endpoint
database-1-instance-

1. east-
2 m
Port

Networking

Availability Zone

us-east-2a

VPC

MySQL-vpc (vpc-032ea973bfa7fd681)

Subnet group

Security

VPC security groups

default (sg-0c73e605a2¢7a8178)
© Active

Publicly accessible
No

2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

29. On the Security Groups page, select your Aurora security group. From Actions, choose Edit inbound rules.

aws 1% Services | Q Search

& cc

&g vec 385 RDS

EC2 Dashboard X
EC2 Global View

Events

1AM

& s3

Security Groups (1/1) info

Q

[Option+S]

[

search: sg-0c73e605a2c7a8178 X

Clear filters

Instances

Instances

Name v

Security group ID v

®

Actions & H Export security groups to CSV ‘ v | Create security group

View details

1 ©

Editinbound rules

Security group name__Manage tags

Edit outbound rules

v Description v Owner

Instance Types ‘

59-0c73e605a2¢7a8178 default

vpc-032ea973bfa7fd681 [4 default VPC security gr... 528770944777

Launch Templates

Spot Requests

Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

4

Network & Security
Security Groups

Elastic IPs

Details Inbound rules

Details

Security group name

default

Owner
528770944777

sg-0c73e605a2c7a8178 - default

Outbound rules Tags

Security group ID
5g-0c73e605a2c7a8178

Inbound rules count

1 Permission entry

VPC ID
vpe-032ea973bfa7fd6s1 [4

Description

default VPC security group

Outbound rules count

1 Permission entry

) CloudShell  Feedback
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30. Click Add rule. Under Type, select MySQL/Aurora. For Source, input the AWS VPC IPv4 CIDR. Click Add
rule. Under Type select MySQL/Aurora. For Source, input the OCI VCN IPv4 CIDR block. Click Save rules.

aws % services | Q S [Option+S]

Bl ez Glvec %68 ros v 3 s3

EC2 ) Security Groups » sg-Oc73e605a2c7a8178 - default ) Edit inbound rules (6]

Edit inbound rules .

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Info Port range Source Info Description - optional Info
Info
59r-098¢11c6446045863 All traffic v All All Q l J l Delete ‘
sg- X
0c73e605a2¢7a8178

- a [ | [owee |
10.1.0.0/16 X

- MYSQL/Aurora v TcP 3306 Q Iom VCN ‘
10.00.0/16 X

Delete ‘

Add rule

@ CloudShell Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

31. From the main AWS Services menu, navigate to Networking & Content Delivery and click VPC. From the

left-hand AWS menu, scroll down and click Customer Gateways under Virtual private network (VPN). Click
Create customer gateway once you have landed on the appropriate page.

ﬂs i [Option+S] ‘

Lgl ez veC DS uwvM Fs3

¥ Virtual private network

: ®
Customer gateways inf: Actions ¥ Create customer gatewa:
(VPN) g y e 9 Y

Customer gateways Q 1 &
Virtual private gateways
B Name v Customer gateway ID v State v BGP ASN v IP address v Type
Site-to-Site VPN
connections No customer gateways found
Client VPN endpoints
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32. Enter a temporary customer gateway name. For BGP ASN input 31898 and for IP address enter 1.1.1.1.

Leave the rest as-is and click Create Customer Gateway.

% Services | Q Search [C

&g vec B3 RDS M & sz

VPC Customer gateways Create customer gateway

Create customer gateway

A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional
Creates a tag with a key of 'Name and a value that you specify.

Temp-Gateway
Value must be 256 characters or less in length.
BGP ASN Info
The ASN of your customer gateway device.
31898
Value must be in 1 - 2147483647 range.

IP address Info
Specify the IP address for your customer gateway device's external interface.

1.1.1.1
Certificate ARN
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM)
v
Device - optional
Enter a name for the customer gateway device.
(3 Cloudshell  Feedback  Language ©2023, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookie preferences

33. From the Customer gateways page, scroll down on the left-hand AWS menu. Under Virtual private network
click Virtual private gateways. Click Create virtual private gateway.

[Option+S] |

DS 1aM & s3

¥ Virtual private network . .
(VPN) P Virtual private gateways info Create virtual private gateway ®

Customer gateways Q 1 @

Virtual private gateways

v i i v v v v
Site-to-Site VPN Name Virtual private gateway ID State Type VPC Amazon
connections No virtual private gateways found

Client VPN endpoints
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Services ‘Q earch ® L @ Ohle ¥

Blccc G vec ff Ros & ss

VPC Virtual private gateways Create virtual private gateway ®

Create virtual private gateway

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

MySQL-VPG

Value must be 256 characters or less in length.

Autonomous System Number (ASN)
O Amazon default ASN
Custom ASN

Tags
Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q, Name X Q MysQL-VPG X

You can add 49 more tags

Cancel Create virtual private gateway

B3 Cloudshell  Feedback  Language ©2023, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cool

35. While still on the Virtual Private Gateway page, select the virtual private gateway that we just created. Click
on the Actions menu and select Attach to VPC.

258 Services | Q Search [Option+S] B 4 ® &  Ohov
B sz

1AM

VPC dashboard X © You successfully created vgw-0bd51186a4c7d98d5 / MySQL-VPG.

EC2 Global View [

Filter by VPC: Virtual private gateways (1/1) ifo Actions & Create virtual private gateway

Attach to VPC

Route tables

Select a VPC v Q 1 (o]
¥ Virtual private cloud ‘ Virtual private gateway ID: vgw-0bd51186a4c7d98d5 X ‘ | Clear filters Manage tags
Your VPCs New Delete virtual private gatt
Name v Virtual private gateway ID v State v Type clete virtual private gateway v Amazon
Subnets
‘ o MySQL-VPG vgw-0bd51186a4c7d98d5 © Detached ipsec.1 = 64512

36. From the drop-down list, select your VPC. Click Attach to VPC once completed.

AWS I services | Q Search [Option+S] B & ® & ohov

[§'| Ec2 (g veC 183 RDS mM & s3

<

PC » Virtual private gats > vgw-0bd51186a4c7d98d5 » Attach to VPC

Attach to VPC i

Details
Virtual private gateway ID
9 vgw-0bd51186a4c7d98d5

Available VPCs
Attach the virtual private gateway to this VPC.

vpc-032ea973bfa7fd681 / MySQL-vpc v

Cancel Attach to VPC
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37. Wait until your Virtual private gateway changes its state to Attached. It is now time to update the AWS route

tables - similar to what we did on OCI. From the Virtual private gateways page, scroll up on the left-hand AWS
menu. Under Virtual private cloud, select Route tables.

Bl 2

¥ Virtual private cloud

&g | vpC

Your VPCs New
Subnets

Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists

Route tables (4) info

[Option+S]

I Q Find resources by attribute or tag

[ Clear filters ‘

O

0OD0O0 o

Name
MySQL-rtb-private2-us-east-2b
MySQL-rtb-public

MySQL-rtb-private1-us-east-2a

v

Route table ID

rtb-01a84fbdc75e7c5e6
rtb-03949f3d7ed6444c8
rtb-06e11417f5ca8842d

rth-0dc5a6890234bad39

Explicit subnet

subnet-02aladea52a51a...

2 subnets

subnet-00e772dc2694cf...

Create route table

1 @
VPC
vpc-032ea973bfa7fd681
vpc-032ea973bfa7fd681
vpc-032ea973bfa7fd681

vpc-032ea973bfa7fd681

38. For this guide, the main route table (rtb-01a84fbdc75e7c5e6 - the one with no name) is not being used,

although we will use the public route table (to deploy on EC2 later) and both private route tables (for Aurora).
For each of the route tables that you wish to use, you will need to add an additional route rule. Select the
appropriate route table one-by-one and from the Actions menu, click Edit routes.

aws

a3 Services

B ez

¥ Virtual private cloud

& vee o8

Your VPCs New
Subnets

Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists

Q Search

RDS 1AM

& sz

Route tables (1/4) nfo

[Option+S]

‘ Q. Find resources by attribute or tag

l Clear filters ‘

Name

i4

Route table ID

rtb-01a84fbdc75e7c5e6

Explicit subnet associati...

Edge associations

Create route table

View details

Set main route table

@

Edit subnet associations

Edit route propagation

a0

MySQL-rtb-private2-us-east-2b

rtb-03949f3d7ed6444c8

subnet-02ala4ea52a51a...

oo

MySQL-rtb-public

MySQL-rtb-private1-us-east-2a

rtb-06e11417f5ca8842d

rtb-0dc5a6890234bad39

2 subnets

subnet-00e772dc2694cf...

Manage tags

Delete route table

Edit edge associations

lea973bfa7fd681

Edit routes }ea973bfa7fd68‘l

lea973bfa7fd681

lea973bfa7fd681

. Click Add route and under the Destination, input your OCI VCN CIDR block that you are using when you

created your OCI VCN (the guide uses OCI VCN CIDR block of 10.0.0.0/16). Afterwards, for Target, click
Virtual Private Gateway from the drop-down list and select your Virtual Private Gateway. Once your route
has been added as shown in the below image, click Save changes.

aws

B e

228 Services.

& | v

Q Search

VPC > Routetables » rtb-03949f3d7ed6444c8 » Edit routes

Edit routes

[Option+S]

3 RDS B aM [ s3

Destination Target Status
10.1.0.0/16 ‘ local v ‘ ® Active
‘ Q. local X l
[Q 10000/16 X | [ Virtual Private Gateway v] -
[ Q vgw-0bds1186a4c7d98ds x|
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Services | Q Sear

&i|vec (o ros B am B ss

B & @ @& O

VPC dashboard % Route tables (1/4) o Actions & Create route table @®
EC2 Global View [4 ‘ Q, Find resources by attribute or tag View details
Filter by VPC: | x I Cloar filtars Set main route table .
Select a VPC v Edit subnet associations
B Name v | RoutetableID subnet associati Edge associations it edge associations
¥ Virtual private cloud o - rtb-01a84fbdc75e7cSe6 - - Edit route propagation  '©3973bfa7fd681
Your VPCs N
e (1 MySQL-rth-private2-us-east-2b [tb-03949F3d7ed6444c8 subnet-02aladeaS2aStla... - Edit routes }eag 73bfa7fdes1
Subnets
MySQL-rtb-public rtb-06e11417f5caB842d - Manage tags \ead73bfa7fd681
Route tables /=
( MySQL-rth-privatel-us-east-2a rtb-0dc5a6890234bad39 subnet-00e772dc2694cf... - Delete route table tead73bfa7fd681

Internet gateways

3 services | Q

€ vec {0} ros B9 am (5] s3

B & @ @ ohov

VPC > Routetables » rtb-06e11417f5ca8842d > Editroutes

Edit routes

Destination Target Status

10.1.0.0/16 local v ‘ © Active
Q local X \

Q 00.00/0 X Internet Gateway v ‘ @ Active
Q. igw-045a280cb0e50b712 X |

Q 100.00/16 X | | Virtual Private Gateway v ‘ -
Q. vgw-0bdS1186a4c7d98d5 x |

Add route

aws

231 Services Q. Search [Option+S]

Bl ez @l vec Y ros 1M & s3

VPC dashboard X Route tables (1/4) info
EC2 Global View [4 ‘ Q_ Find resources by attribute or tag
Filter by VPC: [ vPc= vee.032ea07sbraziesn [ X | | clearfilters |

Select a VPC

Explicit subnet associ
subnet-02aladea52a51a...

2 subnets

Edge associations

Propagated

No

No Remove

No Remove

ot [ | S

® pay @ (o] Ohio ¥

Create route table ®

View details
Set main route table
1 @
Edit subnet associations
Edit edge associations
Edit route propagation  ‘€a973bfa7fd681

Manage tags ‘ea973bfa7fd681

B Name 9 | RoutetableID
v Virtual private cloud [} - rtb-01a84fbdc75e7c5e6

Your VPCs N
ourires Ren [ MySQLrtb-private2-us-east-2b 1tb-03949f3d7ed6444c8
Subnets

O MySQL-rtb-public rth-06e11417f5ca8842d
Route tables

MySQL-rtb-private1-us-east-2a rtb-0dc5a6890234bad39

Internet gateways

Services [Option+S]

&g vec %0} RDS M & s3

subnet-00e772dc2694cf...

Delete route table tea973bfa7fd681

VPC > Routetables » rtb-0dc5a6890234bad39 > Edit routes

Edit routes

Destination Target Status
10.1.0.0/16 ‘ local v ‘ @© Active
[ Q, local X ‘
[Q 10000/16 X | | virtual Private Gateway v -
[ Q vow-0bd51186a4c7dosds X |

Propagated

No

No
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41. After you have updated all your route tables on AWS, from the left-hand menu, scroll down and click Site-to-
Site VPN Connections under Virtual Private Network (VPN). Once on the appropriate page, click Create VPN
Connection.

aws

525 Services \ Q Search

B ez @ vec 83 ros iaM 3 ss

¥ Virtual private network
(VPN)

Customer gateways

Virtual private gateways

Site-to-Site VPN
connections

Client VPN endpoints

VPN connections info

Q

Name

v

VPN ID

[Option+5] ‘

v State

v Virtual private gateway v

B & ©

Create VPN connection

Transit gateway

Ohio *

@

1 ®

v Customer gate'

42. Give a VPN connection name, for Target gateway type select Virtual private gateway. Under Virtual
private gateway drop-down - select the VPG that we had created earlier. For Customer gateway select
Existing and under the Customer gateway ID drop-down - select the temporary Customer Gateway that
we had created earlier. Under Routing options select Dynamic (requires BGP). Leave the Local and
Remote IPv4 network CIDR fields blank.

aws
~

222 services | Q

L;HEC: &9 vec S8 RDS

VPC > VPN connections » Create VPN connection

Create VPN connection i

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.

HWE

Bl e Gl vec {68 Ros

CloudShell

Details

Name tag - optional

Creates a tag with a key of ‘Name' and a value that you specify.

‘ MySQL-VPN

Value must be 256 characters or less in length.

Target gateway type  Info
© Virtual private gateway
O Transit gateway
O Not associated

Virtual private gateway

vgw-0bd51186a4c7d98d5

Customer gateway Info
© Existing
O New

Customer gateway ID

cgw-06fe642a3e61d6e8d

Feedback

i Services | Q S

Routing options Info
© Dynamic (requires BGP)
Static

M & sz

Local IPv4 network CIDR - optional

The IPv4 CIDR range on the customer gateway (on-premises) side that is allowed to communicate over the VPN tunnels. The default is

0.0.0.0/0.

Q

Remote IPv4 network CIDR - optional
The IPv4 CIDR range on the AWS side that is allowed to communicate over the VPN tunnels. The default is 0.0.0.0/0.

Q

[Option+S]

[Option+S]

©2023, Amazon Web Services, Inc. o its affiliates.

» Tunnel 1 options - optional Info

» Tunnel 2 options - optional 1nfo
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43, While still on the Create VPN Connection page, expand the Tunnel 1 options. Choose a /30 CIDR from
within the link local 169.254.0.0/16 range. Input the full CIDR in the Inside IPv4 CIDR for Tunnel 1 field.
The guide uses the CIDR block of 169.254.6.0/30. Ensure that OCl supports the chosen /30 address for the
inside tunnel IPs. OCI does not allow you to use the following IP ranges for inside tunnel IPs:

e 169.254.10.0-169.254.19.255
e 169.254.100.0-169.254.109.255
e 169.254.192.0-169.254.201.255

Under Advanced options for tunnel 1, click the radio button for Edit tunnel 1 options.
[Option+S] 3] L @ Ohio ¥

w Tunnel 1 options - optional Info

Inside IPv4 CIDR for tunnel 1
169.254.6.0/30

Asize /30 IPv4 CIDR block from the 169.254.0.0/16 range.

Pre-shared key for tunnel 1
The pre-shared key (PSK) to establish initial authentication between the virtual private gateway and customer gateway.

The pre-shared key must have 8-64 characters. Valid characters: A-Z, a-z, 0-9, _and . The key cannot begin with a zero,

Advanced options for tunnel 1
Use default options
© Edit tunnel 1 options

Phase 1 encryption algorithms
The permitted encryption algorithms for the VPN tunnel for phase 1 IKE negotiations.

v
AES128 X H AES256 X ‘ AES128-GCM-16 X H AES256-GCM-16 X
Phase 2 encryption algorithms
The permitted encryption algorithms for the VPN tunnel for phase 2 IKE negotiations.
v
AES128 X H AES256 X ‘ AES128-GCM-16 X H AES256-GCM-16 X
Phase 1 integrity algorithms
The permitted integrity algarithms for the VPN tunnel for phase 1 IKE negotiations
v

33 cloudshell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates, Privacy ~ Terms  Cookle preferences

44. Once the tunnel 1 options expand, scroll down and look for IKE Version. Click the X and remove the ikev1
field.

aws  EE services ‘ Qs [Option+S]

B cc2 G vec i3 Ros 1w & s3

Phase 2 DH group numbers ®
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 2 IKE negotiations.
v
[2x][s ] [+ ] [15 x] [1e x] [17 x] [ x] [0 x]
‘zu X‘ 21 tzzXHB XHZAX
IKE Version
The internet key exchange (IKE) version permitted for the VPN tunnel.
v
ikev2 X
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3 services | Q

Lﬂ" 2 {g vec 2 RDS &= s
Start @
VPN logging Info
Tunnel activity log
Tunnel activity log captures log messages for IPsec activity and DPD protocol messages.
Enable

Tunnel maintenance

Tunnel endpoint lifecycle control Info
Tunnel endpoint lifecycle control provides control over the schedule of endpeint replacements.

Turn on

» Tunnel 2 options - optional nfo

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources o track your AWS costs. Name tag helps you track your resources mare easily. We recommend adding Name tag.

Key Value - optional

Q Name X Q. MySQL-VPN X

You can add 49 more tags.

Cancel Create VPN connection

@ CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

46. On the VPN Connections page, make sure that your VPN connection is selected and click the Download
configuration button.

[Option+S]

@Ecz €p vec (83| RDS M 3 s3

¥ Virtual private network
(VPN)

@ You successfully created vpn-05949336bf3a10755 / MySQL-VPN.

Customer gateways VPN connections (1/1) info Actions ¥ ‘ ‘ Download configuration Create VPN connection
Virtual private gateways
1

Site-to-Site VPN Q @

connectlons ‘ VPN ID: vpn-05949336bf3a10755 X Clear filters

Client VPN endpoints

Name v VPN ID v State v Virtual private gateway v Transit gateway v Customer gate

¥ AWS Verified Access

Verified Access instances ‘ (] MySQL-VPN vpn-05949336bf3a10755 @ Pending vgw-0bd51186a4c7d98d5 - cgw-06fe642a3
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AV 5

¥ Virtual private network
(VPN)

Customer gateways

Virtual private gateways Download configuration X
Site-to-Site VPN

connections " 5 .
Choose the sample configuration you wish to download based on your customer

Client VPN endpoints gateway. Please note these are samples, and will need modification to use Advanced
Algorithms, Certificates, and/or IPv6.

Vendor

The manufacturer of the customer gateway device (for example, Cisco Systems, Inc).

4

AWS Verified Access

Verified Access instances
New [ Generic v ‘

Platform
The class of the customer gateway device (for example, J-Series).

""" [ Generic v ‘
Verified Access endpoints
few Software
The operating system running on the customer gateway device (for example, ScreenOS).
¥ Transit gateways "
Vendor Agnostic v
Transit gateways
Transit gateway IKE version
attachments The IKE version you are using for your VPN connection.

. " i v
Transit gateway policy i ikev2 ‘
tables
Transit gateway route Cancel B oaaload

tables

Transit gateway multicast

¥ Traffic Mirroring

CloudShell Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

48. Open the downloaded configuration file in your text editor of choice. Look under IPSec Tunnel #1, section
#1 Internet Key Exchange Configuration. Here you find your automatically generated Pre-Shared Key for
your tunnel. Save this value.

IPSec Tunnel #1

Configure the IKE SA as follows:

Please note, these sample configurations are for the minimum requirement of AES128, SHA1,
and DH Group 2.

Category "VPN" connections in the GovCloud region have a minimum requirement of AES128,
SHA2, and DH Group 14.

You will need to modify these sample configuration files to take advantage of AES256,
SHA256, or other DH groups like 2, 14-18, 22, 23, and 24.

NOTE: If you customized tunnel options when creating or modifying your VPN connection, you
may need to modify these sample configurations to match the custom settings for your
tunnels.

Higher parameters are only available for VPNs of category "VPN," and not for "VPN-Classic".
The address of the external interface for your customer gateway must be a static address.
Your customer gateway may reside behind a device performing network address translation (
NAT) .
To ensure that NAT traversal (NAT-T) can function, you must adjust your firewall !rules to
unblock UDP port 4500.
If not behind NAT, and you are not using an Accelerated VPN, we recommend disabling NAT-T.
If you are using an Accelerated VPN, make sure that NAT-T is enabled.
- IKE version : IKEv2
Authentication Method : Pre-Shared Key
Pre-Shared Keﬂ : N
Authentication Algorithm : shal
Encryption Algorithm 1 aes-128-cbc
- Lifetime : 28800 seconds

14 characters selected Spaces: 2 Plain Text
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Note: AWS might generate a pre-shared key using the period or underscore characters (. or _). OCl does not
support using those characters in a pre-shared key. A key that includes these values must be changed. To
change your pre-shared key in AWS for a tunnel, select your VPN connection, click the Actions button, then
Modify VPN Tunnel Options. Select the IPSec Tunnel #1 Virtual Private Gateway outside IP address from
the drop-down (you can find this in the AWS downloaded configuration file). Remove the period or
underscore characters from your pre-shared key and click Save changes.

aWS  E senices | Q Search [Option+s]

Bl e Glvec i85 ros M @& s3

¥ Virtual private network . " - " ®

(VPN) VPN connections (1/1) info ‘ Actions a ‘ ‘ Download configuration | Create VPN connection
Customer gateways Q 1 L)
Virtual private gateways Modify VPN connection

‘ VPN ID: vpn-05949336bf3a10755 X Clear filters
Site-to-Site VPN
connections i i i

Name v VPN ID v State Modify VPN connection options ransit gateway v Customer gate

Client VPN endpoints Modify VPN tunnel options }

o MySQL-VPN vpn-05949336bf3a10755 @ Available cgw-06fe642a3

¥ AWS Verified Access

aws 222 services | Q S [Option+S]

W ez @ vec %03 ros M & s3

Replace VPN tunnel

&  ohov

VPC > VPN connections » vpn-05949336bf3a10755 » Modify VPN tunnel options

Modify VPN tunnel options .

Select a VPN tunnel based on the tunnels outside IP address to modify its ipsec options.

Details

VPN connection ID
vpn-05949336bf3a10755

VPN tunnel outside IP address

‘ Select tunnel outside IP address a

Q|

I

Down  Ipsec is down

Down Ipsec is down

aws 3% services | Q Search [Option+S]

@Ecz &p| vec %83 RDS M F 53

Cancel Save changes

VPC > VPN connections » vpn-05949336bf3a10755 » Modify VPN tunnel options

Modify VPN tunnel options i«

Select a VPN tunnel based on the tunnels outside IP address to modify its ipsec options.
Details
VPN connection ID
vpn-05949336bf3a10755
VPN tunnel outside IP address
.| d

Inside IPv4 CIDR
A size /30 1Pva CIDR block from the 169.254.0.0/16 range.

|Q169- X‘

Pre-shared key
The pre-shared key must have 8-64 characters. Valid characters: A-Z, a-z, 0-9, _and . The key cannot begin with a zero.

[ |
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49. While still under Tunnel 1 in the downloaded configuration, scroll down to section #3 Tunnel Interface
Configuration. Here, note down all the values for Outside IP Addresses and Inside IP Addresses.

Scroll down to section #4: Border Gateway Protocol (BGP) Configuration and note down the Virtual
Private Gateway ASN value.

The Customer Gateway outside IP address was provided when the Customer Gateway
was created. Changing the IP address requires the creation of a new
Customer Gateway.

The Customer Gateway inside IP address should be configured on your tunnel
interface.

Outside IP Addresses:
— Customer Gateway
— Virtual Private Gateway

Inside IP Addresses
— Customer Gateway : 169,
- Virtual Private Gateway : 169.

Configure your tunnel to fragment at the optimal size:
— Tunnel interface MTU : 1436 bytes

#4: Border Gateway Protocol (BGP) Configuration:

The Border Gateway Protocol (BGPv4) is used within the tunnel, between the inside
IP addresses, to exchange routes from the VPC to your home network. Each

BGP router has an Autonomous System Number (ASN). Your ASN was provided

to AWS when the Customer Gateway was created.

BGP Configuration Options:
— Customer Gateway ASN : 31898
— Virtual Private Gateway ASN ! 64512
— Neighbor IP Address : 16
— Neighbor Hold Time : 30

50. Log back in to OCI. From the OCI Navigation menu, navigate to Networking, click Customer connectivity,
and click on Customer-premises equipment.

51. Click Create CPE.

= ORACLE Cloud  Ssearch resources, services, documentation, and Marketplace US East (Ashburn) v/ l:\ ’:7> @ Q

Networking » Customer connectivity » Customer-premises equipment

Customer connectivity Customer-premises equipment in _ (root) Compartment
Configure your on-premi: device (the cust t, or CPE) at your end of the Site-to-Site VPN so traffic can flow between your on-premises network and virtual cloud
Overview network (VCN).
Site-to-Site VPN -
Create CPE
FastConnect
Name IP address Created
Dynamic routing gateway
No items found.
Customer-premises equipment
Showing Oitems ¢ 10of1 >
List scope
Compartment
[ <
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52. Enter a CPE name. For the Public IP address, input the Outside IP Address of the Virtual Private Gateway
- you can find this in the configuration file downloaded from AWS. For CPE Vendor, select Other from the

dropdown. Click Create CPE.

= ORACLE Cloud searchresources, services, documentation, and Marketplace

US East (Ashburn)

Create CPE

Name

MySQL-GPE

Create in compartment

(root)
Allow IPSec over FastGonnhect

|P address

3.

This IP address will be used as your GPE IKE identifier.

Cpe vendor information &

Vendor (&)
Other

Add tags to organize your resources. What can | do with tagging?

Tag namespace

None (add a free-form tag)

Create CPE Save as stack Cancel

,  Termsof Use and Privacy  Cookie Preferences

Tag key

Tag value

v

Copyright ® 2023, Oracle and]or its affiliates. All rights reserved.

53. From the OCI Navigation menu, navigate to Networking and click on Site-to-Site VPN.

54. Click Create IPSec connection.

= ORACLE Cloud  Ssearch resources, services, documentation, and Marketplace

Networking » Customer connectivity » Site-to-Site VPN

Customer connectivity Site-to-Site VPN in _(root) Compartment

Site-to-Site VPN securely connects your on-premises corporate network to Oracle Cloud Infrastructure, using your existing internet connection.

US East (Ashburn) v

Overview If your users have client devices that need offsite access to Oracle Cloud resources, you can also create an OpenVPN access server. See their marketplace solution.

Site-to-Site VPN
FastConnect
Name

Dynamic routing gateway

Customer-premises equipment

List scope

Compartment

(root) <

Create IPSec connection Start VPN wizard

Lifecycle state

Customer-premises equipment

No items found.
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55. Enter a IPSec connection name. Under Customer-premises equipment dropdown, select the CPE we
previously created. For Dynamic routing gateway compartment select the DRG we created. For Routes to

= ORACLE Cloud

your on-premises network, enter 0.0.0.0/0.

US East (Ashburn) v at

Create IPSec connection Help

Name

[ MySQL-VPN

Create in compartment

(root)

<«

Customer-premises equipment i- (roet) (Change compartment)
[ wysaL-cre . [ S

|| This CPE is behind a NAT device ®

Dynamic routing gateway compartme_root) (Change compartment)
[ MySQL-DRG >

N This will create an attachment to the DRG for each IPSec tunnel. The attachment has the type IPSEC_TUNNEL, and uses the default route
table for that attachment type.

To use static routing instead of BGP dynamic routing, provide at least one static route (an IPv4 CIDR block and optionally an IPvé prefix). Otherwise,
see the tunnel-specific options below to configure BGP or policy-based routing. You can also enter a unique local address (ULA) in place of an IPv6
prefix.

Routes to your on-premises network

l 0.0.0.0/0 X

Provide an IPv4 CIDR block or IPV6 prefix. Press enter after typing each one. Example: 10.0.0.0/24 or 2001:db2::6/126

Cancel

Create IPSec connection

Terms of Use and Privacy ~ Cookie Preferences.

Copyright © 2023, Oracle andfor its affiliates. All rights reserved.

56. While on the Create IPSec connection page, configure your Tunnel 1. Enter a tunnel name, check the
Provide custom shared secret box, and input the Pre-Shared Key from the AWS VPN configuration file. For
IKE version, select IKEv2 and under Routing type - make sure BGP dynamic routing is selected.

= ORACLE Cloud

ace US East (Ashburn) v »J \: ﬁg« O
Create IPSec connection Help
v Tunnel 1

Name Optional

‘ Tunnel-1 ‘
Provide custom shared secret (@)

Shared secret

Only numbers, letters, and spaces are allowed.

IKE version @
‘ IKEv2 Lol ‘

Routing type @

BGP dynamic routing

The available routes are learned dy-
namically through BGP. The Oracle
router learns the routes from your on-
premises network, and advertises your
VCN's subnets to your on premises
network.

Static routing

Routes are static and not learned dy-
namically. Here you provide routes to
your on-premises network that you
want the Oracle router to know about.
Your network engineer must also con-
figure your CPE device with static
routes to the VCN's subnets.

Policy based routing

Use this option for a policy based CPE
device or if you require multiple encryp-
tion domains.

BGP ASN

Create IPSec connection Cancel

Terms of Use and Privacy ~ Cookie Preferences
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57. Under BGP ASN, input the BGP Virtual Private Gateway ASN from the AWS VPN configuration file. The
default AWS BGP ASN is 64512. For IPv4 inside tunnel interface - CPE, enter the Inside IP Address of the
Virtual Private Gateway. For IPv4 inside tunnel interface - Oracle, enter the Inside IP Address of the
Customer Gateway. You can find all of this information from the AWS VPN configuration file.

= ORACLE Cloud

L Terms of Use and Privacy  Cookie Preferences

Create IPSec connection

Routing type

BGP dynamic routing

The available routes are learned dy-
namically through BGP. The Oracle
router learns the routes from your on-
premises network, and advertises your
VCN's subnets to your on premises
network.

v

BGP ASN
64512

IPv4 inside tunnel interface - CPE (D

1 69-/30

Provide IPv4 CIDR block. Example: 10.0.0.0/30

IPv4 inside tunnel interface - Oracle (D

il

Provide IPvd CIDR block. Example: 10.0.0.0/31

__ IPv6 addressing

25 show advanced options

Static routing

Routes are static and not learned dy-
namically. Here you provide routes to
your on-premises network that you
want the Oracle router to know about.
Your network engineer must also con-
figure your CPE device with static
routes to the VCN's subnets.

US East (Ashburn) v C':Q

Help

Policy based routing

Use this option for a policy based CPE
device or if you require multiple encryp-
tion domains.

Copyright ® 2023, Oracle and/or its affiliates. All rights reserved. )

58. Configure your Tunnel 2 by copying and pasting the same values from Tunnel 1 into Tunnel 2. Click Create

IPSec connection.

= ORACLEC Cloud s

Terms of Use and Privacy ~ Cookie Preferences

L

Create IPSec connection

US East (Ashburn) v a

Help

v Tunnel 2

Name Optional

‘ Tunnel-2
Provide custom shared secret (0

Shared secret

Only numbers, letters, and spaces are allowed.
IKE version
‘ IKEv2

Routing type

BGP dynamic routing

The available routes are learned dy-
namically through BGP. The Oracle
router learns the routes from your on-
premises network, and advertises your
VCN's subnets to your on premises
network.

Static routing

Routes are static and not learned dy-
namically. Here you provide routes to
your on-premises network that you

want the Oracle router to know about.
YYour network engineer must also con-

figure your CPE device with static
routes to the VCN's subnets.

Policy based routing

Use this option for a policy based CPE
device or if you require multiple encryp-
tion domains.

BGP ASN

‘ 64512

Create IPSec connection Cancel

Copyright © 2023, Oracle andjor its affiliates. All rights reserved.

Note: only Tunnel 1 will be used for this VPN connection and migration. We need to configure Tunnel 2

otherwise we cannot click Create IPSec connection.
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59. After your IPSec connection is provisioned, make note of the Oracle VPN IP Address of Tunnel-1. This
address will be used to create a new customer gateway in the AWS portal.

ORACLE Cloud  search resources, services, documentation, and Marketplace US East (Ashburn) v Q

Networking » Customer connectivity » Site-to-Site VPN » MySQL-VPN

After creating an IPSec connection, your configuration information will be available under the CPE & tunnels information tab under IPSec connections. Close

MySQL-VPN

Edit Choose new compartment Add tags Open CPE configuration helper

IPSec connection information CPE & tunnels information Tags
AVAILABLE Static route CIDR block: Not in use (all tunnels use BGP) Show (&) OCID: ...37qwiq Show Copy,
Created: Tue, Oct 17, 2023, 15:24:22 UTC DRG: MySQL-DRG
Site-to-Site VPN version: v2 () CPE: MySQL-CPE
Resources Tunnels in {8 (root) Compartment
Tunnels (2) Name Lifecycle state @ IPSec status @ Oracle VPN IP address IPv4 BGP status @ IPv6 BGP status @ Routing type
Dynainic routing gatoway Tunnel2 @ Available Down 150 - - BGP dynamic routing :
attachments (2)
Logs Tunnel-1 @ Available Down 150 ® 7 BGP dynamic routing .
Showing 2

60. Log back in to AWS. Expand the Services menu at the top left of the screen. Navigate to Networking &
Content Delivery and select VPC. From the left-hand menu, scroll down and click Customer Gateways
under Virtual private network (VPN). Click Create customer gateway once you have landed on the
appropriate page.

AWS I senvices | Q Search [Option+S]

La Ec2 &g vec 83 RDS M s3

¥ Virtual private network m (6]
(veN) Customer gateways (1/1) info _ Create customer gateway

Customer gateways Q 1 ©
Virtual private gateways
Site-to-Site VPN Name v Customer gateway ID v State v BGP ASN v IP address v Type
connections o Temp-Gateway cgw-06fe642a3e61d6e8d @ Available 31898 1.1.1.1 ipsec.1
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61. Enter a customer gateway name. For BGP ASN, enter 31898 and for IP address, enter the Oracle VPN IP
address for tunnel 1. Leave everything as-is and click Create customer gateway.

aws services | Q

Wl @vee @ros Buv @ss

VPC Customer gateways Create customer gateway

Create customer gateway i
A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional

Creates a tag with a key of 'Name' and a value that you specify
MySQL-CG

Value must be 256 characters or less in length

BGP ASN Info

The ASN of your customer gateway device.
31898

Value must be in 1 - 2147483647 range.

IP address Info
Specify the IP address for your customer gateway device's external interface

150.

Certificate ARN

The ARN of a private certificate provisioned in AWS Certificate Manager (ACM).

v
Device - optional
Enter a name for the customer gateway device.
() Cloudshell ~ Feedback  Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

62. From the left-hand AWS menu, scroll down and click Site-to-Site VPN Connections under Virtual Private
Network (VPN). Select your VPN connection and click the Actions button, then Modify VPN connection.

Services | Q Search [Option+S]

W 2 @ vec %8 ros M & ss

¥ Virtual private network VPN connections (1/1) info | Actions A ‘ ‘ Download configuration | Create VPN connection ©
(VPN)
Customer gateways Q N N U ©
| Modify VPN connection ‘

Virtual private gateways ‘ VPN ID: vpn-05949336bf3a10755 X ‘ ‘ Clear filters
Site-to-Site VPN ) 3 X
connections Name v VPN ID v State v Modify VPN connection options iy ooteway v Customer gate

. . Modify VPN tunnel options
Client VPN endpoints ‘ o MySQL-VPN vpn-05949336bf3a10755 © Available cgw-06fe642a3

Replace VPN tunnel
¥ AWS Verified Access
Manage tags
Verified Access instances
Delete VPN connection
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63. You will land on the Modify VPN connection page. Under Target type, select Customer gateway and for
Target customer gateway, select the new Customer Gateway (not the Temp). Click Save changes.

aws

Services Q Search [Option+S]

Bl Gl vec %3 ros M @ s3

VPC > VPN connections ) vpn-05949336bf3a10755 » Modify VPN connection ®

Modify VPN connection .

Select a target type and the resource you would like to use.
Details

VPN connection ID
vpn-05949336bf3a10755

Current VPN gateway
vgw-0bd51186a4c7d98d5

Current customer gateway
cgw-06fe642a3e61d6e8d

Change target

Target type

i Customer gateway v l

Target customer gateway

[ cgw-078130ade2d25454f v l

Cancel Save changes

CloudShell __ Feedback ®© 2023, Amazon Web Services, Inc. or its affiliates. _ Privacy _ Terms __Cookie preferences

WS I Senvices Searct [options] |

L,‘Sl Ec2 (g veC 1B RDS M [F s

¥ Virtual private network

(veN) © You successfully updated vpn-05949336bf3a10755 / MySQL-VPN.

Customer gateways
¢ v VPN connections (1/1) info | Actions ¥ ‘ [ Download configuration Create VPN connection
Virtual private gateways
Site-to-Site VPN Q U @
i
connections I VPN ID: vpn-05949336bf3a10755 X ‘ l Clear filters
Client VPN endpoints
v AWS Verified Access Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v Customer gate
Verified Access instances ‘ ] MySQL-VPN vpn-05949336bf3a10755 © Available vgw-0bd51186a4c7d98d5 = cgw-078130a4¢
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65. The VPN connection from OCl to AWS is now setup. To verify if your VPN tunnel is up, select your VPN

connection and go to the Tunnel details tab which can be found on the same page. You should see a Status

of Up (this will take a few minutes).

aws

Q. Search

Services

L@' Ec2 g vPC 83 RDS M & s3

¥ Virtual private network

(VPN) @© You successfully updated vpn-05949336bf3a10755 / MySQL-VPN.

Ohio ¥

& 4 0 @

Customer gateways

VPN connections (1/1) info

‘ Actions ¥ H Download configuration

Create VPN connection

Virtual private gateways

Site-to-Site VPN Q 1 @
connections -
‘ VPN ID: vpn-05949336bf3a10755 X l [ Clear filters
Client VPN endpoints
v AWS Verified Access Name v VPN ID v State v Virtual private gateway ¢ Transit gateway v Customer gate

Verified Access instances ‘ o MySQL-VPN vpn-05949336bf3a10755 @ Available vgw-0bd51186a4c7d98d5 - cgw-078130a4y

New

""" - [= I O
Verified Access trust
providers New vpn-05949336bf3a10755 / MySQL-VPN info
Verified Access groups New
Verified Access endpoints Details Tunnel details Tags

New

v Transit gateways /A This VPN connection is not using both tunnels. This mode of operation is not highly available and we strongly recommend you configure your second tunnel. X
Transit gateways
Transit gateway Tunnel state
attachments
Transit gateway policy Tunnel number ¥ Outside IP address v Inside IPv4 CIDR ¥ Inside IPv6 CIDR ¥ Status v Last status change v Details v |
tables
Transit gateway route Tunnel 1 169 - ©@up October 17, 2023, 11:55:31 (UTC-04:00) 2 BGP ROUTES
tables
Tunnel 2 169 - ® Down October 17, 2023, 11:51:58 (UTC-04:00) IPSEC IS DOWN

Transit gateway multicast

¥ Traffic Mirroring

Feedback

33 cloudshell

© 2023, Amazon Web Services, Inc. or its affiliates.
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66. You can verify the same on the OCl side. Select your Site-to-Site VPN and under the Resources, click Tunnels

(the page where you got the Oracle VPN IP address). You should see an Up status for IPSec status and IPv4

BGP status.

Search resources, services, documentation, and Marketplace

US East (Ashburn) v

Networking » Customer connectivity » Site-to-Site VPN » MySQL-VPN
MySQL-VPN

Edit Choose new compartment Add tags Open CPE configuration helper

IPSec connection information CPE & tunnels information Tags

Static route CIDR block: Not in use (all tunnels use BGP) Show @

Created: Tue, Oct 17, 2023, 15:24:22 UTC DRG: MySQL-DRG

AVAILABLE

Site-to-Site VPN version: v2 @ CPE: MySQL-CPE

Resources

Tunnels in -(root) Compartment

Tunnels (2) Name Lifecycle state (D) IPSec status (D) Oracle VPN IP address
D i it it
UMY galows) Tunnel-2 @ Available ) Down 150. » Down
attachments (2)
Tunnel-i @ Available ® Up 150 ®Up

Logs

67. We are now ready to perform the migration.
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1Pv4 BGP status (©)

OCID: ...37qwiq Show Copy

1Pv6 BGP status () Routing type

Down BGP dynamic routing

Down BGP dynamic routing

Showing 2 j
e
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11I) On OCI, create a HeatWave MySQL instance.

68. From the OCI Console, click on the navigation menu, click Databases, and click HeatWave MySQL. Click

Create DB System.

= ORACLE Cloud Search resources, services, documentation, and Marketplace

MySQL DB Systems in - (root) Compartment

(@ Show Requirements

DB Systems
Backups Create DB System Actions v
Channels

US East (Ashburn) v f_\

Name DB System State Crash Recovery Delete P High

Configurations X
No DB systems were found using the selected compartment and filters

0 selected

List scope

69. Pick Production or Development or testing and enter a MySQL DB system name.

= ORACLE Cloud search resources, services, documentation, and Marketplace

® & 0

Cluster State Created

Showing 0 items

C1oft )

Create DB system

Production Development or testing

Sets up a high availability DB system with recommended defaults for a production environment. v

Provide DB system information
Create in compartment

- (root)

Name
MySQL-HW
The user-friendly name for the DB system. It does not have to be unique.

Description Optional

User-provided data about the DB system.
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70. Select Standalone or High Availability. Turn ON the button for HeatWave MySQL - if you want to run OLTP,
OLAP, and ML workloads. Afterwards, create your Administrator credentials that will be used to manage the

HeatWave MySQL database.

= ORACLE Cloud ] Search resour documentation, and Market,

Create DB System

Standalone

Single-instance DB system Ve

Configure MySQL HeatWave

@ MySQL HeatWave

place

High availability

Run a DB system with 3 MySQL instances providing automatic failover and zero data loss

Show shapes and configurations that support HeatWave for accelerated query processing, which is suitable for running both OLTP and OLAP workloads. The default data storage size is 1,024 GB

Create administrator credentials

Username @

admin

Password

Configure networking

Create Save as stack | Cancel

Collapse

71. For Configuring Networking - choose the earlier created VCN and make sure the Private Subnet is selected
under Subnet in <compartment-name>. For Configure Placement leave it as-is.

= ORACLE Cloud  search resources, services, documentation, and Marketplace

US East (Ashburn) v

Create DB system

Configure networking

Collapse

The VCN and subnet where the DB system endpoint will be attached. The DB system endpoint uses a private IP address and is not directly accessible from the internet. How do | connect to a DB system? If you do not have a

VCN, create a VCN.

Virtual cloud network in- (Change compartment)
MySQL-VCN

Subnet in -(Change compartment)

private subnet-MySQL-VCN (Regional)

Configure placement

The availability domain/fault domain in which the DB system endpoint will be physically placed. It is recommended to allow Oracle to choose the best placement for the fault domain.

Availability domain

AD-1 AD-2
QDfL:US-ASHBURN-AD-1 v/ | QDfL:US-ASHBURN-AD-2

Choose a fault domain

If you do not select a fault domain, Oracle will choose the best placement for you.

Save as stack = Gancel

Terms of Use and Privacy ~ Cookie Preferences
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72. Configure hardware (OCPU and Memory) for MySQL by choosing an appropriate DB Shape. For this guide,
we will use the default HeatWave shape. For the Data Storage Size be sure to make the size large enough for
future growth.

cumentation, a

Create DB system

Configure hardware Collapse

Select a shape

MySQL.HeatWave.VM.Standard

CPU core count: 16

Memory size: 512 GB Change shape

Max network bandwidth: 16Gbps

A shape determines the number of OGPUs. memory, and other resources allocated to a MySQL instance of a DB system. The performance of a DB system depends on the shape you select. A shape has asscciated configurations. which you can select in the Configuration tab under Show

advanced options. See supRorted shapes.

Data storage size (GB)

1024
Storage allocated for data and log files. Storage size impacts IOPS and throughput. Data storage size must be an integer between 50 and 131,072
Total IOPS: 76800

Total throughput: 600 MB

M anfimwn hanlam mlan

Create Save as stack Cancel

Terms of Use and Privacy ~ Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.

73. Configure a backup plan according to what suits your needs. Lastly, scroll down until you see Show
advanced options. Click on it to expand.

US East (Ashburn) ~

Create DB System

1024
Storage allocated for data and log files. Storage size impacts IOPS and throughput. Data storage size must be an integer between 50 and 131,072

Total IOPS: 76800
Total throughput: 600 MB

Configure backup plan

Enable automatic backups
Enables automatic backups. You must also specify a retention period, and select a backup window.
Backup retention period Optional (&)
7
The retention period defines how long to store the backups, in days.
Enable point in time restore (7)

Enables you ta restore from a DB system at a point in fime.

Select backup window

The backup window start tima defines the start of the time period during which your DB system is backed up.

25 Show advanced options

Create Save as stack Cancel

Terms of Use and Privacy  Cookie Preferences

Copyright © 2023, Oracle and/or its affiliates. All rights reserved.
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2% Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags

Delete protected
Protects the DB system against delete operations. To delete the DB system, this option must be disabled. By dsfault, DB systems ars not delets protected.

Retain automatic backups

Retain automatic backups after the DB system is deleted. By default, automatic backups are deleted if the DB system is deleted

Require final backup (: I
Require a final backup before deleting the DB system, By default, skip final backup. .

Create Save as stack Cancel

L Terms of Use and Privacy  Cookie Preferences

74. From the advanced options screen, go to the Configuration tab. If you have a custom configuration that you
would like to apply to your HeatWave MySQL instance - you can do so by clicking Select configuration.
Custom configurations allow you to tweak MySQL variables (i.e., max connections, binary log expire seconds,
etc.) rather than using the default values. You must create a custom configuration in advance before
applying. For more information regarding custom configurations, see Configuration of a DB System. For this
guide, we have chosen the default configuration.

Copyright ® 2023, Oracle andjor its affiliates. All rights reserved.

§§ Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags
Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB

Select configuration Reset configuration

MySQL version

Select a MySQL version

Create Save as stack Cancel

Terms of Use and Privacy  Cookie Preferences Copyright @ 2023, Oracle andfor its affiliates. Al rights reserved.

38 Migration Guide: Amazon Aurora to HeatWave MySQL on Oracle Cloud Infrastructure (OCI) ORACLE

Copyright © 2024, Oracle and/or its affiliates. Public



https://docs.oracle.com/en-us/iaas/mysql-database/doc/configuration-db-system.html

75. For MySQL version, choose either Innovation or Bug fix. With the new MySQL versioning model, you have
the flexibility to select an innovation or a bug fix release. Both releases are production-grade quality. MySQL
innovation releases allows you to access the latest features and improvements. Innovation releases are ideal
for fast-paced development environments with high levels of automated tests and modern continuous
integration techniques for faster upgrade cycles. MySQL bug fix releases (aka long-term support releases)
allow you to reduce the risks associated with changes in the database software's behavior, as these releases
only contain necessary fixes (bugfix and security patches). For more information regarding MySQL
innovation and bug fix releases, see Introducing MySQL Innovation and Bug fix versions. For this guide, we
have chosen 8.0.34 - Bug fix.

25 Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags

Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB

Select configuration Reset configuration

MySQL version

[ Select a MySQL version & ]

8.0.34 - Bug fix

8.0.33 - Bug fix (Deprecated)
8.0.32 - Bug fix (Deprecated)
8.0.31 - Bug fix (Deprecated)

8.0.30 - Bug fix (Deprecated)

8.1.0 - Innovation

Create Save as stack Cancel

Terms of Use and Privacy ~ Cookie Preferences

76. Click Create to finish the HeatWave MySQL DB system creation process.

25 Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags

Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB

Select configuration Reset configuration

MySQL versien
8.0.34 - Bug fix

Create Save as stack Cancel

Copyright @ 2023, Oracle and/or its affiliates. All rights reserved

Terms of Use and Privacy  Cookie Preferences
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77. Your HeatWave MySQL DB system will start CREATING.

= ORACLE Cloud Search resources, services, documentation, and Marketplace US East (Ashburn) v ):‘_ j\ @ Q

MySQL HeatWave » DB systems » DB system details

Edit Start Stop Restart More actions v
DB system information Connections Tags
General information High availability
OCID: ...yInguu7k5q Show Copy High availability: Enabled @
CREATING G . et
Description: - High availability type: Multi-AD

78. Within a few minutes, HeatWave MySQL DB system will change its state from CREATING to ACTIVE once the
instance is ready.

= ORACLE Cloud  Searchresources, services, documentation, and Marketplace US East (Ashburn) v 1:5 ‘é‘

MySQL HeatWave » DB systems » DB system details
MySQL-HW

Edit Start Stop Restart More actions v

DB system information Connections Tags

General information High availability

OCID: ...bfcjSnxrka Show Copy High availability: Enabled Disable
ACTIVE Description: - Edit High availability type: Multi-AD

79. On the same DB system details page, click Connections to grab the private IP address for HeatWave MySQL.
Save the private IP Address for later use.

= ORACLE Cloud Search resources, services, documentation, and Marketplace US East (Ashburn) v ni@ @ 0

MySQL HeatWave » DB systems » DB system details
MySQL-HW

Edit Start Stop Restart More actions v

DB system information Connections Tags

Networking Endpoint
Virtual cloud network: MySQL-VCN Connect to the DB system using a MySQL client/connector via the endpoint below. How do
ACTIVE | connect?

Subnet: private subnet-MySQL-VCN

Private IP address: 10.0.1.4 Copy (©)
Subnet type: Regional

Internal FQDN: -

MySQL port: 3306
MySQL X protocol port: 33060

Note: you can navigate to the DB System Details page by going to the Navigation menu in OCI. Click
Databases and click HeatWave MySQL. Click on the name of your MySQL DB System to open the DB
System Details page.
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IV) Install MySQL Shell 8.1 or above on an EC2 instance that can connect to Amazon Aurora MySQL.

80. Login to AWS. From the Services menu, go to Compute and select EC2.

81. Click Launch instance.
aws Sardcas | Q

Bz Gvec Birs BFHiaw T

B 4 @ ® onor

¥ Instances Instances info

Instances ‘ Q Find instance by attribute or tag (case-sensitive)

Instance Types
i X Clear filters

Launch Templates
Spot Requests Name v Instance ID Instance state
Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

Instance state ¥ | Actions ¥ | v
1 @
Instancetype ¥ | Status check | Marmstatus | Availability Zone ¥ | PublicIPva DN

No matching instances found

82. Enter an EC2 name. For Application and OS Images, select Red Hat Enterprise Linux 9.

services  Q

03 RS B aM § s3
= Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

MySQL-EC2 Add additional tags

v Application and OS Images (Amazon Machine Image) i

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for

below
Q. Search our full catalog including 1000s of application and OS images
Quick Start
Amazon macos Ubuntu Windows Red Hat | SUSE Li Q
Linux
- > Browse more AMIs
aws | 2 ubuntu® & RedHat o™
Mac SuUSE

Amazon Machine Image (AMI)

Red Hat Enterprise Linux 9 (HVM), SSD Volume Type
86)) / ami-06df
ed: true  Root

Free tier eligible

(64-bit (Arm))

(3 CloudShell  Feedback
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®
¥ Summary
Number of instances Info
1
Software Image (AMI)
Provided by Red Hat, Inc.
ami-02b8534ff4b424939
Virtual server type (instance type)
t2.micro
Firewall (security group)
New security group
Storage {volumes)
1 volume(s) - 10 GiB
© Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million |0s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.
Cancel Launch instance
Review commands
2023, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences
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83. For Instance type, choose an instance type you think is appropriate. If you have large amounts of data -
provisioning an EC2 instance with more vCPUs and Memory will speed up the migration process. For the Key
pair section, you can use your existing keys or create a new pair. For this guide, we will use an existing key
pair.

WS = cenicss | Q Seard!

B &4 @ & ohov

Ble: Glve Siros BEHuw Bs

¥ Instance type info ¥ Summary

Instance type Number of instances Infa
t2.micro Free tier eligible 1
Family: t 1 true (B All generations

Software Image (AM)

Provided by Red Hat, Inc.
ami-02b8534f4b424959

USD per Hour Compare instance types

On-Demand RHEL base pricing: 0.0716 USD per Hour
Additional costs apply for AMIs with pre-installed software
Virtual server type (instance type)
t2.micro
¥ Key pair (login) info Firewall (security group)

New security group

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

Storage (volumes)
before you launch the instance

1 volume(s) - 10 GiB
Key pair name - required

MySQL-Key v ® Free tier: In your first year includes X

750 hours of 2 micen (or +3 miern in

€ Create new key pair

84. Under Network settings, ensure that the correct VPC (the VPC that is associated with your Aurora instance)
and Subnet are selected. For this guide - we have decided to deploy the EC2 instance inside a public subnet.
For Auto-assign public IP select Enable. Under the Firewall (security groups), choose Create security
group and have an Inbound security group rules like the below one, which allows SSH from anywhere.

aws

£8f services | Q. Searct

@Ecz & vec @5 rDS M sz

¥ Network settings info ¥ Summary

VPC - required Info R
Number of instances Info

C 1

vpc-0e70c2c402d3ceb74 (MySQL-vpc)
10.1.0.0/16

Subnet Info

Software Image (AMI)
subnet-Oe8e28c5ae0c364d8

MySQL-subnet-public1-us-east-2a
VPC: vpc-0e70c2¢d02d3ceb74  Owner: 528770944777  Availability Zone: us-east-2a ¥
IP addresses available: 4090  CIDR: 10.1.0.0/20)

C Create new subnet [4

Auto-assign public IP Info

| Enable v ‘

Firewall (security groups) info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

| © Create security group O Select existing security group ‘

Security group name - required

| launch-wizard-2

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._--/0#,@[1+=8:0!$*
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Provided by Red Hat, Inc.
ami-02b85341f4b424939

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 10 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is

ORACLE



Inbound Security Group Rules

Software Image (AMI)

Provided by Red Hat, Inc.
ami-02b8534ff4b424939

v Security group rule 1 (TCP, 22, 0.0.0.0/0)

Remove

Type Info Protocol Info Port range Info
Virtual server type (instance type)
ssh v TCP 22 .
t2.micro

Source type Info Source Info Description - aptienal info Firewall (security group)

New security group

Anywhere v Add CIDR, prefix list or security e.g. SSH for admin desktop

Storage (volumes)
1 volumel(s) - 10 GiB

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

Add security group rule

» Advanced network configuration

® Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million I10s, 1 GB of
snapshots, and 100 GB of bandwidth

85. Leave everything as-is and click Launch instance.

New security group
¥ Configure storage info Advanced
Storage (volumes)

1 volume(s) - 10 GiB

GIiB | gp2 ¥ | Rootvolume (Not encrypted)

@ Free tier: In your first year includes 750 X
N hours of t2.micro (or t3.micro in the
(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (S5D) or Magnetic storage X Ragions In which t2.micro s unavallabla)
instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
105, 1 GB of snapshots, and 100 GB of
bandwidth to the internet.

Add new volume

0 x File systems Edit

Launch instance

Cancel

» Advanced details o Review commands

Privacy

B 4 @ @

Ohio v

= sz

1AM

EC2 > Instances » Launch an instance

@ Success

Successfully initiated launch of instance (i-08d07ab77e1ee2513)

» Launch log

Next Steps

Q. What would you like to do next with this instance, for example “create alarm” or “create backup” 12 3 4 5 6 »

Create billing and free tier usage
alerts

To manage costs and avolid surprise bills, set
up email notifications for billing and free
tier usage thresholds.

Create b

g alerts [3

Connect to your instance

‘Once your instance is running, log into it
from your local computer.

Connect to instance [

Learn more [4

Connect an RDS database

Configure the connection between an EC2
instance and a database to allow traffic flow
between them.

Connect an RDS database [4

Create a new RDS database [

Learn more [4
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Create EBS snapshot policy

Create a policy that automates the creation,
retention, and deletion of EBS snapshots

Create EBS snapshot policy [4
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87. If you are using the SSH client to connect to your EC2 instance, copy the Example SSH command and login
to your EC2 instance.

aws | s | Q

Ble: G vwe @ros B Bss

EC2 ) Instances > [-08d07ab77elee2513 > Connect to instance

Connect to instance i

Connect to your instance i-08d07ab77e1ee2513 (MySQL-EC2) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
(P i-08d07ab77e1ee2513 (MySQL-EC2)

1. Open an SSH client.
2. Locate your private key file. The key used to launch this instance is MySQL-Key.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 MySQL-Key.pem

4. Connect to your instance using its Public DNS:

R'u«zast-2.compute.amazonaws.com

® Command copied

ssh -i "MySQL-Key.pem" ecZ—user@_ast-z.compute.amazonaws,com

88. You can SSH into EC2 using the below command:

$ ssh -1 </path/to/private-ssh-key> ec2-user@<ec2-Public-DNS>
o w c ~ % ssh —-i "MySQL-Key.pem" ec2-user(

east—-2.compute.amazonaws.com

Register this system with Red Hat Insights: insights-client —--register

Create an account or view all your systems at https://red.ht/insights—-dashboard
[ec2-user@ip- ~1% §

Note: after running the above SSH command, if prompted Are you sure you want to continue connecting
(ves/no/[fingerprint])?, type yes.
89. We are now successfully connected to the EC2 instance.

90. After making a connection to the EC2 instance, go to the below website and download MySQL Shell 8.1 on
your EC2 instance. From the MySQL Shell download page, ensure 8.1.x Innovation or higher is selected
under Select Version. MySQL Shell 8.1 is fully compatible with MySQL 8.1, 8.0, and 5.7. For Operating
System and OS Version - pick the appropriate option depending on the OS and the OS Version that you are
running. Click Download.
https://dev.mysql.com/downloads/shell
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® MySQL Community Downloads
€ MySQL Shell

General Availability (GA) Releases Archives )

MySQL Shell 8.1.1 Innovation

Select Version:

[8.1.1 Innovation v

Select Operating System:
|Red Hat Enterprise Linux / Oracle Linux ~]

Select OS Version:

[Red Hat Enterprise Linux 9 / Oracle Linux 9 (x86, 64-bit) |

RPM Package 8.1.1
(mysql-shell-8.1.1-1.e9.x86_64.rpm)
RPM Package, Debug Information 8.1.1

(mysql-shell-debuginfo-8.1.1-1.619.xB6_64.rpm)

MDS5; 86884e81bdlcf5cabced6aef083bdbeh

MDS5: a0b5bb6 £3ddbdc96807c91a04chb0daat

o We suggest that you use the MD5 checksums and GnuPG signatures to verify the integrity of the packages you

download.

Note: for this guide, we will show you how to install MySQL Shell on a Linux environment. For other
environments, see Installing MySQL Shell on Windows, Installing MySQL Shell on Linux, and Installing MySQL

Shell on macOS.

91. Right-click on No thanks, just start my download and click Copy link address.

® MySQL Community Downloads

Login Now or Sign Up for a free account.
An Oracle Web Account provides you with the following advantages:
- Fast access to MySQL software downloads
Download technical White Papers and Presentations
- Post messages in the MySQL Discussion Forums
Report and track bugs in the MySQL bug system

Login » Sign Up »
using my Oracle Web account for an Oracle Web account

MySQL.com is using Oracle SSO fiERTSIERETwE .
the Login link. Otherwise, you cajiifcRippmiapeawgrrmere

following the instructions. Open Link in Incognito Window

Save Link As...

Copy Link Address
No thanks, just start my download,

Copy

Copy Link to Highlight

92. Go back to the EC2 instance that can connect to your Amazon Aurora MySQL and execute the below

command to download MySQL Shell:
$ wget <MySQL-Shell-Download-Link>

Replace the link with what you have.

$ wget https://dev.mysgl.com/get/Downloads/MySQL-Shell/mysgl-shell-8.1.1-

1.e19.x86 64.rpm
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https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-windows-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-linux-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-macos-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-macos-quick.html
https://dev.mysql.com/get/Downloads/MySQL-Shell/mysql-shell-8.1.1-1.el9.x86_64.rpm
https://dev.mysql.com/get/Downloads/MySQL-Shell/mysql-shell-8.1.1-1.el9.x86_64.rpm

[ec2—-user@: ~]1% wget https://dev.mysqgl.com/get/Downloads/MySQL-She
11/mysql-shell-8.1.1-1.e19.x86_64.rpm

—-2023-09-20 15:45:58-—- https://dev.mysql.com/get/Downloads/MySQL-Shell/mysql-
shell-8.1.1-1.e19.x86_64.rpm

Resolving dev.mysgl.com (dev.mysqgl.com)... 23.8.77.254, 2600:1407:b800:488::2e3
1, 2600:1407:b800:484::2e31

Connecting to dev.mysqgl.com (dev.mysqgl.com)|23.8.77.254]|:443... connected.

HTTP request sent, awaiting response... 302 Moved Temporarily

Location: https://cdn.mysql.com//Downloads/MySQL-Shell/mysgql-shell-8.1.1-1.el9.
x86_64.rpm [following]

——2023-09-20 15:45:58-— https://cdn.mysgl.com//Downloads/MySQL-Shell/mysqgl-she
11-8.1.1-1.e19.x86_64.rpm

Resolving cdn.mysqgl.com (cdn.mysgl.com)... 23.60.78.219, 2600:1407:b800:4ae: :1d
68, 2600:1407:b800:4b1::1d68

Connecting to cdn.mysgl.com (cdn.mysql.com)|23.60.78.219|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 24542157 (23M) [application/x-redhat-package-manager]

Saving to: 'mysql-shell-8.1.1-1.el19.x86_64.rpm’

mysql-shell-8.1.1-1 100%[ 23.40M 28.0MB/s in 0.8s

2023-09-20 15:46:00 (28.0 MB/s) - ‘mysql-shell-8.1.1-1.el19.x86_64.rpm' saved [2
4542157 /24542157 ]

Note: to install wget on EC2, execute:

$ sudo yum install wget
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93. After downloading the MySQL Shell rpm, install MySQL Shell:
$ sudo yum localinstall mysgl-shell*

[ec2-user@ ~1$ sudo yum localinstall mysql-shellx
Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use subscript
ion-manager to register.

Last metadata expiration check: ©:00:30 ago on Wed 20 Sep 2023 ©3:54:28 PM UTC.
Dependencies resolved.

Package Architecture Ver Repository

Installing:
mysql-shell

Transaction Summary

Install 1 Package

94. You can now verify if MySQL Shell has successfully installed on your EC2 instance by executing the below
command:

S mysglsh —-version

[ec2-userPip-m " ~1%$ mysglsh —--version

mysqglsh Ver 8.1.1 for Linux on x86_64 - for MySQL 8.1.0 (MySQL Community Serv
er (GPL))

[ec2-user@ip-M 1 ~15 B
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95. Tologin to your Amazon Aurora MySQL using MySQL Shell, use the below commands:
$ mysglsh <user>@<hostname>:<port-number>

-OR-
$ mysglsh -u <user> -p -h <hostname> -P <port-number>
[ec2-user@:. » ~1$ mysqlsh admin@database-1-instance-1.

—east-2.rds.amazonaws.com
MySQL Shell 8.1.1

Copyright (c) 2016, 2023, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Type '\help' or '\?' for help; '\quit' to exit.

Creating a session to 'admin@database-l1-instance-1.( : us—east-2.rds.a
mazonaws.com'

Fetching schema names for auto-completion... Press ~C to stop.

Your MySQL connection id is 22204

Server version: 5.7.12 MySQL Community Server (GPL)

No default schema selected; type \use <schema> to set one.
database-1-instance-1. 0 .us-east-2SR> B

Note: you can interact with MySQL Shell using JavaScript, Python, or SQL mode. The default is JavaScript. To
switch between the different modes, execute /5 s for JavaScript, /py for Python, and /sg1 for SQL mode
inside MySQL Shell. To exit out of MySQL Shell, execute /q.
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V) Connect to Amazon Aurora MySQL using MySQL Shell on EC2. Afterwards, execute the MySQL Shell
util.copyInstance () utility to export all schemas (including users, indexes, routines, triggers) from Amazon
Aurora MySQL to HeatWave MySQL on OCI.

96. Before connecting to Amazon Aurora MySQL using MySQL Shell and proceeding with the below steps, it is
highly recommended that you use a command like screen or tmux. These commands will allow you to
reconnect to a dropped session in case your connection drops in the middle of performing the MySQL Shell
export using util.copyInstance (). For small databases, the screen or tmux may not be necessary. For
this guide, we will use tmux. To learn more about tmux, see A beginner’s guide to tmux. Below are the basics
of using the tmux command:

e Installtmux on Linux: $ sudo yum install tmux

e Start a new tmux session, from your terminal execute: $ tmux

e List all the active tmux sessions: $ tmux 1s

e Detach from a tmux session and leave it running in the background: $ ctr1+B d
e Attach a tmux session running in the background: $ tmux attach

e Endatmuxsession: $ Ctrl+B &

97. Start a tmux session and connect to your Amazon Aurora MySQL using MySQL Shell on EC2.
S tmux

$ mysglsh <user>@<hostname>:<port-number>
-OR-

S mysglsh -u <user> -p -h <hostname> -P <port-number>

[ec2-user@ip-—

[ec2-user®ip- ~1$ mysqlsh admin@database-1-instance-1.c
—east-2.rds.amazonaws.com

MySQL Shell 8.1.1

Copyright (c) 2016, 2023, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Type '\help' or '\?' for help; '\quit' to exit.

Creating a session to 'admin@database-1-instance-1.( .us—east-2.rds.a
mazonaws.com'

Fetching schema names for auto-completion... Press AC to stop.

Your MySQL connection id is 22210

Server version: 5.7.12 MySQL Community Server (GPL)

No default schema selected; type \use <schema> to set one.
database-1-instance-1. . l.us—east-2Q> I

49 Migration Guide: Amazon Aurora to HeatWave MySQL on Oracle Cloud Infrastructure (OCl) ORACLE
Copyright © 2024, Oracle and/or its affiliates. Public


https://www.redhat.com/sysadmin/introduction-tmux-linux

o - S 7 A S e

98. Change to the JavaScript mode of MySQL Shell and run the util.copyInstance () utility to export all
Amazon Aurora MySQL data into HeatWave MySQL on OCI.
MySQL JS> \js
MySQL JS> util.copyInstance ('mysgl://admin@10.0.1.4', {"compatibility":
["force innodb", "skip invalid accounts", "strip definers",
"strip restricted grants", "strip tablespaces", "ignore wildcard grants",
"strip invalid grants", "create invisible pks"], users: "true", threads: 4,
dryRun:"true"})

Note: replace the username (admin) and IP address (10.0. 1. 4) with your HeatWave MySQL username and
IP address (not the Amazon Aurora MySQL username and IP address).
database-1-instance-1. .us—east-2JJREll> util.copyInstance('mysqgl://adm
in@10.0.1.4', {"compatibility": ["force_innodb", "skip_invalid_accounts", "strip_definer
s", "strip_restricted_grants", "strip_tablespaces", "ignore_wildcard_grants", "strip_inv
alid_grants", "create_invisible_pks"], users: "true", threads: 4, dryRun:"true"})
Please provide the password for 'admin@l0.0.1.4': skkkkskskk
Save password for 'admin@10.0.1.4'? [Yles/[Nlo/Ne[v]er (default No): Y
Copying DDL, Data and Users from in-memory FS, source: ip- 3306, target: w7gp
26pewjjmglaw:3306.

: dryRun enabled, no locks will be acquired and no files will be created.
NOTE: SRC: Backup lock is not supported in MySQL 5.7 and DDL changes will not be blocked

The dump may fail with an error if schema changes are made while dumping.

: Acquiring global read lock
WARNING: SRC: The current user lacks privileges to acquire a global read lock using 'FLU
SH TABLES WITH READ LOCK'. Falling back to LOCK TABLES.

SRC: The current user does not have required pr1v11eges to execute FLUSH TABLES W

ITH READ LOCK.

Backup lock is not supported in MySQL 5.7 and DDL changes cannot be blocked.

The gtid_mode system variable is set to OFF or OFF_PERMISSIVE.

The log_bin system variable is set to OFF or the current user does not have required
privileges to execute SHOW MASTER STATUS.
The con51stency of the dump cannot be guaranteed.

C: Unable to acquire global read lock neither table read locks.

Initializing - done
Util.copyInstance: While 'Initializing': Unable to lock tables: Consistency check has fa
iled. (MYSQLSH 52002)
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99. Running the above step 98 command may generate Errors regarding table locks (see step 98 image). If you
do encounter such problem (if and only if) run the same command as in step 98 but this time add an
additional option: consistent: "false" and re-runthe command
MySQL JS> util.copyInstance ('mysgl://admin@10.0.1.4', {"compatibility":

["force innodb", "skip invalid accounts", "strip definers",

"strip restricted grants", "strip tablespaces", "ignore wildcard grants",
"strip invalid grants", "create invisible pks"], users: "true", threads: 4,
dryRun:"true", consistent: "false"})

Note: replace the username (admin) and IP address (10.0. 1. 4) with your HeatWave MySQL username and
IP address (not the Amazon Aurora MySQL username and IP address).
database-1-instance-1. .us—east-2.rdsjBEl> util.copyInstance('mysql:/
/admin@10.0.1.4', {"compatibility": ["force_innodb", "skip_invalid_accounts", "strip_def
iners", "strip_restricted_grants", "strip_tablespaces", "ignore_wildcard_grants", "strip
_invalid_grants", "create_invisible_pks"], users: "true", threads: 4, dryRun:"true", con
sistent: "false"})
Copying DDL, Data and Users from in-memory FS, source: ip 23306, target: w7gp
26pewjjmglaw:3306.
SRC: dryRun enabled, no locks will be acquired and no files will be created.
Initializing - done

1 out of 5 schemas will be dumped and within them 3 tables, © views.

2 out of 3 users will be dumped.
Gathering information - done
WARNING: SRC: The dumped value of gtid_executed is not guaranteed to be consistent
SRC: Checking for compatibility with MySQL Database Service 8.1.1
NOTE: S MySQL Server 5.7 detected, please consider upgrading to 8.0 first.
S Checking for potential upgrade issues.

The MySQL server at

database-1-instance-1. .us—east-2.rds.amazonaws.com:3306, version

5.7.12 - MySQL Community Server (GPL), will now be checked for compatibility

issues for upgrade to MySQL 8.1.1...

[... output truncated]
Starting data load
?% (0 bytes / ?), 0.00 B/s, @ / 3 tables done
Recreating indexes - done
Executing common postamble SQL
No data loaded.
@ accounts were loaded
@ warnings were reported during the load.

Dump_metadata:
Binlog_file: '!
Binlog_position: ©
Executed_GTID_set: '!

UYElelll database-1-instance-1.

.us—east-2.rds|NEg>
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Note:

e util.copyInstance (connectionDatal[, options]):MySQL instance copy utility enables
copying of an entire instance to another server. By default, this utility includes all schemas, users,
indexes, routines, and triggers. See Copy Utilities.

o connectionData: Defines the connection details for the destination server you want to
copy to.

e compatibility: Apply the specified requirements for compatibility with HeatWave MySQL for all
tables in the dump output, altering the dump files as necessary.

o force innodb: Change CREATE TABLE statements to use the InnoDB storage engine for
any tables that do not already use it.

o skip invalid accounts: You cannot export a user that has no password defined. This
option skips any such users.

o strip definers: Remove the DEFINER clause from views, routines, events, and triggers,
so these objects are created with the default definer (the user invoking the schema), and
change the SQL SECURITY clause for views and routines to specify INVOKER instead of
DEFINER. HeatWave MySQL requires special privileges to create these objects with a definer
other than the user loading the schema. If your security model requires that views and
routines have more privileges than the account querying or calling them, you must manually
modify the schema before loading it.

o strip restricted grants: Certain privileges are restricted in the HeatWave MySQL.
Privileges such as RELOAD, FILE, SUPER, BINLOG _ADMIN, and SET_USER_ID. You cannot
create users granting these privileges. This option strips these privileges from dumped
GRANT statements.

o strip tablespaces: Tablespaces have some restrictions in HeatWave MySQL. If you
need tables created in their default tablespaces, this option strips the TABLESPACE= option
from CREATE TABLE statements.

o ignore wildcard grants:If enabled, ignores errors from grants on schemas with
wildcards, which are interpreted differently in systems where the partial_revokes system
variable is enabled.

o strip invalid grants:If enabled, strips grant statements that would fail when users are
copied, such as grants referring to a specific routine that does not exist.

o create invisible pks: Primary keys are required by High Availability and HeatWave. If
you intend to export data for use in a highly available DB system or a HeatWave DB system,
add primary keys as they are not defined on the tables. This compatibility flag adds invisible
primary keys to each table that requires them.

e users!Include (true) or exclude (false) users and their roles and grants in the dump.

e threads: (Optional) The number of parallel threads to use to copy chunks of data from the MySQL
instance. Each thread has its own connection to the MySQL instance. The default is 4. The copy
utilities require twice the number of threads, one thread to copy and one thread to write. If threads is
set to N, 2N threads are used.

e dryRun: Displays information about the copy with the specified set of options, and about the results
of HeatWave MySQL Service compatibility checks but does not proceed with the copy. Setting this

option enables you to list out all the compatibility issues before starting the copy.
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e consistent: Enable (true) or disable (false) consistent data copies by locking the instance for
backup during the copy.

100. Once you have run the command in step 98/99 and did not see any errors in the output (warnings
are okay), run the same step 98/99 command but this time change the dryRun option to false.
MySQL JS> util.copyInstance ('mysgl://admin@10.0.1.4', {"compatibility":

["force innodb", "skip invalid accounts", "strip definers",

"strip restricted grants", "strip tablespaces", "ignore wildcard grants",
"strip invalid grants", "create invisible pks"], users: "true", threads: 4,
dryRun:"false", consistent: "false"})

Note: replace the username (admin) and IP address (10.0. 1. 4) with your HeatWave MySQL username and

IP address (not the Amazon Aurora MySQL username and IP address).

database-1-instance-1. .us—east-2.rdsjREl> util.copyInstance('mysql:/
/admin@10.0.1.4', {"compatibility": ["force_innodb", "skip_invalid_accounts", "strip_def
iners", "strip_restricted_grants", "strip_tablespaces", "ignore_wildcard_grants", "strip
_invalid_grants", "create_invisible_pks"], users: "true", threads: 4, dryRun:"false", co
nsistent: "false"})

Copying DDL, Data and Users from in-memory FS, source: ip: 23306, target: w7gp
26pewjjmglaw:3306.

Initializing - done

SRC: 1 out of 5 schemas will be dumped and within them 3 tables, 0 views.

SRC: 2 out of 3 users will be dumped.

Gathering information - done

WARNING: SRC: The dumped value of gtid_executed is not guaranteed to be consistent
SRC: Checking for compatibility with MySQL Database Service 8.1.1

[... output truncated]
100% (5.30K rows / ~5.30K rows), 0.00 rows/s, 0.00 B/s
SRC: Dump duration: 00:00:01s
SRC: Total duration: 00:00:02s
SRC: Schemas dumped: 1
SRC: Tables dumped: 3
SRC: Data size: 194.61 KB
SRC: Rows written: 5302
SRC: Bytes written: 194.61 KB
SRC: Average throughput: 166.71 KB/s
Executing common postamble SQL
100% (194.61 KB / 194.61 KB), 0.00 B/s, 3 / 3 tables done
Recreating indexes — done
3 chunks (5.30K rows, 194.61 KB) for 3 tables in 1 schemas were loaded in 1 sec (av
g throughput 194.61 KB/s)
1 accounts were loaded
@ warnings were reported during the load.

Dump_metadata:
Binlog_file: '
Binlog_position: ©
Executed_GTID_set: ''

Ele]M database-1-instance-1. . .us—east-2.rdsjsEl> I

Note: once the MySQL Shell copy utility finishes, all your data will be copied over from Amazon Aurora
MySQL to HeatWave MySQL on OCI. This completes the migration process. You can end your tmux session.
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VI) (Optional) On OCI, use the Cloud Shell to verify whether the data was migrated successfully from Amazon

Aurora MySQL to HeatWave MySQL on OCI.

101. Login to OCI, navigate to the top right corner and click on Developer tools right next to your OCI

Region.

ORACLE Cloud  searl ces, s enta nd Marketplace

Get started Dashboard

US East (Ashburn) \v/ [:l @ @ g

Developer tools

102. Click Cloud Shell.

US East (Ashburn) v Q @ @ g

Cloud Shell

Code Editor
N B

103. Within a few minutes, you will be connected to the OCI Cloud Shell like below:

Network: Public v~

Cloud Shell

Your Cloud Shell machine comes with 5GB of storage for your home directory.

East (Ashburn).
You are using Cloud Shell in tenan| as an OCI local user

Type ‘help® for more info.
icloudshell:~ (us—ashburn-1)$

Terms of Use and Privacy ~ Cookie Preferences

L
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Your Cloud Shell (machine and home directory) are located in: US
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104. Click on the down arrow next to Network: Public and select Private network definition list.
— ORACLE Cloud  searchresources, services, documentation,
Network: Public

Cloud Shell

Network: Public

Cloud Shel

Private network definition list

Ephemeral private network setup

105. On the Private network definition list form, select Create private network definition.
= ORACLE Cloud Searchresources, services, documentation, and Marketplace US East (Ashburn) v Ll \i‘ @ g

View Network: Public

Private network definition list

You are using public network.

You can have a maximum of 5 favorite private network definitions. They are listed in the private network list.

Cloud Shell

Create private network definition
Favorite Name Subnet Last used
No items found

Showing Oitems < 1of1 >

55 Migration Guide: Amazon Aurora to HeatWave MySQL on Oracle Cloud Infrastructure (OCI) ORACLE
Copyright © 2024, Oracle and/or its affiliates. Public



106.

Enter a private network definition name. From the VCN in <compartment-name> dropdown,

select the VCN associated with HeatWave MySQL. For Subnet in <compartment-name> dropdown, select
the private subnet. Leave the Network security groups as-is and check the box where it says Use as active

network. Click Create.
Create private network
definition
Name
MySQL-HW-CS

VCN in -root) (Change compartment)
MySQL-VCN

Subnet in fjjllroot) (Change compartment)
private subnet-MySQL-VCN

Network security groups (Optional)

Network security groups in -(root)
(Change compartment)

S X

+ Another NSG

Use as active network

-

Help

<>

Copyright © 2023, Oracle andjor its affiliates. All rights reserved.

107. Click Close.

= ORACLE Cloud

Cloud Shell

Your Cloud Shell machine comes with 5GB of stord

East (Ashburn).
You are using Cloud Shell in tenancy as

Type “help’ for more info.
1 icloudshell:~ (us-ashburn-1)$

Terms of Use and Privacy ~ Cookie Preferences
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Search resources, services, documentation, and Marketplace

US East (Ashburn) v _/;

Private network definition list Help

You are using private network "MySQL-HW-CS".

You can have a maximum of 5 favorite private network definitions. They are listed in the private network list.

Favorite Name Subnet Last used

i\f MySQL-HW-CS ..ycirydma Show Copy

Showing 1 item 1of1

Default network

Select default network description

Public o

Close

Copyright ® 2023, Oracle andjor its affiliates. All rights reserved.
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108. Within a few minutes, you will be able to access your private subnet (where HeatWave MySQL
resides) from the Cloud Shell. You should see the Network change from Public to the private network
definition name that you entered in step 106.

Network: MySQL-HW-CS Detalls

Cloud Shell

1009. From the Cloud Shell terminal, login to your HeatWave MySQL instance (by providing the username
and private IP of HeatWave MySQL) using MySQL Shell to validate whether the migration was successful:
$ mysglsh <user>@<hostname>:<port-number>

-OR-
S mysglsh -u <user> -p -h <hostname> -P <port-number>

. @cloudshell:~ (us—-ashburn-1)$ mysqlsh admin@10.0.1.4
Please provide the password for 'admin@l0.0.1.4': sckkskkkkok
Save password for 'admin@l0.0.1.4'? [Y]es/[N]lo/Ne[v]er (default No): Y
MySQL Shell 8.0.34-commercial

Copyright (c) 2016, 2023, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Type '\help' or '\?' for help; '\quit' to exit.

Creating a session to 'admin@l0.0.1.4'

Fetching schema names for auto-completion... Press ~C to stop.
Your MySQL connection id is 180 (X protocol)

Server version: 8.0.34-u3-cloud MySQL Enterprise - Cloud

No default schema selected; type \use <schema> to set one.
10.0.1.4:33060+ ss1 R~
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110. Change to the SOL mode of MySQL Shell and run the below commands:
MySQL JS> \sql
MySQL SQL> SHOW SCHEMAS;
MySQL SQL> SHOW TABLES IN <schema-name>;

10.0.1.4:33060+ ss1 EE> \sql

Switching to SQL mode... Commands end with ;

Fetching global names for auto-completion... Press ~C to stop.
10.0.1.4:33060+ ssl | SQL > SHOW SCHEMAS;

information_schema
mysql

mysql_audit
performance_schema
Sys

rows in set (0.0009 sec)

SN 10.0.1.4:33060+ ss1 [ SQL > SHOW TABLES IN world;

| country
| countrylanguage |

3 rows in set (0.0018 sec)
VAN 10.0.1.4:33060+ ss1 @ SQL >

111. You can run the below query on every table that you have for your Amazon Aurora MySQL and
HeatWave MySQL on OCI to ensure that the row count matches on both sides:
MySQL SQL> SELECT COUNT (*) FROM <schema-name>.<table-name>;
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Here is our row count comparison for Amazon Aurora MySQL and HeatWave MySQL:

Amazon Aurora MySQL row count:

database-1-instance-1. . J.us-east-2.rdsf'SQE"> USE world;

Default schema set to ‘world'.

Fetching global names, object names from ‘world® for auto-completion... Press ~C to stop.
database-1-instance-1. 70 .us-east-2/world "SQL"> SELECT COUNT(x) FROM city;

1 row in set (0.0019 sec)
UVAlelMl database-1-instance-1. ~l.us—east-2 world @ SQL > SELECT COUNT (%) FROM country

1 row in set (0.0008 sec)
VAol database-1-instance-1. . .us—east-2 world SQL > SELECT COUNT(x) FROM country
language;

10.0.1.4:33060+ ss1 [ SQL > USE world;

Default schema set to “world'.

Fetching global names, object names from ‘world® for auto-completion... Press ~C to stop.
10.0.1.4:33060+ ssl world SQL > SELECT COUNT(x) FROM city;

1 row in set (0.0120 sec)
UVEINY 10.0.1.4:33060+ ss1 ' world SQL > SELECT COUNT(%) FROM country;

1 row in set (0.0050 sec)
10.0.1.4:33060+ ss1 'world "SQL"> SELECT COUNT(*) FROM countrylanguage;

1 row in set (0.0086 sec)
YA 10.0.1.4:33060+ ss1 world SQL >

113. After validating, you can have your application/s point to the new HeatWave MySQL instance on OCI.
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VII) (Optional) On OClI, if the HeatWave option was enabled during HeatWave MySQL DB creation, add the HW
Cluster and load data from MySQL InnoDB storage into the HW Cluster using automation.

114. Login to OCI. Click on the navigation menu, go to Databases, and click HeatWave MySQL.

115. Click on the name of your HeatWave MySQL instance to go to the DB System Details page.
US East (Ashburn) v Q Q) @ (o)

= ORACLE Cloud  search resources, services, documentation, and Marketplace

MySQL HeatWave DB systems in -(root) Compartment
DB systems Actions v
Backups o
Name DB system state | Crash recovery = Delete High cluster
Channels
MySQL-HW @ Active ® Enabled Enabled Disabled Disabled

Configurations
0 selected

= ORACLE Cloud  search resources, services, documentation, and Marketplace

MySQL HeatWave » DB systems » DB system details
Edit Start Stop Restart More actions v
DB system information Connections Tags

General information

OCID: ...xfzgdpgbqq Show Copy.

ACTIVE Description: - Edit
COmpartmen-
Created: Tue, Aug 15, 2023, 16:19:42 UTC
116. Click More actions and click Add HeatWave cluster.

= ORACLE Cloud search resources, services, documentation, and Marketplace

MySQL HeatWave » DB systems » DB system details
MySQL-HW

Edit Start Stop Restart More actions v
Restore to a new DB system

i i Ce¢
DB system information Edit backup plan

General information = Create manual backup

OCID: ..xfzgdpgbqq Show Copy Enable high availability

ACTIVE

Description: - Edit Disable crash recovery

Companment-
Add HeatWave cluster
Created: Tue, Aug 15, 2023, 16:19:4

Last updated: Fri, Aug 25, 2023, 12 Create channel
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High availability

High availability: Disabled Enable @

HeatWave

HeatWave cluster: Disabled Edit @

High availability

High availability: Disabled Enable @

HeatWave

HeatWave cluster: Disabled Edit (7)

Created

Tue, Aug 15, 2023, 16:19:42 UTC

Showing 1item ¢ 1of1 >

US East (Ashburn) v/ N e 40

US East (Ashburn) v Q l,’i/ @ Q

ORACLE
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117. Click Estimate node.

= ORACLE(

Add HeatWave cluster

Add a HeatWave cluster to the DB system MySQL-HW with shape MySQL.HeatWave.VM.Standard.|What shapes support HeatWave?|

Configure HeatWave cluster

Select a shape

HeatWave.512GB
CPU core count: 16
Memory size: 512 GB Change shape

Max network bandwidth: 16Gbps

Node
1
Specify a number between 1 and 64.
| MySQL HeatWave Lakehouse (7)
Enables you 1o use data from Object Storage.
Memory: 512 GB

Estimate node
Thi minutes

Cangel

Terms of Use and Privacy ~ Cookie Preferences Copyright @ 2023, Oracle andjor its affiliates. All rights reserved.

118. Click Generate estimate. This step will estimate the number of HeatWave nodes required by
selecting the schemas or tables you want to analyze with HeatWave.

US East (Ashbur) v [63] _w @
Estimate node

Estimate number of required nodes by selecting the schemas or tables you want to analyze with HeatWave. This operation takes few minutes to
complete.

| Generate estimate |

No schema information available.

Apply estimated node Cancel

Copyright @ 2023, Oracle andfor its affiliates. All rights reserved.

Terms of Use and Privacy  Cookie Preferences
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119. Within a few minutes, the list of your schemas that are in the MySQL InnoDB storage engine will be
listed. Check the box next to the schema or table name that you wish to load in HeatWave for query
acceleration and to run OLAP and ML workloads - alongside OLTP.

= ORACLE Se : cumentation, and A ce US East (Ashburn) v E ; @ i3] 0

Estimate node

Estimate nl.&p)ber of required nodes by selecting the schemas or tables you want to analyze with HeatWave. This operation takes few minutes to
complete.

| Regenerate estimate

Last estimate was generated on Fri, Aug 25, 2023, 12:33:20 UTC.

|\_ Name Memory estimate Information

| . world 9MB Number of tables: 3 ~ ‘

Total memory selected: 0 Bytes

I HeatWave.512GB s ‘

Summary

No schema or table selected.
Select the schemas and tables to use for the node estimate.

| Apply estimated node Cancel

Copyright ® 2023, Oracle andfor its affiliates. All rights reserved.

Terms of Use and Privacy ~ Caokie Preferences

120. After selecting the schemas or tables, scroll down on that page until you see the Load command.
Copy the CALL sys.heatwave_load command and save it. Click Apply estimated node.
cumentation, and Marketplace useastashum) v [ O 2 & O

Estimate node

Estimate nuGrriber of required nodes by selecting the schemas or tables you want to analyze with HeatWave. This operation takes few minutes to
complete.

Regenerate estimate |
Last estimate was generated on Fri, Aug 25, 2023, 12:33:20 UTC.

world 9IMB Number of tables: 3 v |

Name Memory estimate Information ~ |

Total memory selected: 9 MB

HeatWave.512GB ) |

Summary

HeatWave.512GB

CPU core count: 16
Memory size: 512 GB
Max network bandwidth: 16Gbps

Node: 1 (7)
Total memory required: 9 MB
Total memory: 512 GB

ated node Cancel

Copyright ® 2023, Oracle andjor its affiliates. All rights reserved.

L Terms of Use and Privacy  Cookie Preferences
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_ 2 ‘
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L
‘Specify a number between 1 and 64. Load command

| MySQL HeatWave Lakehouse (3)

The following command loads the selected schemas or tables into HeatWave.
Enables you to use data from Object Storage.

Connect to the DB system using the MySOL client of your choice, and run the command after the HeatWave cluster is provisioned. @

Memory: 512 GB CALL sys.heatwave load(JSON ARRAY('world'), HULL);

o

This operation can take saveral minutes to complets.

m Cancel Apply estimated node [EeEUGE]

Terms of Use and Privacy  Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.

121. Executing the previous step will change the HeatWave node count depending on the data you have
selected to load into HeatWave’s in-memory engine. Click Add HeatWave cluster to finish the HeatWave
cluster creation process.

= ORACLE Cloud s c ace US East (Ashburn) v

Add HeatWave cluster

Add a HeatWave cluster to the DB system MySQL-HW with shape MySQL.HeatWave.VM.Standard. What shapes support HeatWave?

Configure HeatWave cluster

Select a shape

HeatWave.512GB

CPU core count: 16

Memory size: 512 GB Change shape
Max network bandwidth: 16Gbps

Node
1
Specify a number between 1 and 64.
MySQL HeatWave Lakehouse (i)
Enables you 1o use data from Object Storage.
Memory: 512 GB

Estimate node

Th ti minutes 1Pk

/e cluster Cancel
Terms of Use and Privacy ~ Cookie Preferences ‘Copyright @ 2023, Oracle andfor its affiliates, Al rights reserved
122. The HeatWave cluster will be ready within a few minutes. You should see the HeatWave state change
from Creating to Active.

CLE Cloud  Search resources vices, documentation, and Marketplace US East (Ashburn) v

MySQL HeatWave » DB systems » DB system details
MySQL-HW

Edit Start Stop Restart More actions v

DB system information Connections Tags
General information High availability
OCID: ...xfzgdpgbqq Show Copy. High availability: Disabled Enable
SCTIVE Description: - Edit
Compartment:- HeatWave
Created: Tue, Aug 15, 2023, 16:19:42 UTC HeatWave cluster: Details @
Last updated: Fri, Aug 25, 2023, 12:36:14 UTC State: @ Creating
Lakehouse: Disabled (7)
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= ORACLE Cloud search resources, services, documentation, and Marketplace US East (Ashburn) v Q \é) @ Q

MySQL HeatWave » DB systems » DB system details
MySQL-HW

Edit Start Stop Restart More actions v

DB system information Connections Tags
General information High availability
OCID: ... xfzgdpgbgq Show Copy High availability: Disabled Enable @
ACTIVE & 2
Description: - Edit
compartmen| N HeatWave
Created: Tue, Aug 15, 2023, 16:19:42 UTC HeatWave cluster: Details Edit @
Last updated: Fri, Aug 25, 2023, 12:36:14 UTC State: @ Active
123. Connect to your HeatWave MySQL system using MySQL Shell via Cloud Shell.
$ mysglsh <user>@<hostname>:<port-number>

-OR-
$ mysglsh -u <user> -p -h <hostname> -P <port-number>

.@cloudshell:~ (us—ashburn-1)$ mysqlsh admin@10.0.1.4
Please provide the password for 'admin@l0.0.1.4': sckkskkkokk
Save password for 'admin@l0.0.1.4'? [Y]es/[N]o/Ne[v]er (default No): Y
MySQL Shell 8.0.34-commercial

Copyright (c) 2016, 2023, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Type '\help' or '\?' for help; '\quit' to exit.

Creating a session to 'admin@l0.0.1.4'

Fetching schema names for auto-completion... Press ~C to stop.
Your MySQL connection id is 180 (X protocol)

Server version: 8.0.34-u3-cloud MySQL Enterprise - Cloud

No default schema selected; type \use <schema> to set one.
10.0.1.4:33060+ ss1 ESEN>
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124.

Switch to the SQL mode of MySQL Shell and execute the Load command that we had copied earlier
to load data into HeatWave from the MySQL InnoDB storage.

MySQL JS> \sql

MySQL SQL> CALL sys.heatwave load(JSON ARRAY ('world'), NULL);

Note: replace the sys.heatwave load command with what you have.

10.0.1.4:33060+ ss1 'world [EEl> \sql
Switching to SQL mode... Commands end with ;
10.0.1.4:33060+ ss1 world 'SQL > CALL sys.heatwave_load(JSON_ARRAY('world'), NULL);

—_— 4

| INITIALIZING HEATWAVE AUTO PARALLEL LOAD |

e

| Version: |

|

| Load Mode: rmal

| Load Policy: disable_unsupported_columns |

| Output Mode: normal |

| |
+

.- @~~~

6 rows in set (1.2477 sec)

- s

| OFFLOAD ANALYSIS |

_ s

| Verifying input schemas: 1 |
| User excluded items: @

|
| SCHEMA OFFLOADABLE OFFLOADABLE SUMMARY OF
TABLES ISSUES

5

| Total offloadable schemas: 1

[... output truncated]
——
| LOADING TABLE
=
| TABLE (3 of 3): “world'. countrylanguage
| Commands executed successfully: 3 of 3
| Warnings encountered: @
| Table loaded successfully!

| Total columns loaded: 4

|

|

I

Table loaded using 1 thread(s)
Elapsed time: 213.26 ms

— e

8 rows in set (1.2477 sec)

4

| LOAD SUMMARY [

e —————————————————_——_—__,_—,——_—,———E—E—Eee———E—E—RYY —nnemmm——pnnny

|
TABLES TABLES COLUMNS LOAD
LOADED FAILED LOADED DURATION

|
|
____________ —_—— —_— |
24 1.16 s |

|

+

-

6 rows in set (1.2477 sec)

Query OK, @ rows affected (1.2477 sec)
LYE[IN 10.0.1.4:33060+ ss1 world SOL -

125. You now have a complete HeatWave MySQL cluster.
To learn more about using HeatWave, please visit our documentation.
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https://docs.oracle.com/en-us/iaas/mysql-database/doc/heatwave.html
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