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Is the database configured according to Oracle’s best practices?

What security controls are already in place?

What other security controls are available to me?

What users are in the database?

What access do users have?

What sensitive data is in this database?

What you don’t know can hurt you 
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From database security assessments

• No Database Security policies/strategy in place 
• No patching/patch management policy in place 
• No personalized accounts; No separation of duties; Over-privileged accounts
• No encryption of sensitive/regulated data 
• No monitoring/auditing in place 
• No password policies; Weak password management 
• Non-Production (DEV/TEST/TRAINING) systems with production data
• No cleanup of test/sample accounts
• No anonymization of data sent to third parties
• No OS hardening 

Top 10 findings 
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What is DBSAT?
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Assess your database security before hackers come knocking

Assess Configuration
Patches 
Data Encryption
Auditing policies 
OS file permissions
Database configuration
Listener configuration
Fine-grained access 
control

Identify Risky Users
Database accounts
User privileges 
User roles

Discover Sensitive Data
What type, where, and 
how much?

Sample pattern files for 
Greek, German, Dutch, 
French, Spanish, Italian, 
and Portuguese based 
data models as well.

Assessment Reports
Summary and detailed 
information
Prioritized, actionable 
and target specific 
recommendations
Mapping to EU GDPR, 
STIG and CIS 
Benchmark

Runs on 11g to 23c 
Oracle Databases.
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New in DBSAT 3.1 (January 2024)

Updated for Oracle Database 19c CIS 
Benchmark v1.2

• Added 10 CIS findings

• All CIS related findings updated to reflect changes in 
numbering scheme

Improved findings
• USER.NOEXPIRE

Improved logic and summary
• USER.APPOWNER

Optimizations to improve performance and reduce the level 
of detail

• ENCRYPT.TDE
Updated remarks to clarify the usage of 
the TABLESPACE_ENCRYPTION parameter and 
recommendations when upgrading to Oracle Database 23c 
and you are using a de-supported algorithm

Added findings
• USER.DEFAULTPROFILE

• PRIV.NETPACKAGEPUBLIC

• PRIV.FILESYSTEMPACKAGEPUBLIC

• PRIV.ENCRYPTPACKAGEPUBLIC

• PRIV.JAVAPACKAGEPUBLIC

• PRIV.JOBSCHPACKAGEPUBLIC

• PRIV.QUERYPACKAGEPUBLIC

• PRIV.CREDPACKAGEPUBLIC

• AUDIT.SYNONYMS

• CONF.DEFAULTPDBOSUSER

• CONF.PREAUTHREQUESTURL
On ADBs, checks for pre-authenticated URLs
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New in DBSAT 3.0 (November 2023)

Updated to STIG V2R8 for the Oracle Database
• Added 30 STIG findings

• Updated all STIG related findings to use STIG Group IDs

Added/Improved findings
• Added: Oracle Database 23c SQL Firewall

• Added: Five new Auditing findings

• Updated: All auditing findings updated

• Added one new finding on Sensitive Data and TSDP 

• Updated: INFO.PATCH, ENCRYPT.TDE, NET.ENCRYPT, 
USER. AUTHVERSION

• And more!

Discoverer
• Added India PAN and Aadhaar Number sensitive types

Improved clarity and quality
• All remarks and recommendations reviewed and updated 

• New one-line summary highlights the objective and 
context of each check.

• “Oracle Best Practices” findings clearly tagged.

• Remarks now include a mention of Oracle Database 23c 
desupported features

• Rule IDs are updated and expanded for better clarity

Core
• New command line option to exclude users (-u in report).

• Python is no longer required to run DBSAT

• Optimized performance to speed up data collection

• Added support for Linux 64-bit Arm and 23c
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USER.DEFAULTPROFILE

PRIV.NETPACKAGEPUBLIC

PRIV.FILESYSTEMPACKAGEPUBLIC

PRIV.ENCRYPTPACKAGEPUBLIC

PRIV.JAVAPACKAGEPUBLIC

PRIV.JOBSCHPACKAGEPUBLIC

PRIV.QUERYPACKAGEPUBLIC

PRIV.CREDPACKAGEPUBLIC

AUDIT.SYNONYMS

CONF.DEFAULTPDBOSUSER

CONF.PREAUTHREQUESTURL

USER.APPOWNER

USER.SHARED

USER.OBJOWNER

USER.OBJAUTHZ

USER.SECURITYOBJS

USER.GRANTOPTION

USER.SENSITIVEDATA

USER.IDLETIME

USER.TEMP

USER.DEV

USER.REPCAT

PRIV.OBJPUBLIC

AUTHZ.PASSWORDSCRIPTS

AUTHZ.DATAMASKING

AUTHZ.PKI

ACCESS.TSDP 

AUDIT.CONDITION

AUDIT.SHAREDPROXY

AUDIT.TABLESPACE

AUDIT.CLEANUPJOBS

AUDIT.DATAPUMP

AUDIT.STIGPOLICY

AUDIT.DATABASEVAULT

AUDIT.LABELSECURITY

ENCRYPT.TLSFIPS

CONF.CONTROLFILES

CONF.REDOLOGS

CONF.ARCHIVELOG

CONF.SQLFIREWALL

CONF.READONLYHOME

CONF.DBCOMPONENTS

CONF.JOB

CONF.SOURCEANALYSIS

NET.CONNECTIONLIMITS

OS.INSTALLATIONUSER

OS.MULTIDB

OS.CMANLOCAL

OS.DIAGNOSTICDEST

New findings
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Total findings: 132

DBSAT 3.0 (38)
DBSAT 3.1 (10)



Sample finding
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Rule ID

Detail of the 
Finding

Rationale and 
Recommendations

Mapping to 
Regulations

Applicable 
standards 
New OPB in 3.0

Can be Evaluate, 
Advisory, Low, 
Medium, or 
High Risk

A single sentence that describes 
what should be done New in 3.0



Oracle Best Practice (OBP)

Clearly identify checks that are Oracle best practices 

A check can be an OBP but not part of CIS or STIG because:

• Specialization: Oracle’s depth of knowledge
Oracle has a broader and deeper view on the Oracle Database and its features

• Release cycles: Oracle Database release cycle vs standard/framework updates
Releases occur at different times

• Technology updates: Oracle Database innovations
New features are introduced in every release, in patches, and can be backported

• Standard/Framework did not identify feature or do not recognize risk
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Oracle Best Practice
Example

Gradual Password Rollover was introduced in 
Oracle Database 19c in 2021 but still isn’t 
reflected in STIG or CIS.
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Oracle Database 23c desupport notices

Desupport notices list database features and parameters that are reaching or have reached their end-of-life 
so you can take proactive measures to phase out their usage.
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CIS findings in DBSAT (1/6)
Sample findings
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CIS findings in DBSAT (2/6)
Sample findings

Only for Autonomous Database Serverless targets
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CIS findings in DBSAT (3/6)
Sample findings
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CIS findings in DBSAT – Grants to PUBLIC (4/6)
Sample findings
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NEW in 3.1



CIS findings in DBSAT – Grants to PUBLIC (5/6)
Sample findings
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NEW in 3.1



CIS findings in DBSAT – Grants to PUBLIC (6/6)
Sample findings
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Sample findings
STIG findings
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• Users with multiple administrative privs – this 
might compromise SoD

• Top user from non Oracle-maintained accounts 
that own objects

• Possible shared accounts, including proxy users

M
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NEW in 3.0

Reduced details to list only 10 users that can access app 
owner objects, resulting in improved performance and 
smaller, more manageable reports.

Enhanced in 3.1



Oracle Database 23c SQL Firewall finding
Sample finding
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How can DBSAT Help?
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Assess your database security before hackers come knocking

Copyright © 2024 Oracle and/or its affiliates.22

Know Your 
Overall Database

Security
Posture

Know Your
Sensitive

Data

Know Your Users, 
Roles, and 
Privileges



How to Get Started?

Quick & Simple! 
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3-Step flow
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Run 
./dbsat collect

Run
./dbsat report

Run
./dbsat discover

1 2 3

2424



Collector & Reporter
Collects metadata information on users, roles, privileges, 
security configuration, and policies in place. Generates a 
Security Assessment report.

• Generates summary output with prioritized findings
Summary table with identified risks organized by domains: Basic 
information, user accounts, privileges and roles, authorization 
control, fine-grained access control, auditing, encryption, config, etc. 

• Over 120 detailed findings with remarks
Each finding contains a one line explanation of what is expected, a 
risk level, details, and remarks on best practices.

• References to Oracle Best Practices, CIS Benchmark, 
STIG Rules and GDPR articles/recitals
Along with Oracle Database security development organization best 
practices, there is a mapping to CIS, STIG rules, and EU GDPR 
articles and recitals.
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Discoverer
Scan column names and comments metadata to discover 
sensitive data. Generates a Sensitive Data Assessment report.

• Discovers sensitive data
Get summary and details on Sensitive Data Categories and Types 
(125+), tables, columns, rows, and risk levels.

• Provides recommendations on security controls 
Get recommendations on which security controls to put in place to 
protect your sensitive data.

• Customizable
Leverage the existing sample files to expand or adapt to your 
specific needs.
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What else?
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Periodic scheduled assessments, baselining, assessment history, drift report, user risk assessment



Data Safe helps secure Oracle database targets everywhere

Oracle Cloud Infrastructure Cloud@Customer

Multi-Cloud

GovCloud

On-Premises / OCI 
Compute

EE
SE

AuditUsers DiscoverAssess Mask Firewall

Data Safe
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Database Security Assessment
Instant feedback on configurations that may introduce unnecessary risk

Comprehensive assessment
• Security parameters
• Security controls in use
• User Roles and Privileges

Identify drift from best practices
• Set baselines
• Comparison reports
• Events and Notifications
• Assessment history
• Defer risks / change risk level
• Top 5 common control deficiencies

Actionable reports
• Prioritized recommendations
• Compliance mappings & filtering

(GDPR, STIG, CIS)
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User Risk Assessment
Reduce user risk by managing roles/privileges and policies

Identify over-privileged risky users
Identify user accounts, their privilege and role 
grants, their potential risk, and schema access 
details.

Individual target and fleet view

User Profile Insight
• Review their password parameters including their 

password complexity verification function.
• Identify users and profiles without password 

governance policies.
• Identify which profiles are assigned to which users.
• Identify discrepancies in user profiles password 

attributes across multiple targets.
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Oracle Audit Vault and Database Firewall

Oracle Audit Vault and Database Firewall (AVDF) 
is a complete Database Activity Monitoring 
(DAM) solution that combines native audit data 
with network-based SQL traffic capture.

Monitors privileged user activity
Understands what happened after an incident
Blocks unauthorized access
Alerts on suspicious activity
Simplifies regulatory compliance
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AVDF Database Security Posture Management

Security Assessment

Know your security 
configuration and 
identify drift from 
your accepted 
security baseline

Sensitive Data Discovery

Know what your 
sensitive objects are 
and where they are 
stored.

Privileged User Discovery

Know who your 
privileged users are 
and what 
permissions they 
have.

Audit Insights

Know how your 
sensitive data has 
been used by 
database users
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DBSAT vs. Data Safe vs. AVDF capabilities (2/2)
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Capabilities Data Safe AVDF DBSAT

Overall security configuration status Yes Yes Yes

Configuration drift detection and reporting Yes Yes -

User Risk Assessment/User Entitlement Reporting Yes Yes+ -

Sensitive Data Discovery Yes Yes* Yes*

Centralized management of assessment on multiple targets Yes Yes -

Historical reports and management Yes Yes -

Supports cloud, on-premises and Cloud@Customer targets Yes Yes Yes

Available as OCI Cloud 
Service

OCI Marketplace 
image or on-

premises 
installation

Command line

+ No risk scoring; AVDF entitlement report includes user role and privilege grants, system privilege grants,  object privilege grants - with drift.
* Checks only for column names and comments, but not data



DBSAT vs. Data Safe vs. AVDF capabilities (2/2)
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Capabilities Data Safe AVDF DBSAT

Configure deferred risks Yes - -

Top 5 common control deficiencies Yes - -

Security Controls in use Yes Yes Yes



Summary
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Easy to install and run

Download DBSAT 3.1 today from
https://www.oracle.com/security/database-security/assessment-tool/

Collect security config data by running ‘dbsat collect’ on the target
Run ‘dbsat report’  to generate security assessment report
Run ‘dbsat discover’ to generate sensitive data report

Available to all Oracle database customers with active support contract
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https://www.oracle.com/security/database-security/assessment-tool/


Action plan

Next 90 days
Update Data Security strategy 
to include database security 
best practices.

Monday Morning
Run DBSAT to assess your 
current database security state.

Next 30 days
Fix obvious mistakes and high 
risk findings.

Evaluate Data Safe or 
Audit Vault and Database 
Firewall.
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What is measured
gets done!

A data breach
impacts your business.

Plan. Trust is hard to build 
and easy to lose.



O.com: www.oracle.com/security/database-security/
Blog: https://blogs.oracle.com/database/category/db-security

NEW: eBook 5th Edition: www.oracle.com/securingthedatabase

Oracle LiveLabs - Try it yourself
• DBSAT: https://bit.ly/dbsat-livelab
• Data Safe: https://bit.ly/datasafe-livelabs
• AVDF: https://bit.ly/avdf-livelab
• Other Database Security: https://bit.ly/golivelabsdbsec

AskTOM Office Hours offers free, open Q&A sessions with Oracle Database 
PM/experts. We hold a LIVE session on the second Wednesday of each month, 
at 15:00 UTC here https://bit.ly/asktomdbsec

Learn More
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https://www.oracle.com/security/database-security/
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Q&A





Our mission is to help people see 
data in new ways, discover insights,
unlock endless possibilities.
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