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3. AVAN=IV AT AT ESALVR - F— - TPV ERZELET,

admin@quest:~$ su
Password:
root@quest# unzip -d QAS-Agents ¥
Quest_AuthenticationServicesSolarisAgents_403.zip
Archive: Quest_AuthenticationServicesSolarisAgents_403.zip
creating: QAS-Agents/add-ons/
creating: QAS-Agents/add-ons/smartcard/
creating: QAS-Agents/add-ons/smartcard/solaris8-sparc/
inflating: QAS-Agents/add-ons/smartcard/solaris8-
sparc/vassc_Sun0S_5.8 sparc-4.0.3.24_pkg
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creating: QAS-Agents/add-ons/siebel/
creating: QAS-Agents/add-ons/siebel/solarisl0-x64/
inflating: QAS-Agents/add-ons/siebel/solarisl0-x64/quest-mav_Sun0S-ap20-
3.6.7.1386.pkg
inflating: QAS-Agents/add-ons/siebel/solarisl0-
x64/vassiebelad_Sun0S_5.10_i386-4.0.3.24.pkg
creating: QAS-Agents/add-ons/siebel/solaris8-x86/

L1

root@quest# cd QAS-Agents
root@quest# ./install.sh

Quest Authentication Services Installation Script
Script Build Version: 4.0.3.24
Copyright 2011 Quest Software, Inc. ALL RIGHTS RESERVED.

Protected by U.S. Patent Nos. 7,617,501, 7,895,332, 7,904,949. Patents pending.

Host Name: quest
Operating System: SunOS 11 (x86_64)

Checking for recommended patches...Done
Checking for available software... Done
Checking for installed software... Done

Executing the following commands:
Install VAS Client (vasclnt)
Install VGP Client (vasgp)
License VAS (license)
Join the Active Directory Domain (join)

Do you wish to continue? (yes|no)? [yes]: yes

Executing command: “vascint’..

L1

Do you accept the Quest Software, Inc. agreement (yes|no) [no]: yes
L1

/opt/quest/share/oat/oat.msg

/opt/quest/share/oat/oat_adlookup.msg
/opt/quest/share/oat/oat_match.msg
/opt/quest/usr/lib/security/64/pam_vas3.so
/opt/quest/usr/lib/security/pam_vas3.so

[ verifying class <run> ]

## Executing postinstall script.

Registering vasd with SMF

WARNING: This system does not support a system wide global manpath.
You will need to set your MANPATH environment variable to /opt/quest/man,
or use "man -M /opt/quest/man <manpage>" to view the man pages.

Installation of <vasclnt> was successful.
vasclnt (4.0.3.24) installed.

Executing command: “vasgp®...
echo "y" | pkgadd -a "/tmp/vas-admin® -G -d "/home/admin/QAS-
Agents/client/solarisl0-x64/vasgp_Sun0S_5.10_i1386-4.0.3.24_pkg" all
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Processing package instance <vasgp> from </home/admin/QAS-
Agents/client/solarisl0-x64/vasgp_Sun0S_5.10_i386-4.0.3.24_pkg>

vasgp 4.0.3.24(amd64) 4.0.3.24

Copyright 2011 Quest Software, Inc. ALL RIGHTS RESERVED. Protected by U.S.
7,617,501, 7,895,332, 7,904,949. Patents pending.

L1

Installation of <vasgp> was successful.

vasgp (4.0.3.24) installed.

Executing command: "license”... Found existing licenses
Number of Unix Enabled users in use: 0

———QAS--—-

No licenses are installed.

---QAS Siebel---

No licenses are installed.

Would you like to install further licenses (yes|no)? [no]: yes

Please specify the full local path for each license file, e.g.
/tmp/licenses/licensel._txt.

Standard wildcards are also valid, e.g. /tmp/licenses/*.txt.
When all licenses have been installed press <enter> to quit.

Please specify full local path of license to install (<enter> to quit):
> /var/tmp/QAS-197-39181.txt

Installed "/var/tmp/QAS-197-39181.txt" ->
"/etc/opt/quest/vas/.licenses/QAS-197-39181 . txt

Please specify full local path of license to install (<enter> to quit):
>

Resulting license state:

Number of Unix Enabled users in use: 0
———QAS---

Number of Licensed Unix Enabled Users: XXXXX
Valid licenses: X
Number of days until license expires: XXXXX
---QAS Siebel---

No licenses are installed.
Executing command: "join®"...

Do you wish to join the host to an Active Directory domain at this time
(yes|no)? [yes]: yes

Checking whether computer is already joined to a domain ... no
Password for Administrator@EXAMPLE.COM: ADPASSWORD

Stopping daemon: vasd ... OK

Configuring forest root ... example.com ... OK

Patent Nos.
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Configuring site ... Default-First-Site-Name ... OK

Joining computer to the domain as host/quest.example.com ... OK
Joined using computer object "CN=quest,CN=Computers,DC=example,DC=com"
oK

Writing vas.conf ... OK

Populating misc cache ... OK

Preparing to apply Group Policy ... OK
Applying Group Policy Settings ... OK
Starting daemon: vasd ... OK

Caching Schema... OK

Caching Users... OK

Mapping mapped users ... OK

Processing user overrides... OK
Caching Groups... OK

WARNING: No Unix-enabled groups found in domain!
Processing group overrides... OK
Caching Srvinfo... OK

Caching Netgroups... OK

Configuring Name Service Switch ... OK
Configuring PAM Authentication ... OK

ZOBITIE QAST—IV TV FHAA VA M—ILEN. B AV A VA M—JUICBRITNTY
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Description: [

Offige: [
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e [E= ]

ok | cancel | s | W |

Figure2.A N Test&E WS 7 X b » A—F—DERL
I—T—%ER L5, I—F—DUNXT7 7R ZBMCTHLENDYFT BB3%ER) .

A N Test Properties 2=
Dialin | Environment | Sessions |
Remote conrol | Remole Deskiop Services Profile |
General | Address | Account | Profile | Telephones | Organization | Member OF |
Personal Vitual Desktop | COM+ [& Unix Account
[¥ Unienabled
User Name (sAMAccountName) | antest
UID Number 30532
Primary GID Number 1000
Primar oup Name nibou:

UID Number

The UID Numbe n Unix hosts.

The default v hash of the objectUID attribute. You
can change ﬂ'\e defau\tbehawor from the QAS Control Center.

ok || Camed | s | He
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3.

SERVICES STORAGE HETWORK SAN CLUSTER USERS PREFERENCES ALERTS

-~ DNS Properties Logs

D Back to Services 3 (1) 2012-2.6 08:49.28 Onine m
Domain Name Service

DNS is used to map host names ONS Domain

such as oracle.comto their

correspondng IP addresses. DNS DNS Senver(s) @ 192.168.1.80

is always erabled on your

sppliance, and can be configured Allow IPv4 non-DNS resolution [V

manually or based on your current
DHCP settings. In addtion, you may
elect to atterpt hostname
resalution using other directory
services (if configured)

Allow IPv8 non-DNS resolution

See Also
Help: DNS
Wikipedia: DNS

4. DNSHER DB
Sun ZFS Storage Appliance & Windows ADY —/N\—DBESHHARERR L TWE T SR LE T,

BUIT. TConfiguration] — [SERVICES] Z3ER L. [NTPJ 22 v o LTL{feEL, K5
IR EENRRENE T, 75 7 HIEWindows Active Directorytf —/\— ETEIEL T3 1
& (RDOEDClientTime)  BEIABIELTWA T E AR TEX T,

7 )i PP R . sl it
Wz Configuration Maintenance Shares """ Status
STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

O NTP Properties Logs

@ Back to Services 4 () 201226 15:18:24 Online REVERT APPLY

Network Time Protocol

Configure the network time NTP Settings Clock
protocol. If you choose to leave the

TP st vice ciablent. yi may () Discover NTP server via multicast address: Server Time 2012-2.6 15:19:33

manually set the time and dale to 224.011 Client Time 2012-2-6 15:19:33

match your time according to your ) : E—— ey
wieb browser. © Manually specify NTP server(s):

See Also & SERVER AUTH KEY

iz Pk 192 168.1.249 <None> ~

NTP Project

aveck K &2 NTP Authentication Keys

Mo NTP authentication keys have been established.
Click the € button above to add authentication keys_

X5. BETDRFAADHESR

ki<, TConfiguration] — [Services] — [Active Directory| %R L CAD\OEMEER
LE¥Y (RM6xB8) .
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5.

6.

SERVICES STORAGE HETWORK SAN

Services

CLUSTER USERS

PREFERENCES

ALERTS

Data Services

o NS Oniine 201226 142333 ¥4
o iscsl Onine 201226142156 ¥ B
o SMB Online 201226 142201 $3 &
CETP Oniine 201226 14:22:07 ¥4 O
® HTTP Disabled 201226 1421:15 ¥4 &
o NDMP Disabled 2012261421:16 ¥2 O
“ Remate Replication Online 201226 1421:41 ¥4 O
* Shadow Migration Online 2012-2:6 14:21:41 ¥2
U SFTP Oniine 2012.2.6 142155 ¥3 (O
@ SRP Disabled 201228 142118 ¥4 O
¢ TETP Disabled 201228 142158 ¥4 B
Y Virus Scan Disabled 201226 1421:16 €2

Directory Services

@ NS Disabled
< LDAP Disabled

Online
~ Identity Mapping Online

X6. Active DirectoryD#iR

SERVICES STORAGE HETWORK SAN

« Actve Dirscory

201226142333 ¥4 O
mizze142333 2 O
201226 142202 ¥3 (U

2012-2.6 142351 €2 O

CLUSTER USERS

PREFERENCES

ALERTS

Status

& Back to Services ## (1) 2012-2.5 08:48:46 Disabled

Active Directory Name Service
Cunfigure conrunicatin wilh o Made: Warkgroup
Microsoft Activs Directory Server. " =
Active Directory servers Workgroup: Lavemill
authenticate Windows users and R ———
1 i
share files over the SMB protocel. JOHI il ARG GEAINE

See Also
Help: Active Directory.

Microsoft Active Directory
Technology Center

Wikipedia: Active Directory

7. JOIN DOMAIN®D;&EIR

RAAVEREE D - —OFEMIBHRE AT LT, ADITEINEHE 5Sun ZFS Storage Appliance
EEMCLETD,

To join a domain, enter the Active Directory domain, an administrative users name, and

the administrative password below.
:
Administrative Password:

Additional DNS Search Path:

Active Directory Domain

|

8. ADEEEDFHMIFERDOAS
EBICEMT 2L KODLSBEELNRTEINET,
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Configuration  Maintenance 77 status | Analytics

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS
[=] Services © Active Directory Status  Logs
& Back to Services ¥4 (U 201226 14:22:02 Online

Active Directory Name Service

Configure communication with a Mode: Domain
Microsoft Active Directory Server.

Active Directory servers Domain: example.com

authenticate Windows users and Selected Domain Controller: w2k8-ad.example.com (192.168.1.80)

share files over the SMB protocol.
JOIN DOMAIN § JOIN WORKGROUP

See Also
Help: Active Directory

Microsoft Active Directory
Technology Center

Wikipedia: Active Directory

9. AD\DIEEES

T ANMESEEINEEE AR =T VT - VAT LAY —FOTF > TERWNT
EHERTAYE—IDKRRENDH. I—F—ZE/NXT— FHELWVFEIE. LAN Manager
DEBELN)VE LNV2ACEET BHENH Y ET,

INERITT BIciE. TConfiguration] — Services] — [SMBJ A3#IRL £ (K105ER) o

‘Analytics
SERVICES STORAGE NETWORK SAN CLUSTER USERS PRE‘FERENCES ALERTS

| rConTiguration |

Data Services

Y NFS Onine 201226133330 ¥4 O
@ iscsl Onine  2012-2.6 0814924 ¥ U
u onine 2012-26 13:33:30 ¥ O
= onine  2012-2.5 08:49:37 ¥4 Q)
o HTTP Disabled 201226 064845 2 O
o NDMP Disabled 201226 0g:4gids ©2 ()

“ Remote Replication Oniine 201226 08:45:11 ¥4 O

S S Ll

B110. LAN Manager® Bt LIV DRERL (1)
LAN Manager®B#aE LNV E2ITEE LT, TAPPLY] Z71) v o LEYT (K11ESH) ,
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Configuration  Maintenance

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

[B] Services -~ SMB Properties Autohome Local Groups Logs
& Back to Services 4 (U 2012-2.6 14:22.01 Onine REVERT APPLY

‘Windows File Sharing
Provide access to filesystems _
using the SMB protocol To share & System comment |ZFS Storage Appliance
filesystem using SWB, select Idle session timeout
Shares from the main navigation,

edit a filesystem or project, and ) No timeout

select Protocols. .
Preferred domain controller I:l

See Also

seconds

Help: SWB Active Directory site I:l
‘Wikipedia: Server Message Block Maximum # of server threads | 1024

Enable Dynamic DNS
Enable oplocks
Restrict anonymous access to share list

prmary S somer ]
Secondary WS sever [ ]

Excluded IP addresses for WINS &
LAM Manager compatibility level 2%

SMB signing enabled
SMB signing required

B11. LAN ManagerO B#4 LNV D#ERL (2)
COFIBHZT Lizs. FIB3HSP UGB LTLEEL,

[Configuration] — [Services| — [ldentity Mapping| Z3&RLC. @HI BIvEVY -
IW—IVEBR LET (M122588) .

Configuration’ ! Maintenance

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

Data Services

o NFS Oniine 2012-26 142333 ¥4
©iscsl Onine  2012-2.6 14:21:56 ¥2 )
“ SMB Oniine 201226 142201 ¥4 B
° FTP Online 2012-2.6 1422:07 ¥4 U
9 HTTP Disabled 201226 14:21:15 ¥4 (O
¢ NDMP Disabled 201226 1421:16 ¥4 (U
“ Remote Replication Online 201226 14:21:41 ¥4 O
~ Shadow Migration Online 2012-2.65 14:21:41 ¥2 O
o SFTP Onine  2012-2.6 14:21:55 ¥# (O
© sRP Disabled  2012-2.6 14:21:16 ¥4 ()
 TFTP Disabled 201226 14:21:58 ¥4 O
© Virus Scan Disabled 201226 1421:16 ¥4 (U

Directory Services

¢ NS Disabled 201226142333 74 O
¢ LDAP Disabled 2012-26 142333 ¥4
“ Active Directory Oniine 201226 14:22:02 ¥4 )
< Onine 201226 14:23:51 ¥4 )

&12. Identity Mapping (IDv E>4) DER

RvEYT - E—FHADMUILGZE>TWAZ LERRLET (KI3EER) . BEELILHEIE
lApply] 2 U w2 LTLIEEW,
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SERVICES STORAGE HETWORK SAN CLUSTER USERS PREFERENCES

ALERTS

& Services - ldentity Mapping Properties Rules Mappings Logs
& Back to Services 2 (1) 2012-2-6 14:23:51 Online REVERT
Identity Mapping Service
Establish mappings between Mapping mode
Viindows entities and Unix IDs. Al Rule-bassd
users are granted temporary AD Adtribute - Unix User Name D based
credentials by default unless irectory-base
specifically excepted AD Attribute - Unix Group Name
See Also Native LDAP Attribute - Windows User Name

Help: Identity Mapping

13. *wvE> 7 - E— FIDMUD:ER

EREGE{EDHE?

EEICHET BT EXEERT Bicdbic. 1— —antesthHFiE 9 % Sun ZFS Storage Appliance k(<
QUEST-testE WO BT A IVADEREIN TWE T, TOHREB T +/VAWICIE FrE&antest (A
N TestDUNIX/\—2 3 >DI1—H—2) LUIADTNTDMERHIEIFRENIzSecret& WD 7+ /L4
Db ET, Secret” # )L ZDWindows T/NT A DAZ ) =2 3w RO LS ICRRINE
T, TNEDT A+ /VAIE. Windows ADY =1 7>k _ED. Sun ZFS Storage Appliancell & > Tt

TNBHBE T A IVAITIERINTEH Y. Oracle Solaristh —/\—H5&7 7 v A TEX T,
x
Genersl Securty | Previous Versions I Customize I

Object name:  “\zfssa“QUEST4est \Secret

Group or user names:

A N Test (antest

To change pemissions, click Edi. Edit...

Permmissions for A N Test Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

LANAS

-

For special permissions or advanced settings, Ad = |
click Advanced. =

Leam about access control and permissions

ok | cance | serp |

X14. QUEST-test¥SecretDHIRE N HEfR

TFAL - 771V antest 11— —(C Lo TSecretT 1« L7 M JITERRENTH Y. ET5IT,
HIBRDIEWNTFTF X+ 774 (Test Document.txt) HQUEST-testIBF 7+ /LA DrootT «

L7 b UIERENTOE T,
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KDSolaris CLIZw & 3 ik, WindowsIRIBCEEAIN TWAEYAMERD. IDX Y 27 EQASIC
SOTREIN B —EXITLY ., SolarisIRIBICERICBBEIN I EAERLTVET,

login: antest

Password: <Windows AD Password>

Oracle Corporation SunOS 5.11 11.0 December 2011
antest@quest$ cd /net/zfssa/export/QUEST-test
antest@quest$ Is —alR

total 16

drwxr-xr-x+ 3 antest other 4 Feb 6 14:24 .
drwxr-xr-x+ 4 root root 255 Feb 6 14:21 ..
drwx----—- + 2 antest nobody 3 Feb 6 14:25 Secret

-rwxr--r-- 1 antest antest 26 Feb 6 14:10 Test Document.txt.txt
antest@quest$ Is -alR

total 16

drwxr-xr-x+ 3 antest other 4 Feb 6 14:24 .
drwxr-xr-x+ 4 root root 255 Feb 6 14:21 ..
drwx----—- + 2 antest nobody 3 Feb 6 14:25 Secret

-rwxr--r-- 1 antest antest 26 Feb 6 14:10 Test Document.txt.txt

./Secret:

total 8

drwx----—- + 2 antest nobody 3 Feb 6 14:25 .

drwxr-xr-x+ 3 antest other 4 Feb 6 14:24 ..

—rWX--———— + 1 antest nobody 82 Feb 6 14:26 My PIN Collection.txt

antest@quest$ logout

;T BIDAD UNXH IS I —H—TSolaristr—/\—lcad 4> LT, #BET7AILAERRLE T,

login: lookyloo

Password: <Windows AD Password>

Oracle Corporation SunOS 5.11 11.0 December 2011
lookyloo@quest$ cd /net/zfssa/export/QUEST-test
lookyloo@quest$ Is -alR

./Secret:Permission denied

total 13
drwxr-xr-x+ 3 antest other 4 Feb 6 14:24 .
drwxr-xr-x+ 4 root root 255 Feb 6 14:21 ..

-rwxr--r-- 1 antest antest 26 Feb 6 14:10 Test Document.txt.txt
lookyloo@quest$ cd Secret

-bash: cd: Secret: Permission denied

lookyloo@quest$ logout

ZDESIEL T ELVHERDHEADERF CIREEN TV S T EZHER TEE T,
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Sun ZFS Storage Appliance®IDY v >4 & Active DirectoryD Y R— Mk, I—H— - 7HD
> b D—TEE A RIRT BHQuest Authentication ServicesZ Y 5 & T, SolarisERiE & Windows
RIEBOBCT —25HET2ODMRNE TS Y b7+ —LHREENE T, QASICK Y. HIRE
NIAERRZEm A DRECBEYIOBRATE SO, 7—2DtF21 )T 1 HBREINET,

SEEH

SEBRICDOWVTE. XRDWeb ) vV —XEBEBLTLZEL,
WebV V—ZRD Web 1) YV —ZRDURL
Bl
Oracle Solaris http://www.oracle.com/jp/products/servers-storage/solaris/solaris11/overview/index.
html
Quest Software http://www.quest.com
Quest Authentication http://www.quest.com/authentication-services/
Services
Oracle Sun ZFS Storage | http://www.oracle.com/jp/products/servers-storage/storage/nas/overview/index.html
Appliances
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