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ORACLE FUSION MIDDLEWARE
Oracle B2B 11g Technical Note

Technical Note: 11g 006
Security

This technical note lists the security options available in Oracle B2B

Table of Contents

O L] T OO PO PUP P PTRTRPPRPUPRPUPIN 2
(0] LSOO PP PPN 2
Step 1: Create the user in the WeDLOGIC SEIVET .........ccoiiiiiiiieieesie e 3
Step 2: Add the USer in Oracle B2B........ccoouiiiiiicie ettt 3
DOCUMENT OBTUSCATION ... .ottt e et e te e s e s be e teeneesreeteaneeaseeneeas 5
DOCUMENT PIOVISIONING ....viviiieciie ittt ettt e st e et e st e s be et e e se e s baeeeesaesbeebeensesreetenneennaensens 5
Secure SOCKEt Layer (SSL) - HTTPS ...ttt 6
SEEP 1: WEDLOGIC SEIVEL ...ttt ettt et be et e et e s be e beeneesreesteenee e 6
STEP 2: OFACIE B2B...... ettt 7
Y Lo oL T aTo I Ua Lol =1 et Y o1 4o o OSSP 8
Step 1: Setting the JKS Flle......o et 8
Step 2: Selecting SigNING / ENCRYPLION .....c.ooviiiiiice e 8
SigNING (ProtoCOI SPECITIC) ....c.viiitiitiiiii ettt bbb 8
Encryption (ProtoCol SPECITIC)......ccuiiiiii e nas 8

B2B Knowledge Base Page 1



Last Updated: October 28, 2010

Users

Creating users to access Oracle B2B
e Users are created in the WebLogic Server
e Users are register and assigned roles in Oracle B2B

Roles
There are two role “Administrator” and “Monitor”.

e Default Administrator: - Created during installation
o Has access to all functionality

e Host Administrator ->Created under the host profile
o Has access to all functionality

e Host Monitor ->Created under the host profile
o Can access the partner reports
o Can access the partner Metrics

« Remote Administrator (Partner) ->Created under the partner profile
o Can view the partner Agreements
o Can manage the partner Profile
o Can manage the partner Document Information
o Can view the Partner Reports
o Cannot:
= Import/ Export, Deploy, Manage Deployment, Types, Schedule Batch,
Manage Batch, Callouts, Purge , Listening Channels , Configuration
« Remote Monitor ->Created under the partner profile

o Can view the partner reports
o Cannot access Metrics

B2B Knowledge Base Page 2



Last Updated: October 28, 2010

Step 1: Create the user in the WebLogic Server
In WebLogic Server go to “Security Realms”, select “Users and Groups” and add the user.

ORACLE WGbLOgiC Server® Administration Consolo

Change Center & Home Log OQut Preferences Record Help ’ Q
Yiew changes and restarts Welcome, weblogic | Connectad to: domaini
Configuration editing is enabled. Future Home =Summary of Environment =Summary of Servers =soa_serverl =domainl =Summary of Security
. 3 ) Realms =rmyrealm =Users and Groups
changes will automatically be activated as you ”

modify, add or delete items in this domain,

Settings for myrealm

Domain Structure Configuration  Users and Groups  Roles and Policies ~ Credential Mappings  Providers = Migration

domainl
[* Environment Users Groups
—Deployments
[ Services
~Security Realms This page displays information about each user that has been configured in this security realm,

[} Interoperability
[*} Diagnostics
| Customize this table

Users
New Dalata Showing 1to 5 of 5 Previous | MNext
D Name «» Description Provider
D jshutchi Test of Doc Obuscation Defaultauthenticator
How do I... [ ’
D jstein MarketInc User Defaultauthenticator
System Status o D OracleSystemlser Oracle application software system user. Defaultauthenticator

Step 2: Add the User in Oracle B2B
In Oracle B2B under “Users”

e Register the user
e Selectarole
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File Edit View History Bookmarks Tools

ORACLE B2B

Profile Documents Channels

& MarketInc [Register User
You can add multiply il

Username Iieporfs

Details

E !,‘ ! Q Name Reports Phone

jstein Ernail Role @ Monitor
(username) ) adrministr stor

Users

OK  Cancel

Copyright @ 2004, 2009, Oracle and/or its affiliates, all rights reserved,
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Document Obfuscation

Oracle B2B supports payload obfuscation. e.g. Data at rest is encrypted. The security
infrastructure of Oracle Fusion Middleware is used to obfuscate, store, and retrieve the

payloads. The payload is encrypted in the database and dynamically decrypted for display in
Oracle B2B

In Enterprise Manager set parameter: b2b.payloadObfuscation = true

Document Provisioning

For a selected user defines the Supported Document Types

e If no documents are selected then the user can access ALL document details /
payloads

e If any document(s) are selected, then the user can only access that set of
documents

Profile BTSN Documents | Channels

& MarketInc

You can add multiple users for each trading partner and assign a v

Users
Email (username) (Role ___Display
jstein : Administrator v

Supported Document Types

Document Type Names
15ync-.4-catalogueRequest
15ync-6 4-catalogueResponse
RosettaNet-v01.00-Pip7B 1WorkInProcessNotification
RosettaNet-v02.00-Pip3AdPurchaseOrder Confirmation
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Secure Socket Layer (SSL) - HTTPs

SSL (Secure Sockets Layer) is a protocol for managing the security for transmitting a
document over the Internet. SSL uses a cryptographic system for encryption and decryption
e Public key:
o Is used to encrypt information
o Use by everyone
e Private key
o Used to decrypt information
o Used by the recipient

Step 1: WebLogic Server
Environment - Server - soa_server
o General tab: Enable SSL (Note port)

SSL Listen Port Enabled

SSL Listen Port: 2002
o Keystore tab Enter Identity & Trust information
[%evs“"e“ Custom ldentity and Custom Trust v
Identity
Custom Identity Keystore: Cb2bijksiclient jks
Custom Identity Keystore Type: JKS

Custom Identity Keystore

ssccssesscoscesee
Passphrase:

Confirm Custom Identity Keystore R )

Passphrase:

Trust
Custom Trust Keystore: Cb2bijksiclient jks
Custom Trust Keystore Type: JKS

Custom Trust Keystore

sscccscssscscesee
Passphrase:

Confirm Custom Trust Keystore

sscccsescsconeses
Passphrase:
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e SSL tab Add identity information
"j Identity and Trust Locations: Keystores v
Identity
Private Key Location: from Custom Identity Keystore
private[%ey Alias: drmalisgnt

,laprivateKevpassphrase: R S R R TRT

4] Confirm Private Key esscsssssssesssee

Passphrase:

Step 2: Oracle B2B
In the delivery channel of the remote partner change in the URL.:
¢ Change http to: https
¢ Change the port ex: 8002
o Example :https://jshutchi-us.us.oracle.com:8002/b2b/httpReceiver
e Test the connection:
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Signing and Encryption
e Message Signed: Digitally signing of the document ensuring that the signer cannot
claim they did not sign it.
e Acknowledgment Signed: Digitally Signing an acknowledgment ensuring that the
signer cannot claim they did not sign it
e Encryption: Transforming plain text using a cipher to make it unreadable. A key is
required to decrypt

Step 1: Setting the JKS file
In Oracle B2B under the host profile add the keystore location and password

Step 2: Selecting Signing / Encryption

Under the remote Partner the security options are:
o Ack Signed
o Message Signed
o Message Encrypted

Signing (protocol specific)

o ebMS 2.0 XMLDISIG with SHA1 — RSA
XMLDISIG with SHA1 - DSA
o RosettaNet - V02.00 SMIME 3.0 with SHA-RSA

SMIME 3.0 with MD5-RSA
SMIME 2.0 with SHA-RSA
SMIME 2.0 with MD5-RSA
o AS1|AS2-11 SMIME 3.0 with SHA-RSA
SMIME 3.0 with MD5-RSA

Encryption (protocol specific)
o ebMS 2.0 XMLEMC with 3DES - RSA v1.5
XMLEMC with AES-128 — RSA-OAEP
XMLEMC with AES-192 — RSA-OAEP
XMLEMC with AES-256 — RSA-OAEP
o RosettaNet - V02.00 SMIME 3.0 with DES
SMIME 3.0 with 3DES
SMIME 3.0 with RC2-40
SMIME 3.0 with RC2-64
SMIME 3.0 with RC2-128
SMIME 2.0 with DES
SMIME 2.0 with 3DES
SMIME 2.0 with RC2-40
SMIME 2.0 with RC2-64
SMIME 2.0 with RC2-128
o AS1|AS2-11 SMIME 3.0 with DES
SMIME 3.0 with 3DES
SMIME 3.0 with RC2-40
SMIME 3.0 with RC2-64
SMIME 3.0 with RC2-128
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