Migrating from OWSM 10gR3 Gateway to Oracle
Enterprise Gateway 11.1.1

1. Introduction

This document describes how to migrate OWSM 10gR3 Gateway configuration to Oracle Enterprise
Gateway 11.configuration.

Mapping of OWSM to Oracle Enterprise Gateway filters

This section shows the mapping from steps available in OWSM to the equivalent filter / policy settings in
the Oracle Enterprise Gateway.

Step: Active Directory Authenticate
OWSM 10gR3 contains a step called “Active Directory Authenticate” where by credentials are authenticate
against Active Directory, the default settings for this is as follows:

Active Directory .I1|.uthEntivl:ate'E:I

Basic Properlies Type Value
Enabled (*) boolean true
Authentication Properties Type VYalue
AD host (%) string localhost
AD port [#] int ag9
AD 55L port int E3E
AD bazeDN [(*) string cn=users,dc=oracle,dc=com
AD dormain [(*) string oracle.com
ADSSLEnabled (*) boolean falze
Uid Attribute [*] string samAccountMarme
Uzer Attributes to be retrieved string[]

Fault Code

http:fizchernas, oblix, commfws/ 2002/ 02FFaults: AuthenticationFault

Oracle Enterprise Gateway provides the same functionality by following these steps:
e External connections > LDAP Connections > Add a LDAP Connection

External C ti - -
“ éE erme Lannecnen: *t LDAP Connections
° B Authentication Repository Pro
- Q_E Connection Sets + A pool of LDAP connection details

- [E5) Database Connections
£ IMS Services
B Kerberos Clients Child ke ms
: br Kerberos Principals
br Kerberos Services
*E LDAP Connertinns
[ & OCSP Conne Add a LDAP Connection

Y RADIUS clien
- ™k A T PaStE

O Adda l DAP Connection

m




Enter configuration details for the LDAP connection

& Configure LDAP Server @
Marre: Active Directory connection details -
LIRL: [dap:/127.0.0,1:389

Cache Tirmeout: 300000

Cache Size: 8
Suthenticate LDAP Requests

Type: ’Simple L

ser Marme:  chn=users,dc=oracle,dc=com

Bassuvnrd; ke

Bealrm:

[T]55L Enabled

Test Connection

Additional IMDI properties:

Mame “alue

Edit| [Delete

ok || cCancel ||  Hep




e Create an LDAP authentication repository which then can be used in HTTP Basic, Digest, and WS-
Security username password filters for authentication.

e External connections > Authentication Repository Profiles > LDAP Repositories > Add a new
Repository

a Q8 External Connections - . i
= *t LDAP Repositories
4 Suthentication Repositary Profiles P

i CA SiteMinder Repositories ~ Connection Profiles for LDAF Repositories
[ Database Repositaries
Entrust GetAccess Repositories

"t LDAP Repasiteses T p—
- @4 Local Reposit &dd a new Repository

2 Add a new Repository

E Qracle Aoces:

) Paste
E Oracle Entitle . |
e Configure the repository as
[5 futhentication Repository @

Repository Mame:  Auathentication against local Active Directory

LOAP Store

LDAP Directory | Active Directory Connection details v‘ I.ﬂ«dd;‘Edit‘

ser Search Caonditions

Base Criteria; cn=users,do=oracle,dc=com
ser Class: ‘Uzer' LDAP Class -
ser Search Attribute cn -

[C] &llow Blank passwords

Attributes for use in subsequent filkers

Login Authentication Sttribute;  sam&ccountMarne -

Authaorization Sttribute: samAccountMarme

Authaorization Attribute Format: IELIser Marme v‘
] ] I Cancel J I Help ‘

required:

e In a filter that requires authentication against Active Directory, simply select the repository
named above.

Step: Active Directory Authorize
Authorizes request by retrieving roles from Active Directory and checking against roles allowed by



service.

OWSM Configuration:

Active Directory Authurize@ Environment Properties
Basic Properties Type Default Value
Enabled [*) boolean true @ true ) false
Authorization Properties Type Default Value
AD host (*] string localhost localhost
AD port [¥) int 289 289
AD 55L port int 636 636
AD baseDN (*) string cn=users,dc=oracle,dc=com |cn=users,dc=oracle,dc=com
ServiceRoles string[] testgroupl.testgroup2 testgroupl,testgroupz P
ADAdminUser (*) string user user
ADAdminPwd string
AD domain (*) string oracle.com oracle.com
ADSSLEnabled (*) boolean false D true @ false
Uid Attribute (*] string samaccountMame samAccountilame

Oracle Enterprise Gateway Configuration:
1. Use LDAP connection and repository setup as detailed in Active Directory Authenticate above.
2. After successful Authentication with HTTP Basic, Digest or WS-Security username password filters
send circuit to a “"Retrieve Attribute from Directory Server” filter followed by “Validate Message
Attribute” filter. This combination can be used to check a group for a user’s membership.
3. Repeat for each group that needs checking

e.g.




M@ HTTP Basic

4

Retrieve from Directory Server (testgroupl)

b4

[@ validate Message Attribute (user in testgroupl?)

/

Retrieve from Directory Server (testgroup?)

!

[ Validate Message Attribute (user in testgroup2?)

/ .,

[l User NOT authorized [#f User authorized

4. Example of a Retrieve from Directory Server for group “testgroupl”

158 Configure "Retrieve from Directony Server (testgroup1)”

Retrieve Attributes from Directory Server

Configure retrieval of attributes frorm an LDAP directony,

= E=m )
&=

Marne: Fetrieve from Directary Server (testgroupl)

LDAP Directory: |.ﬂ.cti\.-'e Directary connection details

Retrieve unique user identity

@ From rnessage attribute  authentication.subject.id

Retrieve Sttributes:
Base Criteria;  ch=testgrouplcn=Users,dc=oracle,dc=com
Search Filterr  member=cn=$authentication.subjectid},cn=Use

Search Scope: @ Object level One level Sub-tree

S Unique result

From LDAP search Configure Direchory Search

-

rs,dc=oracle,dc=cam -

Attribute Marne

i
distinguishedMame

Help < Back Mext = | [ Finish l | Cancel




5. Example of a Validate Message Attribute for group “testgroup1”

This filter returns success if the user is found to be a a member of testgroupl. The authorized user is
forwarded to the next group check and finally to the user authorized policy which is shown as a shortcut
in the circuit above.

-

[B Configure "Validate Message Attribute (user in testgroupl?)” =l 24
Yalidate Message Attribute a ]

Validate the contents of a message attribute,

Mame: Validate Message Attribute (user in testgroupl )

Enter Regular Expression

Marme Regular Expressicn
#4 yzer.cn testgroupl
.
[B Configure Regular Expression ﬁ
— | Name: User.cn
4 | F

i@ Required () Optional
Regular Expression

1@ Use the following regular expression:

Regular Expression:  testgroupl

Enter Threa
Regular
(") Use the following regular expression from librany:

Expression Mame: Add/Edit

Advanced
[ | Basefd decode

Start substring: dit | | Delete

End substring:

| ok || cancel || Hep |

Cancel

6. Similarly the user not authorized branch is a shortcut. This could be to a policy that eventually reflects
an appropriate failure message back to the client.

Step: Decrypt and Verify Signature
XML Decryption And Signature Verification

OWSM Configuration:



Decrypt and ¥Yerify Signature@' il

Configure | Add Step Below | Delete
Basic Properties Type Default Yalue
Enabled [(*] boolean true false
iﬂpﬂ%{;ﬁspﬂﬂﬂ Type Default Yalue
E:‘i:::',ilop;l:{:jkeyﬂnre string foptfowsm-keystore.jks
El*ejcr',lpt Keystare Type SR L g
E:sc;ip;?drls keystore p— g
:I?::"F:?rg peiateshay string cn=anotherkey
Ez;;ip;fdr's private-key S5 s ko
Enforce Encryption (*] boaolean true true
XME Signature
Verification Type Default Yalue
Properifes
]‘;i’;i?‘él:lgtiﬁ?gtnre string foptiowsm-keystore.jks
Ffjrlfwng Keystore type SHirig o s
:2::::2?.1 keystore e R T
Signer's public-key alias .
i) string rmvkey
Rernove Signatures [*) boolean true true
Enfarce Signing [*) boolean true true

Oracle Enterprise Gateway Configuration:

To decrypt and verify a request in the Gateway perform the XML Decryption and Verify Signature steps in
one policy. Please refer to the XML Decryption and Verify Signature the sections for configuration of the

relevant options.

NOTE: Ensure that the relevant certificate/key is loaded into the Gateway Certificate store and that the
correct certificate is selected under Decryption and Signature Verification filters.

A sample policy where the request is decrypted and the signature verified:




Start/End .E_-l-, #ML-D ecyption Settings

i
=] 22 ML-Decruption

¥
End ﬂ #ML Signature Yenfication

¥
%_E Route to Service

Step: Extract Credentials
Locates and extracts credentials and presents the credentials in a form that they can be authenticated.
You must know from where the credentials are to be extracted.

OWSM Configuration:

Extract Credentials(® Environment Properties
Basic Properties Type Default Value
Enabled (*] boolean true @ true D false
Extract Credentials Properties Type Default Value
HTTP

Credentials location (*) string HTTP

o
Namespaces string

A
UserlD xpath string

o
Password xpath string

o

Credential location allowed values are HTTP, JMS, WS-BASIC or XPath

Oracle Enterprise Gateway Configuration:

HTTP Basic - filter to check against a previously created repository name. e.g. LDAP, Active Directory,
Oracle Access Manager



m- Configure a new 'HTTP Basic’ filter uﬂlﬂ—hj

HTTF Basic Authentication S
-]

Configure authentication using HTTP basic.

Mame: HTTP Basic

Credential Format: -

[¥] Allow client challenge
[ Remowve HTTP authentication header

Repository Mame: -

< Back ’ Mext = ] [ Finish ] ’ Cancel ]

WS-BASIC - WS-Security UsernameToken will be stored in the wss.usernameToken message

B Configure "Extract WSS Username Token” [ (=] ﬁj
Extract WSS Username Token S
=

Extract the W55 Username Token from the W55 Header Block, if it exists,

Mame: Extract W55 Username Token

< Back Mext = ] [ Einizh ] ’ Cancel

attribute.x

XPath e.g. retrieve WS-Security username and password then store in message attributes
authentication.subject.id and authentication.subject.password
Within the policy drag a “Retrieve from message” filter from the Attributes category.



[B Configure "Retrieve from message” =l 2

Retrieve attributes from message '

Configure retrieval of attributes from the message content using XPath

Mame: Retrieve from message

Attribute Location: | W55 username v]

| Add | | Edit| | Delete |

(@) Extract the content of the node () Serialise all nodes in the Modelist

Attribute [0 authentication.subject.id -
B Enter XPath Expression | =
Mame W55 username -
#Path Expression:  //wsserlUsername
Prefix LRI i
wsse  httpe/fwww.docs.oasis-open.org/wss/2004,/01/oasis-200401 -wss-wssec L
1| 1] [ 3
[ oK J ’ Cancel ] [ Help l

< Back ’ Mext > ] [ Finich ] ’ Cancel

Then do the same for wsse:Password

File Authenticate

Step Name: Authenticate username and password against a local .htpasswd file. This step depends on
Extract Credentials Step

OWSM Configuration:



File Authenticate(®)

Basic Properties Type

Environment Properties

Default Value

Enabled (*]

boolean

true '_' true 'E' false

Authentication Properties Type Default Value
Passwd file location [(*) string htpasswd Jusrflocal/etc/ . htpasswd
.htpassvd file format (*) string mixed mixed El

Oracle Enterprise Gateway Configuration:

Oracle Enterprise Gateway is not able to use a htpasswd format file like OWSM 10gR3 but the Local User

Store would offer equivalent functionality and more. User credentials are securely stored in the Local
User Store for authentication with a filter for example HTTP Basic.

1. To add a user to the Local User Store

Crov[Fv a8 E

7

'ﬂ Usersl =8 E Local User Store I'ﬂ Users &3 ‘ -

E User Store

Users

#4 Filter:

% Services Prif

%E External Connections

'ﬂ Users

[ 4 Certificates

User Mame

adrmin

Add
Edit

B Add User [ % |} Remov

User Details | User Attributes

User Details

User Mame:

User's Password:

Confirm User's Password:
X509 Cert (unset)
Privileges

[7] Remote Logging™

[T]View Reports

[] Sign XML Messages®

[7]Sign Log Events™

[7] Sign OCSP or XKMS Requests*

[T Use for client authentication™

* For these privileges the user's private key must be imported

| ok || cancd || Hep |

- 408M




2. Then use an authentication filter against the users in the store. e.g A circuit to use HTTP Basic

authentication.
Graov| b B G B
s P‘oliciesl = O || [l User Store Authentication E@l
Paolicies
Ll Black list M@ HTTP Basic
E Web Service Repository =
[ Schema Cache
¥
[ White list :
@ Call "Web Ser\.rlce'l
|
”
[B Configure "HTTP Basic" [ | B e S
HTTP Basic Authentication lL“
Configure authentication using HTTP basic.
Mame: HTTP Basic
Credential Format: | User Mame hd
[¥] Allow client challenge
[ Remove HTTP authentication header
Repository Mame: | Local User Store hd
{i? Services
1
at! External Connections < Back Mext = ] [ Finish ] [ Cancel
i = T T F—

3. The Attributes Authentication filter can be used to authenticate any message attributes in the Local

User Store.




[B Configure a new Attribute Authentication’ filter l (5] ihj

Authentication via aftributes

. |
e
Configure authentication based on message attributes containing a username
and password.

Mame: Attribute Authentication

Username: S{authentication.subject.id}

Password: S{authentication.subject.password}

Credential Format: ’User Mame vl
Repository Mame: ’Local User Store v]

< Back Mext = ] [ Finish ] [ Cancel

Step: File Authorize
Authorize remote user against a local roles file. This step depends on Extract Credentials Step

OWSM Configuration:

File Authorize (& Environment Properties
Basic Properties Type Default Value
Enabled (*) b boclean true @ true ) false
Authorization Properties Type Default Value
User roles file location (*)  string Jtmp/roles
Allowed roles string[[ ] administrator y

Oracle Enterprise Gateway Configuration:

Similar to File Authentication step the Fusion Gateway can implement role based Authorization via the
Gateways own Local User Store. Authorization can be added to the previous step after successfully
authenticating the user via the HTTP Basic filter.

1. Add a comma separated list of roles to the user attributes of a Local Store user. This is very similar to
the roles list used in the OWSM authorization file.



GvD v Fo

B3 B2

&8

2 E
[

'ﬂ Users =8

E User Store

i} Users &2

Users

3 Filter:

Uzer Mame
admin
martin

fred
nobody

Privileges

[T Remote Logging

[] Sign XML Messa
[] Sign Log Events]
[] Sign OCSP or XK
[ Use for client auf

* For these privilege:

B Edit User

User Attributes

MName:

roles

Value:

administrators, guests

-
[B User Attributes

e

Mame: roles

Value:

administrators, guests

oK

||

Cancel

J

Help

ok || canca Help

J{

l

Edit

i

Remuove

T

——

2. After HTTP Basic authentication add a “Retrieve from User Store” filter to get the user’s roles.

Note that the message attribute authentication.subject.id will contain the username after successfully
running HTTP Basic filter.


http://www.google.com/url?q=http%3A%2F%2Fauthentication.subject.id&sa=D&sntz=1&usg=AFQjCNHJJI9x_p2hYVmrQrGTxWikvm6XHQ
http://www.google.com/url?q=http%3A%2F%2Fauthentication.subject.id&sa=D&sntz=1&usg=AFQjCNHJJI9x_p2hYVmrQrGTxWikvm6XHQ
http://www.google.com/url?q=http%3A%2F%2Fauthentication.subject.id&sa=D&sntz=1&usg=AFQjCNHJJI9x_p2hYVmrQrGTxWikvm6XHQ
http://www.google.com/url?q=http%3A%2F%2Fauthentication.subject.id&sa=D&sntz=1&usg=AFQjCNHJJI9x_p2hYVmrQrGTxWikvm6XHQ
http://www.google.com/url?q=http%3A%2F%2Fauthentication.subject.id&sa=D&sntz=1&usg=AFQjCNHJJI9x_p2hYVmrQrGTxWikvm6XHQ

[B Configure a new 'Retrieve from user store’ filter uﬂli_hj

Retrieve from user store @

Configure retrieval of attributes from user store,

Mame: Retrieve 'roles’ from user store

User It authentication.subject.id -
Attributes
roles

Edit
Remove

< Back ’ Mext = l | Finish | [ Cancel l

3. Next test if the user has a particular role on their roles list with a Validate Message Attribute filter.
Click Add to enter a regular expression to test if a particular role like administrators is on the list.

Note the Retrieve from user store copies the message attributes to user.<user attribute name> (so
user.roles in this case)



[B Configure "Validate Message Attribute - (roles=Administrators)?” | =l 2|

Yalidate Message Attribute

Validate the contents of a message attribute,

I ame: Validate Message Attribute - (roles= Administrators)?

Enter Regular Expression

Mame Regular Expression
”
[B Configure Regular Expression ﬁ
Marme: user.roles

@ Required () Optional
Regular Expression

@) Use the following regular expression:

Regular Expression: administrators|

(") Use the following regular expression from library:

Expression Mame: Add/Edit

Advanced
[ Basefd decode

Start substring:

End substring:

| Add | | Edit | | Delete |

Edit| [ Delete

| ’ Cancel

4. If success then so far the forward to the path for administrators.

5. Add more checks for other roles that require testing.
6. An example circuit might look like the following.



-y Reflect-failed 401

Retrieve 'roles’ from user store

¥
E Validate Message Attribute - (roles= Administrators)?

T~

@ Call "Admin Web Service Interface’ E’ Validate Message Attribute (roles=guests)?

=

E Call '‘Guest Web Service Interface’ @ Call ‘Mobody Interface’

Step: Handle Generic Fault
Example generic fault handler step

OWSM Configuration:

Handle Generic Fault(®) Environment Properties
Basic Properties Type Default Value
Enabled (*) boolean true true @ fglze
A fault was
CustomMessage (*) string thrown in the |A fault was thrown in the step
stap

Provides custom message in the SOAP fault when errors are encountered.

Oracle Enterprise Gateway Configuration:

SOAP Fault Filter

1. By default, the Gateway returns a very basic SOAP Fault to the client when a message filter has failed.
2. SOAP Fault processor can be added to a policy to return more complicated error information to the
client.

3. Using the SOAP Fault processor, administrators have the flexibility to configure just how much
information to return to clients, depending on their individual requirements.



[B Configure "SOAP Fault” l G X

S0AF Fault !
==
S0AP Fault handling

Mame: S0AP Fault

SOAP Fault Format
) Use SOAP version from message @ Use SOAP version 1.2 () Use SOAP version 1.1

Fault Mamespace:  http:/fwww.vordel.com/soapfaults

[¥] Indent SOAP Fault

Fault text: A fault was thrown in the step|

S0AP Fault Contents

For security reasons itemns indicated by * should not be used in production envirenment
[ Show detailed explanation of fault

["] Show filter execution path*

[7] Show stack trace*

[] Show current message attributes”

[==]

ack Mext = I [ Finish ] I Cancel

Help

4. The SOAP Fault filter can either be returned in a circuit path or it can be set as the fault handler for a
particular policy. In this case it will be invoked when a filter aborts.

Customized SOAP Faults

1. It is possible to produce a customized SOAP fault to return to the client.

The Set Message filter can change the contents of the message body to any arbitrary content. When an
exception occurs in a policy, it is possible to use this filter to customize the body of the SOAP fault.

e.g.

2. Create a Fault Policy

Create a policy called "Fault Circuit". This policy will use the Set Message filter to customize the body
of the SOAP fault. When configuring this filter, enter the contents of the customized SOAP fault that you
want to return to clients in the text area provided.

SIS | | Seb SOAP Fault

b 4

Iﬁl aF Reflect |

The second Reflect filter is used to return the SOAP Fault back to the client.
3. Drop a Policy Shortcut onto the policy canvas.

4. Point the shortcut to the newly created Fault Policy

5. Right click on the Policy Shortcut and set it as the fault handler



Delegate to Fault Circuit

Edit

Copy
Paste

Delete

Set as Start

v Setas Fault Handler
Show All Attributes
Log Levels *

View Policy

Step: Insert Oracle Access Manager Token
Inserts an ObSSOCookie in the SOAP security header.

OWSM Configuration:

Insert Oracle Access Manager Tuken@ Environment Properties
Basic Properties Type Default Value
Enabled (#) boaolean true [~ [ i false

Oracle Enterprise Gateway Configuration:

The equivalent functionality to ObSSOCookie can be achieved with the Fusion Gateway by passing the
SSO token that was inserted into an HTTP header during the Oracle Access Manager Authorization phase.
An incoming policy can be setup to check for the sso token header and call the SSO token validate filter
rather than authenticating the user again. For example the circuit could add the following filters to the
Oracle Access Manager Authenticate Authorization :-



Start W Caontain

5 S50 Tuken?l

/

@ Authenticate wia Oracle Access Manager (HTTP Basic fiIter}ll

\

(25 Retrieve S50 token frorn HTTP header

/

Y [=] 550 Token Validation

r

/

nager (Buthorization filter) |

E Oracle Access Ma

ﬂ Call 'Rou
r

B Add HTTP Headerl

F
te to Wifeh Ser'-.-'iu:e'l

1. Configure a ‘Validate HTTP Headers'’ filter to validate that an existing token

exists in the HTTP Header of the message.

s

B Configure "Contains S50 Token?™
HTTP Headers

Filterthe incorning message based on the content of HTTP headers,

Mame: Contains 550 Token?

Enter Regular Expression

‘ Mame Regular Expression
4

B Configure Regular Expression

Marne: Oracle-Sessian|

@ Required Optional

Regular Expression

Use the following regular expression:

Regular Expression:

Use the following reqular expression frorm librang:

|m| |ﬁ‘ |De|ete|

Expression Mame:

~| | Addsedit
Advanced
Basefd decode
Start substring:
End substring: m Edit | | Delete
[ 114 ] | Cancel ‘ ‘ Help |
Help < Back | Mext = ‘ [ Finizh ] | Cancel




2. Configure a ‘Retrieve from Attribute’ filter that will retrieve the existing token
attribute from the HTTP Header of the message.

B Configure "Retrieve frorm HTTP header” = @
HTTF Header Attribute "_J

Configure extraction of a HTTP header walue to use as an attribute

Marne: Retriewe 550 token Fru:um HTTP header

HTTP Header narme: Oracle-Session
Basefd decode

Use query string pararmeters

Attribute ID; oracle.ssotoken -

Help <= Back Mext = | [ Finish ] | Cancel

3. Configure an ‘Oracle Access Manager Session Validation’ filter that will check for the
validity of the SSO token.

B Configure "$30 Token Walidation® = @
Walidate the S50 Token with Oracle Access Manager "_J

Walidate the 550 Taoken with Oracle Access Manager

Mame: 230 Token Walidation

Attribute containing 550 token id:  oraclessotoken

Ohlix installation directorys | ChProgram Files\MetPointibecess ServerSDK]

Help < Back Mext = | [ Finish ] | Cancel

4. Connect to the ‘Oracle Access Manager Authorization’ filter that was specified in the Oracle
Access Manager Authenticate Authorize step.



Step: Insert WSBASIC Credentials
Inserts user name password credentials in a security soap header

OWSM Configuration:

Insert WS BASIC Credentials Step@ Environment Properties
Basic Properties Type Default Value
Enabled (*) boolean true @ true D false

Oracle Enterprise Gateway Configuration:
Drag an “Insert WS-Security UsernameToken” filter from the Authentication category to the target

circuit path. This should follow on from extracting and authenticating credentials from another filter like
HTTP Basic..

B Configure "Insert WS-Security Username Token” l (=] ﬂ,l
Insert WS-Security Username Token i
M -]

Insert a W5-5Security username token into the message
for the client or issuer.

Mame: | Insert W5-Security Username Token

Actor: Current actor/role only -

Credential details
User names: S{authentication.subject.id}

[¥]Include Nonce
[¥]Include Password

() Password: @ Wildcard:  ${authentication.subject.password}

(71 Clear @) SHAQ Digest

Advanced Options
[]Indent

< Back Mext = ] [ Finizh ] ’ Cancel

Step: Ldap Authenticate



Performs the authentication with a LDAP Server

OWSM Configuration:

Ldap Auth enticate(®

Environment Properties

Basic Properties Type Default Value

Enabled (*] boolean true @ true D false
Authentication Properties Type Default Value

LOAP host (*) string  localhost local

LDAPR port (%] int 289 289

LOAF 55L port int B35 636

User objectclass (*) string  inetOrgPerson inetOrgPerson

LOAP baseDN (*) string ou=People,dc=corp.dc=oracle,dc=com ou=People,dc=corp.dc=oracle.dc=:
LOAP adminDN [(*) string ou=People,dc=corp,dc=oracle,dc=com ople,dc=corp,dc=oracle,dc=com
LOAP admin password string T T T T P T P P T P T
:_E:;I&F? admin login enabled boolean false @ trve ® falee
LDAPSSLEnabled (*) boolean false D true @ false

Uid Attribute (*) string  uid uid

User Attributes to be

ratriaved string[]

Oracle Enterprise Gateway Configuration:

External connections > LDAP Connections > Add a LDAP
4 %E External Connections -

s @ Authentication Repository Pro

—!| *t LDAP Connections

- H& Connection Sets » A pool of LDAP connection details

s Database Connections

2 Adda |l DAP Connection

& IMS Services

br Kerberos Clients Child Ttems
» br Kerberas Principals

m

br kerberos Services
*E LDAP Connertinms

[ & OCSP Conne Add a LDAP Connection

EE RADIUS clien
@ SMTP Server] P O5tE
Connection 4 SiteMinder/SOB Security Man: |

Enter configuration details for the LDAP




[B Configure LDAP Server

Mame: LOAP connection details
URL: Idap://localhost: 389
Cache Timeout: 300000

Cache Size: B

Authenticate LDAP Requests

Additional JMDI properties:

Type: Simple

User Mame: ou=People dc=corp,dc=oracle dc=com
Password: Bt

Realm:

[]55L Enabled

Test Connection

Mame Value

Edit | [ Delete

OK

||

||

Cancel Help

connection.x

Create an LDAP authentication repository entry which then can be used in HTTP Basic, Digest, and WS-

Security username password filters for authentication.

External connections > Authentication Repository Profiles > LDAP Repositories > Add a new Repository

a J[E External Connections *
4 @ Authentication Repository Profiles I
0 A SiteMinder Repositories
Database Repositories
hﬁd Entrust Getfccess Repositories
"E LDAP Reposit=+

*t LDAP Repositories
= Connection Profiles for LDAF Repositories

D Add a new Bepository

+ @ Local Reposit Add a new Repositony

E Oracle Access

) Paste
E Qracle Entitle

‘Thild Ttems

' T
Configure the repository as required:

In a filter that requires authentication against LDAP, simply select the repository named above.



Step: Ldap Authorize

Authorizes request by retrieving role from LDAP and checking against roles allowed by service.

OWSM Configuration:

Ldap Authorize &

Environment Properties

Basic Properties Type Default Value

Enabled (*] boclean true @ true 0 false

Authorization Properties Type Default Value

LDAF host (*) string  localhost localhost

LDAP port (*) int 389 289

LOAP 551 port int 636 636

LDAP basaDN (*) string ou=People,dc=corp,dec=oracle,dc=com |ou=People.dc=corp.dc=oracle, dc=t
ServiceRoles string[] groupl,groupZ groupl,group2 p
LODARPADmMInDN [*) string ou=People,dc=corp,dc=oracle,dc=com |ou=People.dc=corp,dc=oracle,dc=t
LOAPAdmMinPwd string

LODAPAdmMinLoginEnabled (*) boolean false

':'true G false

LOAPSSLERabled (*)

boolean false

D truae @ false

Uid Attribute (*] string

uid

uid

LOAP Group Object Class (*) string

groupofuniguenames

groupofuniquenames

Oracle Enterprise Gateway Configuration:
1. Use LDAP connection and repository setup as detailed in LDAP Authenticate above.

2. After Authentication with HTTP Basic, Digest or WS-Security username password filters send circuit to
a “Retrieve Attribute from Directory Server” filter and then “Validate Message Attribute” filter.

This combination can be used to check a role (group) for a user’s membership.
3. Repeat for each group that needs checking. e.g.




ME HTTP Basic

¥

Retrieve from Directory Server (groupl)

L

[§@ validate Message Attribute (user in groupl?)

/

Retrieve from Directory Server (group)

!

[§ Validate Message Attribute (user in group2?)

/ |

@ User NOT authorized ﬂ Uszer authorized

-

4. Example of a Retrieve from Directory Server for
group “groupl”



[B Configure "Retrieve from Directory Server (groupl)”

Retrieve Attributes from Directory Server

Configure retrieval of attributes from an LDAP directory,

Mame: F.etrieve from Directory Server (groupl)

LDAP Directony: ’LDAP connection details

Retrieve unique user identity

@ From message attribute  authentication.subject.id

() From LDAP search Configure Directory Search

EEES)
]
-]
-
-
Retrieve Attributes:
Base Criteria:  cn=groupl de=oracle dc=com -

Search Filter:  unigqueMember=cn=>5%authentication.subject.id},cn=Users, dc=oracle, de=com -

Search Scope: @ Object level (7 One level () Sub-tree

[¥] Unique result

Attribute Mame

cn
distinguishedMame

Edit | [ Delete

< Back Mext = ] [ Finish l ’ Cancel

5. Example of a Validate Message Attribute for group “group1”
This filter returns success if the user is found to be a member of the role groupl. The authorized user is

forwarded to the next role check and finally to the user authorized policy which is shown as a shortcut in
the circuit above.



[B Configure "Validate Message Attribute (user in groupl?)” | =l 2

Yalidate Message Attribute S

Validate the contents of a message attribute,

Mame: Validate Message Attribute (user in groupl?)

Enter Regular Expression

Mame Regular Expression

#a
user.cn groupl
B Configure Reqular Expression u

Mame: USEr.CN

4 | | @ Required () Optional :

Regular Expression
Enter Thr1
Regular

(@ Use the following regular expression:

Regular Expression: groupl

() Use the following regular expression from librany:

Expression Mame: Add/Edit

Advanced
[ | Basefd decode

Start substring:

End substring:

| ok || cancel || Hep

6. Similarly the user not authorized branch is a shortcut. This could be to a policy that eventually reflects
an appropriate failure message back to the client.

Step: Log
Log the request/response message

OWSM Configuration:



Log ®

Mo Faults for this Step

Basic Properties Type Valua

Enabled (*) boolean true

Lag level (*] string envelope
Fault Code

Oracle Enterprise Gateway Configuration:
Insert “Log Message Payload” filter from the Monitoring

category into desired logging interception points in circuitry.

il faxis/services/urn:cominfo &3

SRENHA] | o Service Handler for 'CominfoServiceService'

[}3 Select

[B Configure a new 'Log Message Payload' filter

Log Message Fayload 3

Log the message payload at a point in the Policy.

Name:  |og Message Payload

Format:  Stimestamp} 5{id} $filterMame} 5 payload}

< Back Mext = ] [ Einish ] ’ Cancel

The Format field supports the following wildcards :-
o level:

The log level (i.e. fatal, fail, success).
id:

ip:
The IP address of the client that sent the request.

The unique transaction ID assigned to the message.

Attributes

Authentication

Authorization
CA SiteMinder
Cache
Certificate

Content Filtering

Conversion

Encryption
Fault Handlers

Integrity
Manitoring *

e

&y Log Message
Payload
sLa SLA Filter

| Set Service name
= Oracle Access Ma...|
= Oracle Entitleme... |




e timestamp:

e The time that the message was processed in user-readable form.

o filterName:

e The name of the filter that generated the log message.

o filterType:

e The type of the filter that logged the message.

e text:

e The text of the log message that was configured in the filter itself.

e payload:

e The complete contents of the HTTP request, including HTTP headers, body, and attachments.

Then enable logging to file, database, syslog or console from a right click on the Fusion Gateway process.
| £y aen 88 B

{{g"} Services
4 {{3} Processes
e
:C Add HTTP Services

kessaging Systern >
Directory Scanner r
POP Client »
Add Remote Host
TIBCO »
Settings »
Logging > Default
Real time monitaring v Custom.. %
Crypto Acceleration »
Tivali
Kerberos r
Sun r
Oracle »
Policy Director Audit Trail

4%‘3 Services

Paolicies

EE External Connections

ﬂ Users

G Certificates




Select the “Logging-

>Custom ...” to bring up the configure logging window.

Example below shows the text file logging has been enabled.

B Configure Logging

==

File Mame:

File Extensicn:
Directory:

File Size (MB):

Rell log daily
Murnber of log files:

Format:

Signing Key:

Enable logging to file

vordel

Jeog
logs

1000

20
Slevel} S{timestamp} 3{id} 'S{text} HfilterType} S{filterMam

(unset)

OK

J1 ||

Cancel Help

b

or for a database logging first add the database connection details in the External Connections selection
panel. Right click on “Database Connections” and select "Add a Database Connection”.
Fill out the database details like the example below and click OK.



Eile Edit [Mawigate Settings Mindow Helg

Home | Deployment Dashboard i [B Configure Database Connection @
@ v| v v i3 £ @ & Marme: Oracle ¥E -
%E External Connections - -
. %E Ecternal Connections RL: jdbcioraclethin@/flocalhost 15214
» Authentication Repository Profiles User Marme:  ORAWMSA,
- 5E Connection Sets e ails
4 [ Database Connections
EI Default Database Connection 9@ Enter Password B
@ IME Services OoWildeard Password

br Kerberos Clients
b br Kerberos Principals

A d-C ti I
b" Kerberos Services vance ohhection poo

» "F LDAP Connections Initial pool size: 0
4 m
,,,,, Maxitnum number of active connections: 8
3 Services bdaximurm number of idle connections: 8
Policies Finirum number of idle connections: 0
Maxzirnum wait time (ms): 10000
%E External Connections
Time between eviction (ms): -1
u
ﬁ sers Mumber of tests; 3
[ 4 Certificates Minimurn idle time {rs): 1000
14 ] [ Cancel l [ Help

[ Database Connections

then set the logging to the configured database connection from the database tab in the “configure
logging” database tab



Grao~|Fr e 8 &0 B

Cj.'?a Serdcey [ Configure Logging @
‘ {%D Text File | ¥ML File | Database | Local Syslog I Remote Syslog | System CDnSDIe| [
Enable logging to database i
Connection: [Oracle XE v] r

1
Sighning Key: | (unset) L

| ok || cancel || Hep

{@ Services

1l Policies

%E External Connections

ﬁ Users

D Certificates

Step: Oracle Access Manager Authenticate Authorize
Authenticate and Authorize URLs access with Oracle Access Manager Access Server

OWSM Configuration:



Oracle Access Manager Authenticate Authori ze@ Environment Properties

Basic Properties Type Default Value

Enabled (*) boclean true @ tue D false

COREid Properties Type Default Value

Rescurce Type (*]  string http http

AccessGate Install . .

Directory (*) string /optinetpoint/ AccessServerSDK
Authorize (*) boclean true @ true 0 false
ForwardCookie (*)  boolean true @ tue D false

Oracle Enterprise Gateway Configuration:

An Oracle Access Manager repository needs to be registered in the Gateway. To do this

1. Click on the “External Connections” navigation bar.

2. Right Click on the “Oracle Access Manager Repositories” and “add a new Repository”

3. Fill in the repository details as below including the path to the AccessServerSDK on the local gateway
machine.



%E External Connections = O

%E External Connections -
@ Authentication Repository Profiles
A CA SiteMinder Repositories
Database Repositories
E'Eﬁ" Entrust GetAccess Repositories
"t LDAP Repositories
E Local Repositories
E Oracle Access Manager Repositories
E Oracle Repositony

[=) Oracle Repository 53

= Oracle Repository
+ Oracle Access Manat

© Edit Repository
@ Delete Repository

Child Ttems

[B Authentication Repository

T Wy e e

==X

Repository Name: | [Oracle Repository

Resource request

Resourcetype:  hitp

Resource name:  S{http.request.uri}
Operation: Shttp.request.verb}
Single Sign On

Create 550 Token

Store 550 Token in attribute named:  oracle.ssotoken

Add 550 Token to user attributes

Oblix installation directery:  Ch\Program Files\MetPoint\ AccessServersDE

ok || canca ||

Help

%E External Connections

& 1eare

4. Authentication to Oracle Access Manager is handled by either the HTTP
Basic (used in this example) or HTTP Digest filter from the Authentication



[B Configure "Authenticate via Oracle Access Manager (HTTP Basic fil... l (=] |éj

HTTF Basic Authentication b
=
Configure authentication using HTTP basic.

Marme: lﬂ(uthenticate via Oracle Access Manager (HTTP Basic filter)

Credential Format: ’UserName -

[¥] Allow client challenge
[] Rermowve HTTP authentication header

Repository Mame: | Oracle Repository -

< Back Mext = ] [ Finish ] ’ Cancel

-

category.

5. An Oracle Access Manager Authorization filter is used next to authorize an authenticated user
for the current resource uri and http verb against Oracle Access Manager. The user must first have been
authenticated to OAM via the HTTP Basic or HTTP Digest filter.

[B Configure "Oracle Access Manager (Authorization filter)" LIEI&J
-]

Authorize to Oracle Access Manager

Authorize to Oracle Access Manager

Mame:  [Dracle Access Manager (Authorization filter)

Attribute containing 550 token: oraclessotoken
Resource request
Resource type:  http
Resource nare:  S{http.request.uri}

Operation: S{http.request.verb}

< Back Mext = ] [ Finizh ] ’ Cancel




6. Once the user has been authenticated and authorized the circuit can be sent to the target Web
Service.

7. A "Single Sign On” (SSO) token can be created and stored in a Fusion Gateway

message attribute, so that it can be added later to the response that the client

receives. The check box for creating an SSO token was ticked in the repository configuration.

Add the session token to the HTTP headers with the *Add HTTP Header’ filter from the ‘Conversion’
group.

B Configure "Add HTTP Header" | B P
Add HTTP Header Sy
-]
Specify the name and value of the HTTP header to be added to the
message,

Mame: Add HTTP Header

HTTP Header Mame: Cracle-Session

HTTP Header Value: %{oraclesso.token}
[ Basefd Encode

Add header to body Add headerto HTTP headers attnibute

< Back Mext = ‘ [ Finish ] I Cancel

8. The full policy diagram will look like
Oracle Access Manager [Authenticate and Authorize) 2

@ Authenticate via Oracle Access Manager (HTTP Basic filter)

¥

E Oracle Access Manager (Authorization filter)

r

Call '‘Route to Web Service'

¥

imy Add HTTP Header

this.



Step: SAML - Insert WSS 1.0 sender-vouches token
Step to Insert SAML token as per WSS 1.0 token profile with Sender-Vouches confirmation method

OWSM Configuration:

SAML - Insert WSS 1.0 sender-vouches token® Environment Properties
Basic Propertics Type Default Yalue
Enabled boolean true e B
Assertion Properties Type Default Value
Subject Marne Qualifier string WWW, COMPany, com [wWww, Company, com
Subject Format (*) string UNSPECIFIED | UNSPECIFIED (w]
Azsertion Izsuer () string éwww.cumpang.cum
Aszsertion valid till
before current time int 30 30
[secs) [¥)
Aszsertion valid till 2
on/ after current time int &0 | &0
(zecs) (*]
;.sn,uid

User Attributes faor

attribute staterments sttingl]

f.http:.-".-"www. cornpany. comnSsn,http:

Corresponding |ffwww, commpany, cormyd uid

namespace URIs for string[]
the uzer attributes

Sigring Properties Type Drefault Value

Sign the assertion [(*1 boolean true @true C‘False

KEVER S ks i [foptonsm-keystore ks
keystare Typea string jks= flj-l;s V

kevstare password string g.nuuuuuuuuuuuuu
Signature Method string REA-SHAL [R5A-5HAL (%]

Signing key alias string rn-,-ke-,-

Signing key password  string [sessssensssnnsrnsrrarsrsense

Oracle Enterprise Gateway Configuration:
Refer to the “"Appendix” section for how to add Certificates and Keys to the Gateway Certificate Store.

The “Insert SAML Authentication Assertion” filter requires user credentials to be passed to it
from a predecessor filter in a policy. A “HTTP Basic” filter will be added at the start of the policy.
Use the “"Sender Vouches” confirmation method to assert that the Gateway is acting on behalf of
the authenticated end-user. No other information relating to the context of the assertion is sent. It is
recommended that both the assertion and the SOAP Body must be signed if this option is selected.
These message parts can be signed by using the “XML Signature Generation” filter.



1. Add a “"HTTP Basic” filter from the “Authentication” filter category. For “Credential Format”
select “User Name” from the drop down list.

2. For “Repository Name” select the configured authentication repository. By default only the “Local
User Store” will be available. Authentication repositories can be configured under the “External
Connections” module in Policy Studio and can be a database, LDAP etc... For this demonstration the
“Local User Store” will be selected.

3. Next add a “Insert SAML Authentication Assertion” filter located in the “Authentication” filter
category.

4. Under the “Assertion” tab configure the expiry of the assertion token. Select “Current Actor/Role”
only for the “SOAP Actor/Role” value.

5. Select the version of SAML assertion required. Here 1.1 is selected.

6. For “"Issuer Name” select the certificate containing the Distinguished Name (DName) that will be
used as the Issuer of the SAML assertion. This DName will appear in the SAML assertion as the value of
the Issuer attribute of the <saml:Assertion> element.

7. Under the “Confirmation Method” tab select "Sender Vouches” from the drop down list that will
assert that the Gateway is acting on behalf of the authenticated end-user. No other information relating
to the context of the assertion is sent.

8. The rest of the options can be left default. For more information on the configuration options for this
filter please refer to the Gateway documentation or click on the help tab in the filter itself.

9. It is recommended that both the assertion and the SOAP Body must be signed if the “"Sender
Vouches” option is selected. These message parts can be signed by using the “XML Signature
Generation” filter.

10. Connect the “"HTTP Basic” to the “Insert SAML Authentication Assertion” via a success path.
11. Add a "XML Signature Generation” filter from the “Integrity” filter category.

12. Under the “Signing Key"” tab choose the type of key to be used to sign the request. It is possible to
use either a symmetric or an asymmetric key to sign the message content. Select the appropriate radio
button and configure the fields on the corresponding tab.

13. Select the location of the Private Key to be used to sign the request. This can either be a key stored
in the Certificate Store or in an available message attribute if the key has already been used used by
predecessor filters.

14. Once the key type has been configured, click on the “Key Info” tab where it can be configured how
the <KeyInfo> block of the generated XML Signature will appear.

15. To achieve the same structure as that of the signed OWSM assertion select the “Security Token
Reference” radio button, select "X509V3" from the drop down field. Then select the “Embed” radio
button and tick the “Include TokenType"” checkbox.

16. The “"What to Sign” tab is used to configure to identify the parts of the message that must

be signed. Each signed part will be referenced from within the generated XML Signature. Here it is
recommended that the assertion and SOAP body be signed.

17. Select the “Use WS-Ids"” option which uses wsu:Id attribute to reference the signed data. Also
ensure that the ensure that “Use SAML Ids for SAML Elements” and “Add and Dereference
Security Token Reference for SAML" is checked.

18. Select the part of the request that needs to be signed from either the "Nodes Location”, “"XPath”,
“XPath Predicates” or "Message Attribute” tab. The assertion and SOAP body is selectable under
the "Nodes Location” tab.

19. Under the “Advanced/Options” tab the “Insert CarriedKeyName for EncryptedKey” can be



unchecked. The rest of the options can be left default. For more information on the configuration options

for this filter please refer to the Gateway documentation or click on the help tab in the filter itself.
20. Connect the “Insert SAML Authentication Assertion” to the "XML Signature Generation”

filter via a success path.

The sample policy:

MQ HTTF Basic

¥

End %{, Inzert SAML Authentication Assertion

¥
=¥ ML Signature Generation

¥
Q_E Raoute ta Service

The HTTP Basic Filter:

¥ Configure "HTTP Basic"

HTTP Basic Authentication B—
- |

Configure authentication using HT TP basic.

Marme: é._l_-ITTF' Bazic

Credential Format: | User Mame w '_

dillow client challenge
[ ] Remove HTTF authentication header

Repository Mame: | Local User Store [ine |

Mext = I [ Finizh I I Cancel

The Insert SAML Authentication Assertion filter:



i configure "Insert SAML Authentication Assertion”

SANL Authentication Assertion

Configure ingertion of a SAML authentication assertion.

Wame: |Insert SAML Authentication Aszertion

Azzertion Details

leguer Name; | W, COMPAENY. COMm

Expire I |5 | days |D '-:ﬁ hrs: iD l-:_{! mits |D

Cinift Tirme [zeconds): |1 I‘:ﬂ
SAML version:

Mew> | [ Finish

The Confirmation Method tab:



& confzure ‘Insert SAML Authentication Assertion”

SAML Authentication Assertion 'y

Configure ingertion of a SAML authentication azsertion.

Mame: |Insert SAML Authentication Assertion |

:-,ué.:gge[t.i.gn.! Confirmation kethod ,ﬁ'duanced

b ethod: | Sender Wouches

Halder-of-K.ey Configuration:

Azpmmetric key Symmetric key

Syrnmetnic Fey:

Generate Spmmetnic Key

Surnetric Key in meszage attibute: | spmmetric.key

Encrept uzing Certificate:

From Certificate Store:

[ay]

it Kes | [Lnzet]

From Meszage Attibute: | certificate

256

FawRzalhb

< Back et > ] l Finigh ] [ Cancel

The Key Info tab in the XML Signature Generation filter:



& confhzure "XML Signature Generation”

Sign Message

Configure gighing of the meszage.

Mame: lKML Signature Generation

Signing Key | YWhat to Sign. | Ww'here to place signaturé -.-“-‘-.dvanced

Configure format of key info sec

) Do not include key infa

Include certifizate

I il - PRt St
Include EEY name

| spmmetic | Symmetic i KeyInfo |

Select the Key Type:  (#) Asymmetric key (0 Symmetic key

tior;

) Embed public key information

E wpand public key

Include dizstinguizhed name

T ewt value

) Put certificate in attachment

Digtinguizhed name attribute

%) Security token reference |><:5|:|9'-.-'3 |Vi
() Refer (%) Embed Attached SCT IInattached SCT
Include TokenTwpe Include BinarySecurituT oken
k.ep Info Format O escription:
The Signature Keylnfo iz defined wia the Fep Info tab.
¢ Back Mext = ] [ Finizh ] l Cancel

The What to Sign tab in the XML Signature Generation filter:




& confngure "XML Signature Generation”

Sign Message

Configure gigning of the mezzage.

Mame: %ML Signature Generation

_ Signing Fey What ta Sign | Where ta place signature | Advanced
Dereferencing Optionz

(®) Usze'wSU Id: () Use lds

Ilze SAML Ids for SAML Elements
Add and Dereference Securnty Token Reference for SakL

| Node Locations | %Paths | %Path F'rediuéa.tes_ | Message Attibute |

M arne M ameszpace [ndes A
[ Aszertion urnoaziznames bo: SakL: 2.0 azzertion 1
Agzertion urncoaziznames: bo: SAML: 1.0 azzertion 1
[] BinaSecurityT oken hitp: //docs. nasiz-open.orgdwes2004/01 foasie-200407 we... 1
[] Body hittps A w3 arg/ 200305,/ 20ap-envelope 1
Body http: /¢ schemas. smlzoap.orgfzoapdenvelope 1
[] FaulTo hittps 4w w3 ang, 2005,/08/ addreszing 1
[] FaulTo http: 4 schemas. smlzoap. orgfws2004/084 addres zing 1 =
L e bbb s c0d D e PIOOE MO0 S o drmniram 1 ___\=.
(il 1] Hid|
; Back Meut > J l Finizh J [ Cancel

Step: SAML - Verify WSS 1.0 Token
Verify SAML tokens as per WSS SAML token profile 1.0

OWSM Configuration:




SAML - Yerify WSS 1.0 Token® &

Caonfiqure | Add Step Below | Delete

Basic Propertices Type Default Yalue

Enabled baolean true true

Assertm_n feston Type Default Yalue
Properiies

Trusted Assertion Issuer string[] .
Mares [*)] 9 : pany.
S;gnatuf_'e Verification Tine Default Value
Properiies

Allaw ilgned assartions Baalesn e e

only (#)

Trust store location string foptiowsm-keystore.jks
Trust store Type string jk=s jk=

Trust store password string ok dHok

Oracle Enterprise Gateway Configuration:
1. Add a “SAML Authentication” filter from the “Authentication” filter category.

2. Under the “Details” tab, “"Assertion Location” section, choose the location of the SAML assertion
by selecting the “"SOAP Actor/Role” option or the “XPath” option.

3. Enforcement of the SAML namespace (SAML version) can be configured if required.

4. The rest options can be left default. For more information on the configuration options for this filter
please refer to the Gateway documentation or click on the help tab in the filter itself.

5. Under the “Trusted Issuer” tab the issuer of the SAML assertion that requires verification needs to
be entered or selected. To verify the request that has been created by OWSM for test purposes, enter
www.company.com as the trusted issuer value.

The SAML Authentication verification filter:




& confgure "SAHML Authentication”

SAML Authentication

Configure the SARML aszertion to use for authentication.
Anather filker must be configured to authenticate the senderfizsuer via Hitp Basic/digest, IP address, S50, WS -5 ecurity, or 2ML-signature.

Mame; | SAML Authentication

Azzertion Location

< back

f et >

/1

i) 504P Actor/Role: iEurrent actorrale only [
{1 ®Path Expression:
SAML namespace: | SaML version 1.1 |Y_l
SakL version: m !
Drift Time [seconds]: | 300 |59
Remove enclozing WS-Securty elerment an successful validation
Finizh ] [ Cancel

The Trusted Issuer tab configuration:



& configure "SAHML Authentication”

SAML Authentication Ry

Configure the SAML assertion to uze for authentication.
Anather filker must be configured to authenticate the senderdissuer wia Hitp B azic/digest, IP

M ame: IS.-’-‘-.ML Authentication |

Dietails i Trusted lssuers |

Only accept azzertions izzued by the following:

WAL COMPan. com

¢ Back Pt > J [ Finizh ] I Cancel

Step: Sign message
Digitally Sign the message

OWSM Configuration:



Sign message @ & Configure | Add Step Below | Delete

Basic Propertics Type Default Value

Enabled (*) boolean true true

Sigring Properties Type Default Value

Kevstaore location [*) string foptfowsm-keystore.jks
(Sﬁnlng keystare Tupe g S S

Keystore password string sk sk th ke

(S:%ner s private-key alias Sin i R

Sigrner's private-kay Stig R

password

Signature Algorithrm [F) string RSA-SHAL RSA-SHAL

Signed Content [(*) string BODY BODY

Sign ®PATH Expression skring fzoap:Envelopefsoap:Body
Sign XML Narnespace string[] soap=httpiffschemas. wmlsoap.org

fzoapfenvelope

Oracle Enterprise Gateway Configuration:
Refer to the “"Appendix” section for how to add Certificates and Keys to the Gateway Certificate Store.

Messages can be signed in the Gateway using the “XML Signature Generation” filter. For configuring
the settings to be the same as that configured in OWSM, please follow the steps below.

1. Add a “XML Signature Generation” filter located in the “Integrity” filter category.

2. Under the “Signing Key” tab choose the “"Asymmetric Key” option.

3. Select the location of the Private Key to be used to sign the request. This can either be a key stored
in the Certificate Store or in an available message attribute if the key has already been used used by
predecessor filters.

4. Once the key type has been configured, click on the “Key Info” tab where it can be configured how
the <KeyInfo> block of the generated XML Signature will appear.

5. To achieve the same structure as that of a signed OWSM request, select the “Security Token
Reference” radio button, select "X509v3"” from the drop down field. Then select the "Embed” radio
button and tick the “Include TokenType” checkbox.

6. The "What to Sign” tab is used to configure to identify the parts of the message that must be
signed. Each signed part will be referenced from within the generated XML Signature.

7. Select either the “"Use WS-Ids"” option which uses wsu:Id attribute to reference the signed data or
the “"Use Ids” option that uses generic Id’s that references the signed data.

8. Select the part of the request that needs to be signed from either the "Nodes Location”, “XPath”,
“XPath Predicates” or "Message Attribute” tab.

9. Under the “"Where to place Signature”, select where the signature is to be placed. As per OWSM,
the option to select is the “In the WS-Security Element for SOAP Actor/Role”. Then select
“Current Actor/Role only” from the drop down field.

10. The “"Advanced” tab contains additional but not mandatory options for example inserting a
timestamp, select a particular algorithm for signing if required and other options. Ensure that “ShaRsal1”
for the “Algorithm Method” and “Shal” is selected for the “Digest Algorithm” option under the
“Algorithm Suite” tab. Under the “Options” tab the “Insert CarriedKeyName for EncryptedKey”
can be unchecked.

11. Please refer to Gateway documentation for more information on all the options available in the “Sign
Message” filter.



The Signing Key tab settings:

i Confgure "XHL Signature Generation”

Sign Message

=
Configure sigring of the mezzage.
Mame: !KML Sigrature Generation
Signing Key I “What to Sign. YWhere to place signature f: -.-’-'-.dvan-:ed
Select the Key Type: () Asymmetric key () Symmetric key
Azprometric i._:S._l,lmmetr-i}:. .F.C:n.a_','.i.n-fél'
Azpmmetnc Few
(®) Private Key from Certificate Store: Signing Key: ] |m_l,lkey
(73 Private Key from meszage attribute; | certificate
Mate: The private key aszociated with the zelected certificate iz uzed to zign.
K.zt Infa Farmat D eszcription:
The Signature Kevlnfo iz defined via the Key [nfo tab.
< Back MHeut = ] |I Finizh ] [ Cancel

The What to Sign tab settings:




£ Confzure a new XML Siznature Generation’ fitter

Sign Message S
q g LL“ I

Configure gighing of the mezsage.

Mame: ML Signature Generation{1} |

_ Signing K.ey Wwhat to Sign | Where to place signature | Advanced
Dereferencing Optionz

(& UzewiSU Ids () Use Ids

IJze SAML [ds for SAML Elements
[ ] &dd and Dereference Security Token Reference for SAML

| Node Locations | %Paths I %Path F'rediuéa-tes_ | Message Attibute |

Mame Mamezpace [#]
[] Assertion urroasis names ke SAML 2.0 assertion il
[] Assertion urroasisnames:be: SAML. 0 assertion =
[] BinamSecurtyTaken hitp: //docs. nasis-open.orgAwss/ 200401 foasis- 200401 -ws. . |
[] Body hittp: A fean w3 argS 2003405/ 208p-envelope
Body http: #fschemas. smlzoap. orgdzoap/envelope,

[] FaultTo hittp: A e w3 org 2005408/ addreszing

[] FaultTo hittp: #fschemas. smlzoap. orgdws/ 200408/ addrezsing

[ ] From hittp: A Aaana w3, org /200808, addrezsing

[ ] From hitp: //schemasz. xmlzoap. orgdwe/ 200408/ addrezzing [
] i | (2]

| d | | Edit| | Delete |

: Back Mext > I l Finizh ] [ Cancel

The Where to Place Signature tab settings:



i confhgure "XML Signature Generation”

Sign Message

&

Configure sigring of the mezzage.

Mame: !KML Sigrature Generation |
| Sigring Key | ‘What ta Sign : Where to place signature | Advarced

{1 Append signature to root or SOAP header

() In'W'5S Security element for SO4P Actor/Fole; il:urrent actordrole only Ivj

(1 ¥P ath location;

1d iit | | Delete
Append Before

< Back Hest = ] |I Finizh ] [ Cancel

The Advanced Tab settings:



!'{i"_' Configure "XHL Signature Generation™

5ign Message I.Ltf ]

Configure signing of the mezsage.

M amne: !HML Signature Generation |

| Signing F.ey | what to Sign. YWwhere to place signature i Advanced
| .

| Addiional| Algerthm Suite | Dptians|
Algarithrn Suite:
Algarithrn Suite; | Ivl
Algorithmz:
Signature bethod: | Fza5Shal lv I
KB zallaep
Digest Algorithm: | Shal | v l

¢ Back P et ] [ Finizh ] I Cancel

Step: Sign Message And Encrypt
XML Signature and Encryption

OWSM Configuration:



Sign Message And Enl:l'"_:"pt@ Environment Properties

Basic Properties Type Default Yalue

Enabled (*] boolean true '@'}true Dfalse

Sigring Properiies Type Default Yalue

(S:%nlng Keystore Incation string |,-"npt,-"nwsm-ke',lstnre.jks |
(S:%nlng Keystare Tupe Shug iks |J|-"~5—|—;-'

Signing kKeystare skhicig |""" |
password

Signer's private-kay :

alias (*) string |rn',lke',l |
Signet's private-key fre |""" |
password

Signature Algorithm (#1  string REA-SHAL | RSA-SHAL [v]

Signed Content [(*) string BODY |_E-ODY ,Vi

Sign XPATH Expression  string

Sign ML Mamespace string[]

Encrypiion Properiies Type Default Yalue

Encrypltion Keystore
location [*])

Encrypt Keystore Type . . - oy
strin bz ks |VI
[*) 5 1 LR

string |,-"npt,-"nwsm-ke',lstnre.jks |

Encrypltion Keystore

password Fring |'".."I |
SI?;:;?F:;HS public-key T |n'|l,lke',l| |
Encryption Algorithrm (*)  string 2DES SEIES_":_

Ff; Tranepartnldonthee e RSA-1_5 [R5a-1_5 [w]

Encrypted Content [¥) string BODY

Encrypt WPATH

Expreszion string

Encrypt XML Narmespace strimg[]

Oracle Enterprise Gateway Configuration:

To sign and encrypt a request in the Gateway perform the XML Sign and XML Encrypt steps in one policy.
Please see the XML Sign and XML Encrypt sections here for configuration of the relevant options.



NOTE: It is recommended to use different keys for signing and encryption.

A sample policy where the request is signed and encrypted.

m =¥ XML Signature Generation

L 4

el 35 Find Certificate

r
End .ﬂ'-_.-, M L-Encryption 5 ettings

¥
End E_ﬂ #ML-Encryption

¥

%@ Foute to Service

Step: Siteminder Authentication
Authentication via SiteMinder

OWSM Configuration:

siteminder Authentication® & Configure | Add Step Below | Delete
Basic Propertics Type Default Yalue
Enabled (*] boolean true true
gﬁgﬁﬁ;ﬁiﬂﬂn Type Default Yalue
SmServer host [(*) string localhost 10,0,7,231
SmAgent name [(*) string agentname gatewavagent
SmAgent secret string Bk o
Resaurce [¥] string fbasicauthn fbasicauthn
Operation [¥) string ProcaszzSoap ProcaszSoap

Oracle Enterprise Gateway Configuration:

Register a Siteminder Agent in the Gateway:

The Siteminder agent needs to be registered under the “Siteminder/SOA Security Manager
Connections” object under the “"External Connections” module.

1. Click on the “External Connections” module.

2. Right click on “SiteMinder/SOA Security Manager Connections” and select "Add SiteMinder
Connection”.

3. Click on the “Register” button.




4. Enter the “IP Address” of the SiteMinder Policy Server.

5. Enter the “User Name” and “Password"” of the account used to connect to the SiteMinder Policy
Server.

6. Under “Agent Details” enter a value for the "Name of the host to be registered”. This can be
ANY descriptive value and should not already exist under the “Trusted Host” list on the SiteMinder
Policy Server.

7. Enter the "Name of the host configuration object” as is configured in SiteMinder.

The Siteminder Agent configuration window:

| B Register Host

Folicy Server Detailz

IP dddress: |10.0.7.230

Idzer Mame: |zminder

xxxxxxx

Paszward:

Agent Details

Mame of hast to be registered: ;_gatewa_l,l

Mame of hast configuration object; g!gatewa_l,ln:nhiec:t _

[ k. J | Cancel I I Help

Add a Siteminder Authentication Repository:
Once the Siteminder Agent has been registered, expand the “Authentication Repository Profiles”
object under the “External Connections” tree.

1. Right click on “CA SiteMinder Repositories” and select “Add a new Repository”.

2. Enter a name for the repository. For this guide “SiteMinder” is used.

3. Select the configured agent in the drop down menu for the “"Agent Name” value.

4. The rest of the options can be left default. Click on the “Help” button if more details are required for
the configuration options here.

The Siteminder Authentication Repository configuration window:



i authentication Repository

Fepository Mame: ISiteminder |

Agent Mame: | G ateway [ e i

| add | |Edit| | Delete |

Resource: i${http.requesmi-} |

Actiors | St request verb) |

Single Sign-On Token
Create zingle sign-oh boken

The Siteminder Authentication Repository is now available for any filter that can connect to a configured
Repository for example the "HTTP Basic” filter where available repositories where users are stored can
be selected from a drop down menu. The “"HTTP Basic” filter is available in the “Authentication” filter
group.

The HTTP Basic filter configured to connect to the Siteminder Repository.

& configure a new 'HTTP Basic' fitter

HTTP Basic Authentication d
-]

Configure authentication using HT TP basic.

REN=R !HTTF' B asic |

Credential Farmat; | Ilzer Mame | v]

Allow client challengs
[ ]Remave HTTP authentication header

R eposzitary M ame: | Siterminder v]

¢ Back MHext > J l Finizh ] I Cancel II

Example of the HTTP Basic filter for Authentication via Siteminder in a policy:



Siteminder  £2

Start/End @ HTTF Bazic Authentication via Siteminder

¥
3 Seszion Waldation
¥

00 Autharization

¥

;i-é‘ii Route Request to Resource

For more information on how the Gateway integrates with SiteMinder please refer to the Fusion Gateway
documentation as well as the Fusion Gateway Integration with Siteminder Guide.

Step: Siteminder Authorize
SiteMinder Authorization to be used after SiteMinder Authentication Step

OWSM Configuration:

Siteminder Authorize@ & Configure | add Step Below | Celete
Basic Properties Type Default Value
Enabled (*] baolean true true
Transzactionld strimg CiCare CiCare

Oracle Enterprise Gateway Configuration:

Authorization via Siteminder is configured by adding the Siteminder Validation and Siteminder
Authorization filter to a policy, normally after having authenticated via Siteminder.

1. Add a “Session Validation” filter located in the “CA SiteMinder" filter category.

2. For the “"Agent Name” select the available SiteMinder agent in the drop down list as configured in
the Siteminder Authentication section above.

3. Ensure that the "Message Attribute Containing Session” is set to “siteminder.session”.

4. For the “"Resource” and “Action” fields the values can be left default. The Gateway will retrieve
these attributes from the request and the wildcarded values will be set to those matching attributes.



i Conhgure "Session Yalidation”

SiteMinder Session Yalidation '
-

Yalidate sezzion in message using CA's Sitebinder

Mame: ESessinn Walidation |

T
Agent Mame: | [ateway | e i

Fiesource: | $thttp request uri} |

Action: | $ihttp. request verb} |

kezzage attribute containing seszion;

[ y >
| siterninder. session |

< Back Heut = ] |I Finizh ] [ Cancel

5. Next is to add the “Siteminder Validation” filter also located in the “CA SiteMinder” filter
category.

6. Additionally an attribute can be configured that is used as a SAML Attribute Token for consumption
downstream if required. By default this is not enabled.

& conhgzure "Authorization”

SiteMinder Authorization o
£ T = I
Authorize uzing CA's Sitetdinder

I ame: |.-“-‘-.uth|:|rizati|:|n |

Aftributes
Set attributes for SAML Attribute taken

Attributes '
Add
giterninder. zaml.token -

Baci M et = I [ Finizh I I Cancel




The policy:
Siteminder &%

Start/End @ HTTF Bazic Authentication wia Siteminder

¥
3 Seszzion Yalidation
¥

8 Autharization

T

E_:i't Foute Request to Resource

For more information on how the Gateway integrates with SiteMinder please refer to the Fusion Gateway
documentation as well as the Fusion Gateway Integration with Siteminder Guide.

Step: Verify Certificate
Verify a certificate against a local keystore.

OWSM Configuration:

Yerify Certificate @ & Caonfiqure | Add Step Belaw | Delete
Basic Properties Type Default Value
Enabled [(*] baoolean true true
kevstare location [¥) string foptfowsrm-keystare.jks
Kevstore password string ekeok ok ok

Oracle Enterprise Gateway Configuration:
Refer to the “"Appendix” section for how to add Certificates and Keys to the Gateway Certificate Store.

After the certificates and keys have been loaded to the Gateway Certificate Store, any filter using the
Certificate Store has access to these Certificate and Keys.

For Certificate Validation the Gateway has the following filters available under the “Certificates” filter
category that can be used in any policy.

The “Certificate Chain” filter which ensures that a certificate has been issued by a trusted source is the
closest match to the “Verify Certificate” option in OWSM.

To configure the “Certificate Chain” filter:

1. Add a “Certificate Chain” filter from the “Certificates” filter category into the policy palette.



2. Select the Certificate Authority which is to be trusted to issue certificates to clients by selecting the
checkbox next to the certificate D-Name. Multiple CA certificates can be selected.

3. The “Certificate Chain” filter has to be preceded by a filter that generates the “Certificates”
attribute, which is a list containing certificates that has been retrieved by predecessor filters in the
Gateway. Normally this will be one of the following filters: SAML PDP XML-Signature Response
Verification, SAML PDP Response XML-Signature Verification, HTTP Header Authentication, Integrity,
XML-Signature Verification, SAML, XML-Signature Verification, SAML Authorization, XML-Signature
Verification, SSL Authentication and XML-Signature Authentication for example.

The Cert Chain filter:

1“ Configure a new ‘Certificate Chain’ hiter

Certificate Chain Check O
Yerify that a trusted Certificate Authority [CA] izsued the certificate.

M arme: -Ifertific.ate.lzhéin
Select the Chg which are truzted toizsue certificates to clients;

Diztinguizhed Mame -~

[ CM=Ealtimare CyberT rust Foot, OU=CyberT rust, O=Baltimare, C=IE

[] cH=DigiCer Azsured ID Root Ca, O =www digicert. com, O=DigiCert Ine, C=L%5

[] CM=DigiCer Global oot Ca, O =wwew. digicert.com, O=DigiCert Inc, C=U5

[] CH=DigiCert High Azsurance EY Foot C&, OU=wwwe. digicert. com, 0=DigiCert Inc, C=L

CMH=Entrust. net Certification Authaority [2048], 0U=[c] 13393 Entrust. net Limited, 0L =w

[] CH=Entrust.net Client Certification Authority, 0U=(c] 1999 E ntrust.net Limited, 01U =

[] CH=Entrust.net Client Certification Authority, 01=[c] 2000 E ntrust.net Limited, 0L =

[] CH=Entrust.net Secure Server Certification Authonity, 0U=(c] 1999 E ntust.net Limited,

[] CM=Entrust.ret Secure Server Certification Autharity, OU=[c] 2000 E ntrust. net Limited.,
[T rM=Fmifaw Secors Glahal eRosiness Cd.1 N=F moifae Secore lne C=l 1S | |

([

Nest> | [ Finish | [ Cancel

The Cert Chain filter used in a simple policy
Cert Chain Check

G Certifizate Chain

i
7 Call 'Main Policy'




In addition to the Cert Chain filter for certificate validation the Gateway is also capable of providing
certificate validation using the following technologies:

- CRL Dynamic (Validate certificate against a Certificate Revocation List URL)

- CRL Static (Validate certificate against a local Certificate Revocation List file)

- CRL LDAP (Validate certificate against a Certificate Revocation List located in a LDAP directory)

- CRL Responder (Allows Gateway to behave as a Certificate Revocation List) responder)

- Certificate Chain (Ensures that a certificate has been issued by a trusted source)

- Certificate Validity (Performs a simple check on a certificate to make sure that it has not expired.)
- OCSP (Validate certificate against an Online Certificate Status Protocol responder)

- XKMS (Validate certificate against a XML Key Management Service responder)

For more information about configuring these filters please refer to the Fusion Gateway Administrators
Guide. Please also refer to the SSL Integrity and Confidentiality guide.

Step: Verify Signature
XML Signature Verification

OWSM Configuration:

Yerify Signature@' iE Caonfiqure | Add Step Below | Delete
Basic Properties Type Default Yalue
Enabled [(*] baoolean true true

AME Signature

Verification Type Default Value

Properiies

Kevstore location [*) string foptfowsm-keystore.jks
‘Effjrlf',llng keystore Type string iks ik

Keystore password string stk bk ok

I:SSngner s public-key alias S ol

Rernowve Signaturas [(*) baclaan true true

Enfarce Signing (%) baclaan true true

Oracle Enterprise Gateway Configuration:
The Gateway can verify signed messages using the XML Signature Verification” filter.

1. Add a “XML Signature Verification” filter from the “Integrity” filter category to the policy palette.
2. Under the “Signature Location” section choose the location where the signature resides from the
drop down list.

3. Set the “Signature Position” to 1.

4. Under the “Find Signing” key section select the location of the public key that will be used to verify
the signature.

5. Under the “What Must Be Signed” tab the particular part of the message can be selected that



should be signed, although not mandatory, if selected strengthens the integrity verification process, if it is

known that a specific part of the message should be signed.
6. The “"Advanced” tab covers additional options, for example to fail if no signature is present, which

can be enabled or disabled. Please refer to Gateway documentation for explanation of all features in the
filter.

The Signature Verification configuration

¥ confizure "XHML Signature Yerification”

Integrity XML-Signature Yerification e
|55 i
Configure an #ML-zignature verification in order to validate the integrity of
the meszage.

Mame: %ML Signature Verification |

Signature Verfication | wihat Must Be Signed | Advanced

Signature Location

EEI.-‘-‘-.F' mezzage header jvi

P —

Signature Positior: |1 |5

Find Signing Fey
(3 Via Keylnfo in message

3 Via message attibute;
(71 Via Certificate in LDAP;

{®) Via Certificate in store: I Select... I {mykey [

¢ Bar M et > I l Finizh J I Cancel

window:

The What Must be Signed configuration



i‘ Configure "XHL Signature Yerifiication”

Integrity XML-Signature Yerification

Configure an #kL-zignature verification in order to validate the integrity of the meszage.

Mame: ML Sighature Verification

[ ] &l attachments

| Signature Yerification | What Must Be Signed | Advanced

Mode Locations | xPaths | Message Attibute |

MHame

[] Action
[] Action
[] Aszzertion
[] fszertion
[] BinawSecuriyToken
[ ] Body

[ ] Body
[] FaultTa
[] FaultTao
[] Fram
[ From
[] Keylnfo

B Y PSRN |

window:

M amespace

urrioagiz names: e SAML: 2.0 azsertion
urroagiz names: e SAML .0 azsertion

hittp: /s, w3, org 2000409, wmidzigh

i:illl.
Ir';de:-: AI
hitp: //schemaz. xmlzoap.orgdws /200408, 1 [ 1l
hittp: A s w3, org 2006./08, addrezsing 1
1
1
http: /fdocs. oasiz-open.argdwes/ 200400 1
hittp: A daana w3, org 200305/ s 0ap-envel... 1
hitp: //zchemasz. xmlzoap.orgdzoaplenvelo.. 1
hitkp: A w3 arg 2005,/08/ addressing 1
hittp: fgchemas. smlzoap.orgdws /200408, 1
hitbp: At w3 ang 2005,/08/ addreszing 1
http: #fschemas. smlzoap.orgdws/ 200408, 1
L O BT s s gl S S T T .y [ S [ Oy 1 Iv.
Mest > I l Finizh Cancel

The Advanced configuration



£ confizure "XHL Signature Verification”

window:

Integrity XML-Signature Yerification =
Configure an #kL-zignature verfication in order to validate the integrity of the -
Messa0e.

Mame: ML Signature Verification |
| Signature Yerification | what Must Be Signed I Advanced B
| WS Securty Options:
Signature Confirmation: (&) Mone ) Initiator () Fesponder
Advanced Settings:
Default Denved Kep Label: irWS-SecureEanversatianWS-S ecureConversation :
Algarithrn Suibe: | 'V %
Fail if no zsignatures to verify
[ *erify Signature for Authentication Purposes
: i Tt
beszage Attnbute containing DOM: | |V:

[ ] Remove enclosing 'WS-Security element on successful verification

< Back Hext = ] l Finizh ] [ Cancel

Step: XML Decrypt
XML Decryption

OWSM Configuration:



XML Decrypt @ & Configure | Add Step Below | Delete
Basic Properties Type Default VYalue

Enabled [*) boolean true true

XM Decryption

3 T Default Val
Properiies i bt 20
Kevwstore location [*) string foptfowsm-keystare jks
D*ecr',lpt Keystore Tupe string jks ik
Kewstore password string koo ok
Cecryptar''s private-key :
SlisE (*) string mivkey
Decr',lpt-:udr"g private-keay S Ty
passwor
Enforce Encryption [*] boolean true true

Oracle Enterprise Gateway Configuration:

To decrypt messages in the Gateway, the “Decryption Settings” filter followed by the “Decryption”
filter is used.

1. Add a “Decryption Settings” filter from the “"Encryption” filter category.

2. Under the “"Nodes to Decrypt” section there are two options to select from. Select “Decrypt All” to
decrypt all encrypted content in a request or “Use XPath” to explicitly select the EncryptionData block in
a request.

3. Under the “Decryption Key” section select where the decryption key will be retrieved from. The
options are from the “Key Info” section in the request or via a message attribute generated by
predecessor filters in the policy.

4. Under the options section the filter can be configured to fail if not encryption data was found in the
request and also to remove the encrypted key element used for decryption.

5. Add an “Decryption” filter from the “Encryption” filter category. No configuration is required in
this filter. Connect to the “Decryption Settings” filter via a success path.

6. For information on all the options please refer to the Gateway documentation.

A sample Decryption Policy:

Start/End E_ﬂ =ML-Decryption Settings

¥
End Eﬂ M L-Deciyption

b 4

End ﬂ__E Foute to Service

The Decryption Settings filter:




& Conhgure "XHL-Decryption Settings”

XML-Decryption Settings
Configure the settings for the XML Decreption filter

Marme: EKM L-Decryption Settings

Mode(z] to Decypt:

{®) Decrypt Al
) Usze =Path:

Drecryption Key:
{#) Find wia Keylnfo in meszage
() Find wia certificate in attribute;
O pticres:
Fail if no encrypted data found
R emowve the Encryptedk. ey element used in deciyption

Default Denived Key Label: E_WS-SecureEnnversatiDnWS-S ecureConversation !

Algorithm =uite required:

] l Finizh ] I Cancel

Step: XML Encrypt
XML Encryption

OWSM Configuration:




XML Encrypt @ & Confiqgure | Add Step Below | Celete

Basic Properties Type Default Yalue

Enabled (*)] baolean true false

Encrypiion Properties Type Default Yalue

Kevstore location [(*) string foptfowsm-keystare.jks
Encrypt Keystare Type [*) string jk= jk=

Kevstore password string etk ok ok

Decryptar's public-keay :

alias [+ string mykey

Encryption Algarithrn [*)  string 3DES 3DES

Ffj"' Transport Algorithm REA-1 5 REA-1 5

Encrypted Content [*) string BODY BODY

Encrypt XPATH Expression string fzoap:Envelopefsoap:Body

soap=http:ifischemas. xmlsoap.org

Encrypt XML Marmespace  string[] R s

=

Yerify Signaturvla'::?:I & Configure | Add Step Below | Celete

Sign message & & Configure | fdd Step Below | Delete

Log @ &

Configure | Add Step Below | Celete

- - -

End Pipeline

Oracle Enterprise Gateway Configuration:

To encrypt messages in the Gateway, the “Encryption Settings” filter followed by the “"Encryption”
filter is used. The “Encryption Settings” filter is dependant on the previous filters in the policy chain
to supply the “Certificate” attribute that holds the key that will be used to encrypt the request. For this
the “Find Certificate” filter will be used to locate the key in the Gateway certificate store.

1. Add a “Find Certificate” filter from the “Certificates” filter category.

2, Select the option where the key is to be obtained from. In this example the “Certificate Store”
option has been selected with the relevant certificate/key combination chosen from the list of certificates
and keys then click on “Finish”.

3. Next Drag a “"XML-Encryption Settings” filter from the “"Encryption” filter category.

4. Under the “Encryption Key"” tab the settings can be left as default.

5. Under the “"Key Info” tab select the “Security Token Reference” radio button and select
“X509v3” from the drop down list. Also select "Embed” option and select the “Include Security
Token"” check box.

6. Under the “Recipients” tab the options can be left as default.

7. Under the “"What to Encrypt” tab select the part of the request that needs to be encrypted from
either the “"Nodes Location”, “"XPath” or "Message Attribute” tab.

8. The "Advanced” tab contains additional options for example inserting a timestamp, select a particular
algorithm for encryption if required and other options. Select “TripleDes” under for the “Encryption
Algorithm” option under the “Algorithm Suite” tab.



9. Click on “Finish” once the configuration of the “Encryption Settings” filter is complete and connect
to the “Find Certificates” filter via a success path.

10. Add an “Encryption” filter from the “Encryption” filter category. No configuration is required in
this filter. Connect to the “Encryption Settings” filter via a success path.

11. Please refer to the Gateway documentation for more information on all the options in the
“Encryption Settings” filter.

Example Encryption Policy:

ETEUR] 3% Find Certificate

¥
Erd .E'_H #ML-Encyphion Settings

¥
=) 2 M L-E nerption

u ‘r
%E Route to Service

The Find Certificates filter:

1‘ Configure "Find Certificate”

Find Certificate J .._]

Find a certificate in a mesgage attribute, HT TP header field, attachment, or
uzer stare.

M amme: ;._I_:inu:l Certificate
tezzage attribute for stanng certificate

Attribute name: certificate v

Retrieve certificate fram the following location
) Wordel U zer:

() Certificate Store; . riyk ey

O Wordel User or wildeard: |
() Mezzage Attibute M ame: _
(JHTTP Header Mame:

(3 Attachment M ame;

1o Mext » I I Finizh | I Cancel




The Encryption Key tab settings:

¥ Configure "XML-Encryption Settings”

HML-Encryption Settings b
= i
Configure the settings for the XML Encrphion filker

M ame: |><MI:E nu:_r__l,lpticun Settings

| Encryption Key Keyp Infa | Heci.pi.ent.s | ‘wihat to Enc_ry;_nt__ Advanced|
Encruption Fey:

{(®) Generate Encryption Key

) Encryption Key in meszage attibute:  symmetic key

Mote: The encyption key iz a symmetnc key. [t mayp be encrypted asymmetrically for each recipient,
Include encryption key in meszage

Specify method of azzociating the Encryption Kep with the Encrypted Data:
{®) Paint ta Encryption Key with Security Token Reference

) Embed symmetric key inzide Encrypted D ata

) Specify Encryption Key via caried keyname

{3 Specify Encryption Key via retieval method
) Encryption Key refers to Encrypted Data

[ Usze derived key

ey Info Format Description:

i“The encruption key iz included in the meszage and encrypted for the reu:ipi_ent.

| The EncryptedD ata K.eyinfa points to the Encryptedkey with ValueTvpe " _BE noptedk ey
‘The Encryptedkey Keylnfo iz defined wia the Kep Info tab.

Bac Ment = I l Firiish ] I Cancel

The Key Info tab Settings:




& confzure "XHL-Encryption Settings”

HML-Encryption Settings iy
& |
Configure the settings for the ©ML Encryption filter

M ame: |><I'-1L-En|:r_l,lpti|:|n Settingz |

Configure format of key info section;

) Do not include key info
) Embed public key information

Inziude certifizate Expand public key Include distinguizhed name

Include key name

Text value Diigtinguizhed name: attribuke
) Put certificate in attachment | |
{(®) Securty taken reference |><5I:|'.Elv3 [vl
() Refer (%) Embed Attached SCT Unattached SCT
Include TokenT ype Include BinamSecurntyT oken

¢ Back MHext > ] [ Finizh ] I Cancel

The Recipients tab settings:



& confgure "XHL-Encryption Settings’

XML-Encryption Settings
Configure the settings for the =L Encryption filter

I arne; | #ML-Encreption Settings

| Encryption Key | Eé_l,lln-fu.:u-! Recipients !Wh.ét.t-cu.éncrypt. | Advanced |

Recipientz
Default Recipient

Edit| | Delete
< Back P et = ] [ Finizh ] I Cancel

The What to Encrypt tab settings:




& confzure "XHL-Encryption Settings"

XML-Encryption Settings
Configure the settings for the #ML Encryption filker

| Mode Locations E__>.<F'aths | Message .ﬁ.ttribu.té_:

M ame Mamespace Index An
[ Aszetion urk: oazsisnames:bo: SAML: 1. 0 assertion 1 =5 |
[] BinamwSecurityToken  httpe/ /docs oasis-open.org/wes/ 2004400 foasiz- 200400 4ws. .. 1
[] Body hittpe A feane w3, arg /200305, s0ap-envelope 1
B ody http:/#zchemasz. smlzoap. orgdzoaplenvelopes 1
[] FaultTo hittp: /A w3 0rg /200508 addreszing 1
[] FaultTa http: & f2chemas. wmlzoap. orgdwe 2004,/08/ addreszing 1 ;
[] Fram hittpe & A w3, org /2005,08/ addreszsing g V
Add | Edi ete
< Back M et » I [ Finizh J I Cancel

The Advanced tab settings:



& confhgure "XHML-Encryption Settings”

XML.—EncrvptuT_ln Settings o a2 ]
Configure the settings for the ML Encrplion filker

I amne: |;<M L-E neryption Settings |

' E.ncryp-t.icun k.ey | .K.e_l,l In-fl.:u [ I.:i.eci.pi.ent:s .';-N'he.nt tlﬁ E-ncrﬂ:_ut_i Advanced |
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Step: XML Transform
Transform message using XSL

OWSM Configuration:

XML Transform {f?} Environment Properties
Basic Properties Type Default Yalue
Enabled (*) boaolean true @ ue ) false
HELTU string
®ELTFileMarne string
Where

XSLTUrl is the URL that specifies the location of the XSLT file.
XSLTFileName is the Path to the XSLT file on the machine where Oracle WSM is installed.

Oracle Enterprise Gateway Configuration:

Drag and drop a Stylesheet Conversion filter from the Utility class into the circuit at the desired
point.
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Convert the contents of a message using an X5LT stylesheet.
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Appendix:

Oracle Enterprise Gateway Certificate Store:

Adding Certificates and Keys to the Oracle Enterprise Gateway Certificate Store:
If OWSM is using certificates or keys contained in java keystore file then this can be imported into the

Gateway'’s configuration via the following steps:

1. Add Certificates and Keys from the OWSM Keystore to the Oracle Enterprise Gateway
Certificate Store

Click on the “Certificates” module in Policy studio then select “Keystore”, click on

the “"Browse"” button and browse to the keystore file and connect to it using Keystore

password



¥ Keystore x

Keystore: |file:/C:/DWSM Keystore/owsm-keystore ks i

Aliaz wner

¥ Enter password

Keystore password: I T

l )4 H Canicel I

Select all I I Deszelect all ] l g I I Remove I INEW ke_ustu:ure] I.-’-‘-.u:h:l {u] ke_ustu:ure] Ilmpnrt to Trusted Certificate Stu:ure]

l )4 H Cancel I

A list of certificates and keys will be show. Select the certificates and keys to export to the Gateway
Certificate store. Then click on “"Import to Trusted Certificate Store”.

2. To add a Certificate or Certificate and Key to the Oracle Enterprise Gateway Certificate
store that does not reside in another Keystore:

1. Click on the “Certificates” module in the left side of Policy Studio.

2. Click on the “Certificates” object at the top.

3. On the right hand side of Policy Studio click on “Create/Import” button.

4. Click on the “Import Certificate” button if it is a certificate with public key

that needs importing.

5. Click on the “Import Certificate and Key” option to import a certificate and private key.

6. Certificate and Key can also be imported separately by following step 4 for importing the certificate,
then click on the “Private Key” tab where the corresponding private key can be imported.



